HEARINGS 


ON 


INVESTIGATION OF NATIONAL DEFENSE 
ESTABLISHMENT 


STUDY OF REGULATIONS AND PROCEDURES 


CLASSIFICATION AND DISSEMINATION 
OF INFORMATION 


SPECIAL SUBCOMMITTEE NO. 6 


OF THE 


COMMITTEE ON ARMED SERVICES 


HOUSE OF REPRESENTATIVES 
EIGHTY-FIFTH CONGRESS 
SECOND SESSION 
UNDER THE AUTHORITY OF 


H. Res. 67 


w 


HEARINGS HELD MARCH 10, 11, 12, APRIL 1, AND JULY 9, 1958 


UNITED STATES 
GOVERNMENT PRINTING OFFICE 
WASHINGTON : 1958 








SPECIAL SUBCOMMITTEE NO. 6 
F. EDW. HEBERT, Louisiana, Chairman 


PORTER HARDY, Jr., Virginia WILLIAM BE. HESS, Ohio 

A. PAUL KITCHIN, North Carolina ROBERT C. WILSON, California 
Ex OFFICIO 

CARL VINSON, Georgia LESLIE C. ARENDS, Illinois 


JOHN J. COURTNEY, Special Counsel 
LLoyp R. KugN, Staff Attorney 








DEPOSITED BY THE 


UNITED STATES OF AMERICA 


CONTENTS 


Testimony of— 
Burnett, Edmund C., Assistant General Counsel (Research and De- Page 


VIE I ie sn sieinssicniie ied Reaping ae ilar lea aR ah einai 48 
Chermak, Lawrence E., counsel to the Navy Comptroller__...._--- 81 
Dechert, Robert, General Counsel, Defense_.........._-___________ 18 
Fisher, Edwin L., General Counsel, General Accounting Office______ 125 
Johnson, John A., General Counsel, Department of the Air Force__._. 101 
Joyce, Comdr. Theodore W., Security Policy Officer, Security Branch, 

Office of Naval Intelligence, Chief of Naval Operations_.......____ 78 
Keller, Robert F., Assistant to the Comptroller General_...._______ 112 
Kirkpatrick, Rear Adm. Charles C., Chief of Information, Navy De- 

TING cin cet egienicinkis ns sass esse seinem as neta aaah in ladigttalap i ahaa tati 71 
Leuhman, Maj. Gen. Arno H., Director of Information Services, De- 

ParGeens OF Te Bil FONG... choc oc eet anceben nace 93 
Liebling, Joseph J., Assistant for Security, Deputy Chief of Staff for 

Materiel, and Deputy Chief of Staff for Development____..______ 95 
Powers, Law rence J., Defense Accounting and Auditing Division, Gen- 

eral Accounting Office seca ects a epoca thsi inc ea eal 123 
Reynolds, Brig. Gen. Royal, Jr., Director of Plans, Programs, and 

Security, Office of the Assistant Chief of Staff, Intelligence______ 45 
Snyder, Murray, Assistant Secretary of Defense (Public Affairs) __ 2 
Storke, Maj. Gen. Harry P., Chief of Public Information__________ 42 

Additional data: 
Amendment to Department of Defense Directive 5200.1____________ 119 
Department of Air Force memorandum re information services officers 

with previous newspaper experience____..______-__._____._____ 106 
Department of Army report on scientific information____.__..._..__ 63 
Department of Defense proposed directive____.._._....-.._____-_-_ 117 
Executive Order No. 10501, Safeguarding Offic ial Information in the 

Interests of the Defense of the United States_._._._.........______ 11 


Letter to Hon. F. Edward Hébert from Comptroller General of United 
States, dated July 25, 1958, transmitting the statement of the Gen- 
eral Accounting Office on the question of access to defense infor- 
mation by representives of GAO, with enclosures__.__.__________ 198-250 
Letter to Hon F. Edward Hébert from Mr. Robert Dechert, General 
Counsel, Department of Defense, dated July 30, 1958, with 
CG ss ow sas essa iy cee dn ean ee ied tin cn ew cma abenietalen ba liege alain arian aid 250 


Letter to Hon. F. Edward Hébert from Hon. John EB. Moss, dated 
July 24, 1958, enclosing staff memorandum of the Government In- 


Crewe TEI a. ica aiddh ng ins epebsntbcannennsttrmcncatncie 261 
List of General Accounting Office officials authorized to certify secu- 

SEES - CORDON since codeine nid onde aad naeenaddaaal 120 
Appendix A—Exhibits of Department of Defense_____.--_-__-__-______- 265 
Appendix B—Exhibits of Department of Army__-_-~~-----~----_-_-_____ 555 
Appendix C—Exhibits of Department of Navy___----------_---___-_____ 873 


Appendix D—Exhibits of Department of Air Force 








INVESTIGATION OF NATIONAL DEFENSE—PHASE II 


Special Subcommittee No. 6 


House or RepresENTATIVES, 
CoMMITTEE ON ARMED SERVICES, 
SrecraL Suscommitteex No. 6, 
Washington, D.C., Monday, March 10, 1958. 

The subcommittee met in executive session at 2:05 p. m., Hon. F. 
Edward Hébert, chairman of the subcommittee, presiding, ‘with Mr. 
Hardy, Mr. Kitchin and Mr. Hess. 

Mr. Hésert. The subcommittee will come to order. 

Mr. Courrney. Mr. Chairman, this meeting originates under the 
authority of House Resolution 67 and the direction of the chairman 
ap ointing, with the consent of the full Armed Services Committee, 
Subcommittee No. 6, consisting of five members, Mr. Hébert, Mr. 
Hardy, Mr. Kitchin, Mr. Hess, and Mr. Wilson, with a mandate to 
inquire, among other things, into the classification and dissemination 
of information. This is in connection with the inquiry to deter- 
mine posture, procedures, and organization within the Department of 
Defense. 

Mr. Chairman, we have in the interval collected from the Depart- 
ment of Defense and from the 3 military departments the written 
data on both directives and instructions, as far as we are able, relating 
to these 2 subjects and the staff has suggested the order of priorit 
be, of course, Mr. Secretary Snyder, who is here this morning, fol- 
lowed by the 3 military departments. 

The subject matter falls into two categories as designated by the 
chairman, but also falls into these other categories: Matters relating 
to and defined as security matters, and matters of policy relating to 
the administration of the executive department. 

The Secretary is prepared to address himself to both subjects and 
in his own way. He has a prepared statement, Mr. Chairman, and I 
would suggest that he be permitted to proceed under the rules of the 
subcommittee without interruption. 

Mr. Hépertr. Mr. Snyder, will you proceed accordingly and the 
committee members will not interrupt you until you have finished your 
prepared statement. , 

However, before you begin the presentation, there is information 
that I w ant to give the committee for the record and that is in connec- 
tion with the visit which I had from Mr. Paul Southwick in behalf 
of Congressman Moss of the Government Operations Committee. Mr. 
Southwick, on behalf of Mr. Moss, wanted to extend to the committee 
any cooperation which he could give in connection with this particular 
inquiry as related to the inquiry which Mr. Moss is now conducting. 

I assured Mr. Southwick that he could inform Mr. Moss that the 
committee appreciated his offer of cooperation and that the committee 
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itself had already mentioned and has already assumed that Mr. Moss 
would cooperate. 

Mr. Courtney. Mr. Chairman, one further thing. This resolution, 
of course, is an authorization to inquire and investigate under the 
authority of the House. Many of the witnesses were sworn before the 
full committee. Under the procedure established by the chairman, 
you will be required to swear any witness testifying here. I am not 
sure that Mr. Snyder has testified before the full committee. 

Secretary Snyper. I have not. 

Mr. Hésertr. Will you raise your hand, Mr. Snyder, please? Do 
you swear to testify to the truth, the whole truth and nothing but 
the truth as related to the inquiry which the subcommittee is 
conducting ¢ 

Secretary Snyper. I do, sir. 


STATEMENT OF THE HONORABLE MURRAY SNYDER, ASSISTANT 
SECRETARY OF DEFENSE (PUBLIC AFFAIRS) 


I appreciate this opportunity of appearing before your committee 
to discuss the very important matter of information services and 
related activities of the Department of Defense. 

My principal responsibility is to see that the Nation is provided 
as complete, prompt, and accurate a report as possible of how we pro- 
vide for the common defense. This includes the basic responsibility 
for assuring establishment, and carrying out of integrated policies 
and programs in the public affairs area for the Department of De- 
fense, including the three military departments. 

While copies ; of certain working memorandums and major depart- 
mental directives relating to my office have already been furnished 
your committee, I thought it would be of assistance if I briefly de- 
scribed our basic policies and some of the major problem areas. 

The fundamental premise of the Department of Defense in con- 
ducting its day-to-day information activities is that it is essential 
to our Nation that there be a fully informed Congress and public. 
Accordingly, our policies stress the affirmative responsibilities of the 
Department to make the maximum information available consistent 
with national security and the overall public interest. 

The basic information problem continually faced by the entire 
Government, including the Congress, is how to make the maximum 

available without jeopardizing security, impairing the operations of 
the Government itself, or inequitably benefiting or hurting particular 
groups or individu: ils. 

In the case of the Department of Defense this basic problem is fur- 
ther complicated by the nature of its mission, the global scope of its 
activities, the diversity of operations and subject matters and the fact 
that it has forces of nearly 4 million people scattered throughout the 
world and that it is responsible for the expenditure of some $40 billion 
a year. 

‘The number and variety of information problems presented are in- 
finite. I, personally, must humbly admit that despite more than 20 
years experience as a working newspaperman and 4 years as assistant 
press secretary to the President, my past year has been an education. 

The daily information operation of a Government agency such as 
ours falls into two main categories. First is that of replying to the 
large number of queries for factual information which come from 
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the information media, the Congress, organizations, and the general 
public. 

Second is the dissemination of information on the Department’s 
own initiative in fulfilling its obligations to keep the public informed. 

As to the reser -aaeiete to queries—the job is, of course, one 
of getting full and complete Sits from the persons knowledgeable in 
a particular subject area involved and furnishing it accurately and 
promptly. In the second type—where we put out information on our 
own initiative—we must, of necessity, be somewhat selective. 

It is essential that such material be accurate and not capable of 
misleading or confusing the public; propaganda must be avoided; 
and, of course, there are the practical limitations of manpower and 
funds. 

As to the handling and dissemination of all information, whether 
in response to queries or on the Department’s own initiative, there 
remains, of course, the need to safeguard certain information against 
general dissemination. 

The bulk of information requiring such protection is that of a mili- 
tary security nature. Additionally, there is the responsibility of the 
Government for safeguarding certain nonmilitary information to 
avoid either impairing the operations of the Government itself or 
improperly benefiting or injuring particular groups or individuals. 

As to the latter area, for example, as the Congress has recognized by 
many statutes—and some of them contain criminal penalties—informa- 
tion such as that received in confidence from industrial firms concern- 
ing their trade secrets, finances and methods of operation, and certain 
other types of information must be protected. 

Incidentally, I have noticed that while the need to protect the purely 
military type of information is well understood, the need in this other 
area apparently is not. In this connection, however, I would like to 
emphasize an important principle restated only last Thursday by the 
Attorney General of the United States in an appearance before the 
Senate Judiciary Subcommittee on Constitutional Rights. Mr. Rogers 
stated : 





Nondisclosure can never be justified as a means of covering mistakes, avoiding 
embarrassment, or for political, personal, or pecuniary reasons. 

This has been one of the basic principles of our information policies 
and is reflected in our departmental directives. 

One important fact—which is often lost sight of and which applies 
not only to the above discussed nonmilitary type of information not 
available to the general public, but also to classified military informa- 
tion—is that practically all of such information is available to the 
peoples’ elected representatives in the Congress. 

Thus while this information cannot be made available to the general 
public, congressional committees to whom the information is made 
available, on a confidential or classified basis, are able to protect the 
public’s interest by checking on whether the Government’s activities 
are being conducted with propriety and efficiency. 

Let me cite several special problem areas which exist in our daily 
information activities due to the very nature of the Department of 
Defense and its complex missions. For example, we must recognize 
the fact that today’s military plans and programs cannot be separated 
from foreign policy. 
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We cannot overlook, in evaluating information from a national-secu- 
rity standpoint; the factor of possible jeopardy to our foreign relations 
and to our mutual security arrangements with other free world na- 
tions. Similarly, the operations of our Department are closely linked 
to those of sith agencies as the Atomic Energy Commission, the 
CIA, Office of Defense Mobilization, and others. 

Another special area is that of announcements, by Defense officials 
or defense contractors, with respect to development, capabilities, and 
operational availability of new weapons systems. 

Here the Department has a distinct obligation, not only to insure 
against compromise of military security information, but also to 
assure that it is not contributing to any dissemination of information 
which might be misleading to the public. 

I am sure this committee is fully appreciative of the novel informa- 
tion problems which spring from our entry into the world of missiles, 
satellites, and outer space. We and the information media together 
have certainly suffered some growing pains in the missile and space 
information field. We have all learned much in the last few months 
and I think I can say that we now have a program which assures that 
the public is informed, while at the same time security is protected and 
our plans and activities are portrayed in perspective. Much hard 
work has been done in recent months by Government working in close 
cooperation with the information media to establish sound informa- 
tion procedures at the Missile Test Center, Cape Canaveral, Fla. 

These procedures were formalized in a memorandum issued by me 
on March 3 after they were given a thorough going over at a meeting 
in my office attended by 21 key executives of newpapers, wire services, 
news photo syndicates, newsreels, radio and television networks, 

This memorandum, a copy of which has been supplied the com- 
mittee, outlines the prevailing information policy on missile tests and 
International Geophysical Year satellite-vehicle firings. I do not say 
it is perfect, nor that it is completely satisfactory to everyone. But it 
works and it has been supplemented by press briefings on missiles at 
the Pentagon. 

This most significant and worthwhile result is a better informed 
press and public and fewer security problems than in the days when 
reporters’ missile news sources in the Canaveral area were rumor, 
leak, gossip, and observation from a distant beach. 

Finally, there is the special problem concerning classification and 
declassification of military information. We have been concentrating 
on this with a two-pronged attack; first, to reduce the backlog of ac- 
cumulated classified information from years gone by, and second, to 
prevent further accumulation by emphasis on proper classification. 

A special Office of Declassification Policy was established under my 
jurisdiction last July and considerable strides toward both objectives 
have already been taken. 

I think the overall information situation today disproves the widely 
propagated myth that people in our Government are engaged in a 
great conspiracy of news suppression. As to the Department of De- 
fense in particular, I think a glance at the front pages of almost any 
daily newspaper demonstrates that there is a free flow of information 
regarding our national defense completely consistent with the prin- 
ciples of a free press. 
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Certainly, the day-to-day handling of Government information— 
the maintaining of a proper balance to assure that the public is fully 
informed, while at the same time the national interest is protected— 
is a difficult one. There is no mathematical formula to be applied. 
We believe that the keys are proper attitude, recognition of responsi- 
bilities, the exercise of good judgment and daily attention and follow- 
through. These are our precepts. There is always room for improve- 
ment and we are continually seeking it and will continue to do so. 

Mr. Hépert. Thank you very much, Mr. Snyder. 

Mr. Courtney, have you any questions? 

Mr. Courtney. Just a few questions, Mr. Chairman. 

In order that we may have for the record here before the full com- 
mittee and to be reported by the subcommittee, the full lines of 
authority, I have some general questions, Mr. Secretary. 

With respect to the information which you would classify as ac- 
tivities of the Department of Defense, without relation to security, 
what authority do you or does your office exercise, not only within 
your Department of Defense, but over the information officers of 
the other three departments ¢ 

Seeretary Snyper. The Office of Public Affairs is established as the 
sole agency for the release of information of a military nature from 
the seat of government. It means that while news statements or 
replies to queries are generally developed within the services; the 
Army, Navy, Air Force, and Marine Corps, the channel for the dis- 
semination of these answers to queries or fresh announcements is 
through my office—my office of Public Information, in the main. 

Mr. Courtney. Then we would understand that there is no original 
authority or jurisdiction within the three military departments, to 
disseminate information relating to the activities of their departments, 
excepting as they would be passed through your office and imple- 
mented with the policies which you ests ablish there ? 

Secretary Snyper. That is true, with relation to information at the 
seat of government. 

Mr. Courtnry. Now, with relation to a second subject, the matter 
of speeches and articles written by members of the uniformed service 
and civilian service—first answer me, is there a distinction in your 
handling of the two? 

Secretary Snyper. No, sir; there is not. 

Mr. Courtney. Then with relation to public utterances made by 
such personnel, either uniformed or civilian, what in summary is the 
exercise of control that you have over them with relation to public 
utterances relating to matters within the Department, whether it be 
within their jurisdiction or not? 

Secretary Snyper. With relation to speeches by either civilian or 
military personnel, on the subject of the military—and i is aside from 
anything they might be doing in their personal or private life—there 
are provisions for the submission of these, through channels, through 
their own service, through the Office of Security ‘Review which comes 
under me. This is for a security review as to their adherence to mili- 
tary security and provides for a review as to the possibility of their 
conflict: with est: ablished policies of programs of either the Depart- 
ment or the Government. 
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Mr. Courtney. In summary, are we to understand, then, that all of 
these utterances finally—before being made—must come through your 
office and a determination made there with respect to those two items, 
(1) administration policy or executive policy, whichever you choose 
to call it, and (2) the security matter? 

Secretary Snyper. The exception is, of course, where they appear 
as witnesses before the Congress or they may have press conferences. 
There are no precise lines which preclude one of these officials from 
having discussions, ad lib, but if there are speeches formally pre- 
pared for formal delivery, they do come in for such review. 

Mr. Courtney. With respect to the written word with which we 
are dealing now, what is the line of authority, if any, exercised by 
your office concerning articles published in informational media of 
| kind, be it scientific or just of general informational interest. 

ecretary Snyper. Do you mean articles written by personnel? 

Mr. Courtney. Military, or civilian personnel. 

Secretary Snyper. A similar requirement exists that if these arti- 
cles pertain to the military, to their functions within the military, 
that they be submitted for review. 

Mr. Courtney. With respect to policy within the Department, 
what is your practice and what is the fact as to whether or not your 
decisions in that matter are written or oral? Your decisions, or that 
of the subordinates in your organization ? 

Secretary Snyper. I would like to state, Mr. Courtney, that the 
decisions are not based upon judgment that resides exclusively within 
my office by any means. For example, in the matters pertaining to 
security, we check with the best available technical people we have. 
Tf it is in relation to missiles, the questions of security are determined 
by the men who know the most—the technicians in the missile field. 

If it is a matter of possible conflict with State Department policy, 
with the Atomic Energy Commission, or something involving any 
other Department, our Office of Security Review checks with the ap- 
propriate department. If it is a matter that involves the budget and 
there is a possible conflict with either what the President has said or 
the Budget Director is doing, what the budget policy of the Depart- 
ment is, a check is made with the appropriate officials of the other 
departments or within our own Department. 

Mr. Courtney. Now, that has to do then with what we have been 
describing here generally—and I think we understand one another— 
as the executive policy of the Government set by the Secretary of De- 
fense in the case of the Department of Defense. 

Secretary Snyper. That is correct. 

Mr. Courtney. With respect to classification of information which 
might creep into such disclosures or statements or articles as the case 
may be, what is the fact as to where and how the classification is first 
established? Does that occur with your office or does it occur within 
the several military departments ? 

Secretary Snyper. The basic determination as to classification of 
a subject, particularly military hardware—would lie within the mili- 
tary department. 

Mr. Courtney. Within the department to which this person, be 
he military or civilian, is attached ? 

Mr. Snyper. That is correct. 
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Mr. Courtney. As the matter comes to you, as to whether it should 
or should not be disclosed to the public, what action is taken within 
your Department? How do you review the decision of the military 
department, or do you accept it as having been determined for good 
reason and within the proper scope of the department’s authority ? 

Secretary Snyper. Generally speaking, the service knows what has 
been declassified or downgraded, You see, the — in our security 
review force are divided—Army, Navy, and Air Force—— 

Mr. Courtney. That is within your own Department of Defense? 

Secretary Snyper. Within our office, that is correct. They are ex- 
perts in their respective fields. If the question arises as to whether 
something has been declassified or has reached a point where it is 
shortly to be declassified and there is a recommendation that such 
declassification occurs, the decision generally would be referred, if 
it was a recommendation on the part of the service, to the appropriate 
technical people in the Department of Defense. 

Mr. Courtney. Perhaps we can reach it in this way, so that we may 
have a clear understanding of it. 

When a matter comes to you classified or within the classification 
area,-that is to say, as established by criteria within any one of the 
military departments, do you make an original examination of it to 
determine the propriety of the classification or its justification at the 
time of proposed utterance ? 

Secretary Snyper. There is rarely a matter of this nature which 
we are discussing involved in a speech. Occasionally there are ques- 
tions that might arise in the original draft of a speech as to whether 
some statistic of performance, some performance data concerning the 
missile is usable or not. Those are the debatable questions which may 
arise in the speech. Or whether the time has not arrived for declassi- 
fication of this particular data. 

If a service proposes release of new information concerning a new 
missile, a new plane or something of that sort which comes down as 
a recommendation for release and for declassification, this comes to 
the Office of Security Review as a new matter and it is discussed by 
the Office of Security Review, not with me. 

Mr. Courtney. I understand, but it is nevertheless within your jur- 
isdiction ¢ 

Secretary Snyper. That is correct. Then if there is a question about 
it, it is then discussed with the technicians within the Office of the Sec- 
retary of Defense. 

Mr. Courtney. Let us deal with a specific subject: Scientific in- 
formation and information given by way of an address or papers to 
learned societies, by personnel in the scientific field, both military and 
civilian. Are those papers and those proposed discussions—are those 
subjects first reviewed within the Department of Defense, within your 
security setup ? 

Secretary Snyper. Ultimately they are. I do not know whether 
they are initially or not. Frequently they will be given extensive 
review and discussions within the service. Ultimately before release 
they come through our Office of Security Review. 

Mr. Courtney. Let me be a little more specific so we may under- 
stand the lines of authority. I am not trying to indicate that the 
services do not have their own several responsibilities. I am concerned 











8 INVESTIGATION OF NATIONAL DEFENSE 


with what the Department of Defense, on this record would be doing. 

Let us assume a case in which one of your scientists is requested 
to appear before a learned society and discuss a subject. Let us say 
something relating to missiles or friction—heat generated by friction 
or metals or any one of those subjects—before the utterance is made, 
and before the discussion, be it written or oral, does your office have 
anything to do with the propriety or authority to discuss the subject ? 

ecretary Snyper. There are many instances where scientists work- 
ing for one of the services prepare these speeches and if they are in 
a field which does not relate to something that is of a specific military 
nature, or relating to a specific project, it might never see the Office 
of Security Review—if it is an abstract discussion. 

If it relates to the development of, say, a satellite which is a current 
project of the Department of Defense or one of the military services, 
it very likely would come to the Office of Security Review. 

If there is any information in it which is considered classified such 
as disclosure of a military plan which is premature for public dis- 
closure, that question would then be raised as to its propriety, and 
the propriety of its announcement by a scientist, or whether it should 
be announced at all. 

Mr. Courtney. Mr. Secretary, with respect to these press confer- 
ences as you describe them. The ad libing, as you describe it, by the 
members of the Department of Defense, probably responding to ques- 
tions—I take it that is the subject you are addressing yourself to. 

Do you have any control or do you exercise any contro] over those 
conferences, either by way of observation or by way of guidelines? 

Secretary Snyper. In general, we exercise no control. 

Mr. Courtney. You say no control ? 

Secretary Snyper. Generally we exercise no control. The indi- 
viduals—and they range from the Secretary of Defense down through 
the top military people who are planning press conferences—fre- 
quently will review material which is likely to become the subject of 
inquiry, such as the development of certain plans in areas where there 
has not been either a declassification or a decision. 

The Chiefs of Staff frequently upon leaving Washington for 
Chicago, or the coast, or Japan, in anticipating press conferences or 
press inquiries on certain matters, will consult with my office. Some- 
times they will propose answers to specific questions. These are 
matters of advice. I would say that as a general rule, they know the 
boundaries within which they usually would talk, the boundaries of 
their competence. But particularly if there are matters involving 
other departments, such as the State Department, or the other services, 
where there might be a misinterpretation of their remarks if they are 
not sufficiently prepared, they will ask my office for advice on specific 
questions, and what the answer is they might give. 

Mr. Courtney. Do we understand from that, Mr. Secretary, that 
that submission to your scrutiny ison a voluntary basis? 

Secretary Snyper. That is correct, but I would like to make the 
point that at all times they operate within the guidance of regula- 
tions and advice of their own services, which are based largely on 
the Department of Defense directives and other advice they get from 
the Department of Defense. 

Mr. Courtney. Now, Mr. Secretary, I know you stated here in the 
course of your prepared remarks that you had presented us with the 
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major departmental directives dealing with the functioning of your 
Office. 

Is there such a thing as an oral directive? Are there such things as 
oral directives issued by your Office in the exercise of your duties ? 

Secretary SNyper. There are oral amendments or guidances given 
generally within the boundaries or based upon the written directives 
or memorandums from our Office. 

Mr. Courtnry. Would you call those new guidelines or interpreta- 
tion of existing guidelines ? 

Secretary Snyper. Generally they would be interpretations of exist- 
ing guidelines based upon new situations. Occasionally there might 
be a temporary oral guidance, to be followed by a written device for 
more than one occasion ; that is, for a general situation. 

Mr. Courtney. You say generally those would be followed by ¢ 
written memorandum dealing with the subject, so that there would be 
a written record within the Department of your rulings with respect 
to such subjects, be they security classification matters or matters of 
departmental policy or, let us say, the policy of the Secretary of De- 
fense ? 

Seeretary Snyper. If the guidance was to be effective in more than 
a single situation, and particularly so that the effect of the guidance 
might be applied across the board to all the services and anyone else 
who might be interested, and so that it might serve as a record for use 
in answering press inquiry, it would be placed in writing—generally, 
that is correct. 

Mr. Courtney. Mr. Secretary, in the course of your prepared state- 
ment you referred to information given in confidence by industrial 
firms relating to trade secrets. 

Without burdening the record at this moment with the more specific 
directives which are contained in the law, and also in the directives 
of the Department, does that relate to information given in the course 
of bidding or proposals to supply either services or materiel to the 
Department ? 

Secretary Snyper. That is correct. 

Mr. Courtney. And it is limited to that area? 

Secretary Snyper. No, sir, I wouldn’t say it was limited to that 
area, but for more specific and broader guidance on what information 
would be safeguarded other than the security information, I would 
like to refer you to the General Counsel. 

I know this, that insofar as providing information to the Congress 
is concerned, the only denials of information of that sort which might 
be made must be made at the express direction of the Secretary of 
Defense. 

Mr. Courrnry. As far as the statement which you have made in 
your prepared statement is concerned, that statement relates to—or 
does it relate to information developed in the course of bidding, or 
proposing to work for the Department of Defense ? 

Secretary Snyper. In this particular instance, yes. 

Mr. Courtney. In this context, do you mean ? 

Secretary Snyper. Yes, sir. 

Of course, in our directive 5200.6, which relates to general informa- 
tion which may not be disclosed at the time or may be withheld tem- 
porarily or for other reasons, why, there are a number of other in- 
stances cited. 
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Mr. Courtney. Let me ask you this: 

In this connection do you limit yourself to the specific provisions of 
the statute dealing with trade secrets which are given to the Depart- 
ment in the course of negotiations with respect to ) work to be done for 
the Department, or is this matter of general range? 

Secretary SNyper. I am not familiar, Mr. C ourtney, with some of 
the cases which have occurred, particularly a number that occurred 
before my arrival on the scene. There are types of information such 
as relate to the purchase of real estate where, if we answered specific 
inquiry concerning negotiations, someone might benefit and others 
might be subject to a disadvantage. 

There are other business areas of our operations which we may not 
discuss prematurely. I would like to answer that, if you would like, 
at another time, and in more detail. 

Mr. Courtney. The purpose of this is merely for clarification of the 
functioning of your Office, on the record, for future guidance. 

Secretary Snyper. I have just chosen to cite a couple of very evi- 
dent examples of information which we could not, without doing prob- 
ably a grave injustice to someone, make public. 

Mr. Courtney. Then, to summarize, [ take it that this statement in 
context relates to such information as would be prohibited from dis- 
closure under the statute where the statute is invoked by the person 
supplying the information, or within the limitations set up in your 
directives which we have here? 

Secretary Snyper. That is right. 

Mr. Courtney. It is not intended to cover any field broader than 
that? 

Secretary Snyper. That is correct. 

Mr. Courtney. With respect to your statement here concerning in- 
formation relayed by Defense Department contractors, having in mind 
a very recent statement with which the members of the committee are 
familiar, which appeared during the course of the full hearings, where 
a Government contractor was quoted in the public press as having an- 
nounced a radar or an electronic screen for planes in flight, what if any 
control does your Department have over such utterances? 

Secretary Snyper. There are, of course, two types of information 
that a contractor may seek to give to the public: one through press 
release and the other through paid advertising. 

The press releases of defense contractors are subject to security 
review. In the course of the security review—and I must say that 
defense contractors are very well aware of the standards, the criteria 
which govern the progressive declassification of hardware—in the 
course of security review, these are checked not only for military se- 
curity but for matter that may be misleading, exaggerated, or in some 
other way might tend to misle: ad the public. 

Similarly, “with advertising copy, all contracts vary; but where 
there i is a question of security, that is submitted to sec urity review. 

Mr. Courtney. That is a contractual requirement, then? 

Secretary Snyper. In not all instances, Mr. Courtney, because the 
advertising copy may relate to something which has been generally 
declassified. That is the escape hatch through which, sometimes, an 
exaggerated advertisement appears in the newspapers—exaggerated, 
that is, from the standpoint of availability or the capability of certain 
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hardware. But those are things that we try to improve on and cor- 
rect through personal contact with the people involved. 

Mr. Courtney. Now, just a few questions of general nature for clari- 
fication. Mr. Secretary, there had been no dilution or change of the 
criteria set up in Executive Order 10501, with respect to security clas- 
sification ? 

Secretary Snyper. No, sir. 

Mr. Courtney. That still remains the law of the land. 

Secretary Snyper. That is our basic guide. 

Mr. Courtney. There are no unwritten or informal changes in the 
criteria set up in that directive? 

Secretary Snyper. There are none that I know of. 

Mr. Hésert. May I interrupt there and suggest that that directive 
be made a part of the record ¢ 

(The document referred to is as follows:) 


EXECUTIVE ORDER No. 10501 
November 5, 1953 


SAFEGUARDING OFFICIAL INFORMATION IN THE INTERESTS OF THE DEFENSE OF THE 
UNITED STATES 


Whereas it is essential that the citizens of the United States be informed con- 
cerning the activities of their government ; and 

Whereas the interests of national defense require the preservation of the 
ability of the United States to protect and defend itself against all hostile or 
destructive action by covert or overt means, including espionage as well as mili- 
tary action; and 

Whereas it is essential that certain official information affecting the national 
defense be protected uniformly against unauthorized disclosure: 

Now, therefore, by virtue of the authority vested in me by the Constitution and 
statutes, and as President of the United States, and deeming such action necessary 
in the best interests of the national security, it is hereby ordered as follows: 


SECTION 1. CLASSIFICATION CATEGORIES 


Official information which requires protection in the interests of national de- 
fense shall be limited to three categories of classification, which in descending 
order of importance shall carry one of the following designations: Top Secret, 
Secret, or Confidential. No other designation shall be used to classify defense 
information, including military information, as requiring protection in the in- 
terests of national defense, except as expressly provided by statute. These 
categories are defined as follows: 

(a) Top Secret: Except as may be expressly provided by statute, the use of 
the classification Top Secret shall be authorized, by appropriate authority, only 
for defense information or material which requires the highest degree of protec- 
tion. The Top Secret classification shall be applied only to that information or 
material the defense aspect of which is paramount, and the unauthorized dis- 
closure of which could result in exceptionally grave damage to the Nation, such 
as leading to a definite break in diplomatic relations affecting the defense of the 
United States, an armed attack against the United States or its allies, a war, or 
the compromise of military or defense plans, or intelligence operations, or scien: 
tific or technological developments vital to the national defense. 

(b) Secret: Except as may be expressly provided by statute, the use of the 
classification Secret shall be authorized, by appropriate authority, only for de- 
fense information or material the unauthorized disclosure of which could result 
in serious damage to the Nation, such as by jeopardizing the international rela- 
tions of the United States, endangering the effectiveness of a program or policy 
of vital importance to the national defense, or compromising important military 
or defense plans, scientific or technological developments important to national 
defense, or information revealing important intelligence operations. 
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(c) Confidential: Except as may be expressly provided by statute, the use of 
the classification Confidential shall be authorized, by appropriate authority, only 
for defense information or material the unauthorized disclosure of which could 
be prejudicial to the defense interests of the Nation. 


SECTION 2. LIMITATION OF AUTHORITY TO CLASSIFY 


The authority to classify defense information or material under this order 
shall be limited in the departments and agencies of the executive branch as here- 
inafter specified. Departments and agencies subject to the specified limitations 
shall be designated by the President : 

(a) In those departments and agencies having no direct responsibility for 
national defense there shall be no authority for original classification of informa- 
tion or material under this order. 

(b) In those departments and agencies having partial but not primary respon- 
sibility for matters pertaining to national defense the authority for original 
classification of information or material under this order shall be exercised only 
by the head of the department or agency, without delegation. 

(c) In those departments and agencies not affected by the provisions of sub- 
section (a) and (b), above, the authority for original classification of informa- 
tion or material under this order shall be exercised only by responsible officers 
or employees, who shall be specifically designated for this purpose. Heads of such 
departments and agencies shall limit the delegation of authority to classify as 
severely as is consistent with the orderly and expeditious transaction of Govern- 
ment business. 

SECTION 3. CLASSIFICATION 


Persons designated to have authority for original classification of information 
or material which requires protection in the interests of national defense under 
this order shall be held responsible for its proper classification in accordance with 
the definitions of the three categories in section 1, hereof. Unnecessary classifi- 
cation and over-classification shall be scrupulously avoided. The following spe- 
cial rules shall be observed in classification of defense information or material: 

(a) Documents in General: Documents shall be classified according to their 
own content and not necessarily according to their relationship to other docu- 
ments. References to classified material which do not reveal classified defense 
information shall not be classified. 

(b) Physically Connected Documents: The classification of a file or group of 
physically connected documents shall be at least as high as that of the most highly 
classified document therein. Documents separated from the file or group shall 
be handled in accordance with their individual defense classification. 

(c) Multiple Classification: A document, product, or substance shall bear a 
classification at least as high as that of its highest classified component. The 
document, product, or substance shall bear only one overall classification, not- 
withstanding that pages, paragraphs, sections, or components thereof bear differ- 
ent classifications. 

(d) Transmittal Letters: A letter transmitting defense information shall be 
classified at least as high as its highest classified enclosure. 

(e) Information Originated by a Foreign Government or Organization: De- 
fense information of a classified nature furnished to the United States by a for- 
eign government or international organization shall be assigned a classification 
which will assure a degree of protection equivalent to or greater than that 
required by the government or international organization which furnished the 
information. 


SECTION 4. DECLASSIFICATION, DOWNGRADING, OR UPGRADING 


Heads of departments or agencies originating classified material shall desig- 
nate persons to be responsible for continuing review of such classified material 
for the purpose of declassifying or downgrading it whenever national-defense 
considerations permit, and for receiving requests for such review from all 
sources. Formal procedures shall be established to provide specific means for 
prompt review of classified material and its declassification or downgrading in 
order to preserve the effectiveness and integrity of the classification system and 
to eliminate accumulation of classified material which no longer requires pro- 
tection in the defense interest. The following special rules shall be observed 
with respect to changes of classification of defense material: 
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(a) Automatic Changes: To the fullest extent practicable, the classifying 
authority shall indicate on the material (except telegrams) at the time of 
original classification that after a specified event or date, or upon removal of 
classified enclosures, the material will be downgraded or declassitied. 

(b) Nonautomatic Changes: The persons designated to receive requests for 
review of classified material may downgrade or declassify such material when 
circumstances no longer warrant its retention in its original classification pro- 
vided the consent of the appropriate classifying authority has been obtained. 
The downgrading or declassification of extracts from or paraphrases of classi- 
fied documents shall also require the consent of the appropriate classifying 
authority unless the agency making such extracts knows positively that they 
warrant a classification lower than that of the document from which extracted, 
or that they are not classified. 

(c) Material Officially Transferred: In the case of material transferred by 
or pursuant to statute or Executive order from one department or agency to 
another for the latter’s use and as part of its official files or property, as dis- 
tinguished from transfers merely for purposes of storage, the receiving depart- 
ment or agency shall be deemed to be the classifying authority for all purposes 
under this order, including declassification and downgrading. 

(d) Material Not Officially Transferred: When any department or agency has 
in its possession any classified material which has become five years old, and 
it appears (1) that such material originated in an agency which has since 
become defunct and whose files and other property have not been officially 
transferred to another department or agency within the meaning of subsection 
(c), above, or (2) that it is impossible for the possessing department or agency 
to identify the originating agency, and (3) a review of the material indicates 
that it should be downgraded or declassified, the said possessing department or 
ageucy shall have power to declassify or downgrade such material. If it ap- 
pears probable that another department or agency may have a substantial in- 
terest in whether the classification of any particular information should be 
maintained, the possessing department or agency shall not exercise the power 
conferred upon it by this subsection, except with the consent of the other 
department or agency, until thirty days after it has notified such other depart- 
ment or agency of the nature of the material and of its intention to declassify 
or downgrade the same. During such thirty-day period the other department 
or agency may, if it so desires, express its objections to declassifying or down- 
grading the particular material, but the power to make the ultimate decision 
shall reside in the possessing department or agency. 

(e) Classified Telegrams: Such telegrams shall not be referred to, extracted 
from, paraphrased, downgraded, declassified, or disseminated, except in ac- 
cordance with special regulations issued by the head of the originating depart- 
ment or agency. Classified telegrams transmitted over cryptographic systems 
shall be handled in accordance with the regulations of the transmitting depart- 
ment or agency. 

(f) Downgrading: If the recipient of classified material believes that it has 
been classified too highly, he may make a request to the reviewing official who 
may downgrade or declassify the material after obtaining the consent of the 
appropriate classifying authority. 

(zg) Upgrading: If the recipient of unclassified material believes that it 
should be classified, or if the recipient of classified material believes that its 
classification is not sufficiently protective, it shall be safeguarded in accordance 
with the classification deemed appropriate and a request made to the reviewing 
official, who may classify the material or upgrade the classification after ob- 
taining the consent of the appropriate classifying authority. 

(h) Notification of Change in Classification: The reviewing official taking 
action to declassify, downgrade, or upgrade classified material shall notify 
all addressees to whom the material was originally transmitted. 


SECTION 5. MARKING OF CLASSIFIED MATERIAL 


After a determination of the proper defense classification to be assigned has 
been made in accordance with the provisions of this order, the classified material 
shall be marked as follows: 

(a) Bound Documents: The assigned defense classification on bound docu- 
ments, such as books or pamphlets, the pages of which are permanently and 
securely fastened together, shall be conspicuously marked or stamped on the 
outside of the front cover, on the title page, on the first page, on the back 
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page, and on the outside of the back cover. In each case the markings shall 
be applied to the top and bottom of the page or cover. 

(b) Unbound Documents: The assigned defense classification on unbound 
documents, such as letters, memoranda, reports, telegrams, and other similar 
documents, the pages of which are not permanently and securely fastened to- 
gether, shall be conspicuously marked or stamped at the top and bottom of each 
page, in such manner that the marking will be clearly visible when the pages 
are clipped or stapled together. 

(c) Charts, Maps, and Drawings: Classified charts, maps, and drawings shall 
carry the defense classification marking under the legend, title block, or scale 
in such manner that it will be reproduced on all copies made therefrom. Such 
classification shall also be marked at the top and bottom in each instance. 

(d) Photographs, Films, and Recordings: Classified photographs, films, and 
recordings, and their containers, shall be conspicuously and appropriately 
marked with the assigned defense classification. 

(e) Products or Substances: The assigned defense classification shall be con- 
spicuously marked on classified products or substances, if possible, and on their 
containers, if possible, or, if the article or container cannot be marked, written 
notification of such classification shall be furnished to recipients of such prod- 
ucts or substances. 

(f) Reproductions: All copies of reproductions of classified material shall be 
appropriately marked or stamped in the same manner as the origial thereof. 

(g) Unclassified Material: Normally, unclassified material shall not be 
marked or stamped Unclassified unless it is essential to convey to a recipient of 
such material that it has been examined specifically with a view to imposing 
a defense classification and has been determined not to require such 
classification. 

(h) Change or Removal of Classification: Whenever classified material is de- 
classified, downgraded, or upgraded, the material shall be marked or stamped 
in a prominent place to reflect the change in classification, the authority for the 
action, the date of action, and the identity of the person or unit taking the action. 
In addition, the old classification marking shall be cancelled and the new classi- 
fication (if any) substituted therefor. Automatic change in classification shall 
be indicated by the appropriate classifying authority through marking or stamp- 
ing in a prominent place to reflect information specified in subsection 4 (a) 
hereof. 

(i) Material Furnished Persons not in the Hxrecutive Branch of the Govern- 
ment: When classified material affecting the national defense is furnished au- 
thorized persons, in or out of Federal service, other than those in the executive 
branch, the following notation, in addition to the assigned classification marking, 
shall whenever practicable be placed on the material, on its container, or on 
the written notification of its assigned classification : 

“This material contains information affecting the national defense of the United 
States within the meaning of the espionage laws, Title 18, U. 8. C., Secs. 793 and 
794, the transmission or revelation of which in any manner to an unauthorized 
person is prohibited by law.” 


Use of alternative marking concerning “Restricted Data” as defined by the 
Atomic Energy Act is authorized when appropriate. 


SECTION 6. CUSTODY AND SAFEKEEPING 


The possession or use of classified defense information or material shall be 
limited to locations where facilities for secure storage or protection thereof are 
available by means of which unauthorized persons are prevented from gaining 
access thereto. Whenever such information or material is not under the per- 
sonal supervision of its custodian, whether during or outside of working hours, 
the following physical or mechanical means shall be taken to protect it: 

(a) Storage of Top Secret Material: Top Secret defense material shall be pro- 
tected in storage by the most secure facilities possible. Normally it will be stored 
in a safe or a safe-type steel file container having a three-position, dial-type, com- 
bination lock, and being of such weight, size, construction, or installation as to 
minimize the possibility of surreptitious entry, physical theft, damage by fire, or 
tampering. The head of a department or agency may approve other storage 
facilities for this material which offer comparable or better protection, such as 
an alarmed area, a vault, a secure vault-type room, or an area under close sur- 
veillance of an armed guard. 





INVESTIGATION OF NATIONAL DEFENSE 15 


(b) Secret and Confidential Material: These categories of defense material 
may be stored in a manner authorized for Top Secret material, or in metal file 
cabinets equipped with steel lockbar and an approved three combination dial- 
type padlock from which the manufacturer’s identification numbers have been 
obliterated, or in comparably secure facilities approved by the head of the de- 
partment or agency. 

(c) Other Classified Material: Heads of departments and agencies shall pre- 
scribe such protective facilities as may be necessary in their departments or 
agencies for material originating under statutory provisions requiring protec- 
tion of certain information. 

(d) Changes of Lock Combinations: Combinations on locks of safekeeping 
equipment shall be changed, only by persons having appropriate security clear- 
ance, whenever such equipment is placed in use after procurement from the 
manufacturer or other sources, whenever a person knowing the combination is 
transferred from the office to which the equipment is assigned, or whenever the 
combination has been subjected to compromise, and at least once every year. 
Knowledge of combinations shall be limited to the minimum number of persons 
necessary for operating purposes. Records of combinations shall be classified no 
lower than the highest category of classified defense material authorized for 
storage in the safekeeping equipment concerned. 

(e) Custodian’s Responsibilities: Custodians of classified defense material 
shall be responsible for providing the best possible protection and accountability 
for such material at all times and particularly for securely locking classified 
material in approved safekeeping equipment whenever it is not in use or under 
direct supervision of authorized employees. Custodians shall follow procedures 
which insure that unauthorized persons do not gain access to classified defense 
information or material by sight or sound, and classified information shall not 
be discussed with or in the presence of unauthorized persons. 

(f) Telephone Conversations: Defense information classified in the three 
-ategories under the provisions of this order shall not be revealed in telephone 
conversations, except as may be authorized under section 8 hereof with respect 
to the transmission of Secret and Confidential material over certain military 
communications circuits. 

(g) Loss or Subjection to Compromise: Any person in the executive branch 
who has knowledge of the loss or possible subjection to compromise of classified 
defense information shall promptly report the circumstances to a designated offi- 
cial of his agency, and the latter shall take appropriate action forthwith, includ- 
ing advice to the originating department or agency. 


SECTION 7. ACCOUNTABILITY AND DISSEMINATION 


Knowledge or possession of classified defense information shall be permitted 
only to persons whose official duties require such access in the interest of promot- 
ing national defense and only if they have been determined to be trustworthy. 
Proper control of dissemination of classified defense information shall be main- 
tained at all times, including good accountability records of classified defense in- 
formation documents, and severe limitation on the number of such documents 
originated as well as the number of copies thereof reproduced. The number of 
copies of classified defense information documents shall be kept to a minimum 
to decrease the risk of compromise of the information contained in such docu- 
ments and the financial burden on the Government in protecting such documents. 
The following special rules shall be observed in connection with accountability 
for and dissemination of defense information or material: 

(a) Accountability Procedures: Heads of departments and agencies shall pre- 
scribe such accountability procedures as are necessary to control effectively the 
dissemination of classified defense information, with particularly severe control 
on material classified Top Secret under this order. Top Secret Control Officers 
shall be designated, as required, to receive, maintain accountability registers of, 
and dispatch Top Secret material. 

(b) Dissemination Outside the Executive Branch: Classified defense informa- 
tion shall not be disseminated outside the executive branch except under condi- 
tions and through channels authorized by the head of the disseminating depart- 
ment or agency, even though the person or agency to which dissemination of such 
information is proposed to be made may have been solely or partly responsible 
for its production. 

(ce) Information Originating in Another Department or Agency: Except as 
otherwise provided by section 102 of the National Security Act of July 26. 1947, 
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c. 343, 61 Stat. 498, as amended, 50 U. S. C. sec. 403, classified defense informa- 
tion originating in another department or agency shall not be disseminated out- 
side the receiving department or agency without the consent of the originating 
department or agency. Documents and material containing defense information 
which are classified Top Secret or Secret shall not be reproduced without the 
consent of the originating department or agency. 


SECTION 8. TRANSMISSION 


For transmission outside of a department or agency, classified defense mate- 
rial of the three categories originated under the provisions of this order shall 
be prepared and transmitted as follows: 

(a) Preparation for Transmission: Such material shall be enclosed in 
opaque inner and outer covers. The inner cover shall be a sealed wrapper or 
cnvelope plainly marked with the assigned classification and address. The outer 
cover shall be sealed and addressed with no indication of the classification of 
its contents. A receipt form shall be attached to or enclosed in the inner cover, 
except that Confidential material shall require a receipt only if the sender deems 
it necessary. The receipt form shall identify the addressor, addressee, and the 
document, but shall contain no classified information. It shall be signed by the 
proper recipient and returned to the sender. 

(b) Transmitting Top Secret Material: The transmission of Top Secret ma- 
terial shall be effected preferably by direct contact of officials concerned, or, 
alternatively, by specifically designated personnel, by State Department diplo- 
matic pouch, by a messenger-courier system especially created for that purpose, 
or by electric means in encrypted form; or in the case of information trans- 
mitted by the Federal Bureau of Investigation, such means of transmission may 
be used as are currently approved by the Director, Federal Bureau of Investiga- 
tion, unless express reservation to the contrary is made in exceptional cases by 
the originating agency. 

(c) Transmitting Secret Material: Secret material shall be transmitted with- 
in the continental United States by one of the means established for Top Secret 
material, by an authorized courier, by United States registered mail, or by pro- 
tected commercial express, air or surface. Secret material may be transmitted 
outside the continental limits of the United States by one of the means estab- 
lished for Top Secret material, by commanders or masters of vessels of United 
States registry, or by United States Post Office registered mail through Army, 
Navy, or Air Force postal facilities, provided that the material does not at any 
time pass out of United States Government control and does not pass through a 
foreign postal system. Secret material may, however, be transmitted between 
United States Government and/or Canadian Government installations in conti- 
nental United States, Canada, and Alaska by United States and Canadian regis- 
tered mail with registered mail receipt. In an emergency, Secret material 
may also be transmitted over military communications circuits in accordance 
with regulations promulgated for such purpose by the Secretary of Defense. 

(d) Transmitting Confidential Material: Confidential defense material shall 
be transmitted within the United States by one of the means established for 
higher classifications, by registered mail, or by express or freight under such 
specific conditions as may be prescribed by the head of the department or agency 
concerned. Outside the continental United States, Confidential defense material 
shall be transmitted in the same manner as authorized for higher classifications. 

(e) Within an Agency: Preparation of classified defense material for trans- 
mission, and transmission of it, within a department or agency shall be gov- 
erned by regulations, issued by the head of the department or agency, insuring 
a degree of security equivalent to that outlined above for transmission outside 
a department or agency. 


SECTION 9. DISPOSAL AND DESTRUCTION 


Documentary record material made or received by a department or agency 
in connection with transaction of public business and preserved as evidence of 
the organization, functions, policies, operations, decisions, procedures or other 
activities of any department or agency of the Government, or because of the 
informational value of the data contained therein, may be destroyed only in 
accordance with the act of July 7, 1943, c. 192, 57 Stat. 380, as amended, 44 
U. S. C. 366-380. Non-record classified material, consisting of extra copies 
and duplicates including shorthand notes, preliminary drafts, used carbon paper, 
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and other material of similar temporary nature, may be destroyed, under pro- 
cedures established by the head of the department or agency which meet the 
following requirements, as soon as it has served its purpose: 

(a) Methods of Destruction: Classified defense material shall be destroyed by 
burning in the presence of an appropriate official or by other methods authorized 
by the head of an agency provided the resulting destruction is equally complete. 

(b) Records of Destruction: Appropriate accountability records maintained in 
the department or agency shall reflect the destruction of classified defense 
material. 

SECTION 10. ORIENTATION AND INSPECTION 


To promote the basic purposes of this order, heads of those departments and 
agencies originating or handling classified defense information shall designate 
experienced persons to coordinate and supervise the activities applicable to their 
departments or agencies under this order. Persons so designated shall maintain 
active training and orientation programs for employees concerned with classi- 
fied defense information to impress each such employee with his individual re- 
sponsibility for exercising vigilance and care in complying with the provisions 
of this order. Such persons shall be authorized on behalf of the heads of the 
departments and agencies to establish adequate and active inspection programs 
to the end that the provisions of this order are administered effectively. 


SECTION 11. INTERPRETATION OF REGULATIONS BY THE ATTORNEY GENERAL 


The Attorney General, upon request of the head of a department or agency or 
his duly designated representative, shall personally or through authorized 
representatives of the Department of Justice render an interpretation of these 
regulations in connection with any problems arising out of their administration. 


SECTION 12, STATUTORY REQUIREMENTS 


Nothing in this order shall be construed to authorize the dissemination, hand- 
dling or transmission of classified information contrary to the provisions of any 
statute. 


SECTION 13. “RESTRICTED DATA” AS DEFINED IN THE ATOMIC ENERGY ACT 


Nothing in this order shall supersede any requirements made by or under the 
Atomic Energy Act of August 1, 1946, as amended. “Restricted Data” as de- 
fined by the said act shall be handled, protected, classified, downgraded, and de- 
classified in conformity with the provisions of the Atomic Energy Act of 1946, 
as amended, and the regulations of the Atomic Energy Commission. 


SECTION 14. COMBAT OPERATIONS 


The provisions of this order with regard to dissemination, transmission, or 
safekeeping of classified defense information or material may be so modified in 
connection with combat or combat-related operations as the Secretary of De- 
fense may by regulations prescribe. 


SECTION 15. EXCEPTIONAL CASES 


When, in an exceptional case, a person or agency not authorized to classify 
defense information originates information which is believed to require classi- 
fication, such person or agency shall protect that information in the manner pre- 
scribed by this order for that category of classified defense information into which 
it is believed to fall, and shall transmit the information forthwith, under appro- 
priate safeguards, to the department, agency, or person having both the authority 
to classify information and a direct official interest in the information (prefer- 
ably, that department, agency, or person to which the information would be 
transmitted in the ordinary course of business), with a request that such depart- 
ment, agency, or person classify the information. 


SECTION 16. REVIEW TO INSURE THAT INFORMATION IS NOT IMPROPERLY WITHHELD 
HEREUNDER 


The President shall designate a member of his staff who shall receive, consider, 
and take action upon, suggestions or complaints from non-governmental sources 
relating to the operation of this order. 
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SECTION 17. REVIEW TO INSURE SAFEGUARDING OF CLASSIFIED DEFENSE INFORMATION 


The National Security Council shall conduct a continuing review of the imple- 
mentation of this order to insure that classified defense information is properly 
safeguarded, in conformity herewith. 


SECTION 18. REVIEW WITHIN DEPARTMENTS AND AGENCIES 


The head of each department and agency shall designate a member or mem- 
bers of his staff who shall conduct a continuing review of the implementation of 
this order within the department or agency concerned to insure that no infor- 
mation is withheld hereunder which the people of the United States have a right 
to know, and to insure that classified defense information is properly safe- 
guarded in conformity herewith. 


SECTION 19. REVOCATION OF EXECUTIVE ORDER NO 10290 
Executive Order No. 10290 of September 24, 1951, is revoked as of the effec- 


tive date of this order. 
SECTION 20. EFFECTIVE DATE 


This order shall become effective on December 15, 1953. 


Dwicut D. EISENHOWER. 
THE WHITE Howse, 


November 5, 1953. 


Mr. Courtney. I have some comment on the existing statutes and 
the interpretation placed upon them by the Department of Defense. 

The first of those subjects deal with the Budgeting and Accounting 
Act of 1921, and the later amendments. Specifically with respect to 
the General Accounting Office, in title 31, sections 53 and 67, the 
general statutes dealing with the authority ‘and direction of the Gen- 
eral Accounting Office, I will ask you w hether or not you hold in the 
exercise of your authority that you have any right or authority to 
exclude the General Accounting Office and its representativ es from 
access to any information within the Department of Defense relating 
to its contracts or procedures. 

Secretary Snyper. May I refer that question to Mr. Dechert, the 
General Counsel ? 

Mr. Decuert. Mr. Courtney, this matter is under discussion at the 
moment between officials of the General Accounting Office and our 
Assistant Secretary of Defense, Comptroller, and I “think it was re- 
solved Friday. It is going to be embodied in a new directive that is 
satisfactory to both of them. 

The answer to your question is that all relevant information ir 
the Department of Defense on these subjects may be turned over 
to the General Accounting Office. 

There is, always, a question as to whether, if a thing is not really 
relevant, we have the right to give it to anyone, because ‘the facts may 
fall in one of the categories which should, under all the circumstances, 
not be made known to anyone. It may be something seriously affect- 
ing our international relations. It may be a matter of preliminary 
discussion between the Secretary of Defense and six of his assistants, 
just as a committee of Congress may meet in executive session or the 
Supreme Court may meet preliminarily to consider a case. 

There may be other papers of this kind which are not relevant with 
respect to the investigation by the General Accounting Office, and 
which would therefore not be within your inquiry. 
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Perhaps I have gone too far in suggesting this situation, but I 
thought your inquiry really was directed at creating a dividing line 
of this kind, and therefore I felt I should point it out. 

Mr. Courtney. Let me ask you specifically: We are interested for 
the record here, as to the interpretation of the Department, specifically, 
of the statute relating to the General Accounting Office. 

Its authority is initially from the Budgeting and Accounting Act 
of 1921, and I refer specifically to section 53, which is a mandate to 
the Comptroller General, and says: 

* * * to investigate at the seat of government or elsewhere, all matters relating 
to the receipt, disbursement, and application of public funds. 

Now do I take it within the interpretation which you have given 
that the matter of relevency in relation to such an inquiry would be 
determined, in your opinion, within the Department or would the 
question of relevancy never arise ? 

Mr. Decuert. The question of relevancy, I hope, would never arise. 
If it did arise, it would be a matter of joint determination. 

Mr. Courtney. Is the matter of relevancy, in your opinion, and as 
ro conduct your office now, a matter to be determined within the 

epartment of Defense? 

Mr. Decuerrt. I think this issue hasn’t arisen, Mr. Courtney, and 
therefore I think I cannot answer it. 

Mr. Hépert. May I suggest you be responsive to the question ? 

Mr. Decuert. I say, I think this hasn’t arisen and therefore I 
can’t answer from the point of view of precedent. 

Mr. Hépert. We have asked you for an opinion. Now what is your 
opinion ¢ 

Mr. Decuert. I want to be sure I get it correctly. 

As I understand it, the question is, Suppose that an issue arose 
between the General Accounting Office and the Department of De- 
fense as to whether a particular paper was or was not relevant? 

I think if the Department of Defense, after a joint consultation, felt 
that its view was correct, the only thing it could do would be to refer 
it to the President. 

Mr. Harpy. Mr. Chairman, could I make an inquiry, there? 

Mr. Héserr. Certainly. 

Mr. Harpy. Of course, if the General Accounting Office hadn’t had 
access to it, how can they know whether or not it is relevant ? 

Mr. Decnert. I think you are right, Mr. Hardy, that the issue 
wouldn’t arise unless they knew of the existence of such a paper. 
They might know of its existence without knowing its exact terms, 
or they might say, “We demand the entire file as to an investigation 
conducted by the FBI, with respect to a certain matter.” And, as you 
know, sir, I think the investigatory files are one of the things which 
historically are not made available, even I think to the General Ac- 
counting Office, unless there is a strict relevancy, as in the case of al- 
leged wrongdoing. If it is a question of honesty, the investigatory 
file would be made available. 

Mr. Harpy. Now who would make the determination? Again, 
nobody has seen the file except the Department of Defense, so you 
are reserving to the Department of Defense the right to pass on hon- 
esty, relevancy, and everything else, because nobody else has seen it. 
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Mr. Decuert. The General Accounting Office will know there is 
such a file available, and if they believe it will be relevant, they will 
say, “We would like to see this particular file.” As I say, in most 
eases they get it. I do not know of any denials. 

Mr. Harpy. Now, of course, you know the only reason this point is 
up here now is because there have been denials from the Department 
of Defense. 

Mr. Decuerr. I don’t think so, sir. I think there have been no 
actual denials to the General Accounting Office of any information. 

We are in discussion with them to draw these lines, and, as I say, 
I think on Friday an agreement was reached as to the way in which 
the lines would be drawn. 

Mr. Harpy. That is contrary to my information. 

Mr. Hésert. We have a letter stating definitely that they have been 
denied access to the files. 

Why would this matter be before us if there wasn’t some disagree- 
ment; just for general conversation ? 

Mr. Decuert. No, sir; this arose out of an Army order issued last 
summer, as I understand it, and in this order it was suggested that if 
the General Accounting Office asked for certain of these things, the 
matter should be referred to see whether this was an appropriate piece 
of material to be given to anybody. The General Accounting Office 
didn’t like that particular order, and ever since then we have been 
trying to work out a formula which would be satisfactory to both. 

Mr. Hésert. So the question did arise? 

Mr. Decuerr. But it didn’t arise with respect to any particular 
piece of paper which the GAO wanted. It arose with respect to a 
proposed directive. They didn’t like the directive; we have been 
debating with them ever since, and I think we have it solved, as I say. 

Mr. Harpy. Of course, under this procedure, Mr. Dechert, it would 
be a comparatively simple matter for the Department of Defense to 
keep the GAO from knowing these ever existed. 

Mr. Decuert. They are very wise fellows, and I think they would 
find out. 

Mr. Harpy. I also know some of the Defense Department agencies 
are awfully good at covering up. 

I can give you a little illustration of that, if it is necessary. 

Mr. Krroutn. Before we leave this particular subject I would like 
to ask Mr. Dechert this: At the instance of the Army who issued this 
directive, do you know of any occasion for the issuance of that direc- 
tive that might have been a denial? 

Mr. Decuert. No, sir. 

This directive was issued as a result of the whole study of this 
general subject by the Coolidge Commission, following which each 
one of the Services was issuing certain followup directives. As I say, 
the Army issued this directive which we have had under discussion 
with the GAO, thinking that it was satisfactory to the GAO, because 
as a matter of fact, the GAO had been getting all the material it 
wanted and there wasn’t any trouble in operation. But the General 
Accounting Office took exception to some of the words in the document. 
Those words we are attempting to smooth out to the satisfaction of 
all concerned. 
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I believe the General Accounting Office will tell you that they have 
had no trouble whatsoever getting every paper they wanted from the 
Army. The Army’s policy had been to give them every one without 
any delay, and I think that operation in accordance with that policy 
will be agreed to by the GAO. It was so stated to us in a meeting by 
the Assistant Secretary of the Army in charge and by his staff, and 
I think that will be confirmed by the General Accounting Office. 

What we are talking about is the language and the ground rules 
to make sure there will be no misunderstanding, and that in the future 
people will not behave differently from in the past. 

Mr. Krrourn. If there has been any denial of GAO, it has not come 
to your attention. 

Mr. Decuert. That is right, sir. 

Mr. Harpy. Mr. Chairman, I have before me copies of correspond- 
ence between the Government Operations Committee, and the Office 
of the Secretary of Defense, and the Comptroller General. 

The top letter is a transmittal from the Honorable William L. 
Dawson to yourself, and with your permission I would like to read 
this letter. 

Mr. Hépert. Very well. 

Mr. Harpy. It is addressed to Mr. Hébert, and says: 

DEAR COLLEAGUE: As the attached report indicates, the Department of Defense 
has adopted regulations restricting the General Accounting Office’s access to 
information to the point where GAO is severely hampered in investigative work 
for the Congress and the committee. 

The GAO and the Special Information Subcommittee of the House Govern- 
ment Operations Committee are trying to remove these restrictions on defense 
information for Congress. 

I bring this matter to your attention because of the important functions which 
the General Accounting Office performs for all the committees of Congress. 
Now, are you aware of that position on the part of the Government 
Operations Committee ? 

Mr. Decuert. Yes, sir, the directive to which they are calling atten- 
tion is No. 5210.5 dated March 5, 1953. This preceded by some length 
of time the Coolidge Committee report. 

We issued on July 8, 1957, directive No. 5200.1, and appendix 3 to 
that directive, under the heading “Audit activities of the General 
Accounting Office.” It has a sheet which says: 

There appears to be a general need for better understanding on the part of 
many elements of the Department of Defense not directly engaged in financial 
management regarding the role of the General Accounting Office, with respect to 
activities of this Department. 

Tt goes on and describes the matter further. 

This subject was discussed with the head of the General Accounting 
Office by the Controller of the Department of Defense, as well as by 
the controllers of the services, and we thought it was well on its way to 
resolution in the manner in which I think it has now been satisfac- 
torily resolved. 

This letter, Mr. Hardy, which you read, indicated that someone 
didn’t think it was moving fast enough. We were not aware of a feel- 
ing that it wasn’t moving fast enough. There were some illnesses that 
intervened and some other things. 

Mr. Harpy. Now, 1 or 2 things, Mr. Dechert, that I still don’t under- 
stand, and if they are cleared up in this directive that you are talking 
about maybe we ought to know it. 
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First of all, I have before me a copy of a letter dated December 9, 
1957, addressed to Secretary McElroy by Mr. John E. Moss. 

I do not have a copy of the response to that letter. Do you know 
whether one was made, and if so, when ? 

Mr. Decuert. My recollection is that it was answered that after- 
noon. I haven’t got the copy with me. I know that one of my associ- 
ates went to see the General Accounting Office in order to clear up this 
misunderstanding which had apparently arisen because, as I say, we 
thought the matter was progressing in due course and the delay was 
only due to some illness that had intervened, and then we were startled 
to receive that letter. 

Mr. Harpy. If I understand the key to the controversy, it stems from 
an alleged contention on the part of the Department of Defense that 
the General Accounting Office auditors must establish a need to know 
with respect to specific classified documents before they will be per- 
mitted to see them. 

Mr. Decuert. No, sir, that isn’t it at all; you speak of classified 
documents, and this discussion, as I understood, didn’t relate to classi- 
fied documents. 

Mr. Harpy. This part of it does relate to classified documents. 

Mr. Decuert. I didn’t know you were talking about classified doe- 
uments. 

Mr. Harpy. That is what I am talking about right at the moment. 

Mr. Decuert. I think the need to know didn’t arise at all in this 
discussion, although it was somewhat involved in the preceding direc- 
tive. This discussion concerns whether a certain paper is relevant, 
at all, with respect to what the General Accounting Office is doing. 
Now, regardless of whether it is relevant or not, if it is free and open, 
then of course, the General Accounting Office can get it. But there 
may be two reasons why it ought to be protected. One is, it may 
be subject to a security classification. It may relate to the manner of 
construction of the nose cone, and in that ease it is true that if the 
matter under consideration is the cost of uniforms obviously the Gen- 
eral Accounting Office wouldn’t get it. It may also be something that 
relates to our relations with a foreign government, and in that case 
it may therefore be something which would hardly affect the general 
area they are working in. 

Then you have a question of balancing the interests of preserving 
our relations with the foreign government as against the usefulness of 
this paper in the job that the General Accounting Office is doing. 

And somebody has to weigh that balance. 

Mr. Harpy. Now, Mr. Dechert, let’s see if we understand what we 
are talking about, here. 

We are talking about classifying information—at least in this lat- 
ter part of your discussion here. 

Mr. Decuert. The second part was not classified, sir. I didn’t mean 
to give an example of a classified document because that which I 
mentioned might not have any security classification on it. 

Mr. Harpy. Even thougli it has no security classification, you are 
taking the position that you can refuse to give GAO access to it be- 
cause it might damage our relations with some foreign country. 

Mr. Decuert. Conceivably. Or, it might be—— 

Mr. Harpy. Even though there is no security classification ? 





INVESTIGATION OF NATIONAL DEFENSE 23 


Mr. Decuert. That isright, sir. And it might be—— 

Mr. Harpy. Are you telling us that you are treating an agency of 
the Congress as irresponsible and not permitting them access to this 
information, even though it isn’t even classified ? 

Mr. Decuert. When you say “treating them as irresponsible,” you 
make an unfair conclusion. 

Mr. Harpy. That is exactly what I mean 

Mr. Decuert. Would you give me a chance to answer, sir? 

Mr. Harpy. And I don’t see how you can put any other interpreta- 
tion on it. 

Mr. Decuert. Would you give me a chance to answer, sir? 

Mr. Harpy. Yes, sir. 

Mr. Decuert. The question you raise, sir, is whether, if there is a 
valid reason to prevent a certain paper from being given out, it ought 
to be protected from being given out to you, sir, as a Member of Con- 
gress, or to the GAO or to the commanding general of the Army or 
any body else. 

Now, there are several reasons why a nonclassified paper of that 
kind cannot be given out, or perhaps should not be given out. These 
are defined in one of our directives, as has been indicated a minute 
ago in the discussion with Mr. Courtney. It may be because the thing 
was given in confidence. It may be part of an investigatory report 
which in historical aspect has never been given out. Most of the 
Presidents of the United States beginning with George Washington 
have denied those to the Congress, and to everybody else. 

These things don’t happen often, but there are a large number of 
possibilities of things which in the nature of the running of business 
just have to be kept within four walls. 

Mr. Harpy. Now, let’s see if we understand what we are talking 
about, here. 

You have brought in some ramifications that seem to me to go pretty 
far. You are arrogating under the Department, the sole capability 
of holding unto itself and keeping in proper perspective, information. 

Now. I don’t concede that anybody in the Department of Defense is 
any more patriotic or any more capable of handling information of 
this kind than Members of the Congress. And for you to take that 
position disturbs me considerably. 

Mr. Decuert. This isn’t any question of anybody’s patriotism and 
when vou use the “arrogating” it seems you put the wrong light on it. 

Mr. Harpy. I am putting a different light on it from what you are 
putting on it, that is for sure. 

Mr. Decuert. There were a number of examples given in one of our 
directives of the types of things which may be of such a nature that, 
although not classified, should not be given out to anyone. 

Now, this, I say, has a long history running back to President Wash- 
ington. This is not because the other people are not trustworthy, not 
because they are not loyal, not because they are not men in positions 
of high responsibility, but because business has to be carried on, the 
departments are separate, and you cannot operate everything com- 
pletely in a goldfish bowl. 

If, for instance, Mr. McElroy called 5 people in and said, “I want 
each of you to give me your advice on a given subject, and to give it 
to me in writing before the day is out,” and if it was understood those 
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5 pieces of paper would immediately be available for the Congress, for 
the newspapers, and for everybody else, we would never get anybody 
to come to take a job as an assistant to Mr. McElroy. 

This was stated most clearly by Senator Jackson when he introduced 
his bill to prevent leaks in the CAB last fall. It has been stated by 
ores President of the United States. These things just can’t go on. 

r. Harpy. I don’t think we are talking about the same thing. You 
are talking about executive privileges. 

Mr. Decuerr. I don’t call it executive privilege, sir. I think it is 
the ability to function. Without these abilities to function and to 
keep preliminary things out of the public eye and even out of the 
hands of Congress 

Mr. Héperr. I am going to stop the hassle right now and let’s get 
back on the track. It is very interesting to hear these different 
thoughts, and I can appreciate what the General Counsel is saying, 
and I appreciate what Mr. Hardy is saying, but let’s get down to 
specifics—not specifics as to items, but the item we are concerned 
with in the committee, today. 

At the proper time, our counsel will present the General Account- 
ing Office in order that we can hear their position on the matter; is 
that correct? The General Accounting Office will be here. 

Mr. Courtney. If there is a problem. 

Mr. Hésert. I understand that the General Accounting Office does 
think there is a problem. 

Mr. Courtney. Well, I think there has been an exchange of corre- 
spondence—I don’t think, I know there has been an exchange of 
correspondence with respect to this directive 5201.6 over a period 
of, well, let us say, several months, and the issue seems to have nar- 
rowed down as I think Mr. Hardy said, and my understanding is, 
to a question of whether or not access to classified information—and 
Thad not come to that point yet—is a need-to-know basis. 

Mr. Héserr. That is what I would like for you to develop, Mr. 
Courtney, there, and Mr. General Counsel let me say that is what we 
are interested in. 

We are not interested in your executive papers, and memorandums 
and that sort of thing. 

The General Accounting Office is an agent of Congress which tries 
to indicate if our money is spent the way we say it should be spent, 
and the only way we can find out is to have access to the records of 
contracts. We don’t want to enter into the realm of what will do 
harm to the Government when documents are given to Mr. McElroy 
or anything else. I don’t think that has any bearing at all. We 
want to pin it down to what we are talking about, which is the respon- 
sibility of the General Accounting Office, to follow the American 
taxpayer’s dollar. me 

You cannot hide behind a wall of secrecy on the premise that it is 
liable to disrupt our association with other governments or some- 
thing of that nature. Certainly I don’t believe it myself. We are 
only talking about a specific matter, now, and I would like for Mr. 
Courtney to develop that. 

Mr. Courtney. We have discussed the question of the relevancy, 
at least I think we have Mr. Dechert, and Mr. Secretary. Now, let 
us discuss the question of classification of information which is under 
Executive Order 10501. 
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May we start with this premise, that 10501 establishes the criteria 
for classification and that when we speak of classification we speak 
of the classification that ensues from the provisions of Executive 
Order 10501. Am I correct in that? I want to narrow the field of 
inquiry. 

Secretary Snyper. The broad guidelines in the Department of 
Defense are embraced in this directive 5200.1. 

Mr. Courtney. That is with respect to dissemination of informa- 
tion, and I am talking now about the classification of information in 
the first instance. 

Secretary Snyper. This refers to the classification ; yes, sir. 

Mr. Courtney. Very good. 

Do I understand, so that we start from the same premise, that 
“classification” as the word is used here, is such classification as is 
authorized and established under Executive Order 10501 ? 

Secretary Snyper. That is what we are talking about. 

Mr. Courtney. That is exactly what we are talking about, and 
nothing else. We are not having reference to matters of executive or 
administrative policy. 

Now, specifically with respect to the subject of classification, what 
is your interpretation of section 53, of title 31 of the code, which 
directs that the Comptroller General shall investigate at the seat of 
the Government, or elsewhere, “all matters relating to the receipt, 
disbursement, and application of public funds and shall make to the 
President when requested by him” 

Now, note there is a distinction: “when requested by him.” 

and to the Congress at the beginning of each regular session a report in writing 
of the work of the General Accounting Office, containing recommendations con- 
cerning the legislation that may be necessary * * * 
You may be familiar with that, and I know the General Counsel is. 
Specifically dealing with the question of classified information, and 
section (a) which I have just read to you, in pertinent part, what is 
the interpretation of the Department, as to whether or not in these 
circumstances, you may limit by directive or otherwise, the General 
Accounting Office, with relation to any classified information within 
the possession of the Department? 

Mr. Decnerr. If the representative of the General Accounting 
Office has been cleared for the receipt of information of that classifica- 
tion, he is entitled to have it. 

Mr. Courtney. And that is without reference to any proof as to 
the need to know, or any assertion or representations with respect to 
the need to know? Assuming a person who has a security clearance, 
always. 

Mr. Decuert. I think at least he has to indicate his belief in the 
relevancy of it. Ifa man who was investigating uniforms came in 
and said, “By the way, I would like to know all about the nose cone,” 
he would have to indicate his reasons for the relevancy of that request, 
even though he was cleared for top secret. 

We all have to do that, those of us dealing with these very sensitive 
things, also. 

I should say there is an establishment of the need-to-know require- 
ment in the directive of March 5, 1953, that I mentioned a while ago— 
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directive No. 5210.5. We have never had a criticism of that provi- 
sion from the General Accounting Office, not even in this late cor- 
respondence. The late correspondence has dealt with papers outside 
of the area of classified papers. This provision has been operating 
without trouble. 

You, sir, asked me a question which is slightly different from this, 
and I stand on the answer that I gave. If the person is duly qualified 
to receive top secret material and if he, as the official representative of 
the General Accounting Office, comes forward and says, “This is 
something that is relevant for me to know in what I am doing now,” 
I think he ought to get it. 

Mr. Courtney. Regardless of whether it is classified top secret. 

Mr. Decuert. The fact that it is classified has no bearing if he is a 
man cleared for top secret and needs to know. He would receive it 
just as members of this committee would receive it. 

Mr. Courtney. Now, with respect to the investigations and re- 
ports ordered by any committee of the Congress under section (b) of 
section 53, what is your answer to that, on the same premise ? 

Mr. Decuert. May I look at that one, please. I am not a sufficient- 
ly good lawyer to know them all by heart. 

Mr. Courtney. That is the reason I have the book. 

Mr. Decuert. You are referring to “investigations and reports 
which the Comptroller General has been ordered by the Congress to 
make.” 

Mr. Courtney. Or a Committee of the Congress. 

Mr. Decuerr. And your question is, as I understand it when the 
Comptroller General has been ordered to make an investigation and 
he is represented by someone who has the proper clearance for that 
classification, and that person comes forward and says, “Within the 
terms of my investigation I need a paper whose classification I am 
entitled to get,” I think he is entitled to get it. 

Mr. Héserr. Does he get it ? 

Mr. Decuert. Yes, sir. Absolutely. Just as you would get it. 
There has never been any doubt about it. 

Mr. Courtney. Now, that is a subject of classified information ? 

Mr. Decuert. Yes, sir; that is right. 

Mr. Courtney. Now, let us take matters with respect to adminis- 
trative policy, or policies established by the Secretary of Defense, in 
the exercise of the general authority of his office. 

With respect to inquiries made by the General Accounting Office 
under either section (a) or (b)—and I merely brought it up so we 
would have a little clearer “yes” or “no” with respect to each of them— 
what would be the position of the Department with the General 
Accounting Office, properly authorized as I have indicated ? 

Mr. Decuert. We would follow the same practice we follow with 
Members of the Congress. If we possibly can, we will give it. I know 
of no instances in which the General Accounting Office has failed to 
get one of these things of the type you mentioned. As I say, the dis- 
cussion which has been carried on has been over the language of some- 
thing which is worked out as a ground rule. We had not until last 
week decided exactly what the language should be. 

But I still say, as I said in answer to Mr. Hardy a few minutes ago, 
that it is conceivable that a question would arise, in this area outside of 
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classification, as to whether, because of the nature of our Government 
and the separation of powers, and because of the duties which we may 
have as a branch of the Executive Department, whether that thing 
could be given over. And if that question finally arises, then we take 
our instructions as they have been taken since the Constitution was 
first adopted, from the President of the United States. 

Mr. Héperr. In this area we have had enough questions which 
arise. Let’s not go out and invite more trouble than we have. 

Mr. Decuerr. I don’t think the General Accounting Office has had 
any question. I think there is no history of any denials in this area to 
the General Accounting Office. 

Mr. Hésert. The question would not have been raised if there had 
not been a complaint from the General Acounting Office. 

Mr. Decuert. I think the complaint from the General Accounting 
Office which was indicated in this letter from Congressman Moss was 
over the fact that the language of the ground rules had not been 
adopted and, as I say, in my judgment that was due to a misunder- 
standing on account of illness. 

Mr. Hardy asked me a while ago whether Mr. Moss’ letter to which 
he made reference had been answered. I find it was in fact answered 
by Deputy Assistant Secretary of Defense Stephen S. Jackson on 
January 8, 1958, and the final paragraph of that letter says this: 

Consistent with past efforts to assist the General Accounting Office in meeting 
its responsibilities to the Congress, the problem raised in the Comptroller Gen- 
eral’s letter is being carefuly studied with a view to developing and establishing 
procedures which will be mutually satisfactory. 

As I say, I think that was agreed upon Friday. We will find out 
when the General Accounting Office appears here. 

Mr. Harpy. Then could I ask just this one further question in con- 
nection with that ? 

In a letter which the Comptroller General wrote to Congressman 
Moss, in November, he pointed out that he was having some trouble in 
the Department of Defense in connection with access to classified in- 
formation. Now, I suppose you saw a copy of that letter? 

Mr. Decuerrt. Yes, sir, but I think if you will read that you will 
find he was having some trouble over the language of the Army order 
and not over the access. He has never been declined access to anything 
that I know of. 

Mr. Harpy. He says specifically : 

The Department of Defense directive No. 5201.6 dated July 8, 1957, is incom- 
patible with our increased audit efforts in areas involving classified informa- 


tion and the extent to which we have currently a need for classified informa- 
tion. 


_Mr. Decuerr. That is the document to which was attached appen- 
dix 3 which I mentioned awhile ago which began with a statement 
reading thus: 


There appears to be a general need for better understanding on the part of 
many elements of the Department of Defense not directly engaged in financial 
management regarding the role of the General Accounting Office with respect 
to activities of this Department. 


And then it goes on and describes this situation and indicates we 
are going to clarify it. 
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Mr. Harpy. I would like to know specifically whether that particu- 
lar complaint of the General Accounting Office has been cleared up. 

Mr. Decuert. Mr. Hardy, as I indicated a minute ago, that com- 
plaint as I understood it was a complaint over the fact that the paper 
establishing the ground rules had not yet been finally agreed upon. 
It has now been agreed upon so the complaint has been cleared up. 

Mr. Harpy. I want to read the rest of that paragraph and see 
whether or not in your opinion this one has been cleared up by this 
agreement, also, and I am quoting from that letter : 

Similarly any arrangement which determines by the various echelons within 
a military department on the so-called need-to-know requirement only results 
in inordinant delays without providing additional safeguards. 

He is implying to me that the requirement for need to know is pro- 
ducing inordinant delays and I want to know if that has been corrected. 

Mr. Decuert. Yes, sir, I believe it has been cleared up. 

Mr. Harpy. Thank you. 

Mr. Courtney. This is merely for clarification of the record. With 
respect to the provisions of title 18 of the United States Code, the 
portion of the Espionage Act establishing the crimes in relation to it, 
what is the Department’s interpretation of this section—and I am 
quoting now from title 18, section 798, active October 31, 1951, and I 
read subsection (c) : 

Nothing in this section shall prohibit the furnishing upon lawful demand of 
information to any regularly constituted committee of the Senate or House of 
Representatives of the United States of America, or joint committee thereof. 

That is the section which was added in 1951. 

Does the Department in any of its directives or by any of its estab- 
lished rules or as a matter of policy, interpret that section to mean 
that there can at any time be any withholding of information of any 
classification from a committee of the Congress, or the Congress itself, 
or a joint committee thereof, as the section so provides ? 

Mr. Decuerr. Mr. Courtney, I think the section you read has no 
relevance, really, to the question that you asked. 

This section, you will remember—— 

Mr. Courtney. I am speaking now about classification or material 
that might possibly come within the provisions of the Espionage Act. 
I have gone to another subject, now. 

Mr. Decuert. I was going to try to explain what I meant a minute 
ago. 

“This section which you correctly call the Espionage Act actually 
has no relation to “espionage”. That fact is one of the unfortunate 
things in this whole situation. Two such sections were incorporated 
into this act known as the Espionage Act, two sections which provide 
penalties for people giving out information without any intent to be 
a traitor, but giving out information which they ought to realize will 
do harm to the country. 

The fact that these two sections are in an act called the Espionage 
Act makes it very difficult for us to protect some of our most important 
secrets, because people who are not traitors or spies but who, by care- 
lessness or for some other reason, may give such material out are then 
subject to penalty only under an act which unfortunately is called 
the Espionage Act. 
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To come back to your question, this section that you read simply 
says that there will be no risk that this prohibition in the Espionage 
Act against giving out classified information which, if it reached a 
foreign country, would do us harm, shall apply with respect to giving 
it out to Congress. It has nothing to do with an affirmative grant or 
denial of things to the Congress. It simply says that the person who 
gives it out to Congress won’t be subjected to a penalty. 

So, as I say, I think that this section has nothing to do really with 
the subject matter you asked about. 

Mr. Courrney. i merely want to know what the Department’s 
interpretation of it is with respect to its personnel and employees on 
the subjects that are covered by the act. In other words I take it your 
interpretation would be that any person responding under subsection 
(c) of this act—and I am not trying to put words in your mouth— 
would be in your view exculpated or exonerated from any act he may 
have done in pursuance of that section ? 

Mr. Decuert. That is right. 

Mr. Courtney. As a correlary of that there would be no derivative 
of any kind within the Department for the protection of that em- 
rs under any of the several categories set out in this act, to cause 

im to withhold any information asked for by the Congress or any 
committee thereof? 

Mr. Decuerr. The refusal to give information to the Congress or a 
committee can clearly not be based upon the fact that the Espionage 
Act has in it two sections prohibiting the giving out of information 
under circumstances that it may come to harm the country. 

But I might suggest a case, which would be purely hypothetical. 
Suppose a foreign government which had hostile intentions mana 
to get one of its adherents on a staff of a committee of Congress. n- 
ceivably the person who gave that staff member some material which 
he in turn passed along to the country that was employing him, might 
be in stable, articularly if there was some reason why he might have 
known that this risk existed. 

This statute says that if he is in fact an employee of the committee 
of Congress, the person who gives it to him won’t be in trouble. There- 
fore the person giving it doesn’t have to stop to worry about that risk. 

Mr. Courtney. My question went a little beyond that, Counsel. 
My question had to do with the responsibility or the authority that the 
Department of Defense itself might feel it ought to exercise in the cir- 
cumstances in which one of its employees might conceivably furnish 
information under subsection (c) which co be interpreted in his 
own personal act as being one of the prohibited actions in the Espion- 
age Act. 

te. DecHert. In our judgment that has no bearing whatsoever on 
an inquiry made by the Congress or the General Accounting Office. 

Mr. Courtney. Then, I take it the Department of Defense itself 
in your opinion derives no authority and has no responsibility with 
respect to any person who might be involved in the Espionage Act 
under the section to which I have just referred ? 

Mr. Drecuert. If the person is a bona fide employee of the Congress. 

I think that is true as a matter of law, Mr. Courtney, but since 
you are pressing me with a question, I can imagine a situation where 
if an official of the Department of Defense had very strong reason 
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to believe that this particular employee of the congressional committee 
had overfriendly relations with a nation that might be hostile, I think 
there would still be a duty to come see the committee chairman and 
say, “Look, I would rather give it to that particular man.” 

r. Courtney. I think we are belaboring a point when we discuss 
employees, even though everyone knows that the employees do have 
to represent the committee in their person. 

However, the statute is limited strictly to the committee, itself, in 
which case, of course, he would properly function through the chair- 
man. 

The only question is whether or not in your opinion this act im- 
poses any duty or confers any rights upon the Department itself with 
ee, to the conduct of any of its personnel, either military or civilian. 

r. Decuert. I think that act gives the Department of Defense 
no rights on this question of the relationship of congressional com- 
mittees, and I think the only duty that I eek of is in the very clear 
case where there might be doubt about a specific person, which might 
require one to go to a higher official. 

Mr. Courtney. There would be the official duty to make known the 
possible commission of a crime. 

Mr. Decuert. That is right, or risk of 

Mr. Courtney. I am dealing with the act, in which case you would 
be compounding a felony by failing to have disclosed the potential 
danger of a violation of the statute to the proper authority. That 
would be the section dealing with compounding of a felony. 

Mr. Krrcutn. May I ask a question in that connection ? 

Mr. Hépert. Yes. 

Mr. Krrenrn. If I understand it, your interpretation of this act 
under title 18 is merely an exemption rather than a mandatory order 
by statute for the furnishing of information on that basis? 

Mr. Decuerr. That is right. 

Mr. Krrcntn. There would still be an administrative problem to 
overcome, This is merely an exemption granted to employees if they 
furnish information. Isthat right? 

Mr. Decuert. That is right. 

Mr. Héserr. Mr. Hess 

Mr. Hess. I want to refer back to the Secretary for just a moment, 
please. 

Mr. Secretary, am I correct in my understanding here, that your 
office places the various classifications on classified information, letters 
or—your office does not do that ? 

Secretary Snyper. No, sir, it does not. 

Mr. Hess. It does not grade them as top secret, secret, or some other 
classification ? 

Secretary Snyper. Except in the rather infrequent instance where 
we originate a piece of paper, or supply a reply to a paper which has 
such a classification on it. 

Mr. Hess. Who classifies it? Who grades them in the various 
grades ? 

Secretary Snyper. The responsible originating department or office 
-€ the Office of Secretary of Defense puts the classification upon it. 

Mr. Hess. In a case where, let’s say the Navy Department places a 
_dassification of secret on a document, and the question comes before 
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you as to whether or not that document may be released to the press 
or may be used in a speech, would you have the right to reclassify 
that and classify it confidential ? 

Secretary Snyper. I would not. No, sir. 

The right to downgrade or declassify such a paper would normally 
reside with the originator of the document. 

Of course, higher authority could assume that right. If, for ex- 
ample, it was a Navy paper relating to a Navy project, operation, or 
research and development matter, another Navy official of higher au- 
thority could recommend that this be declassified in accordance with 
certain criteria and could take that action and present it. 

If there was a question in the minds of Security Review—the Se- 
curity Review Division of my office—these questions could always 
be resolved in the research and development agency within the Office 
of the Secretary of Defense, or the Office of the Director of Guided 
Missiles or comparable office. 

Mr. Hess. You couldn’t downgrade it? Could you upgrade it? 

Secretary Snyper. No, sir, I could not. I could recommend that it 
be upgraded or down graded. 

Mr. Hess. I take it the same applies to CLA, and AEC, on any in- 
formation that has been graded or classified by them ? 

Secretary Snyper. Yes, sir. 

Mr. Decuert. What Mr. Snyder has said is correct, but I think 
in practice there is another situation which exists. We all do get 
papers from time to time which sometimes we think have been over- 
classified, or because we think the time has come to declassify we 
have to deal with that matter. 

In some instances we get papers relating to the same subject which 
one service has classified top secret and another one secret. 

We all exercise the human quality of an administrator who calls 
the person who did this and says, “Look, haven’t you made a mistake 
on this,” or “wouldn’t you be willing to downgrade it to equal the 
other man’s classification,” or in some cases get rid of the classification 
altogether. 

One instance arose last summer which was in connection with the 
hearings on the military construction authorization bill. There was 
a preliminary paper prepared as to those installations which might 
perhaps be disposed of. This was classified because at this point 
it was highly tentative, and had there been publicity about it, it would 
have perhaps caused speculation and a great deal of harm. 

By the time this reached me, however, and there was a request for 
it from other departments, the time had ended when this needed to 
be classified, because the information had been given the day before 
to the committee. 

Therefore I arranged to have this paper declassified on the spot so 
I could send a copy of it out—two copies of it out, as a matter of 
fact. 

This type of procedure goes on. We all try to use our best judgment 
on it. A paper which is classified is a nuisance to have. It has to 
be logged in and logged out and kept under locks and you get a black 
mark if you leave it in the wrong place when there is nobody there. 

Therefore all of us at all times are anxious to eliminate any over- 
classification and to get rid of the classification altogether if we 
can. 
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Mr. Hess. Frequently we sit in the full committee and also in the 
Hébert subcommittee upon investigation and we are told here that 
information given to us is top secret. It is given to us by one particu- 
lar department. Maybe the Defense Department witness. And that 
very evening we find that some admiral or some general has made a 
speech and he has given out that same information. 

Mr. Decuerr. At the minute, General Fox is in the process of re- 
examining the notes of the Vinson committee. They were taken in 
an executive session like this. 

Mr. Hess. I am not referring to that. I realize that. I know that 
they were—— 

Mr. Decuert. I am trying to answer your question, sir. 

Mr. Hess. Yes. 

Mr. Decuerr. Those notes were originally examined for classifica- 
tion purposes. Since, however, those hearings have started, a lot of 
the information which General Fox had to eliminate has become pub- 
lic. He is now therefore reexamining the transcript a second time. 
The transcript that is finally printed will be more extensive than the 
first release, 

Mr. Hess. I am not talking about that. I realize that. I know the 
notes are taken and they are submitted to the witness and he goes over 
them and blue pencils them and releases what he feels should be re- 
leased, but I am referring to the case where today, for example, the 
witness will appear before our committee at 10 o’clock in the morning 
and give us information and warn us this is top secret, and that very 
evening some general out on the west coast will be making a speech and 
give that same information. Now things happen that way. 

Secretary Snyper. This happens on occasion. It doesn’t happen 
with figures. It doesn’t happen too often with specific projects. It 
happens in the shading or the degree with which a project or a pro- 
gram is divulged. There are signals, of course, that are missed. _ 

For example, 6 months ago a vast amount of information concerning 
our missile program was secret. In the first place, the visibility of 
missiles at the Bios Canaveral testing range has made it impractical 
to keep a classification on something which people could photograph 
and which was appearing at page 1 of the newspapers. 

These things happen more rapidly when a missile program is open 
to view than if it were something that could be developed within a 
hanger, like the building of an airplane. 

But as Mr. Dechert said, some of these things are being reviewed 
because people’s judgment sometimes will differ as to what is a classi- 
fied matter and what isn’t, and that is particularly true in the area 
of testimony where someone has said, with complete authority and 
complete truth, that the range of a missile is such and such, or the 
speed of a plane is such and such and as a result of his disclosure of it, 
if it was done officially without an unauthorized disclosure through 
some rumor source, why once it is stated officially by a Chief of Staff 
or top level official, why then it is confirmed. Then the public records 
which last week might have stricken that, are brought up to date. 

Mr. Hess. I don’t want to belabor the point and I am not going to, 
Mr. Chairman, but I just happened to remember this one incident 
in the hearings of the full committee when we were talking about the 
Polaris missile. We were told how many the submarine would carry 
and, of course, that was top secret. 
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You pick up a magazine the next week and here is a picture of one 
in there, with the missiles in it. 

Secretary Snyper. I can explain that one specifically. In reviewing 
the testimony, the question of the Congressman which had in it the 
classified figure was not stricken and the answer was. As a result of 
that, the cleared testimony carried the classified figure in the question. 
Thereafter, having been published, there was no point in trying to 
maintain it as a secret. 

Mr. Hess. It makes us look quite ignorant having sat through the 
hearings and a question is asked us and we say “That is secret, I am 
sorry, I can’t give it to you,” and they say, “Why, here it is.” 

Secretary Snyper. The problem there was that the security review 
officer may not without the consent of a Congressman, edit his ques- 
tion and in this particular case he should have pointed it out to the 
Congressman involved and said, “I am sorry, there is security in your 
question. May that be edited?” 

Mr. Héserr. Now, wait. They don’t come back and ask the Con- 
gressman anything. They just strike it. 

Secretary Snyper. They should have. They check through the 
committee, and my information is we may not—no one in the Depart- 
ment of Defense may touch the Congressman’s part of the exchange. 

Mr. Courtney. Assuming the question mentions an assumption of 
fact, don’t you hold that under your authority to edit the transcrip 
you at least have the authority to take the assumption of fact out o 
the question ? 

Secretary Snyper. I don’t believe so. I believe that should have 
been taken up with the committee, but they were handling a vast quan- 
tity of testimony. 

Mr. Courtney. What do you hold, Mr. Counsel ? 

Mr. Harpy. I must say, Mr. Chairman, I can’t recall—in fact, I 
know there has never been a time when anybody in the Department of 
Defense has ever raised a question about deleting something that I had 
said or some question that I have raised. 

Mr. Decnert. May I answer the question ? 

Mr. Snyder is right with respect to the matter of editing it in the 
sense of changing its language by taking a few words out of the ques- 
tion asked by a committee member. But Mr. Courtney is right with 
respect to striking the whole thing out—Mr. Hardy is right. In other 
words, General Fox, in editing that testimony, took out whole sec- 
tions of questions and answers, but he did not ever once change the 
language of a question. This situation got us into trouble on one mat- 
ter which made the newspapers, because he took out the whole question 
rather than attempt to edit it. He was doing it late at night and was 
under pressure. We straightened the matter out and released the 
whole question and answer afterward. 

Mr. Hess. I think that is all, Mr. Chairman. 

Mr. Krrcntn. May I ask one question, following through what 
Mr. Hess has said ? 

Mr. Héserr. Mr. Kitchin. 

Mr. Krrentn. I understand what the Secretary has just referred 
to is one of the instances where a top official such as a chief of staff 
can on his own initiative downgrade completely an article which has 
been classified by the mere publishing of a fact. He at his discretion 
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in a speech says he can tell of some item that had been previously 
classified. Then the mere statement by that official declassifies the 
information entirely. 

Secretary Snyper. He generally would abide by the same criteria 
that anyone else would, but once he formally confirms a fact, such as 
the recordbreaking flight of a plane or the undersea transition of such- 
and-such Batenod by a submarine, once he discloses that—it was prob- 
ably classified matter until he disclosed it, then becomes an officially 
recognized fact. 

Mr. Krrcnin. The reason I asked that, I thought you said you had 
no authority in your office to downgrade a classified item; that was 
usually done at the source which originally classified the paper. 

Secretary Snyper. That is correct. 

Mr. Krrcentn. This is one instance where the Chief of Staff, acting 
as Chief of Staff, may downgrade a classified item that may have 
been classified by the Army, Navy, Marine Corps, or any of the 
services. 

Secretary Snyper. Generally, he would do that in consultation with 
the Secretary of Defense, if it was an announcement of great sig- 
nificance. 

Mr. Krrentn. And it would not have to clear through your office? 

Secretary Snyper. Frequently it would be done that way, or it 
might be done in consultation with me; a telephone conversation. 

Mr. Hésert. But you would have to go to the source to declassify 
or toa higher authority ; you have no power ? 

Secretary Snyper. That is correct. 

There is one exception to this business. As I stated, we are work- 
ing on a declassification program. 

Mr. Héserr. I want to ask you about that. You mentioned it in 
your opening remarks. 

Secretary Snyper. I would be glad to supply the committee with 
a copy of a report from Admiral Hoskins’ declassification office. 

Mr. Héserr. I was going to ask you about that. You have this 
declassification committee set up now ? 

Secretary Snyper. This committee is initiating programs, but the 
act of declassification, whether it is a great big bulk of material, ex- 
tending over a number of years with certain exceptions, it still would 
depend upon the action, the signature of the Secretary of Defense, 
which would come after concurrence by everyone else concerned, so it 
would not be my office that would be performing the act of declas- 
sification. 

Mr. Hésert. You are making the recommendation. 

Secretary Snyper. That is correct. 

Mr. Héserr. In other words, we are not to be confused between 
classification and security. They are handmaidens, but however clas- 
sification is handed to you and you have to observe security based on 
what classification is given you. 

Secretary Snyper. That is correct. Our Office of Security Review 
is more or less an auditor and policeman. 

Mr. Hésert. On the yardstick of the classification. 

Secretary Snyper. That is correct. 

Mr. Hésert. Therefore, you are not a competent witness to testify 
as to the criteria by which classification occurs. The committee is 
interested in the criteria of classification. 
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Secretary Snyper. That is correct. 

Mr. Hészertr. And you are not the competent witness. 

Secretary Snyper. That is right. 

Mr. Héserr. I would like to go into some of these classifications of 
trips that Congressmen take, the itinerary. We have had a lot of 
trouble with that, where it is classified. 

Mr. Harpy. That is for the protection of the Congress. 

Mr. Héperr. Yes, that is for the protection of the Congress. 

Mr. Snyder, in the realm to which we are addressing ourselves, 
classification and security, and its operation, regarding the agree- 
ment in Florida which you have come to with the news mediums, do 
you find any difficulty in the area of security, with the news mediums? 
And I am talking about all the news mediums, not only the news- 
paper reporters but television, radio, and magazines. 

Secretary Snyper. I can tell you this, sir: There have been diffi- 
culties in the past. I have supplied this committee with a copy of 
my March 3 memorandum which was threshed out both in the Depart- 
ment of Defense and with the mediums who are affected by it and the 
consensus is, as a result of this—and I stated this in my opening state- 
ment—as a result of the working procedures now in effect there, there 
is a greatly reduced security problem, there. I mean that reporters 
don’t have to speculate on what they hear or think is happening. The 
result is there are factual stories, and consequently the people who 
used to talk and spread rumors do not spread unverified: reports as 
much as they used to. 

Mr. Hépvertr. When they were on their own getting. 

Secretary Snyper. That is right. 

I might mention that the March 3 memorandum to the services 
which is now in effect was issued a couple of days after I had a session 
in my office of the top mediums representatives in Washington, and 
they included the president of the Associated Press, who is the editor 
of the Star, and the heads of the wire service bureaus, and they 
examined this very, very closely, the operation of this program. They 
examined it in the public interest. They examined it from the stand- 
point of: was the flow of news in any way to be impeded by this 
“hold for release” arrangement which we were innovating here. 

And I am sure you are fully aware of the fact that budgets are 
put out on a “hold for release” basis, and many other things for 
several days in advance of publication dates, and it was very ex- 
plicitly stated by myself and understood by those participating that 
nothing in this memorandum or in our working procedures precluded 
any reporter from reporting what he could see from outside of the 
area or what happened during the period he was observing the firing 
from the observation points in the missile center, once the firing oc- 
curred or once it was canceled, as has happened in the past few days. 

Mr. Hésertr. Do you find that arrangement working all right? 

Secretary Snyper. I have found it very helpful. 

Of course, it is not perfect. I have had a considerable number of 
letters from the heads of these organizations, particularly the news 
photos, the television, radio, and others who are interested in getting 
a maximum of coverage which they didn’t get before from the beach, 
a distance from the scene, and there is a general acceptance of this as 
a good and probably the best working arrangement that can be de- 
vised, at this time. 











36 INVESTIGATION OF NATIONAL DEFENSE 


Mr. Héserr. I ask my questions, being conscious not only of my 
responsibility as chairman of the committee but being conscious of my 
own background, and it sort of annoys me sometimes to hear news 
commentators, television commentators, and newspaper editors write 
about the flow of free news, and I, of course, believe in that. How- 
ever, I believe they escape the full evaluation of their own respon- 
sibility that they owe to their own country, and in their eagerness. 
to get news and get it first, they sometimes violate the security of the 
country, to the dotcinent of the country. That is what concerns me. 

Have you found in your association with them an understanding 
of that responsibility or a lack of the responsibility where possibly 
their demand to get there first with the most, supersedes 
responsibility ¢ 

Secretary Snyper. I have found, Mr. Chairman, that the great ma- 
jority of the working newsmen are fully cognizant of their respon- 
sibility to protect security. I found that the principal editors are 
equally aware of this responsibility. I think, as you know, from your 
many years in the business, there is nothing more highly competi- 
tive than covering a story that can frequently lead a newspaper, but 
I have found in this Cape Canaveral situation, particularly since our 
experiences of last December, a greatly increased desire on the part of 
the newsmen to protect the public interest beyond the protection of 
military security; that is, to avoid an undue buildup of a test shot 
into something that would give the public an expectation of some 
great exploit when they know that this is just a test, and there is al- 
ways the possibility of failure. And we know from experience that 
the press shared with the Government some of the public wrath when 
this December 6 firing of a Vanguard missile failed, after a tremen- 
dous amount of publicity. 

Mr. Héserrt. Do you find any violation in any extent, any degree, 
or a lesser or greater degree, of the information given to the press. 
on an “off the record” basis and then find the “off the record” has been 
violated ? 

Secretary Snyper. I do not, sir. 

Mr. Hésert. You do not find that generally ? 

Secretary Snyper. I find, as a matter of fact, the better informed 
the newspaperman is, and the more expert he is in his field, the more 
dependable he is in respecting confidences, because that is his bread 
and butter. 

Mr. Hezert. He has to come back the next day. 

Secretary Snyper. Exactly. 

Mr. Hésert. It is not a one-night stand for him. 

Secretary Snyper. He has a reputation he has to look up to. 

Mr. Hésert. Do you, in supplying the news and information—be- 
cause we have a two-pronged approach to this, the classification and 
the dissemination of the news as related to security—as I understood 
from your statement, either you or your representatives in the various 
other departments are available at all times, to the representatives of 
news mediums, for information ? 

Secretary Snyper. Weare. There are duty officers available 7 days 
a week, The number of queries handled by the Office of the Secretary 
of Defense Public Information is roughly a thousand a week. 
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Mr. Hésert. A thousand inquiries a week ? 

Secretary Snyper. Of course, some are repetitious, but there is a 
tremendous volume. There is a considerable number of newsmen who 
cover the Pentagon, day in and day out, and they approach the De- 

artment of Defense for the principal news announcements, but they 
ave access to hundreds of open doors and to hundreds of knowledge- 
able people in the services ie supply them with information. 

Mr. Hésert. Now this is a question obviously which I am going to 
ask—lI almost know the answer, but I do want the record to show this: 

Your agency is not a propaganda agency, is it? 

Secretary Snyper. No, sir; it isnot. 

Mr. Hésert. I answered it for you by putting it in the negative, but 
your function is to supply the raw news as requested ? 

Secretary Snyper. I would supplement that, Mr. Chairman. My 
function is to supply the news as requested or as it develops. 

I also have a responsibility not to oversell any of our operations 
or to mislead the public into believing we have something that we 
just don’t have yet, or that we are going to have it before it is likely 
to be available. 

Mr, Héserr. Now the nonrequested information that is distributed 
and not sought, I assume that puts the Department of Defense in a 
proper light? 

Secretary Snyper. Well, for example, today the first announcement 
we made which was prepared over the weekend was an announce- 
ment concerning special arrangements to favor small business in the 
distribution of subcontracts in defense contracting. This was a piece 
of news that originated in the Department, from the Office of the 
Secretary of Defense. 

ere are innumerable small announcements and large ones con- 
cerning deployment of troops, actions of one sort or another involving 
all of the services. That is a flow of information affecting every State 
in the Union and affecting our forces in every part of the world. 
That is the type of information that originates continuously with us. 

Mr. Hésert. These are handouts? 

Secretary Snyper. These are handouts. 

Mr. Hépert. And the handouts are never written in such a manner 
as to reflect anything but favorable comment on the part of the 
Department, I assume. 

Secretary Snyper. Well, sir, we have a—— 

Mr. Hésert. Say “Yes.” We know it. 

Secretary Snyper. The handouts, Mr. Chairman, are the results 
of an accumulation of questions which require inquiry and they don’t 
necessarily reflect favorably. They reflect the facts. 

Mr. Hézert. I recognize that—without adjectives. 

Secretary Snyper. Occasionally—and this occurred at my confir- 
mation hearing a year ago. Senator Stennis asked about recruiting 
expenditures, radio time, and so forth, what it cost. Well, I caused 
an inquiry to be made in the four services and we had a rather exten- 
sive report for him. I wouldn’t say it reflected favorably or unfavor- 
ably but newspapermen covering this hearing asked for copies of it 
and they were given this material. That was a handout in effect, 
although it was elicited by inquiry, which certainly wasn’t prop- 
aganda. 
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Mr. Héserr. We will rest on that. 

Secretary Snyper. I will be happy to. 

Mr. Courtney. One question, Mr. Chairman. I have two questions, 
as a matter of fact. 

Mr. Secretary, do you hold it within the prerogative of your office 
to require departmental witnesses from your department who are 
appearing or who are summoned before congressional committees to 
clear with you the subject matter of the prospective inquiry and to 
delete from their proposed discussions any matters, as a matter of 
policy ¢ 

Secretary Snyper. The requirement upon congressional witnesses 
to submit their—if they are making a prepared statement, to submit 
them for review, is the same as it 1s upon them to submit any other 
statement for review. 

The review would encompass not merely security but fact and the 
possibility of conflict with the statements of, or with the policies of 
the Department, or of any other department. 

Mr. Courtney. Granting that interpretation, the precise question 
is this: Do you hold it within the prerogative of your office to require 
that witnesses summoned before congressional committees delete facts 
within their knowledge which are the subject of inquiry before a 
congressional committee ? 

Secretary Snyper. I hold it to be my responsibility under my basic 
charter to require them to correct incorrect statements or if there is 
a question concerning policies of the Department which are incor- 
rectly stated, to bring that to their attention for correction. I don’t 
necessarily do that myself, Mr. Courtney. 

Mr. Courtney. We are distinguishing now first with respect to 
facts and next with respect to policy. We will break the question up. 

Do you hold it within the prerogatives of your office to require the 
deletion of facts from presentation to congressional committees by 
departmental representatives ? 

Secretary Snyper. If there is a clear question of the witness’ plac- 
ing himself in conflict with an established program or policy of the 
Department or of the—— 

Mr. Courtney. Now, Mr. Secretary, I was trying to ask a precise 
question so we would have a clear understanding. I was distinguish- 
ing between facts and policy. The first part of the question has to do 
with the deletion of facts from a proposed presentation by a depart- 
mental witness summoned to appear. 

Secretary Snyper. If the facts involve security, the answer is 
“Yes.” If the facts are misstated, the prospective witness would be 
asked to correct them. 

Mr. Courtnry. Now, do you hold then that you have the right in 
the face of the statute that has been read to you here, do you hold 
that it is within the prerogative of your office to withhold facts from 
a committee of the Congress proposed to be given to them by a depart- 
mental witness upon the grounds of classification ? 

Secretary Snyper. If this is to be given in open hearing? If it is 
a statement to be made in open hearing and thus would be immediately 
available to the press, yes. If it is a statement to be presented in closed 
hearing, certainly not. 

Mr. Courtney. Now let’s come to the question of policy: Do you 
hold it within the prerogative of your office to require that witnesses 
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appearing in behalf of the Department conform to your criteria on 
the policy of the Secretary of Defense, or the Department of Defense 
for which you work? 

Secretary Snyper. That has not occurred. The clearance—I don’t 
recall ever seeing a statement by a congressional witness other than 
one with the Office of The Secretary of Defense which might come to 
me for advice. I have no experience that I can recall of ever having 
to determine or ever being asked to determine whether a military wit- 
ness or another witness—— 

Mr. Courtney. Military or civilian ? 

Secretary Snyper. Where a statement of such a witness was in 
conflict with policy. I do not possess the authority to edit his copy 
for policy, in my belief. If I were asked about it and there was a clear 
conflict between some statement of his and established policies or 
programs, I would so inform him. 

Mr. Courrney. Then is the answer to your question that you do not 
deem it within the prerogatives of your office to delete matters of 
departmental policy from the proposed presentation of a departmental 
witness before a congressional committee ¢ 

Secretary Snyper. I believe you have stated it correctly, yes, sir. 

Mr. Courrnry. You hold it is not within your prerogatives? 

Secretary Snyper. Yes, sir. 

Mr. Courtnry. We have been speaking here, Mr. Secretary, and 
properly, of matters occurring at the seat of government. Now, the 
next question is with respect to the deployed personnel of the Depart- 
ment, the form of control which your office exercises or for that mat- 
ter can exercise over these commands and matters arising within them, 
which are matters of public inquiry, or even of congressional inquiry. 

What guide lines and what authority do you exercise, and how, in 
those circumstances ? 

Secretary Snyper. Would you mind restating that ? 

Mr. Courtney. In your opening statement you said you were deal- 
ing with these problems at the seat of government. And that, of 
course, is perfectly proper. 

Now, I ask you with respect to the controls which your office exer- 
cises or for that matter can exercise over the deployed personnel in out- 
lying establishments, if you please, of the Department of Defense— 
the military commands would be a specific instance. 

Secretary Snyper. The various services issue regulations which 
contain the basic controls or guides that are within our directives. 
Take officials such as General Norstad or Admiral Stump, as examples. 

Mr. Courtney. You mean General Norstad specifically with the 
hat that belongs to Washington ? 

Secretary Snyper. Yes, sir, or Admiral Stump, as head of the uni- 
fied Pacific Command. These experienced officers are fully aware of 
their limitations, the limitations which control their comments in 
security matters. 

In the areas of policy, they have policy staff people. They have 
political staff people who would be their sources of guidance, just 
as the State Department would be ours, on the clearance of speeches for 
their impact on foreign affairs. 

Insofar as the possible interpretation of their remarks as being 
pro one service or anti another, these top officials, the ones who would 
make news are for the most part involved in the unified command 
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so that they are fully aware of the importance of striking it right 
down the middle, just as an official of the Department of Defense 
is. So those are not major problems. They rarely come up as 
problems. 

Mr. Courtney. I am not concerned in the form of the question with 
which I addressed you, with whether they are major or minor. The 
— is on the control which your office has or could have over 

ese commands. 

Now, I take it from your answer that you say at this point that that 
control is exercised under the guidelines and under the instructions 
which parallel your general instructions. 

Secretary Snyper. That is correct. 

Mr. Courtney. By the various services to which they are assigned. 

Secretary Snyper. That is generally so. 

Mr. Courtney. Mr. Chairman, I think—— 

Mr. Hészert. Mr. Secretary, I want to ask one final question. I 
hoped to ask it earlier. I think in your general statement, you had 
trouble in trying to eliminate the matter of overclassification. Do you 
find that hampers you in getting out the news! 

Secretary Snyprr. No, sir; it doesn’t. I find there is an increasing 
readiness to cooperate on the part of the people in the services whose 
primary job is to protect the security of the country. There comes a 
time when there is no security factor involved in some of this material. 

I think the effect of this declassification program has increased the 
awareness of this and people are providing for automatic termination 
of classification where possible. 

Mr. Héserr. Then in the past it has hampered and you are trying 
to eliminate that particular obstacle ; is that correct? 

Secretary Snyper. I don’t know that it has hampered because when 
we receive a request for information that is classified at this time, 
there is a readiness on the part of everyone concerned to see what can 
be done about declassifying it. 

Mr. Hésertr. That impedes and there are delays—— 

Secretary Snyper. There are thousands of dling cabinets of mate- 
rial which cannot be declassified by a process of going through them 
paper by paper. But if someone asks for it, they get it if there is no 
current reason to retain the classification. 

Mr. Hésert. By that statement, do I understand if a newspaperman 
wanted a paper on X project, you went to the file and found it clas- 
sified, would you cut him off there, or would you try to declassify it, 
if it was in an area that could be declassified ? 

Secretary Snyper. Automatically, sir, the request of the newspaper- 
man would go to the service which had possession of the paper, and 
there would be an adjudication as rapidly as possible on whether this 
could be declassified and made public. 

Mr. Héserr. They would approach it with the idea of declassifying 
it, instead of merely saying “No.” 

Secretary Snyper. Yes, sir; that has been our experience. 

Mr. Courtney. Mr. Chairman, with respect to the record I would 
ask, if the Secretary can, since there will be some days before we get 
to the preparation of the record, that it be supplemented with the 
Hoskins report, to which the Secretary has just referred; and also 
if within the time you will have examined your own testimony this 
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morning before it goes to the printer, you might supply anything 
that is developed in connection with section 5201. 

The discussions that Mr. Dechert referred to, so that we would have 
an up-to-date record on that subject. 

Mr. Decuert. Very well. 

(Material will be found in appendix A.) 

Mr. Courtney. Except for the material to be supplied, that com- 
pletes the record, as far as I can see, from the Department of Defense. 

Mr. Héserr. The chairman will state for the record, the procedure 
to be followed on the release of testimony of these exerutive sessions 
will be the same as followed in the full committee during the recent. 
hearings. 

We shall get the stenographic report to the Department as quickly as 
we can. We ask that three—and the Department—the responsible 
individuals—have them edit the record for security only and get it 
back to us and Mr. Courtney as quickly as possible. 

We shall then have galley proofs pulled and release them to the 
newspapers at the same time. 

Mr. Courtney. Mr. Chairman, we have another problem here. 
These gentlemen have made prepared statements, which I take it are 
unclassified. 

Secretary Snyper. Yes. 

Mr. Courtney. Mr. Snyder has furnished such a statement. I take 
it it would not come from the subcommittee but they would be under 
no provision 

Mr. Hépert. They are under no compulsion not to release that state- 
ment. 

However, the subcommittee will release nothing except that full 
galley sheet. 

However, if in the discretion of the Secretary or the witness who 
appears, if he desires to release his statement, it is perfectly all right 
with the committee. 

Mr. Courtney. That is strictly within your discretion. 

You know very well the newspaper reporters are going to ask you 
for something. 

Secretary Terasan We would expect that to be released here and if 
it is made available here, we can always make it available at the 
Pentagon. 

Mr. Hépert. We want no responsibility. If you decide that you 
want to release it, it is all right with us. 

Mr. Courtney. Other than the completed galley proof record-—— 

Mr. Hésert. Our release will be a complete galley proof release so 
we won’t have to go beyond that. However, on the matter of a state- 
ment given before the committee, such as where you have given a 
prepared statement, if you have a desire or have any inclination to 
release a statement, that is parey within your discretion. 

Secretary Snyper. Mr. Chairman, could I offer one sentence as an 
interpolation after my answer to Mr. Courtney, that the commanders 
in the field receive their guidance through the regulations issued by 
the services. They also, of course, receive direct guidance from the 
chiefs of information of the services with whom they are in contact. 

Mr. Hésert. I can easily understand that, Mr. Secretary. In the 
questions that the committee asked we realize your position, and we 
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realize the position of these commanders, too. They know the policy 
of the departments and their responsibility. When I got to be a city 
editor, I knew what I should and shouldn’t write. Otherwise, 

wouldn’t be a city editor very long. Let’s not kid ourselves. We are 
all practical people. We are not Sed for trying to do the 
job that you are doing, but we just want to know how the job is done. 

Secretary Snyper. I have been very happy to be of service to the 
committee. 

Mr. Héserr. Your predecessor was of great service to the commit- 
— He tried to fight us in the newspapers, and he is no longer over 
there. 

We will recess until tomorrow at 2 o’clock. 

(At 4:15 p. m., the subcommittee adjourned to reconvene at 2 
p. m., Tuesday, March 11, 1958.) 


House or REPRESENTATIVES, 
CoMMITTEE ON ARMED SERVICES, 
Suscommitree No. 6, 
Washington, D. C., Tuesday, March 11, 1958. 


The subcommittee met at 2:05 p. m., Hon. F. Edward Hébert, chair- 
man of the subcommittee, presiding with Mr. Hardy, Mr. Kitchen and 
Mr. Hess. 

Mr. Hésert. The committee will be in order. 

Mr. Courtney. Mr. Chairman, the Department of the Army is next 
in order. We have Maj. Gen. Harry P. Storke here, to respond to the 
question of dissemination of information. Brigadier General Rey- 
nolds is to testify to security classification. Both of these gentlemen 
have prepared statements, and neither have been sworn. 

Gentlemen, would you rise, please? 

Mr. Hésert. Do you, and each of you, solemnly swear that the tes- 
timony you will give before the subcommittee in the matters now under 
consideration will be the truth, the whole truth, and nothing but the 
truth, so help you God ? 

General Storxe. I do. 

General Rreynozps. I do. 

Mr. Courrnry. The Department of the Army understands that this 
is a proceeding under House Resolution 67, and of course you under- 
stand the purpose of it? 


STATEMENT OF MAJ. GEN. HARRY P. STORKE, CHIEF OF PUBLIC 
INFORMATION 


General Srorxe. Mr. Chairman, and members of the committee, 
in the following prepared statement I will discuss the missions of 
the Chief of Information, Department of the Army, the rules and 
regulations under which we operate to accomplish those missions, 
and our general techniques for disseminating information. 

Upon conclusion, I will attempt to answer any questions pertain- 
ing to my sphere of responsibility which your committee desires to 
ask. 

Actually, I serve in a dual capacity. As Chief of Public Informa- 
tion I am directly responsible to the Secretary of the Army on policy 
matters pertaining to public understanding of the Army. Specifically, 
I am responsible for— 
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1. Advising the Secretary of the Army, the Chief of Staff, 
and agencies of Department of Defense on public information 
matters involving the Army. 

2. Formulating Army public information policies. 

3. Supervising the public information activities of the Army 
at the seat of government. 

4. Administering the Department of the Army’s public in- 
formation security program. 

5, Conducting a continuing review of the implementation of 
section 18, Executive Order 1051, within Department of the 
Army, to insure that no information is withheld which the people 
of the United States have a right to know. 

In my other role as Chief of Information I am directly responsible 
to the Chief of Staff on all matters pertaining to public and troo 
information. I prepare plans and policies for, and coordinate a 
supervise, Army public and troop information activties in accordance 
with policies established by the Secretary of Defense and the Secre- 
tary of the Army; develop and coordinate Headquarters, Department 
of the Army, information plans and programs in support of Army 
basic plans and programs; and advise the Secretary of the Army, the 
Chief of Staff, iat agencies of Headquarters, Perera of the 
Army, on policy matters pertaining to public and troop information. 

In order to accomplish these missions, the Department of the Army 
promulgates rules and regulations to govern the release of public 
information. These regulations are within the framework of policies 
established by Department of Defense. I have submitted to the 
committee copies of our Department of the Army directives, most 
of which pertain to specific subjects. However, there are two which 
I think would be of particular interest to the committee; I will dis- 
cuss the major features of each. 

Army Regulation 360-5 establishes the general policies governing 
the dissemination of information by agencies and todividuele of, and 
subordinate to, Department of the Army. 

This regulation— 

1. Sets forth responsibilities of the Chief of Information, De- 
partment of the Army agencies, Zone of the Interior Army com- 
manders, and overseas commanders. 

2. Establishes policies and procedures regarding review and 
clearance of information. 

3. Delineates responsibilities for public information operations 
in the field. 

4. Specifies policies pertaining to release of information cover- 
ing various subjects, 

5. Finally, this regulation includes guidelines on the releasabil- 
ity of information with respect to missiles, military aircraft, and 
military engines. 

Periodically the Army develops an overall information program 
which is given wide internal Army dissemination. The purpose of 
this program is to ensure that the people of the United States receive 
all the information about Army activities which they have a right to 
know. 

The program for 1957-58 is contained in DA Circular 11-1, dated 
November 15, 1956, and lists 92 specific items we wish to publicize both 
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internally and externally. These 92 items are consolidated under sev- 
eral major subjects: 

1. The nature and importance of the Army’s role in connection 
with deterring and winning limited and unlimited or general wars. 

2. Army progress in research and development. 

3. The progressive nature of Army thinking and planning in con- 
nection with future problems of national defense. 

4. Current and historical Army leadership in service to the Nation. 
These topics all support the ultimate goal of our entire information 
program : 

Optimum national defense through public support of the Army’s role in a sound 
national military program. 

Obviously, it would be impossible to give information support, in 
one document, to all the projects in which the Army is engaged. As 
necessity dictates, we prepare specific information plans and programs 
to publicize various efforts of the Army. 

ow that I have discussed our mission and the regulations which 
a the accomplishment of that mission, I would like to explain 
ow we disseminate information at this level and at lower levels, 

1. At Department of the Army level: Material falling within the 
following broad categories is generally subject to additional clearance 
or coordination with the Department of Defense in accordance with 
current Department of Defense policies: 

(a) Information concerning interservice activities and missions. 

(6) Information concerning the foreign or military policy of the 
United States Government. 

(c) Information concerning atomic energy; chemical biological] or 
radiological warfare ; guided missiles ; or new developments in general. 

(d) Discussions of the military policy of another service, or infor- 
mation pertaining to any activity under joint responsibility, or under 
the separate responsibility of another service. 

(e) Information having overriding national defense policy impli- 
cations. 

The Chief of Information has responsibility for the preparation, 
required coordination with Department of the Army ae, and 
with the Department of Defense, and issuance, through Department 
of Defense, of all releases at Department of the Army to public infor- 
mation mediums. 

2. How we disseminate in the field: Local commands are authorized 
to release to media information concerning matters which do not have 
military security or overriding national defense policy implications 
and are in consonance with Army and Defense Department directives 
regarding the release of information. Examples of such material 
are items of local or regional nature involving command personnel 
——s human interest or feature-type stories) and training and 

eld exercises which do not include tests of equipment, organization, 
or tactics. 

In summary, the Department of the Army is keenly aware of its 
obligation to provide the American public access to unclassified in- 
formation concerning the objectives and activities of the Army. Both 
my office and I constantly strive to reach our ultimate goal—optimum 
national defense through public support of the Army’s role in a sound 
national military program. 

Mr. Hésert. Thank you very much, General. 











INVESTIGATION OF NATIONAL DEFENSE 45 


Does General Reynolds want to testify now ? 

Mr. Courtney. Mr. Chairman, that might be in order, because we 
are going to ask the same general line of questions that we did yester- 
day, and probably some of them will pertain to your different shops, 
in which case you would each respond to that question. 


STATEMENT OF BRIG, GEN. ROYAL REYNOLDS, JR., DIRECTOR OF 
PLANS, PROGRAMS, AND SECURITY, OFFICE OF THE ASSISTANT 


The general has a prepared statement. 

General Reynoutps. Mr. Chairman, before I start my statement I 
would like to delete the last sentence on page 2 beginning “Nothing in 
the directive, etc.” 

Mr. Chairman, I am Brig. Gen. Royal Reynolds, Jr., Director of 
Plans, Programs, and Security, Office of the Assistant Chief of Staff, 
Intelligence, Department of the Army. 

In this capacity I am the principal subordinate to the Assistant 
Chief of Staff, Intelligence, for the preparation and maintenance of 
Department of the Army security policy and procedures. : 

The overall policy in the field of safeguarding classified information 
is established at the national level with more detailed treatment by 
the Department of Defense and each of the pia departments. 

At the national level Presidential Executive Order No. 10501 of 
November 5, 1953, provides the basic policy guidance concerning the 
security of classified information to all Government agencies and de- 
partments. Department of Defense Directive 5200.1 of July 8, 1957, 
implements within the Department of Defense the provisions of 
Executive Order 10501. DOD Directive 5200.1 is designed to achieve 
uniformity, within the military departments, in the procedures of 
safeguarding classified information. 

Army regulation, or AR 380-5 is the Department of the Army’s 
basic document covering security of classified information. It im- 
plements within the Army Establishment the provisions of Executive 
Order 10501, and DOD Directive 5200.1. This regulation sets forth 
security principles, objectives, and standards, and those specific pro- 
cedures which apply generally throughout the Army. 

Other Army regulations, in the 380 series amplify this basic regu- 
lation or establish higher standards for handling and safeguardin 
certain types of information in comparatively narrow, lpacialiag’ 
fields. For example, AR 380-40 covers the safeguarding of crypto- 
material and crypto-information, AR 380-8 covers security classifi- 
cation of special nition activities, and AR 380-31 covers the classifica- 
tion of aerial photography. 

Army regulations, themselves, are frequently amplified and clari- 
fied further by staff and command directives. These spell out the 
detailed mechanics for fulfilling the requirements of the Army regu- 
lations. 

Supplementing these regulations and directives, the various Army 
agencies publish security classification guide and security require- 
ment checklists (DOD Form 254) which provide specific classification 
and declassification guidance in regard to technical equipment in the 
research and development state, For example, the Chief of Ordnance 
publishes ordnance item security checklists on the various Ordnance 
missile and rocket projects. 
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Executive Order 10501 specifies that there will be only three security 
classifications: “Top Secret,” “Secret,” and “Confidential.” These 
classifications may only be used in safeguarding official information 
which requires protection in the interests of national defense. The 
DOD Directive 5200.1 and AR 380-5 also emphasizes that the designa- 
tions “Top Secret,” “Secret,” and “Confidential” (including “Confi- 
dential—modified handling authorized”) can only be used to protect 
classified defense information. 

AR 380-5 specifies who within the Department of the Army is 
authorized to classify material under the three security classifications. 
Change 3 to this regulation, published November 26, 1957, authorizes 
only 47 individuals within the Department of the Army to assign the 
original classification of top secret. This original classification 
authority may not be delegated. 

Original classification authority for the assignment of the secret 
classification is limited to the above-mentioned 47 individuals, plus 
15 additional chiefs of Army agencies, and about 75 Army attachés 
stationed overseas. These individuals may delegate this authority to 
heads of their subordinate echelons as necessary. 

Defense information may be classified, “Confidential,” includin 
“Confidential—modified handling authorized,” by any Cnitentadraat 
or warrant officer or responsible civilian official, capable of evaluating 
such information from the point of view of its sensitivity within the 
terms of the definition of “Confidential.” Local commands will limit 
the exercise of this authority to the minimum required for the orderly 
and expeditious transaction of official business. 

The present AR 380-5 limits classification authority and reminds 
the individuals who have classification authority of their respon- 
sibility for proper classification of defense information in accordance 
with the definitions of the three security classifications. Overclassi- 
fication or unnecessary classification are emphatically prohibited in 
the regulations. 

The regulations require that persons be designated for the con- 
tinuing review of the material they originate and classify, for the 
purposes of declassification or downgrading whenever national de- 
fense considerations permit. The originator of a classified document 
is required to establish the expiration of the classification category, 
whenever possible, and provide for downgrading by annotation that 
the classification will be reduced on a specific date, or upon the hap- 
pening of a specific event. 

AR 380-7 prescribes that top secret material must be reviewed for 
regrading annually, and that this material cannot be retired to rec- 
ords centers until downgraded. The procedures for review of secret 
and confidential material are prescribed by major commanders and 
the chiefs of Army staff agencies. 

The great majority of Army staff agencies (20 of 24) require, as 
a minimum, an annual review of all classified material by the office 
of origin. In a recent 12-month period, 22 of 24 agencies reported 
a total of 1,030 linear feet of current files as downgraded or declassi- 
fied. 

A proposed revision of AR 380-5 incorporates the provisions that 
top secret and secret originated within the Department of the Army 
will be regarded “Secret” and “Confidential,” respectively, 3 years 
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from the date of origin unless, upon review, the originator or higher 
authority renews the classification for another 3-year period. 

Every effort is being made to reduce the volume of classified docu- 
ments as soon as possible through proper review for downgrading and 
declassification, or automatic downgrading. 

I have with me Col. Minor K. Wilson, Chief, Security Division, 
Office of the Assistant Chief of Staff, Intelligence. 

Mr. Hézert. Thank you very much, General. 

Mr. Courtney. In the very last paragraph you refer to the progres- 
sive downgrading in a 3-year period from top secret to secret and from 
secret to confidential. 

Do I understand that those are progressive steps automatically 
taken that ultimately might weed out the classification ? 

General Reynotps. Presently this new regulation of ours is under 
revision. We are staffing this proposal at the present time. 

Mr. Courtney. But it is not final ? 

General Reynoups. This is not final. I introduced this as a meas- 
ure we are thinking of, in order to reduce the problem of excessive 
numbers of classified documents. 

Now, to answer your question specifically, yes, this does call for 
a time phase downgrading. The present system calls for a classifica- 
tion to be reduced on a specific date or specific event but this one 
calls for the downgrading of a top secret document to secret at the 
end of the 3 years unless the originator of the document states upon 
a subsequent review that it should not be downgraded. 

If he does not, it will automatically drop from top secret to secret 
at the end of 3 years. , 

Mr. Courtney. Then would it drop in the next step from secret to 
confidential within the succeeding 3 years; is that correct? 

General Reynoxps. Under our proposal it would drop from secret 
to confidential within the next 3 years and ultimately after a review 
it would become unclassified. 

Mr. Courtney. It would be unclassified in a succeeding 3 years? 

General Reynoxps. Yes, sir. 

Mr. Courtney. Unless affirmative action were taken to the contrary ; 
is that right ? 

General Reynotps. It is top secret to secret at the end of 3 years; 
secret to confidential at the end of 3 years, and before it is unclassi- 
fied as I understand it, it has to be reviewed. 

Mr. Courtney. Before it finally becomes confidential. 

General Reynoups. Before it becomes unclassified. 

Mr. Courtney. Now General, I am not sure which of you would 
respond to the questions. We have a format here, which was prob- 
ably heard yesterday. At least, a planned format. 

With respect to sections 53 and 67, title 31, the authorization of the 
General Accounting Office to inquire into matters referred to in the 
statute—the authority of the Comptroller General to investigate at 
the seat of Government, or elsewhere—the authority to review and ex- 
amine the contract files and other files of the Department of Defense 
and report to the President on his request, or annually to the Con- 
gress. 

Do you hold it to be within the prerogative of the Department of 
the Army to exclude representatives of the General Accounting Office 
for access to any classified documentary material within Army con- 
trol ? 
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General Srorxe. I would like to refer that question to Mr. Burnett 
of the General Counsel’s Office, Department of the Army. 

Mr. Hésert. Raise your hand, please. 

You do solemnly swear that the testimony you will give before this 
subcommittee in the matters now under consideration will be the truth, 
the whole truth, and nothing but the truth, so help you God? 


TESTIMONY OF EDMUND C. BURNETT, ASSISTANT GENERAL 
COUNSEL (RESEARCH AND DEVELOPMENT) 


Mr. Burnett. I do, sir. 

Mr. Courtney. Now, first, Mr. Burnett, with reference to section 
53 of title 31 of the code, would you respond to the question either yes 
or no, and then give your explanation ? 

Do you hold it to be within the prerogatives of the Department of 
the Army to exclude under those circumstances. If so, answer yes or 
no, and then give your explanation. 

Mr. Burnett. I think the answer to that, sir, is “No,” but I would 
like to explain in the context of the discussion which occurred yester- 


mE: 
r. Courtney. Very good. 

Mr. Burnerr. As you will recall from that discussion there was 
reference to a presentation which the General Accounting Office had 
made to the Department of Defense, relative to a provision of the De- 
partment of Defense regulations which raised some question concern- 
ing access of the Comptroller General’s people to classified data. 

As Mr. Dechert mentioned yesterday, those problems are in the 
process of resolution. I do not know the details, but I am informed 
that, as he mentioned, resolution was reached this past Friday, to the 
point where it has been generally agreed that the representatives of 
the General Accounting Office would have access to classified data, as- 
suming of course, that the individuals concerned had the appropriate 
clearance as we discussed yesterday, for the particular data concerned, 
and subject to the one question of relevancy of a particular paper or 
document to their statutory functions of investigation. 

Mr. Courtney. And the question of relevancy was to be determined 
in what manner ? 

Mr. Burnett. It was my understanding that the question of rele- 
vancy was not left to the specific determination of either side. If a 
question arises in a specific case, it would be a matter of resolution 
between the appropriate parties. 

Mr. Courtney. Between the Comptroller General, and the Secre- 
tary of the Army, if he was the one. 

Mr. Burnett. As to the position of the Department of the Army, 
may I quote from an order issued on the 20th of August last year by 
Secretary Brucker which gives the Army position in this regard: 

In an effort to fully respond to the cooperative attitude of the General Account- 
ing Office and facilitate their work as well as to gain maximum benefit to the 
Army from the expanded audit program, I have agreed that requests for the 
release of internal audit reports and working papers at the field level will be 
honored and such release effected at that level. In addition, I have agreed that 
internal audit reports may be released prior to the formulation of an Army 
position and the establishment of a program for corrective action as I had previ- 
ously requested. We have, however, agreed that, in recognition of the principle 
that the internal audit report will be of limited value until such time as respon- 
sible operating officials have reviewed it thoroughly and an appropriate program 
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of corrective action has been devised, internal audit reports upon which the 
Army position has not been established will be made available upon request but 
that the Army position thereon will be furnished the General Accounting Office at 
a subsequent date. 

On the next day, August 21, Comptroller General Campbell wrote 
Assistant Secretary of Defense McNeil as follows: 

I have received your letter dated August 20, 1957, enclosing a copy of the 
Secretary of the Army’s memorandum to the Chief of Staff concerning guide- 
lines relative to the release of audit reports and working papers to representa- 
tives of the General Accounting Office. I am glad that this matter has been 
satisfactorily settled. 

It is understood that the Department of Defense intends to issue an overall 
directive covering access to records by the General Accounting Office which will 
follow the pattern established in the case of the Department of the Army, and 
that this directive will be applicable to all of the military departments. It is 
hoped that this directive can be issued in the very near future. Our representa- 
tives will be glad to meet with representatives of the Defense Department to 
consider drafts of the directive at any time. 

Secretary Brucker’s order was transmitted to Department of the 
Army Staff and field installations on last September 11. The De- 

artment of Defense has not to date issued the directive referred to 
in the second paragraph of Mr. Campbell’s letter. 

Mr. Courtnry. Then to consider the matter in its present context, 
the word “relevant,” as a modification of this authority, has not yet 
come into being in an official directive of the Department of Defense? 

Mr. Burnett. That is correct, Mr. Courtney. 

Mr. Courtney. So up to now we are dealing with the phrase “need 
to know,” as referred to in Defense directives? 

Mr. Burnerrt. That is correct. 

Mr. Courtney. Now, further, as a matter of fact, as far as inter- 
pretation is concerned, and so far as your conduct is concerned—the 
guidance which you receive and the directives which you in the De- 

artment of the Army receive come from the Department of Defense; 
is that right? 

Mr. Burnett. They will, as a general rule, and do in this specific 
instance. 

Mr. Courtney. In other words, the “need to know” now comes 
from the Department of Defense in the way of directive ? 

Mr. Burnett. That is correct. 

Mr. Courtney. Whatever is substituted for that directive will be 
the guidance which the Department of the Army will follow? 

Mr. Burnerr. That is correct. 

Mr. Courtney. You are referring to the prerogatives of the Army 
as now prescribed and under the directives you have from the Secre- 
tary of Defense as one of the military establishments. 

Now, applying the same ground rule so that we may understand 
the position of the Army—lI have reference to the discussions of yes- 
terday, with reference to title 18, subsection C, of section 798, which 
has generally been spoken of here as the Espionage Act. Subsection 
C relates to information coming to the committee of the Senate or 
the House of Representatives, or committees. 

You were here present yesterday when the General Counsel of the 
Department of Defense explained, of course, that this prescribes cer- 
tain penalties for the person. My question is this: In the light of 
that act and the duties to disclose which I have just indicated, what 
is the position of the Department of the Army as to whether or not 
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that section imposes any duty on you—places any duty or responsi- 
bility on the Department of the Army to cause the withholding of 
any information? 

r. Burnett. This is the same statute that Mr, Dechert referred to. 

Mr. Courtney. Yes. 

Mr. Burnett. I think I would give the same answer as Mr. Dechert 
gave yesterday with respect to the Department of Defense. The same 
thing is applicable there, so far as I am aware, to the Army. We 
would not consider that subsection as a basis of withholding informa- 
tion. It relates to the exemption of a particular individual passing 
- information on to the Congress from criminal liability for so 

oing. 

Mr. Courtney. No authority derives from that with respect to 
the withholding or classification or anything with respect to that 
subject as far as the committees of the Congress are concerned, and 
the Congress itself? 

Mr. Burnett. That is correct. 

Mr. Kircnen. I understand, since it is merely an exemption under 
the Espionage Act, that you consider that not a mandate to the 
Department to furnish, just because it is a committee of Congress, 
information to a committee which is classified ? 

Mr. Burnett. I think that would be correct, sir. In the same sort 
of context explained yesterday. 

Mr. Courtney. With respect to departmental witnesses, either 
civilian or military, do you hold it to be within the prerogatives of 
your office to cause the individual summoned to appear before a com- 
mittee of Congress to discuss and to accept your guidance on the 
facts which he might be required to or proposes to disclose to a com- 
mittee of Congress? 

Now, we are dealing first with facts, and then I will ask about 

olicy. 

: Carel Storke. The facilities of my office, including the Security 
Review Office, are never utilized to monitor congressional testimony. 
The security review of certain opening statements as distinguished 
from testimony is prescribed by Department of Defense directive No. 
5400.4 of March 22, 1957. Within the Army, this directive is imple- 
mented by Army regulation 360-15 of May 2, 1955, which specifies 
that such statements prepared for delivery in open session will be 
coordinated with the Chief of Public Information from one stand- 
point only. Paragraph 4 of this regulation requires witnesses to 
coordinate their statements with my office when they consider that 
public information implications are involved. My office is aware 
that the witness is the Army expert on the particular subject concerned 
and is in the best position to advise the congressional committee. We 
do not attempt to pass on what facts should be presented. Our inter- 
est is exclusively one of coordination from a public information stand- 

int. We need to keep informed on items of possible wide general 
mterest so that we are prepared to handle promptly any public or 
media inquiries which do arise. The only official spokesmen of the 
Army who consistently employ our review channel are the Secretary 
of the Army and the Chief of Staff who do so for the reason that 
—_——s these officials have to say about the Army and its program 
will necessarily be of public interest and lead to inquiries from the 
media. 
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Mr. Kircnin. Could we pursue that just a little bit further, now, 
getting away from the testimony before the committee, how about 
speeches in connection with matters involving policy or classified in- 
formation? Does that clear through your office? 

General Storke. The Department of the Army speeches are sub- 
mitted to my office on their way to the Department of Defense for 
check. Different from statements being made before Congress, these 
speeches are intended for the general public, to be made oe the best 
qualified officer on any particular subject. 

Mr. Krrcutn. Is that a rule promulgated that requires that to be 
done, or is that just a cooperative measure that is not under instruc- 
tion ¢ 

General Srorxe. That is a Department of Defense directive. 

Mr. Kircutn. So all of the prepared statements by anyone in the 
echelon do clear through the Department of Defense before a formal 
statement is made, even before a committee of the Congress ? 

General Srorxe. That is correct, as far as security is concerned. 

Mr. Harpy. Only for security ? 

General Srorker. In case there is other advice to be given by the 
Department of the Army or the Department of Defense, it is given 
to the person submitting the speech or statement. But the only bind- 
ing requirement is insofar as security is concerned. 

Mr. Hess. General, do you happen to know whether or not General 
Gavin’s testimony, which he gave to both the Senate and House Armed 
Services Committees had passed through your Department ? 

General Storke. It had not. 

Mr. Hess. Do you know whether or not it.had been reviewed by 
anybody before he came here ? 

Mr. Burnett. Sir, may I try to answer that? Because I have a 
little familiarity with both of those hearings—and I would like to 
try to amplify the situation with respect to appearances before con- 
gressional committees, and then answer the question. 

As General Storke says, the basic administrative responsibility 
in the Department of the Army for the handling of appearances be- 
fore the Congress is fundamentally that of the Chief of Legislative 
Liaison. Where a witness is going to use a prepared statement before 
a committee, I think the Department of Defense regulations require 
generally—and I will ask General Storke’s people to check me on 
that—that a written, prepared statement to be given in open hearing, 
be submitted to the Department of Defense. 

General Storxe. That is correct, under Department of Defense Di- 
rective 5400.4. 

Mr. Hess. Was that violated ? 

Mr. Burnett. No, sir; in General Gavin’s testimony before the 
Senate committee he did not have a written statement. He answered 
— the committee propounded. If his remarks had been in the 

orm of a prepared written statement I am sure that it would have 
been transmitted for security clearance. 

Mr. Hess. Who would pass upon it ? 

Mr. Burnetr. General Gavin would prepare a statement to be de- 
livered before the committee. That is then transmitted to the Office 
of Security Review, in the Department of Defense. 

Where a witness merely appears to answer questions and isn’t going 
to present printed material, there is no requirement for this clear- 
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ance we have been talking about. He obviously talks with his staff 
and to the others who may assist him in preparing for that appear- 
ance and gets the data together he may need. Have I answered your 
question ? 

Mr. Hess. I think, insofar as a written statement is concerned, there 
is a review of that by somebody higher up, but insofar as any verbal 
statement he may care to make, he is at liberty to say anything he 
intends to; is that correct? 

Mr. Burnett. That is correct. There is no restriction that applies 
to him. He obviously has to keep within the general bounds—— 

Mr. Hess. What are the general bounds? What are they? Who 
lays those down? 

Mr. Burnett. I think within the general bounds of security and 
Executive orders, directives or regulations concerned with the release 
of information. I know of no other specific rules within the Depart- 
ment of the Army that apply. 

Mr. Héserr. He’d better know what to say, or take the conse- 
quences. 

Mr. Harpy. May I ask just one question in connection with this 
review ¢ 

General, I believe you said the review was only for security. I take 
it from what has been said since, that security wouldn’t necessarily 
be the only matter on which changes might be recommended ? 

General Storxe. I don’t understand what you mean. Changes in 
the statement ? 

Mr. Harpy. A statement is prepared and it goes on up through your 
office, or wherever else it has to go. I don’t believe you would want 
to suggest to the committee that there wouldn’t be recommended 
changes other than those affecting security, would you? 

General Srorxe. I would simply suggest that the facts, as stated, 
ought to be accurate, and in that connection the witness is entitled to 
a he can get from either higher or lower echelons. 

r. Harpy. That is exactly the point I am getting at. I do not 
talk necessarily about the accuracy of the test. But in the review of 
such a statement, would it be possible for one at the review level to 
suggest that maybe you are giving more than the Congress wants? 
Maybe you should not tell them this? 

It may be a desirable sort of thing, I don’t know, but I am just 
trying to see what might happen. 

General Storxe. I don’t know what would go on in a case like that, 
but I would say it is up to the witness to give as much as he could 
of what the Congress wants. 

Mr. Harpy. There are a great many of these statements made by 
the ranking military personnel. They are certainly not prepared by 
the individuals themselves. They are prepared by staff people? 

General Store. That is correct, in the main. But the individual 
invariably checks closely and approves what has been prepared before 
it reaches my office. 

Mr. Harpy. When it comes to a matter of reviewing those things up 
the line, it would surprise me if there is any hesitation among a lot of 
the reviewing officers to make a suggestion on the kind of informa- 
tion that is included in the record. 
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General Srorxe. Human nature being human nature, I would say 
the reviewing officer would make such comments as he might consider 
helpful in order to get the full information across. 

Mr. Harpy. That is exactly what I am talking about. The review- 
ing officer then might make such comments as he considers helpful. 

Now, I am assuming that he may not even be dealing with the 
individual who is going to give the testimony. He might be dealing 
with others there, perhaps, but that wouldn’t a unusual, would it? 

General Srorxe. I would think not. It could be quite possible. 

Mr. Harpy. So actually, if the Departments are represented by de- 
partmental witnesses, their statements more often reflect an evaluation 
of review, do they not ? 

General Srorxe. I would say not. The statements given by wit- 
nesses are statements reviewed, with due regard for security and the 
type of the committee session, and for the purpose of making the point 
clear to the committee of the Congress. 

Mr. Harpy. I am not suggesting it would be for any reason other 
than to make the points clear, but I am trying to point out that the 
opportunity does exist, through the formality of review, for sugges- 
tions which might substantially alter the prepared statement. Of 
course, they can’t alter the oral testimony. I am not suggesting that 
it be necessarily for the purpose of withholding anything from the 
Congress, but it would reflect the point of view of the reviewer, as 
much as the staff writer who prepared it in the first place. 

General Storxe. I would be inclined to say that as long as we came 
up with the best answer which gave the most information where it 
— needed, that contributions would be acceptable from any staff 
officer. 

Mr. Harpy. I would think so, myself. I wouldn’t think that it 
would necessarily be confined to making the best possible answer. I 
would think that would probably be the intent, but it wouldn’t neces- 
sarily be the result. The point that I had in trying to develop it is 
that actually, from a practical point of view, the review of these state- 
ments is not confined to security. 

General Srorxe. I would still say that these statements are pre- 
peeve by the best possible experts giving the best possible advice we 

ave to get the best answer finally before the committee. 

Mr. Harpy. I am not arguing that point with you, General, at all. 
That isn’t even a point of contention. But the contribution could 
be made by the reviewing officer just as easily as by the man who wrote 
it in the first place. 

General Srorxe. My reviewing officers do not ever attempt to put 
words in the mouths of the staff officers preparing the statements 
for the witnesses. 

Mr. Harpy. Who is to decide whether it is properly worded or not? 

General Storke. The witness who is going to testify. 

Mr. Harpy. If it was a little higher rank making the suggestion, 
we know how the outcome would be. As a matter of fact, I have 
had some instances where I had to ask the General to send and get 
the sergeant so we could get the information. 

General Srorxe. That higher rank should get his best information 
from the best possible source, whether it is a sergeant or a buck private. 

Mr. Hésert. Here is an interesting case. General Reynolds re- 
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quested that the last sentence on page 2 be stricken from his state- 
ment. I see no security involved in that. It is an informative sen- 
tence: 

Nothing in the directive or the Army regulations authorizes the withholding 
of official information which is not classified defense information. 

What caused you to strike that last sentence, General? No se- 
curity is tavelved 

General Reynoxps. I struck that out at the suggestion of my Navy 
eee who pointed out to me that it was a sweeping statement, 
and I agree with him. It is a sweeping statement. 

Mr. Héserr. Both of these statements are sweeping statements. As 
far as the committee is concerned, that sentence is one of the key 
things which we are after. There is no regulation at all that causes 
you to strike from a statement something that is not classified. That 
is what we are talking about. It is one of those direct statements. 

General, I want to ask you a few questions so that we can under- 
stand each other. Mr. Hardy wants me to ask if that statement is 
accurate, the one you struck from the record at the suggestion of your 
Navy compatriot. 

General Reynoxps. Actually, sir, there is some information that 
isn’t of a defense nature. I am thinking of medical records, certain 
personnel records, and other things of a similar nature. 

Mr. Héperr. They are classified under regulations, are they not? 

General Rrynotps. No, sir, they are not. 

Mr. Héserr. Are a man’s personal records not classified under 
regulations, confidential? Nobody but the man can get his record 
out, nobody but the man can look at his jacket; is that not true? 

Mr. Burnett. Sir, I didn’t suggest that it be struck. Quite frankly, 
I would have recommended that it be struck as not being accurate. 

Mr. Héserr. We just asked to find out how these things happen. 
We just wanted to know, and here is a classic example. 

Now, General, you have very broad duties, as Chief of Information 
of the Army. The committee is interested in knowing for the record 
exactly the position it occupies, as we understand it, from a public 
viewpoint. 

Would it be proper to say that your position is comparable to that 
of the press secretary of the White House, that you would be the 
press secretary of the Army? 

General Storke. Comparable, insofar as general dissemination of 
information relative to Department of the Army is concerned. But 
certainly not comparable to the power nor the authority which the 
Presidential press secretary enjoys, nor do I have his vast knowledge 
or practical experience. 

Mr. Héserr. That would be comparable ? 

General Strorke. Yes. 

Mr. Héserr. What experience have you had in the newspaper 
business or public relations ? 

General Storxe. Before the 1st of October, 1957, I had none, except 
what the normal commander, or senior officer in the field gets from 
his daily normal contact. 

Mr. Hésert. That is, merely exposure ? 

General Srorke. Exposure and experience with specific daily 
events. 
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Mr. Krrcntn. More often exposure, I presume. 

Mr. Héserr. At any rate, your background is not that of a news- 
paperman, a public relations man, or a public relations counselor. 

eneral Srorke. That is correct. 

Mr. Héserr. And the first time you were ever put into an official 
position having the power of decision, is when you were put in the 
present position. 

General Srorke. That is correct, insofar as information functions 
at Department of Army level are concerned. But in my present duty 
I have the benefit of a most experienced staff of officers and civilians 
who have had substantial actual newspaper, radio, and TV work out- 
side the army. 

Mr. Héserr. That certainly puts a heavy burden of responsibility 
on you, with your relative inexperience. This is a very serious propo- 
sition. I have been concerned with it for a very, very long time. That 
is the reason I prefaced my remark and the other two services can be 
alerted, I am going to ask them the same thing. Because I based it on 
whether you were comparable to the position of secretary to the Presi- 
dent, and you said yes. 

General SrorKe. Press secretary. 

Mr. Hépert. That is right. 

And Mr. Hagerty, I assume—I know is one of the most experienced 
newspapermen in this country, as well as being a master at public 
relations and public relations guidance. 

Mr. Murray Snyder, who is the secretary in charge of information in 
the Defense Department, is a man of 20 years’ newspaper experience, 
and 4 years at the White House as assistant press secretary. 

It has been known to me for a very, very long time that the services 
seem to go out of their way to put an individual who is a competent 
officer and an expert in his own field, to remove him from that field, and 
put him in a place where he knows nothing about it, and it handicaps 
him. 

I can imagine what would happen if they put me in your uniform, 
and asked me to earn some of those ribbons you are wearing. I 
wouldn’t know where to go. 

It is something this committee should be concerned with, the man- 
ner in which the press secretaries for the individual services are selected 
and their background. How do they expect—I don’t want to lecture 
on it, but I don’t understand how anybody can expect—an individual 
to have full competence in such a broad field which means so much to 
the military in this country? It seems to me that they could certainly 
get experienced men or send them to school—send them to Madison 
Avenue for all I care, but get some schooling and get some background 
to handle this most important assignment where you are molding 
public opinion. 

How about your officers under you. Do you have any newspapermen 
under you? 

General Srorxe. I consider that my office is very well staffed with 
experienced officers and men, particularly in its public information 
division, and that is the field you are talking about now, Mr. Chairman. 
In the public information division there is considerable good experi- 
ence. 

And that, I think, is reflected in the general esteem in which they 
are held not only by the Department of Defense Public Affairs Office, 
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but also by the information media in the building, and in Washington, 
or nationally. 

Mr. Hésert. Do you mean that they have had experience as military 
officers on information duty or they have had practical experience. 

General Storxs. They have had practical experience in civilian ex- 
perience outside the Army. However, in discussing the subject of 

ublic information, you are only talking about part of my present job. 

f course, the field of troop information is also an important part. 

Point 2 is a very essential part of my job, that is troop information. 
On that, naturally I was more experienced when I took this present job. 

I am learning fast in the other field, I assure you. 

Mr. Hésert. It is a hard college. 

Now, I ask your opinion, here, because we are trying to sift this 
matter. Wouldn’t it be a desirable thing that, assuming that you have 
to have this vast knowledge, this varied knowledge—and you specified 
ao ont have a deputy, or seek a deputy who would be expert in 

is field ? 

I mean a practicing newsman. I am not one of those people who 
accepts the theory that the kid who writes for the college newspaper 
says he is a newspaper man, or has a weekly and says he is a newspaper- 
man. I am talking about a newspaperman. 

General Storxke. My deputy is as well qualified a practical news- 
paperman as I could desire in the job. Furthermore, he has an excel- 
lent military background. 

Mr. Hésert. Who is he? 

General Srorxe. His name is Clifton. Brigadier General Clifton. 

Mr. Héserr. What is his newspaper experience ? 

General Storxe. Well, when he graduated from West Point after 
considerable experience on the West Point magazine, and so forth, 
which was his natural bent, he went to New York and worked as a 
— reporter for the New York Herald Tribune, his entire graduation 

eave. 

Since then he has kept in very close touch with such public relations 
and public information matters. 

Mr. Hésert. He is your deputy? 

General Srorxe. He was also the press relations expert for General 
Bradley in the Pentagon Building previously, and I believe he has a 
masters degree in journalism from Wisconsin University. 

Colonel Morris. That is correct. 

General Srorxe. I have enough experience there, I think, Mr. 
Chairman. 

Mr. Héserr. I asked you the very question “experience in what”? 

General Storxe. Experience in public relations and information 
dealings. 

Mr. Hésert. That is what I wanted to get out. 

Tn other words, if it is a fact that you do have it I think it should be 
shown that you do have it. 

General Storxe. I do most assuredly. Among my personnel in the 
Public Information Division T have considerable experience. And 
furthermore, you haven’t touched on this point, but a basic need, as 
long as the general parameters are followed in dealing with the press 
in the Pentagon, is for an officer—either the Chief or the Denuty—to 
have had considerable experience in the field militarywise, so that he or 
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I will be able to answer inquiries from the press to ee them back- 
ground on matters which are not of their basic knowl ee 

I think that that is a reason, if I may presume, why I happen to be 
appointed to this duty. I have had broad experience in many fields. 

Mr. Héserr. I think your experience quite qualifies you in these 
areas except the direction, and I was trying to get that into the record 
so we understand it, and that was the very first question I asked. 

Repeating again, I asked if you were comparable to the press secre- 
tary in the White House, and you said “Yes.” 

They have never put a man in, to my knowledge, certainly not in my 
lifetime, who was not a qualified public relations man, as press secre- 
tary in the White House. 

don’t recall any other having been there. It is a very, very impor- 
tant job. I have no fault to find. In fact, I have only commendation 
to the Army, and the Navy, and the Air Force in trying to put their 
best foot forward and in trying to present the real story of the serv- 
ices to the people. Because, we live in an era of guidance by news- 
papers, and information services. For a supposedly informed public, 
the American public is the most uninformed and misinformed in the 
world. Because it doesn’t take time to inform itself. It lets some- 
body else do the thinking for them. We have to live in that atmos- 
phere. I think it is most important that our services do educate the 
pose’ as to what they are trying to do. 

Mr. Kironin. Mr, Chairman, if I may inject a thought right there 
in defense of the general—not in defense as such, I don’t think he 
needs that defense, but I think there is a difference between the press 
secretary in the White House, and the press secretary in a military 
establishment in that the press secretary in the White House is deal- 
ing with political and social matters, almost exclusively, whereas the 
background of the general in military matters is his prime function, 
with reference to his reputation of the Army in the press relations 

oup. 

*'Gaawil Srorxe. In my overall responsibility for the proper dis- 
semination of information; that is correct. 

Mr. Hésert. I agree with you. I asked the question about the 
White House secretary and you answered in the affirmative. If you 
answered in the negative, I would have gone to another question. 

General Storxe. I referred to the relative level and not necessarily 
the personal experience involved. I did not and do not presume to 
compare my abilities and standing in this field to Mr. Hagerty’s. 

Mr. Hésert. Do you take any action in getting this information 
out through the recognized news media ? 

Do you have any difficulty because of the restrictions of security 
or classification on material ? 

Does it delay you in any way or does it hamper you in any way? 

May I help you by asking this: Would you prefer having more lati- 
tude or have the regulations with regard to classification less re- 
strictive ? 

General Storxe. As far as I, in my present duty, am concerned, I 
have no fault to find with the security regulations. Occasionally I 
seek to have specific classification lowered so that I can get out 
information. de not consider that that is any great obstacle or 
bottleneck in my work. No, sir; I do not feel that these security regu- 
lations are too restrictive in my information work. 
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_ Mr. Héserr. The security regulations are quite well spelled out 
in General Reynolds’ statement. And after going into very much 
detail telling about who had the right to “Top secret”—I am now 
keeping in mind that “Top secret,” “Secret,” or “Confidential”— 
that is classified information, not to be given out; that is correct ? 

It is very interesting to note, that in top secret, 47 individuals have 
the right to put “Top secret” on a piece of paper. It is limited. 

For “Secret,” 47 individuals, plus 75. ‘That is still a secret docu- 
ment. 

And then we come to “Confidential.” 


By any commissioned officer, or warrant officer— 


Any commissioned officer, or warrant officer. If that doesn’t run the 
whole field, I don’t know what does. 

Any commissioned officer or warrant officer can put the stamp of 
“Confidential” on a piece of paper, and that has the same classifica- 
tion as secret or top secret. 

Mr. Hess. You haven’t read it all, “or responsible civilian official.” 

Mr. Héserr. That doesn’t leave anybody out. Have you left the 
office boy out, or the janitor. 

Mr. Krrcoutn. He is responsible or he wouldn’t be employed. 

Mr. Hésert. Doesn’t that seem a little ridiculous? I address that 
to General Reynolds? 

General Reynoups. I think it goes on, sir, and states “who are ca- 
pable of evaluating such information from the point of view of its sensi- 
tivity within the terms of the definition of “Confidential.” Change 3 
to the AR 380-5 further provides that “local commanders will limit 
the exercise of this authority to the minimum number required for the 
orderly and expeditious transaction of official business.” 

Mr, Hiperr. As I remarked yesterday, the itinerary of Members of 
Congress have been classified because 1 have been on trips and they 
have been classified, and for the life of me, I couldn’t understand why. 

We had one case in Spain: I think Mr. Hess remembers it, where 
the Department of State had to stay up all night long breaking a code. 
It was one of the most difficult codes you have over there. And do you 
know what it said? It said to meet Senator Beall with an automobile. 

Now, how ridiculous can we get ¢ 

I have seen in my years up here, and Mr. Hess has been all over the 
world with me, we have seen our itineraries marked “Confidential.” 
That is what I am wondering. Where do we end in this? Your 
purpose is good, but can’t you see how ridiculous this is? 

Anybody can mark something classified. 

And for your purposes, General, where you try to give out informa- 
tion, you are prohibited because it is classified under “Confidential.” 

Do you have any comment ? 

General Storke. My comment is that I am always on the lookout 
for information to be published or which should be published, and I 
seldom have any difficulty in getting the restrictions removed as I 
need them. 

A splendid recent example of that facility was the preparation of 
the information campaign for Explorer I, which, of course involved 
a number of originally classified subjects. 

Mr. Héserr. I think you did a magnificent job in that area; I com- 
pliment you. 
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General Srorke. Thank you. There was no difficulty in the proper 
declassification at the proper time. 

Mr. Hésert. Do you find any difficulty in finding information leak- 
ing into the public information media of classified documents or classi- 
fied information? Have you found that to be a problem? In other 
words, unauthorized publications? 

General Srorke. Not a major problem. 

Mr. Hésert. Do you find it a problem ? 

General Srorxe. It has happened. 

Mr. Héserr. I am more persuaded every day that Russia is 
foolish, if they are wasting any money on a spy system in America. 
All they have to do is read the newspapers and magazines, listen to 
the radio, and look at television. They can learn anything they want 
to learn. 

Mr. Hess. Isn’t the grading “Confidential” abused? When you 
have such broad authority here, that any commissioned or warrant of- 
ficer, or responsible civilian official, capable of evaluating such in- 
formation from the point of view of sensitivity within the terms of 
the definition of “confidential”—who is capable of determining 
whether a person is capable of evaluating such identification from the 
point of view of sensitivity? You might as well say any warrant officer 
classifies it “confidential.’ 

General Reynotps. Of course, all of these individuals have super- 
visors, sir, somebody over them. We hope that the superior will, if 
the document is overclassified, bring that to the attention of the orig- 
inator, and so state that it is overclassified. 

Mr. Hess. Does he have a right to do that and downgrade it ? 

General Reynotps. Yes, he does. According to our regulation, the 
superior is encouraged to do that. 

Mr. Hess. Don’t you think it is abused, though, General, this classi- 
fying of “Confidential”? We do up here, I will say that. 

General Rrynoxps. Let me put it this way: I think it is human 
nature possibly to err on the side of security. That is my feeling. 

Mr. Hess. I have no objection to that at all, insofar as “Secret” and 
“Top secret” are concerned, but I have seen so many of these articles 
classified “Confidential” and they have been out in the press for weeks 
and months before. The information has. And we are given it up 
here and it is “Confidential.” 

Mr. Hésert. They bind us. 

Mr. Hess. Certainly they bind us. 

Mr. Héperr. Last year, as an example of that, during the airframe 
investigation, we had Mr. Whitney Collins, of ee He had to 
get permission to bring us a model of the Snark in here. He got 
permission the night before, and Life magazine came out that day 
with full coverage on it, and pictures. Even without your newspaper 
experience, General, you know Life magazine doesn’t prepare that 
magazine within 2 days. 

Mr. Krircurn. I think this classification proposition is overdone 
sometimes and abused. 

I think the mere statement in General Reynold’s written statement 
here, that 1,030 lineal feet were declassified or downgraded in 1 year— 
on 1 year’s annual examination, is interesting. 

Has there been any indication as to what percentage of that declas- 
sified material was in the first instance unnecessary ¢ 
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General Reynoups. I don’t believe there has been a study made of 
this particular material, sir, but I would like to state at this time that 
we recognize that overclassification is our biggest problem in the 
security area, today. Overclassification hurts the security system. 
We recognize that, and that is why we are trying to find ways and 
means by which we can get personnel to put the proper classification 
on a document. 

To mention just one little item, we have distributed these cards, 
which define the various classifications and then urges personnel to 
use caution because overclassification hampers the freedom of infor- 
mation, weakens the classification structure, overburdens storage fa- 
cilities and delays the handling of documents. 

Mr. Hess. The card isn’t marked “Confidential,” is it ? 

General Rrynoxps. No, sir; it is not. 

Also, I think one of the best improvements we have made has been 
the limitation placed upon the people who can classify documents, 
let’s say with the exception of “Confidential,” which you have pointed 
out. 

We are stressing the problem of overclassification in our service 
schools. We have stressed security, but also now we are stressing the 
necessity for proper classification of a document. 

In our regulations we have a statement to the effect that “Docu- 
ments and material will be assigned the least restrictive classification 
consistent with proper safeguarding, Overclassification causes un- 
necessary delay in transmission, increases storage and declassification 
problems and depreciates the importance of classified defense infor- 
mation. 

Any person who becomes aware that an item of information is over- 
classified will initiate action, within the holding headquarters, or 
office, to have the matter referred to the originator for appropriate 
action. 

Mr. Krrentn. Right in that connection let me ask you a question. 

Suppose some warrant officer puts “Confidential” on a paper and it 
gets up to General Storke. Does he have to send that back to the war- 
rant officer, himself, to get it declassified ? 

General Reynoxps. The originator is responsible for the declassifi- 
cation of a document. I would say probably General Storke would not 
have to go all the way back to the originator. I would say if the 
originator was in a particular staff section, General Storke could, if he 
so desired, refer it to the chief of the staff section, who could make a 
decision. 

Mr. Krrcutn. Does that bog down the procedures and put a delay 
on the declassification ? 

General Rrynoxps. Sir, it has been my experience that it does not. 

Mr. Krirentn. In other words, if General Storke reads something 
that obviously never should have been stamped “Confidential” in the 
first place, you have no authority, without referring it back some- 
where down the line, to change that classification ? 

General Srorxe. I do not have that authority. I have had such 
classification removed by simply calling on the telephone, however. 

Mr, Hess. General, my purpose in bringing this up is this: I know 
of a case where a civilian employee of one of the services, when he 
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left to go home, permitted one of these papers to lay on his desk, 
marked “Confidential.” Charges were brought against him. 

General Rreynoips. That is a violation of security, sir. 

Mr. Hess. That is right, and there was nothing to the matter what- 
soever. It had been found in the wastepaper basket at other desks, 
at officers’ desks. 

And I will mention the plant of General Electric in my hometown 
of Cincinnati. We had a terrible time about it. 

Charges were brought before the Civil Service Commission, and 
what the final outcome was, I don’t recall. 

There was a case where a document was marked “Confidential.” 
He proved that officers had torn them up and thrown them in the 
wastepaper basket because there was really nothing to them. He 

ermitted one to lay on his desk, and that was one of the charges 

rought against him. 

I think we have got to be a little more careful on the grading of 
some of these documents, and who does the grading. 

General Rreynotps. As I say, sir, we recognize in security that 
the biggest problem today is overclassification. 

Mr. Héserr. General Storke, do you have any comments to make 
that would improve the function of the office that you head ? 

Mr. Krrcutn. While he is thinking out that one, Mr. Chairman, 
may I ask them to take the same illustration I gave right now with the 
warrant officer. 

Supposing the originator objected to the changing of that classi- 
fication, where could any authority lie to change it over his objection ? 

General Rrynotps. Sir, I didn’t read the last sentence of the para- 
graph that I was reading before, and it states: 

In obvious cases of overclassification, higher authority in the chain of com- 
mand may take action to adjust the classification without referral to the origina- 
tor. 

Mr. Krrentn. Well, that in substance does give authority some- 
where up the line to readjust these classifications without going back 
to the originator. 

General Reynotps. That is correct, sir. 

Mr. Kircutn. Now, perhaps the general can answer, Mr. Chairman. 

General Srorxe. I have no major changes to suggest for the im- 
provement of operations of my office. I think the office does very 
well. Of course, we don’t have enough people, and we don’t have 
enough money. 

Mr. Hésert. I realize that. We can start by admitting that. 

General Strorxe. As far as I can see, after 5 months in there, in 
the main, this information office works well for the Department of the 
Army, and in good cooperation with the Department of Defense Pub- 
lic Affairs Office, and also with the many Pentagon reporters with 
whom I believe there is great mutual respect. 

Mr. Héserr. That is a good public-relations statement. 

General Storxe. But this time that is true information and not 
troop. 

Mr. Héperr. It resolves itself down to human nature of the in- 
dividual, but there is no mechanism you could add to it, or any sug- 
gestion, other than the lack of individuals and money ? 

General Srorke. No changes. 
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Mr. Hészerr. Mr. Courtney, do you have any questions? 

Mr. Courtney. With reference to the technical or scientific infor- 
mation which is generated within the Department of the Army in its 
various arsenals and other places, what control is exercised over the 
dissemination of that information, as, for example, when military 
or civilian employees are invited to participate in learned-society 
discussions or publish papers in the scientific mediums which pertain 
to their particular occupation ? 

General Reynoxps. In the first place, if it is classified material, 
they have to have the proper security clearance. 

Mr. Courtney. With respect now to discussions which might ensue, 
following the presentation of a scientific paper, questions, for exam- 
ple, such as might be asked in an open-forum discussion, what control 
is there with respect to the subject matter that might be discussed? Is 
there any ? 

General Rreynotps. I wouldn’t say that there was any more control 
than is ordinarily in effect at any conference where classified material 
is being discussed. 

Mr. Courtney. Is it within the discretion of the individual, as you 
have indicated here, in the case of departmental witnesses, departing 
from their prepared statements which have theretofore been 
approved ¢ 

Gediecs! Rerynotps. I don’t believe there is any particular restriction 
in that area. I have not, personally, attended a scientific conference, 
and I don’t believe there has been any particular difficulty. 

Mr. Courrney. Your answer to the general question is that there is 
no control beyond the written text ¢ 

General Reynotps. Not to my knowledge, sir. 

Mr. Courtney. Would you say the same, General Storke ? 

General Storxe. I do; yes. Our aim in the Department of the 
Army is to insure that as much scientific information 1s passed around, 
and discussed and debated and thought about, as possible. I have a 
very interesting paper here, which shows the extent of the Army’s 
encouraging the exchange of scientific information. 

Mr. Courtney. It is certainly pertinent to this inquiry, General, 
if you have it available. 

General Storxe. This report is in response to a previous request, 
by Mr. Moss, and is dated January 17, 1957. I read one paragraph, 
the last paragraph: 

As outlined in the above report, basic Army policy is to encourage and sup- 
port the free exchange of scientific information. In furtherance of this policy, 
the Army supports the publication of reports on research, contributes to the 
Armed Services Technical Information Agency, publishes the annual research 
task summary, sponsors and participates in scientific symposiums, conferences, 
and meetings, cooperates with 342 scientific and technical advisory committees, 
and supports the exchange of information at a direct annual cost of $1 million. 
It isa very interesting paper. 

er Hesert. I would appreciate it if you would leave it for the 
record, 
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(The information is as follows :) 


SCIENTIFIC INFORMATION 
JANUARY 17, 1957. 

1. The purpose of this report is to provide a summary of Department of Army 
efforts to gather and disseminate information to the scientific community, to 
report pertinent translating efforts, and to summarize costs of the reported effort 
to the extent possible. Scientific community as used in this report is defined 
as that body of scientific personnel in this country working in broad areas of 
research. This community consists of civilian and military personnel. 

2. Advances on scientific frontiers are directly related to the exchange of 
information on the results of research throughout broad segments of the scien- 
tific community. To the extent possible, the Army as a basic policy encourages 
and supports the free exchange of scientific information. 

3. Formal instructions pertaining to this policy are listed below. 

(a) AR 380-60, Armed Services Technical Information Agency, October 10, 
1955, and change 1 thereto, June 4, 1956, are joint Army, Navy, Air Force regu- 
lations that define service participation in ASTIA and provide for distribution 
of unclassified scientific reports to NATO. 

(b) AR 70-40, United States Army research and development liaison group, 
May 15, 1956, establishes this group and states the mission, organization, and 
channels of communication. 

(c) AR 1-211, Attendance at meetings of technical, scientific, professional, 
and other similar private organizations dated August 24, 1956, as modified by 
memo dated June 19, 1957, from the Secretary of the Army to the Chief of each 
technical service, subject: Delegation of authority to approve attendance at 
meetings of technical, scientific, professional, and other similar private organ- 
izations, these references authorize specific R. & D. installation directors to ap- 
prove attendance at Government expense of research and development personnel 
at meetings of private organizations bearing a direct relationship to the research 
and development program. 

(dq) AR 1-70, Standardization among Armies of United States-United King- 
dom-Canada, dated June 25, 1957, provides guidance to insure that there will be 
no operational, materiel, or technical obstacles to full cooperation among the 
three countries and to obtain the greatest possible economy in the use of cor 
bined resources and effort. 

(e) Research and development directive No. 4, dated February 1, 1957, au- 
thorizes the payment of costs incident to the publication of the results of research 

(f) Research and development directive No. 6, dated March 27, 1957, em- 
phasizes the importance of continued cooperation with the Office of Technical 
Services, Department of Commerce, and prescribes proce¢.ures for the release of 
unclassified technical information to that office for furtrer dissemination. 

(9g) Research and development directive No. 7, dated April 11, 1957, provides 
for the flow of scientific information within the Army by establishing advisory 
groups composed of scientists from all interested agencies to meet and to inform 
the Chief of Research and Development, Department ef the Army, on research 
opportunities in particular scientific fields. 

(h) Research and development directive No. 9, dated April 19, 1957, establishes 
procedures for the support of research of interest tv Army agencies that is 
performed by research scientists in Western Europe. The results of this researc): 
ean be published in technical journals. 

(i) Research and development directive No. 11, dated July 1, 1957, establishes 
procedures to insure a maximum exchange of scientific information when scie” 
tists of the Army Establishment visit Western Europe. 

(j) Research and development directive No. 12, dated August 15, 1957, pre- 
scribes procedures for coordination with the National Inventors Council oo 
unsolicited and solicited inventive proposals submitted by the public. 

(k) Research and development directive No, 17, dated September 20, 1957, pre- 
vides for the coordination of scheduling and attendance of research and develorp- 
ment symposiums through the Assistant Secretary of Defense (Research and 
Engineering) by each sponsoring agency. 
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(1) Research and development directive No. 25, dated November 25, 1957, estab- 
lishes procedures for furnishing reports to and for utilizing the services of the 
Armed Services Technical Information Agency. 

4, Scientific information fiows through many different channels. No one 
channel for information is all important. The most significant of these channel* 
are: 

(a) Journals sponsored by scientific associations. 

(bv) Formal publications of many lesser types. 

(c) Research program summary documents. 

(d) Person to person visits of scientific personnel. 

(e) Scientific symposiums, conferences, or meetings. 

(f) Scientific committee reviews of portions of the Army research and devel- 
opment program. 

5. The report is the basis for the publication of the results of research in a 
scientific journal. A report generally deals with a specific research problem 
and reports the results obtained by a particular experimental or theoretical ap- 
proach to that problem. Most research reports dealing with fundamental areas 
are unclassified, are submitted for publication in appropriate scientific journals, 
and are distributed to a group of the author’s acquaintances directly. Other 
technical reports include the results of research and development for entire 
projects, the evaluation of specific weapons or equipment, or the status of de- 
velopment of a particular weapon. Since this information would be of military 
benefits to possible enemy nations, technical reports containing specific data on 
weapons or weapon systems are classified as required by the content. 

6. The responsible agency for the dissemination of reports for the Department 
of Defense and necessarily for the Department of the Army is the Armed 
Services Technical Information Agency (ASTIA). This agency is the technical 
repository for all reports on research, development, and engineering, both classi- 
fied and unclassified except those which require special handling. It is supported 
by DOD funds at an approximate cost of $3 million annually. References 3a 
and 1 prescribe policy and procedure guidance for Army agencies. In support 
of the Armed Services Technical Information Agency, all Army agencies provide 
10 to 50 copies of each technical report prepared by research and development 
installations or contractors under their cognizance. ASTIA is authorized to 
reproduce these documents as required. When ASTIA receives technical reports, 
they are listed in a title announcement bulletin (TAB). This TAB lists for 
each report the subject, source, author, classification, an abstract and accession 
data. TAB's are prepared every 15 to 20 days and are sent to addresses on file. 
These addresses include Government agencies and Department of Defense con- 
tractors. To improve the flow of scientific information to our NATO allies an 
appropriate title announcement bulletin is made available for their use. In the 
policy direction of the Armed Services Technical Information Agency the Army 
participates through the Army members of the ASTIA Policy Council. 

7. Independent of ASTIA the Army distributes unclassified reports not con- 
taining proprietory information direct to the Office of Technical Services (OTS), 
Department of Commerce. Army policy, reference 3f, provides that a minimum 
of two copies of each such report will be provided as soon as possible after 
initial distribution. These reports are retailed to any customer desiring a copy. 

8. Aside from the preparation and distribution of formal reports, the flow 
of scientific information is furthered by the publication in less complete form of 
scientific news in many small publications. Typical of the many pamphlets 
which exist within the Army and which receive wide distribution within and 
at times outside the Army are the following: 

(a) The OOR bulletin is prepared by the Office of Ordnance Research, Duke 
University. Two thousand copies are distributed monthly within the Army, 
to each university investigator, the Office of Naval Research, the Office of 
Scientific Research of the Air Force, and to anyone else interested in basic re- 
search who has asked for it. 

(6) The research and development summary prepared by the United States 
Army Signal Engineering Laboratories is a 15- to 20-page pamphlet distributed 
twice each month throughout the Army Signal Corps and to appropriate installa- 
tions of the Navy and Air Force. 

(c) The Quartermaster Pioneering Newsletter is a small newsletter distribut- 
ed a within the Quartermaster Corps, Research and Development Com- 
mand. 

9. Many quasi-military societies such as the American Ordnance Association 
and the Armed Forces Communications-Electronics Association publish semi- 
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scientific journals. The contributors to these journals are often personnel em- 
ployed by or on active duty with the Army. In these cases their contribution gen- 
erally covers a current scientific effort of the Army. To considerable degree they 
facilitate the flow of unclassified scientific information between military and 
civilian counterparts of a particular profession. A partial list of the better 
known of these publications with appropriate circulation is as follows: 


Ae. DEUCE... POON, COIRICR] | DOURII vc ciiicinaneeneienciorneiecerdinpnin taisuatigeiatinests 4, 500 
En. UAE : DEMRIRTERINOI .. «x. 1 ccecsisneedicns dyienbial witeiety bicddigianensnaehaitiainiea anda deadaaiemastadaaialal 21, 000 
RIOR TOR, SN a ine 6, 700 
PROT RGIIOR | SEQUIN nod. nies scenes thevtaasasinecsinemsppasenthenpatacntntents dell oamudiibaie 12, 000 
TINIE sncoduadilisapeulepesccamenenntvgriatussiabddielieaidaiadindntiauniad:iaisdceuadeinich ieee 8, 300 
The U. 8. Armed Forces Medical Journal_............................. 26, 000 
The National Defense Transportation Journal_......._._.._.......-.--- 9, 000 


For a more complete listing refer to A Survey of Military Periodicals, a thesis 
presented to the faculty of the graduate school, University of Missouri, by Max 
Lawrence Marshall, dated July 1953, on file in the Army Library, the Pentagon. 

10. In certain areas where strong research and development interest exists, 
specific centers have been established to facilitate the exchange of scientific in- 
formation. 

(a) Mathematics Research Center.—The Mathematics Research Center, United 
States Army, was established at the University of Wisconsin to insure the acqui- 
sition of fundamental knowledge in mathematics which can be applied to the so- 
lution of Army problems. It provides a nucleus of highly qualified mathematicians 
responsive to the needs of the Army who will formulate and carry out a program 
of mathematical research oriented principally to existing or potential Army prob- 
lems in areas which shall include but not necessarily be limited to the following: 
(1) numerical analysis including the extension of the scientific usefulness of 
high-speed computers; (2) statistics and probability; (3) applied mathematics 
and analysis; (4) operations research including linear and nonlinear programing, 
game theory, decision theory, and information theory. With few exceptions, the 
effort and output of the center is unclassified and fundamental in nature and is 
freely accessible to the mathematicians of the Nation. The information exchange 
resulting from visiting mathematicians on sabbatical leave brings the problems 
of the Army close to the professional mathematician and yields data of significant 
value to the solution of problems in nonmilitary areas. The Army supports this 
center at an annual funding level of $600,000. 

(b) The Infrared Information Agency.—This is a jointly (Army, Navy, Air 
Force) supported agency at the University of Michigan established to facilitate 
the collection and exchange of scientific information in the field of infrared. The 
specific mission assigned is to collect and analyze scientific literature in the field 
of infrared, to provide information on all topics in the infrared field to agencies 
of the Department of Defense and to Department of Defense contractors, to 
publish bibliographies and monographs, and to provide facilities for seminars 
on this subject. The Army contributes $20,000 annually to the support of this 
agency. 

(c) The Advisory Group on Electron Tubes.—This is a field activity at New 
York University jointly sponsored by the Army, Navy, and Air Force at an annual 
cost of $200,000 per year. (One-third of this is contributed by the Army.) 
AGET provides information services to DOD agencies and contractors in the field 
of electron tubes. It publishes state-of-the-art surveys and provides a tube- 
application engineering service to inform prospective manufacturers of military 
requirements. 

(d) The Advisory Group on Electronic Parts (AGEP).—This is a field activity 
at the University of Pennsylvania jointly sponsored by the Army, Navy, and Air 
Force at an annual cost of $150,000 per year. (One-third is contributed by the 
Army.) AGEP provides bibliographic service to DOD agencies and contractors 
and publishes electronic parts summaries. 

(e) Electronic Test Equipment Coordination Group.—This is a field activity at 
New York University jointly sponsored by the Army, Navy, and Air Force at an 
annual cost of $90,000. (One-third of this is contributed by the Army.) The 
group provides information services in this field to DOD agencies and contractors. 

(f) The Solid Propellent Information Agency (SPIA).—This is a field activity 
at the Applied Physics Laboratory, Johns Hopkins University, jointly sponsored 
by the Army, Navy, and Air Force at an annual cost of $120,000. (One-third of 
this is contributed by the Army.) SPIA provides an information service to DOD 
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agencies and contractors in this field. It has a technical staff that provides 
additional guidance on request. 

(g) Prevention of Deterioration Center.—This is an agency of the National 
Research Council jointly sponsored by the Army, Navy, and Air Force. The 
Army contribution is $35,000 annually. The center accumulates information 
from all Federal and civilian sources on problems of corrosion, microbiology, 
chemical effects, and atmospheric conditions as they are related to materiel. 
Abstracts and complete reports are provided upon request. 

(h) The Arctic Bibliography.—Prepared by the Arctic Institute of North 
America, this bibliography brings together in one publication all known refer- 
ences to Arctic investigations. Volumes are available on a subscription basis 
without restriction. The Army has contributed $20,000 annually to the support 
of this project for the past 2 years. 

(i) SIPRE Bibliography.—The Snow, Ice, and Permafrost Research Establish- 
ment at Wilmette, Ill., operated by the Army and responsive to Department of 
Defense needs, sponsors the SIPRE Bibliography. This bibliography is prepared 
by the Library of Congress, distributed to DOD agencies and contractors and 
provided to Office of Technical Services, Department of Commerce, for further 
retail distribution. The bibliography is a review and abstract of all current 
literature on physical properties of snow, ice, and frozen ground as they pertain 
to the development of engineering techniques particularly in polar regions. This 
bibliography is provided at an annual cost to the Army of $35,000. 

(j) Free radical program.—The Department of Defense is conducting a re- 
search program in a highly reactive chemical species called free radicals. The 
Department of the Army is managing this program. Research started in 1956 at 
the National Bureau of Standards and is planned for a 3-year period. Scientists 
participating are from all segments of the scientific community as follows: 
National Bureau of Standards, 6; universities, 9; and industry, 16 (each in- 
dustrial representative from a different corporation). The cost of this research 
study is $1 million per year. The results of the first year of this research have 
been reported in a widely disseminated research report. 

11. Research program summary documents also assist the flow of scientific 
information. The most comprehensive Army document of this type is the An- 
nual Research Task Summary. Prepared each year, the document is a complete 
summary of research supported by the Department of the Army. The 1958 edi- 
tion consists of 8 volumes containing 2,004 separate reports of specific research 
tasks supported by the Army. These tasks are grouped by scientific fields and 
carefully cross indexed so that the research program in specific scientific fields 
can be determined. This complete report is distributed to the National Bureau of 
Standards, National Institutes of Health, National Science Foundation, Central 
Intelligence Agency, Department of Commerce, National Advisory Committee on 
Aeronautics, National Academy of Science, and Library of Congress. 

12. Face-to-face discussions by scientists of problems in which each has 
a mutual interest probably provide the most effective method for the flow of 
scientific information. These face-to-face discussions take place under many 
circumstances, informal visits, trips to contractual installations, specific meet- 
ings, seminars Or symposiums, and research-program reviews, all of which 
facilitate the flow of scientific information. On an interdepartmental level the 
Army participates in the Interdepartmental Committee on Scientific Research 
and Development. This committee has devoted long and careful consideration 
to problems associated with the free and expeditious exchange of scientific in- 
formation. In June 1957 the Army sponsored the first armywide science con- 
ference. Attended by representatives of 30 Army research and development 
installations, officials of the Department of Defense and scientists representing 
other Government departments, and representatives of Canada and the United 
Kingdom, the science conference was the first of a proposed biannual series of 
conferences which will broaden in scope and participation. While this conference 
was unique in many respects it was by no means the only science conference 
sponsored by the Army in 1957. The third Annual Army Human Factors En- 
gineering Conference in October 1957 was attended by scientists and engineers 
from the Army Establishment, United Kingdom, Canada, industry, and univer- 
sities. A unique report of work in this field is widely distributed. Semi- 
annually, the key scientists of the Army meet at one of the Army installations 
for a conference, briefing, and general interchange of scientific information. 
Typical of the activity of each of the Army technical services is the experience 
of the quartermaster laboratories at Natick, Mass. In 1957 scientific personnel 
of that laboratory attended 169 major technical meetings and conferences held 
throughout the country. Of this number 50 were convened at the quartermaster 
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laboratories. It should be noted that Army scientists attending these conferences 
discuss the results of research they are doing or sponsoring as well as learn of 
the results of research performed by others. It is also significant that 332 techni- 
cal papers were presented by quartermaster laboratory personnel at the scientific 
meetings cited above and that 300 visitors came to these laboratories during 
the same period. All Army technical service laboratories sponsor and participate 
in scientific meetings in a proportionate way for similar purposes. In addition 
Army scientists participate in scientific meetings sponsored by the Defense 
Research Board of Canada. 

13. A final important channel for the exchange of scientific information is 
through scientific advisory committees which review Army research efforts in 
specific fields. In 1956 the Committee on Government Operations of the House 
of Representatives made a detailed review of the use of industrial advisory 
committees. (Pts. 4 and 5, Report of the Committee on Government Operations, 
84th Cong., 2d sess., titled “Replies From Executive Departments and Federal 
Agencies to Inquiry Regarding Use of Industry Advisory Committees.”) Only 
such information is included here to show the order of magnitude of this channel 
of information. In general the members of the following committees are leading 
civilians in science or industry. Each committee reviews portions of the research 
and development program of the Army or advises on specific problems. 


Committee Size 
Defense Science Board, ASD (research and engineering) __.___________ 29 
Eleven Technical Advisory Panels, ASD (research and engineering) ____ 379 

Total, Department of Delense fio sa ec a i ate 408 


Army Scientific Advisory Panel, C. R. and D 


Chemical Corps scientific and technical committees : 





Chemical Corps Advisory Council to the Chief Chemical Officer____ 40 
American Chemical Society Committee (advisory to the Chemical 

Oorpe) sac wecucictecccccwsedciilinecnsncll. Vee ec 20 
Society of American Bacteriologists Committee (advisory to the 

Chemical - Oorpe) .cccscossleutectetes St Da ad 9 

RO, CME OI signin sachin ecnepnmreg dss oeain Sto thea 69 
Corps of Engineers scientific and technical committees: 
Compressed Gas Association Committee and Subcommittee (50)-- 500 
Board of Consultants on Military Industrial Gases____._..- -~- 5 
National Research Council Committee on Sanitary Engineering __ 9 
Construction Industry Machinery Committee, SAH ~~~ ---------~ 21 
Board of Consultants for Snow, Ice, and Permafrost Research 

RN I i i i Ri lillian 7 
SGRCE DE GOMSUIE OTS. COR. ORM aac s snes Saket neti al 6 
Board of Consultants for Environmental Studies__...____------- 5 
Board of Consultants for Greenland Engineer Project__.____------~ 5 
Board of Consultants on the Use of Special Weapons___-...------~- 5 

Teak. Ceara. Tie I arin ierdasaiantieinsinidlanain caaain epeteriten een 563 

Ordnance Corps scientific and technical committees : 
Dil tr Uva ahem) RACV AMO TRO i cn cai cts tiene teen nee cies erations 11 
Scientific Advisory Committee, Diamond Ordnance Fuze Labora- 

IG a css nck ae aivaiil ce cincindt ences a ancligs nant Gilbane ahead peach daeaeapedide pean Adaaecati ni 11 
Ordnance Gear Lubricant Reviewing Committee_..__._....________ 5 
Scientific Advisory Committee for the Ballistic Research 

FACT COTIOB oe skis cic niacinknwartwuncsinmmemm ddtbdiihn das Ba 10 
Ordnance Engine Oil Reviewing Committee _........__--__----_- 7 
Engine Advisory Committee, Ordnance Tank Automotive Command_ 6 
Ordnance -Advisory Committee. uo... 2. oul eee 15 
Scientific Advisory Group, Picatinny Arsenal___.....--.-.------- 15 
Scientific Advisory Group, Rock Island Arsenal___._..-...------_- 12 
60 scientific and technical committees of the American Ordnance 

DROIT ei aieccicteretninnitnninrnckmintenininniominwinicmanatdas dave 





Total, Ordnance OorHs......ccncenenmtdibitisciininenncibhtiiiioens 992 
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Committee Size 
Quartermaster Corps scientific and technical committees: 
Advisory Board on Quartermaster Research and Development______ 8 
National Research Council—42 advisory committees for the Quarter- 
a eunmneneenteimectuuneaen 268 
88 industrial advisory committees for the Quartermaster Research 
I cuhapsiannen iesmarwrinepmes 850 
on, cimnabepanarerasinepengourenenes 1,126 
Signal Corps scientific and technical committees : 
Research and Development Advisory Council__.._._.___.______-_--_- 15 
Advisory Council for the Army Electronic Proving Ground______-__ 6 
a  supsbaiesestaanetminnstpinpusencnnsinngsanine 21 


Surgeon General scientific and technical committees : 


Advisory Committee on Environmental Psychology__._._...._-.----- 7 
Ne ren mr enenes iqamenescomasareneercapemesioenen 4 
Advisory Committee on Metabolism___._......__-___-_--_-__-_--_. 7 
Dental Research Advisory Committee___.._...__--------_--_----_. 10 
Advisory Committee on Psychophysiology__.._.......___..._--.-.~- 9 

The Armed Forces Epidemiological Board and 12 association com- 
a sh deennpenenbanlinien 86 

45 panels and committees of the National Research Council, advisory 
I al tetteannaeeetilin oe 387 
Total, Office of the Surgeon General___..........--.-____-_-- 510 

Transportation Corps scientific and technical committees: Transpor- 
I 7 i sn cescineeniveneneciiessinjenennintl 20 
I a ss caldeetelsmshemepeeiinedaiaiainesineatiatiiodgnd 20 


Admittedly some individuals serve on more than 1 committee, however, a rough 
total indicates that 340 scientific or technical committees composed of 3,764 
scientists or industrialists advise on all or selected portions of the Army research 
and development program. 

14. As a mechanical aid to the translation of all types of documents the Army 
is investigating the possibility of developing a mechanical] translation capability 
for use in the fleld Army. This requirement is a part of a very broad need felt 
nationwide for improved translating capabilities for documents of all types. 
Army concepts are pointed toward a mobile digital computer, capable of trans- 
lating foreign documents utilizing a manual “read in” device and a suitable 
machine program. It is estimated that the Army may spend $100,000 for this 
purpose in fiscal year 1959. The Army has translated a limited number of docu- 
ments of particular interest to various Army agencies. Distribution of each 
translated document is determined by the content but has in the past included 
Department of Defense agencies and contractors. All translations are auto- 
matically distributed to the other members of the Intelligence Advisory Com- 
mittee. 

15. The most readily identifiable costs associated with all information channels 
reviewed in this report are itemized below. These, of course, do not include 
substantial indirect costs such as cost of publication of reports, administrative 
costs, and others. 


nnn rr IN UN i ines Leg ho eenies enact bemceenteeted $600, 000 
nD OTT erence vciraneninrner tibandienenint-es 20, 000 
ABTISORy GCORD GU RO CNOR TUDOR ic nd hice ctic re nesncnnsennn 66, 000 
Advisory Groups on BDlectronic Parts__............_------_-.-~---~- 50, 000 
Electronic Test Equipment Coordination Group___---.-----------~~- 30, 000 
Solid Propellent Information Agency.__....--_.-_--_----_--_------ 40, 000 
Reevention cf Deterioration Oumbet soe nk oie tii ese 35, 000 
C= ree a ai i aie rnin muhbees 35, 000 
en ic secslncensenieepnininlnenen obtbeles 20, 000 
ens eeeearce Dae wees eee 15, 000 


Mechanical Translation (proposed) —...-..-.-----.-...-----------~. 100, 000 
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16. As outlined in this report, basic Army policy is to encourage and support 
the free exchange of scientific information. In furtherance of this policy, the 
Army supports the publication of reports on research, contributes to the Armed 
Services Technical Information Agency, publishes the Annual Research Task 
Summary, sponsors and participates in scientific symosiums, conferences, and 
meetings, cooperates with 342 scientific and technical advisory committees, and 
supports the exchange of information at direct annual costs of $1,011,000. 

Mr. Héserr. General, in your general setup throughout the United 
States, how do you distribute public information offices? Do you 
have military districts or military installations of the Army, with 
a PIO? 

General Srorke. From Washington my authority goes out through 
the public information officers in the Continental Army Command 
at Fort Monroe and of the comparable headquarters in Europe or 
in the Far East and then, as far as the rest of the United States is 
concerned, also to the public information officers of the various Army 
headquarters. This is a very active control. I would not say that 
it is too decentralized to the field except for their actual compliance 
with the various programs and directives which are put out from 
Washington. 

Mr. Héserr. It is under your general direction ? 

General Srorke. Yes, sir. 

Mr. Héserr. And in this instance, in an Army where you are get- 
ting so many transients with compulsory or obligatory service, like 
the ROTC men, or people coming into the draft and who have to 
stay in, do you screen for your office or do you have any system to 
screen whereby you can utilize the practical people in the newspaper 
and advertising business, to bring them to your shop ¢ 

General Srorke. There issuch assistance. Of course, in the United 
States where we have our trainees taking basic courses, that is done 
under direct control of CONARC and the Army headquarters; but in 
each Army post, there is a very careful categorizing of all trainees 
as they come into the post from a reception center. Of course, the 
main interest these days is on the scientific background or bent which 
any draftee might have. 

But by the same token, any predeliction or any experience or any 
desire to put a young man into the information business is also taken 
care of and on an Army post such as Fort Carson, of which I have 
direct knowledge from last year, he is immediately, as soon as he can, 
in conjunction with his training, given a job in the information field. 

Mr. Héserr. But as soon as you do find a newspaperman you do 
utilize his talents? You don’t let him drive a truck? 

General Srorke. That is the case all over the United States in the 
handling of these trainees and, of course, that filters through to the 
oversea commands, too. We try to get our talent into the right spot. 

Mr. Hess. It is a little different from the First World War. 

General Srorke. It is quite different from the First World War, I 
can assure you. 

Mr. Héserr. Usually a lawyer was made a mechanic. 

Mr. Hess. Or a cook. 

Mr. Courtney. Mr. Chairman, one thing with respect to the record. 
The Department of the Army has furnished the documentary data 
upon which its presentation has been made insofar as the guidance 
received from the Department of Defense. 
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There is one document which has a very high classification. 

Mr. Chairman, in my opinion, it has no relevancy and would con- 
tribute nothing to the recommendations which this committee is re- 
quired to make. I recommend that it be returned to the Department 
of the Army. 

Mr. Hésert. It may be withdrawn. 

General, thank you very much and I hope you will understand and 
the witnesses will understand that our whole purpose is to try to 
get right on the table exactly what the situation is and if there is 
any area for improvement where we can improve and accomplish the 
best thing that we can for the interests of the services, we want to do it. 

I recognize you, General, as not being a Madison Avenue boy, have 
great difficulty i in the job ‘that you are in, but I appreciate the job 
that you are doing administratively. Thank you, gentlemen, very 
much. 

Mr. Courtney. Mr. Chairman, at this point in the record may the 
record show the Department has supplied the basic data which relates 
to the functioning of the classification system and the dissemination 
of public information. 

I would ask to have those pertinent parts included in the record 
at this point. 

Mr. Hénert. It will be done. 

(Material will be found in appendix B.) 

Mr. Hésert. We will adjourn at this time and reconvene at 2 p. m. 
tomorrow afternoon. 

(Whereupon, at 4 p. m., the subcommittee adjourned until 2 p. m., 
Wednesday, March 12, 1958.) 





House or REPRESENTATIVES, 
CoMMITTEE ON ARMED SERVICES, 
SuscommMiTtte No. 6, 
Washington, D. C., Wednesday, March 12, 1598. 


The subcommittee met at 2 p.m., Hon. F. Edward Hébert, chairman 
of the subcommittee, presiding, with Mr. Hardy. Mr. Kitchin, Mr. 
Hess, and Mr. Wilson. 

Mr. Hénert. The committee will be in order. 

Mr. Courtney. Mr. Chairman, the Navy Department is here in 
response to phase 1 of this inquiry. We have with us Rear Adm. 
Charles C. Kirkpatrick, Chief of Information, Navy Department, and 
with him Theodore W. Joyce, United States Navy, security policy 
officer of the Chief of Naval Operations; Comdr. Richard Jackson 
Selman of the Office of the Judge Advocate General, and Captain 
Lamade, Deputy Chief of Information. 

The subcommittee is meeting under Resolution No. 67 of the House. 
Will you gentlemen kindly raise your right hands and be sworn. 

Mr. Héperr. Do you and each of you solemnly swear the testimony 
you will give before this subcommittee in the matters now under con- 
sideration will be the truth, the whole truth, and nothing but the truth? 

(Witnesses sworn. ) 

Mr. Hésert. Admiral Kirkpatrick, you have a prepared statement. 
You may proceed. 
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STATEMENT OF REAR ADM. CHARLES C. KIRKPATRICK, CHIEF 
OF INFORMATION, DEPARTMENT OF NAVY 


Admiral Kirkpatrick. Mr. Chairman and gentlemen, I am Charles 
C. Kirkpatrick and am currently serving as Chief of Information, 
Navy Department, Washington. 

In my position as Chief of Information, I report directly to the 
Secretary of the Navy and the Chief of Naval Operations as an ad- 
viser on public-information matters. 

As Chief of Information I carry out the policy of the Navy Depart- 
ment as it relates to public information. It is the Navy Department 
policy to keep the public and the personnel within the naval service 
continuously informed of their Navy as an instrument of national de- 
fense. 

The policy of the Navy Department with regard to release of infor- 
mation to media representatives is that the prompt release of unclassi- 
fied information concerning any activity or member of the Naval Es- 
tablishment which is of interest to the public is mandatory and shall 
be accomplished in accordance with existing instructions. 

The Office of the Assistant Secretary of Defense (Public Affairs) is 
the sole agency responsible, at the seat of government, for the release 
of information pertaining to the Department of Defense and the 
Armed Forces. The mechanics of release of information at the seat 
of government require that such information be delivered to the De- 
partment of Defense for public release. 

I will be pleased to answer, to the best of my ability, any questions 
you may wish to ask. 

Mr. Courtney. Mr. Chairman, before we get into the questioning, 
Commander Joyce has a prepared statement on Navy classification 
matters, and it might be as well if he proceeded with his statements. 

Mr. Héserr. Would you proceed at this time, Commander, so we 
can join the two together in our questioning. 

Commander Joyce. I am Comdr. Theodore W. Joyce, United States 
Navy. My present assignment is security policy officer in the Security 
Branch of the Office of Naval Intelligence, Chief of Naval Operations. 
I have been in this assignment since July 1, 1956. 

2. I have here a prepared statement which is a brief summary of 
the principles of Navy policy and procedure concerning classification 
of information and its dissemination. 

I am prepared to read it if you so desire, and to answer any questions 
concerning it. 

3. Classification of information in the Department of the Navy and 
its handling and dissemination is based upon Executive Order 10501 
of November 5, 1953, implementing Department of Defense directives, 
ne Department of Defense Directive 5200.1 of July 8, 1957, 

eneral Orders and United States Navy Regulations. 

4. The Chief of Naval Operations is responsible to the Secretary of 
the Navy for all policies relating to the maintenance of the security of 
all classified information within the Naval Establishment. Owing to 
the close relationship of counterintelligence and the preservation of 
security, the Director of Naval Intelligence has been designated as 
the officer primarily responsible to the Chief of Naval Operations 
for the protection of classified information. Therefore, the Office of 
Naval Intelligence formulates and promulgates Navy policies which 
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relate to the security of all classified information and its dissemina- 
tion. 

5. Navy security policy is based upon the premise that security is 
a means—not an end. Rules which govern security of classified in- 
formation are comparable to gunnery safety orders. They do not 
guarantee protection, and they do not attempt to meet every con- 
ceivable situation. The law of diminishing returns limits the control 
measures that can be employed profitably, but it is possible to obtain 
a satisfactory degree of security with a minimum of sacrifice in op- 
erating efficiency. 

6. Procedures for safeguarding classified information are based 
upon effective control of dissemination. That is, knowledge or pos- 
session of classified defense information is permitted only to persons 
whose official duties require such access in the interest of promoting 
national defense and only if they have been determined to be trust- 
worthy. 

AUTHORITY TO CLASSIFY 


7. Authority to classify information in the top secret and secret 
categories has been limited to specific officials by the titles of their 
offices. ‘Those who are authorized to classify top secret are— 

(a) The Secretary of the Navy, the Under Secretary, each 
Assistant Secretary, and the administrative assistant to the 
Secretary. 

(6) The Chief of Naval Operations, the Vice Chief of Naval 
Operations, Deputy Chiefs of Naval Operations, Assistant Chiefs 
of Naval Operations, and directors of divisions of the Office of the 
Chief of Naval Operations responsible for the development of 
strategic and operational plans that meet the requirements for 
top-secret classification. 

(c) The Commandant of the Marine Corps, Assistant Com- 
mandant, Chief of Staff, Deputy Chiefs of Staff, Assistant Chiefs 
of Staff, and directors of departments and divisions of headquar- 
ters, United States Marine Corps, responsible for the develop- 
ment of strategic and operational plans that meet the requirements 
for top-secret classification. 

(d) The chiefs and deputy chiefs of the Department of the 
Navy technical bureaus and offices, and the chiefs of research and 
development activities. 

(e) Chief, Armed Forces special weapons projects (AFSWP) 
and their deputies, commanders of AFSWP facilities, and com- 
manders of commands established by the Joint Chiefs of Staff. 

(f) Commanders in chief, fleet, task force, and type com- 
manders, commanding generals of Fleet Marine Forces, and com- 
mander, Military Sea Transportation Service. 

(7g) Commanders of naval sea frontiers, commandants of naval 
districts and river commands, and commandant of the Marine 
Corps schools. 

(h) The Commandant of the United States Coast Guard and 
commandants of Coast Guard districts when the Coast Guard is 
operating as part of the Navy. 

(4) Other commanders and officials who may be authorized 
specifically by the Secretary of the Navy. 

Those who have authority to classify secret are— 
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(a) Those officials who have authority to classify top secret. 

(6) Staff officials within the offices of the Secretary of the 
Navy, the Under Secretary, the Assistant Secretaries, the admin- 
istrative assistant of the Secretary, and the components and 
activities encompassed by the Executive Office of the Secretary. 

(c) Staff officials within the Office of the Chief of Naval Oper- 
ations and the United States Marine Corps Headquarters whose 
assigned functions and duties include authority to sign docu- 
ments. 

(2d) Heads of major staff elements as designated by the chiefs 
of the Navy technical bureaus and offices, or by the senior official 
of a Naval Shore Establishment activity acting independently. 

(e) Heads of major staff divisions as designated by chief of 
AFSWP and commanders of AFSWP facilities, and heads of 
major subordinate elements of commands established by the Joint 
Chiefs of Staff. 

(f) Commanders of subordinate fleet, task force, or Marine 
Corps elements and heads of their staff sections; commanders of 
naval or Marine Corps units on independent missions authorized 
by major fleet or force commanders. 

(g) Heads of activities, components, and staff sections desig- 
nated by commanders of Naval Sea Frontiers, commandant of 
the Marine Corps schools, commandants of naval districts, MSTS 
area commanders, and commandants of Coast Guard districts 
when the United States Coast Guard is operating as part of the 
Navy. 

(h) Naval attachés and assistant naval attachés. 

(4) Heads of independent offices and activities, not falling 
within the scope of the foregoing, when specifically designated by 
one of the officials who has authority to assign the top secret 
classification. Such designation, however, is directed to be kept 
extremely limited. 

8. The authority to classify confidential, including “Confidential- 
Modified Handling Authorized” is designated to subordinates by any 
of the officials who have authority to classify top secret or secret, but 
they are constrained to limit exercise of such delegation authority as 
severely as is consistent with orderly and expeditious transaction of 
official business. 


DERIVATIVE AUTHORITY TO CLASSIFY 


9. Any official who has authority to sign documents, and whose du- 
ties include creating documents or material as a result of, or in con- 
nection with documents or material already classified, or in responding 
to a communication requiring a classified response, has derivative 
authority to classify in the appropriate category, any documents or 
material created in such response. 

10. The foregoing listing of officials authorized to classify, might 
appear rather extensive, but an analysis will show that it is about 
the minimum necessary for efficient operation of the Navy and main- 
tenance of security. Technically, anyone who has authority to sign 
an official document under the title of his office also has the responsi- 
bility to safeguard it by proper classification. But this is not the 
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entire case. By far, the greater number of them must submit docu- 
ments to higher authority for secret and top-secret classification. 

11. Within the Naval Establishment at present the following com- 
manders or officials in command status have authority to sign corre- 
spondence under the title of their offices : 


Persons 
Cae) ee Cee Or le WO i ok bce eeeewtiid 7 
(3) Dew Citiel Or Raval: Gere tiore oan iis oo isin etn ees enne 7 
(c) The Headquarters, United States Marine Corps____._------_-----__- 4 
(d) The Navy technical offices and bureaus____--______-_-_-----_------- 13 
(e) Independent listed shore activities__...-_..._-._.-----_------_------_- 1718 
(7) Naval districts and river Commands... 2.2... nn. . 17 
(g) Fleet, force, sea front, and type commands___--_----.-.---___------- 46 
[as ) ese Sane OrOn WOONIN TIN rece ennenatesane= 20 
(i) Commanders of ships on the active list-______---_----_--__-------~--- 920 


12. The foregoing list excludes personnel on independent missions 
and temporary independent activities, but it totals 2,752 persons with 
authority to originate and sign official documents under the title of 
their offices. Less than 200 of these, however, have been designated to 
have the authority to classify top secret. And in actual practice only 
about 30 of them classify over 90 percent of all top secret Navy 
documents. 

CLASSIFICATION ASSIGNMENT 


13. Assignment of the proper classification to information has been 
and continues to be one of the most vexing problems in the field of 
Navy security. It has been amply demonstrated that overclassification 
and unnecessary classification undermines our security system and 
jeopardizes the protection of vital military secrets just as surely as 
does neglect. On the other hand, there is also a real bates that over- 
emphasis of downgrading and declassification, and increased pressure 
for less classification on busy personnel who are for the most part pre- 
occupied with operational and planning responsibilities, might also 
result in loss of vital security. Our security regulations and proced- 
ures, and our security educational and indoctrination programs, are 
designed to keep these two elements in balance. 

14. For example, security regulations provide that information is 
to be classified only according to its own content—not according to 
its relationship to other classified material, and it is emphasized that 
derivative authority to classify shall not be construed to imply that 
information needs always to bear the same classification as the material 
from which it derived, or the material from which it was extracted. 

15. Likewise, in those circumstances where the necessary distribu- 
tion or dissemination of classified material is so extensive that security 
protection is in fact impractical, or where effective control must pass 
substantially from the authority of the United States military or 
another responsible organization, it is directed that security classifica- 
tions shall not be assigned or continued. 

16. On the other hand, however, the limitation of authority to clas- 
sify to a comparatively few senior officials does not mean that sensitive 
information is not safeguarded until it can be classified by one of 
the officials having authority to do so. Naval personnel are never 
relieved of their responsibility to protect official information and it 
is emphasized to them that top secret, secret, or confidential markings 
on material are basically to signal to them that material so marked 
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requires certain minimum controls and restrictions in respect to its 
accessibility. 

17. Should a person have occasion to originate, forward, or dis- 
seminate information or material that in his best judgment requires 
a degree of safeguarding equivalent to that prescribed for 1 of the 3 
security classifications, but who has not been designated to have 
authority for assignment of such classification, he is in nowise re- 
lieved from the responsibility to provide adequate controls and pre- 
cautions commensurate with the importance or sensitivity of the 
information or material, in its handling and transmittal in order to 
insure against unauthorized or inadvertent disclosure. He is further 
required to recommend an appropriate classification by so marking 
it and indicating the reasons therefor, and then refer it to higher 
authority. 

CLASSIFICATION GUIDES 


18. As an aid to proper classification, each bureau, office, board, 
agency, or activity of the Naval Establishment is directed to issue a 
guide for the classification of defense information peculiar to each 
of their areas of planning, research, technical development, including 
production, or operation. E xamples of the types of information that 
1s proper for the three classification categories are set forth in the 
Navy Security Manual to provide basic criteria for the preparation 
of such guides and it is directed that they be kept current by additions 
or deletions as appropriate. Also to the extent feasible, each bureau, 
office, board, agency, or activity charged with developing any broad 

lan, program, or project in which top secret or secret material is 
involved is required to insure that arrangements for giving due con- 
sideration to security aspects are incorporated therein from the be- 
ginning and the basic study or project is required to include appro- 
priate security guidance, covering such points as : 

(a) Issuance of supplementary guides for the assignment of 
proper classification categories to various portions of the project. 

(6) The requirements “for any special precautions or extraor- 
dinary security-control measures that need to be observed in order 
to provide the essential degree of compartmentalization. 

(c) Planning for phased downgrading, declassification, and 
public release of information concerning the project, when 
practicable. 

19. Equipment is classified in the same manner as documents and, 
insofar as is practicable, it is similarly safeguarded in handling. 
The responsibility for the initial assignment of classifications to 
equipment, including components and technical data relating thereto, 
rests with the chief of the bureau or office under whose Stee the 


equipment was conceived, designed, developed, tested, or procured. 
The Chief of Naval Operations, however , may classify ae reclassify 
equipment. 


20. In all cases where different bureaus and offices or other Cov- 
ernment activities share cognizance or interest in specific equip: ont, 
coordination is accomplished prior to classifying or reclassifying. 
The Chief of Naval Operations is consulted for a decision if the views 
of two or more chiefs of bureaus or offices cannot be reconciled. 
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CHANGES OF CLASSIFICATION 


21. Higher authority in the chain of command or the higher auth- 
ority that has primary cognizance over a particular subject matter 
has authority to correct any erroneous classification which may have 
been assigned by a subordinate, or to downgrade or declassify in- 
formation when such action is deemed appropriate. The originator, 
however, is enjoined to downgrade or declassify, whenever practic- 
able, without reference to other activities, if the subject matter under 
consideration is entirely within his cognizance. But when the in- 
terests of 2 or more commands are involved in the reclassification of 
information, coordination between such commands is required, and 
when the interests of 2 or more commands are involved in the re- 
classification of information and no agreement can be reached, the 
problem is referred for decision, through the chain of command to 
the lowest command superior to both. 

22. If an originator of classified information no longer exists, the 
command or activity that has assumed the duties of the originator, or 
that has primary cognizance over the subject matter involved, is re- 
sponsible for reclassification. In the case of classified information 
transferred by, or pursuant to, statute or Executive order from an- 
other department or agency, to the Department of the Navy, for its 
official use, and as part of the official files or property of the Depart- 
ment of the Navy, as distinguished from transfers merely for pur- 
poses of storage, the Department of the Navy becomes the classifying 
authority for all purposes, including declassification and 
downgrading. 

23. To facilitate downgrading or declassification of information 
which no longer requires the protection afforded by the classification 
assigned, each naval activity and independent office is required to 
establish downgrading and declassification programs compatible to 
the interests and functions of their areas of responsibility. The classi- 
fied-material control officer in each office or activity is specifically 
assigned this responsibility. 

24. Other programs have been established which apply to the entire 
Naval Establishment. For example, prior to transfer of classified 
documents to records repositories or to the National Archives, it is 
required that, unless impracticable, they are to be reviewed for pos- 
sible downgrading or declassification. When this is done, a certificate 
of classification review is made on or attached to each document and 
appropriate changes in classifications are made. When review is not 
practicable, a statement to that effect must be signed by a responsible 
official and attached to each container of classified documents sent to 
storage. 

25. Navy security regulations also require all originators and clas- 
sifiers of documents, whenever it is at all possible, to include on the 
document near its classification a notation naming a date or an event, 
after which the document may be downgraded or declassified. This 
has been fruitful, principally, in the technical field. Together with 
the requirement for planned and phased downgrading, the problem 
of unnecessary classification has been almost eliminated in whole 
areas of information pertaining to manufactured equipment, and 
many thousands of man-hours for review of documents have been 
saved. 


ot 
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CONTROL OF DISSEMINATION 


26. In the Navy, control of the dissemination of classified informa- 
tion is a function of command. It is a part of the responsibility for 
security that rests with the commander or controlling official. He 
is directly responsible for all classified information emanating from, 
or distributed within, his command. He is also responsible for pro- 
mulgating all directives and instructions that may be seemed to 
present unauthorized disclosure of information under his control. 

27. All such directives or instructions are based upon Navy security 
policy as formulated in the Office of Naval Intelligence and promul- 
gated by the Chief of Naval Operations on behalf of the Secretary 
of the Navy, to whom he is responsible in this matter. Navy se- 
curity policy is promulgated to the entire Naval Establishment, prin- 
cipally by means of the United States Naval Manual for the Security 
of Classified Information (which bears the short title, “OPNAV In- 
struction 5510.1B”). 

28. The security manual is amplified and supplemented by addi- 
tional instructions issued from time to time pertaining to specific fields 
of interest and specific procedures. These instructions are, in turn, 
further amplified and supplemented within the Naval Establishment 
by each bureau, lolemaniond office, activity, and command issuing 
implementing instructions and notices and guides tailored to suit each 
particular area of responsibility and interest, or, at times, for a par- 
ticular project. 

29. A copy of the Navy security manual, copies of pertinent am- 
plifying instructions from the Chief of Naval Operations, and copies 
of implementing instructions issued by Headquarters, United States 
Marine Corps, and some of the major Navy activities and bureaus in 
the seat-of-government area, have been furnished to your committee 
counsel. 

30. Security-policy principles pertaining to dissemination of classi- 
fied information feolaie the following: 

(a) The existence, nature, content, or whereabouts of classified in- 
formation shall not be divulged needlessly. 

(6) No person is entitled to knowledge or possession of classified 
information solely by virtue of his rank, office, or position. 

(c) Classified material shall not be removed from a command 
without the specific permission of the commanding officer or his au- 
thorized representative, and only then in conformance with the pro- 
visions of the security manual. 

(f) The responsibility for determining whether a person’s official 
military or other governmental duties require that he possess, or have 
access to, any classified information—and whether he is authorized 
to receive it—rests upon each individual who has possession, know]- 
edge, or official control of the information involved, and not upon 
the prospective recipient. 

(7) Classified information which originates outside the Depart- 
ment of Defense shall not be disseminated outside the Department 
of Defense without the consent of the originating agency. 

(hk) Classified material shall not be reproduced without the approval 
of competent authority, and material classified top secret or secret 
that originated outside of the Department of Defense shall not be re- 
produced without the consent of the originating agency. 
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(i) No person in the Naval Establishment shall disclose any classi- 
fied information by any oral or visual means or by any communication 
medium to any foreign national or foreign government unless such 
disclosure has been specifically authorized by the Chief of Naval 
Operations. 

31. These principles are equally applicable, whether the prospective 
recipient is an individual, a United States military command, a De- 
partment of Defense contractor, another United States Government 
agency, or a foreign government. They apply likewise to dissemina- 
tion through oral discussions in committee or in conference and sym- 
posium, or to dissemination in connection with legal, legislative, or 
juridic proceedings. The Navy Security Manual prescribes the 
authorized procedure in each case. 

32. The foregoing security policy, principles, and procedures apply 
to all classified information which the Navy defines for this purpose 
as official information which requires protection in the interests of 
national defense and which is classified for such purpose by respon- 
sible classifying authority. Classified material as defined for security 
purposes, is “any matter, document, product, or substance on which 
or in which classified information is recorded or embodied.” 

This, sir, completes my statement. I am prepared to answer ques- 
tions you may desire. 

Mr. Hésert. Thank you very much. That was a very fine and 
complete informative statement. 

Mr. Courtney. Mr. Chairman, I have just a few questions for clari- 
fication on the statement as prepared, and, Admiral, we will be back 
to you in just a minute. 

Commander, referring to the 2,752 persons whom you have identified 
as having the authority to sign documents in behalf of the Navy in 
proper person, would we be correct in understanding that the heads 
of these separate categories, as, for example, the Secretary of the 
Navy, would by authority of his office delegate to the remaining 6 
persons in his office—you have identified a total of 7 under the Secre- 
tary of the Navy. 


TESTIMONY OF COMDR. THEODORE W. JOYCE, SECURITY BRANCH, 
OFFICE OF NAVAL INTELLIGENCE, CHIEF OF NAVAL OPERA- 
TIONS 


Commander Joyce. Yes, sir. 

Mr. Courtney. But the primary responsibility would be that of 
the Secretary or head of the office; is that right ? 

Commander Joyce. He has so granted and the Under Secretary 
and Assistant Secretaries have the power and authority to speak in 
the Secretary’s name. 

Mr. Courtney. But they get that by delegation from the Secretary ? 

Commander Joyce. No, sir; their signature bears the same authority 
as the Secretary, because their orders are considered as emanating 
from him in conducting their assigned duties. 

Mr. Courtney. Are you including within the seven persons, then, 
the Under Secretary and the assistants? 

Commander Joyce. Yes, and the administrative assistant. 

Mr. Courrnry. And the administrative assistant? 

Commander Joyce. Yes, sir. 
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Mr. Courtney. With respect to the bureaus in the Navy Depart- 
ment, I notice you list 13 persons. 

Commander Joycr. Yes, sir. 

Mr. Courtney. That would be then the chief and deputies; is that 
right ? 

Commander Joyce. No, sir; the chiefs only. 

Mr. Courtney. The chiefs only ? 

Commander Joyce. Yes, sir. All information emanating from a 
bureau is signed by the chief or by direction of his authority. 

Mr. Courtney. You consider by direction signatories as being in 
the person of the chief? 

Commander Joyce. Yes, sir. 

Mr. Courtney. And under his name? 

Commander Joyce. Yes, it is under the title of the chief of the 
bureau. 

Mr. Courtney. But what I was trying to get at: There are other 
persons other than those on whom rests the primary and direct au- 
thority, the responsibility to extend that by direction to other persons 
under the command ¢ 

Commander Joyce. In the Navy that is considered as a deputy 
exercising his chief’s authority. 

Mr. Courtney. I understand that. But my point is simply this, if 
other persons, wherever the original authority may be, if other per- 
sons may sign in the name of the chief of the bureau for example, 
obviously the number of persons authorized to generate, as you 
describe it, classified material, and so designate it, the number would 
greatly exceed 2,752. 

Commander Joyce. No, sir; they are designated by the title of the 
office. For example, anything coming out of the Chief of Naval 
Operations’ office, except the Vice Chief and those persons designated 
under their titles. 

Mr. Courtney. What puzzles me is this: You stated ‘classification 
could originate from anyone who technically has the authority to 
speak in the name of the chief of his bureau, or of the command to 
which he is attached. 

Commander Joyce. We say technically it could, but it is limited. 

Mr. Courtney. But the question then is how do you limit the gen- 
eration of security classifications. To those who otherwise would 
have the right to speak in the name of and for and on behalf of and 
by direction of the bureau, for example? 

Commander Joyce. That is right. For example, for the 920 ships 
of the active list, the commanders of those ships have no authority 
to classify top secret, although they do have authority to sign docu- 
ments by the title of their office which is commander of the ship. 

Mr. Courtney. As far as the designation “top secret” is concerned, 
you limit that, I think you say, to some 30 of the total 2,752 whom you 
have identified ? 

Commander Joyce. No, we say in actual practice only about 30 of 
them classify 90 percent. 

_ Mr. Courrnery. And that is because the responsibility for classify- 
ing top secret is with the top of the command; is that right? 

Commander Joyce. Less than 200 persons, as stated in paragraph 
12 there. 
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Mr. Courtney. Two hundred of the 2,752 whom you have identi- 
fied ? 

Commander Joyce. Have been designated to have the authority to 
classify top secret. 

Mr. Courtney. What I think is not clear in the record, at least in 
my mind, is this: Again, in the course of your statement you state 
that the person generating the document, and in this case we would 
be speaking of documents, would have the right to designate the 
classification which in his opinion, or at least that is the inference 
I got, the document ought to bear? 

Commander Joyce. He recommends it, sir. 

Mr. Courtney. But that is in the form of a recommendation; is 
that right? 

Commander Joycr. Yes, until the chief of the bureau who has 
authority to sign it, that is one of these 200. 

Mr. Courrney. And then whatever the originator of the document 
may have expressed in the way of an opinion as to its contents, the 
responsibility for making that designation ‘rests in the people whom 
you have outlined ? 

Commander Joyce. That is right. 

Mr. Courtney. Does that relate to all three classifications ? 

Commander Joyce. No, sir. This is for top secret only. There 
are a great deal more for secret. 

Mr. Courtney. There are more? 

Commander Joyce. Yes. 

Mr. Courrnry. And with respect to confidential—— 

Commander Joycr. There are still more. 

Mr. Courtney. The authority is broadened ? 

Commander Joyce. Yes, sir. 

Mr. Courrnery. And increased in number ¢ 

Commander Joyce. Yes, sir. 

Mr. Courtney. Now, with respect to the release of this informa- 
tion, under whatever category 

Commander Joycr. Yes, sir. 

Mr. Courrney. Since you have indicated that more than the desig- 
nated number of 200, in the case of top secret, would have the right to 
designate confidential statement, do I read into this statement that 
the person who has the final authority to determine what the classifi- 
cation shall be, is the person who controls the dissemination of that 
information ¢ 

Commander Joyce. No, sir; that is a function of command. 

Mr. Courrney. Regardless of classification ? 

Commander Joyce. Regardless of who classifies it. 

Mr. Courtney. That is regardless of the authority to classify and 
whatever acceptance may have been given to the classification, the 
command is responsible for dissemination ? 

Commander Joyce. Yes, sir. 

Mr. Courtney. When you mean dissemination do you mean beyond 
the Naval Establishment, or within it? 

Commander Joyce. Within it or without. 

Mr. Courtney. That is all I had, Mr. Chairman, on the statement 
of Commander Joyce. 

I am prepared now to go into the other general questions. 
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Mr. Hézerr. Let us address our attention to the classification media. 

Mr. Hess ? 

Mr. Hess. There is only one question I would like to ask. I refer to 
page 15, the last paragraph. You say here the responsibility to deter- 
mine whether a person’s official or other governmental duties require 
that he possess or have access to any information, or whether he is 
authorized to receive it rests upon the individual who has possession, 
knowledge, or classification control. 

Commander Joyce. That is exactly correct. 

Mr. Hess. So it is within his discretion to decide whether or not 
he is going to give these documents to anybody who asks for them ? 

Commander Joyce. Yes, sir; that is correct. 

Mr. Hess. I don’t know whether you were in the room yesterday, or 
the day before, when we were discussing the question of the General 
Accounting Office. 

Commander Joyce. Yes, sir; I was here. 

Mr. Hess. So that in the event a representative of the General Ac- 
counting Office came to one of your procurement offices and asked for 
some information which had been classified top secret, or confidential, 
it is within his discretion to determine whether he wants to turn that 
information over ¢ 

Yommander Joyce. As to the General Accounting Office, we have a 
specific regulation issued by the Secretary of the Navy in that respect, 
which, with your permission, I will cite for you. 

Mr. Hess. You propound the question, Mr. Courtney, and refer 
to that section. 

Mr. Courtney. Speaking on behalf of the Navy Department, will 
you state what the position of the Navy Department is with respect to 
the authority of the General Accounting Office, as stated in sections 
53 and 67 of title 31 of the United States Code, a subject with which 
you are familiar, concerning classified information ? 

Commander Joyce. I will read the procedure set forth by the Secre- 
tary of the Navy for you: 

Properly cleared and identified representatives of the General Accounting Of- 
fice may be granted access to Navy classified security information required in 
the performance of their duly assigned duties and responsibilities in accordance 
with Article 0930 of the Navy Security Manual, provided the Comptroller of the 
Department of the Navy has determined that such representatives of the General 
Accounting Office need to have access to classified security information and has 
authorized such access, 

In other words, the Navy Comptroller authorizes that access and he 
makes the determination. 

Mr. Harpy. Mr. Chairman, does that mean we have to get the Navy 
Comptroller over here to get this thing straight ? 

Mr. Cuermak. The counsel to the Navy Comptroller is here and 
prepared to answer any questions with regard to the function of the 
Navy Comptroller. Iam that counsel. 

Mr. Courrney. Will you come forward and identify yourself and 
be sworn. I think you were not sworn. Stand up, please, and raise 
your right hand. 

Mr. Héserr. Do you solemnly swear the testimony you will now 
give to the subcommittee in the matters now under consideration will 
be the truth, the whole truth, and nothing but the truth, so help you 
God? 
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Mr. Cuermak. I do. 
Mr. Courtney. State your name and position. 


TESTIMONY OF LAWRENCE E. CHERMAK, COUNSEL TO THE NAVY 
COMPTROLLER, OFFICE OF THE GENERAL COUNSEL OF THE NAVY 
DEPARTMENT 


Mr. Cyermax. Lawrence E. Chermak, and I am counsel to the 
Navy Comptroller. I am assigned to this office by the Office of the 
General Counsel of the Navy Department. 

Mr. Courtney. Mr. Chermak, what is the position of the Navy De- 
partment with respect to the access of the General Accounting Officer 
under the authority of sections 53 and 67 of title 31 of the United 
States Code, to classify information in the possession of the Navy 
Department ? 

Mr. Cuermak. I think the position of the Navy Department may 
be reflected in what happened in the past 5 years. This directive has 
been in being 5 years. During that time all appeals made to the 
Comptroller of the Navy in regard to requests made by the General 
Accounting Office have come up through my office. 

I can only remember one, and that one that came up resulted in 
permitting the General Accounting Office access to the material. So 
as a practical effect, there has been no instance of depriving the Gen- 
eral Accounting Office access to security material in the Department 
of the Navy. 

Mr. Courtney. So we may be clear on the record, the directive to 
which you are referring is the directive which Commander Joyce has 
just read to the committee from the Security Manual ? 

Mr. Cuermak. That is right, sir. 

Mr. Courtney. Now, that directive was generated within the Navy 
Department, itself. Does it have reference to any other authority 
generated within or from the Department of Defense? 

Mr. Cuermak. Yes. It references the Department of Defense di- 
rective 5210.5, which was dated March 5, 1953, on the same subject, 
namely, dissemination of classified security information to repre- 
sentatives of the General Accounting Office. 

Mr. Courtney. And that is the specific authority to which the sec- 
tion just read to us from the Security Manual is attached ? 

Mr. Cuermak. Yes, sir. 

Mr. Courtney. Or to which it was referred ? 

Mr. CuermMak. Yes, sir. 

Mr. Courtney. And not to the later one or later proposed one of 
1957, which has been under discussion ? 

Mr. Cuermak. That is right, sir. 

Mr. Courrnry. Now, with respect to the authority, again under 
the statute, what is your position as to whether or not you have the 
authority to deny iegeihed maser to a representative of the General 
Accounting Office properly identified and acting under the authority 
of title 31 of the code? 

Mr. Cuermak. In regard to classified material, our denial, although 
it is related in terms of need, is in terms of the orderliness of doing 
this, namely, is the fellow sufficiently cleared, is it within the pro- 
cedures established by the GAO, when they indicate to us they are 
going into a particular audit. 
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It has been the practice of the General Accounting Office, whenever 
they go into any bureau or office, and proceed with an audit, to set 
out a program of audit so that they will not disrupt the operations of 
the office. 

Now, if there is a sudden request that is tangent to what is hap- 
pening, this will usually generate some questioning on the part of the 
office, and it really relates to whether there is an orderly flow, rather 
than a determination of the authority to come in. 

Now, within this directive there is a statement in regard to sensitive 
areas. That relates primarily to the number and disposition of units, 
armaments of units, number of personnel, and strategic and tactical 
operations. 

Now, if someone under the pretense of auditing our books sought to 
obtain information of this type that was sensitive, namely, the dispo- 
sition of the fleet in the A inant I think we would reject it 
and carry it to higher authority as far as the relationship between the 
Comptroller of the Navy and the Comptroller General was concerned. 
It is the exaggerated use of any power that prompts us to be cautious 
in exercising the responsibility we have in keeping this security. 

I think it is the commonsense approach to this problem. But the 
very fact we have not had any denial in 5 years indicates there is a 
harmonious relationship between ourselves and the General Account- 
ing Office, and that they in the exercise of their audit functions are 
doing it within reason, and there is a compatibility of action here. 

You asked me what the extreme position is. If someone in the name 
of the General Accounting Office sought to obtain information that 
was completely unrelated to the audit that was then proceeding, and 
we suspected he was going to use it for purposes that we suspected was 
injurious to the Government, I think at that time we would object, 
and I think any reasonable man would object under those circum- 
stances, but it would never be an objection for denying the authority 
of the General Accounting Office as set forth in these statutes. 

Mr. Hess. Have they ever raised any objection at all, to your 
knowledge, in these statutes? 

Mr. Cuermak. Not that I know. 

Mr. Courtney. Commander Joyce? 

Commander Joycr. I just wanted to relate it to that. 

Mr. Courtnry. Why don’t you answer the question of Mr. Hess 
whether any difficulty had occurred ? 

Commander Joyce. No, sir. 

Mr. Hésert. Mr. Hardy. 

Mr. Harpy. I would like to comment on the discussion we have 
just had, because to me it seems to be at considerable variance with 
other testimony we have received. Certainly—and none of us bere, 
I feel sure—and the rest of the members of the committee I believe 
subscribe to my thinking on that—wants to suggest that the commit- 
tee would condone a witch hunt by representatives of the General 
Accounting Office or by anybody else in matters of this kind. 

But I have been disturbed by the use of the word “relevancy” that 
we have had used in the last day or two, and I have not heard any- 
body in the Navy use it today, and I wonder if there is any particular 
significance to the difference in the approach which the Navy appar- 
ently uses to that which we have heretofore listened to. 
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Mr. Cuermak. I happen to know a little about the discussion that 
was going on at the Defense level in regard to that. I don’t think 
it was so much a question of relevancy. It was a question who would 
determine the extent of the powers existing under this statute. I 
believe the General Accounting Office wanted to fully determine the 
rights that they do possess. I believe the Department of Defense 
had taken the position that, let us assert that the rights exist in the 
statute, without asserting who was going to determine it, and when 
the issue was raised, let us meet them on a case-to-case basis. 

Mr. Harpy. I had understood the General Accounting Office had 
encountered some difficulty in certain agencies of the Department of 
Defense and had been denied access to classified information, because 
it was classified, rather than on any firm determination as to its rele- 
vancy. Are youaware of any such situation ? 

Mr. Cuermak. I know of no case where there has been a denial 
which resulted in a continued denial. 

Mr. Harpy. I am not thinking about continued. 

Mr. Cuermak. I know of cases where a fellow has sought to obtain 
the information and there may have been an initial denial as a result 
of misunderstanding, but all of those were cleared up. There has 
been no denial to the GAO. 

Mr. Harpy. I am not concerned, and I think it is a good indication 
of proper administration, to have the kind of illustration presented 
which you presented a moment ago. Obviously an audit of a contract 
does not concern itself with deployment, or personnel strength, or 
at least military personnel strength in a particular area, but this 
question of denying access because of relevancy could involve a with- 
holding of a particular document that might not have anything to 
do with matters of that nature, and I am trying to understand if the 
Navy pursues a policy of denying access only to the kind of things 
that you mentioned, why, I would certainly commend you for it. 

Mr. Cuermaxk. Within my knowledge, and all of these would come 
up to my office, that is the policy we pursue. 

Mr. Harpy. Is there a finding by the Navy Comptroller, before the 
GAO starts one of these audits that their need to know has been 
established ? 

Mr. Cuermak. Actually, no. We don’t, before they start. The 
audit is established, and no issue is raised, once they have come into 
agreement with the local group. The auditor goes in and says, “This 
is the extent of my audit; this is what I intend to audit,” and he 
proceeds. 

Mr. Harpy. So that actually it has not been necessary to invoke 
the strict interpretation of the procedure which has been read? 

Mr. Cuermak. That is right. There are cases where an auditor 
will proceed with the audit, and incidental to his effort here he finds 
a piece of paper which leads him in another direction. 

I would say when he seeks to flow in the other direction, there is an 
immediate reaction to it to determine the definition of the direction 
he wants to flow in. I think that is where the trouble has come into 
being, not that there has not been a full denial in that area. There 
has been merely a request to redefine the scope of the audit. The 
thing that may trigger it is the fact he ran into a security document. 

Mr. Harpy. You have no knowledge of any significant slowing 
down of GAO audit performance because of delays in making a de- 
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termination as to whether or not they would be permitted access to 
specific documents ? 

Mr. Cuermak. Not for security reasons. 

Mr. Harpy. Well, for what kind of reasons? 

Mr. Curermak. There have been instances where there was a con- 
sideration of whether privilege should be asserted by the Executive, 
and pending a determination of whether it was necessary in that area, 
there has been a retarding of the audit effort, but to my knowledge 
the documents have been forthcoming. 

Mr. Harpy. That is an even more intangible field than the question 
of security, is it not? 

Mr. Cuermak. That is right, sir. 

Mr. Harpy. Thank you, Mr. Chairman. 

Mr. Hésert. Mr. Wilson. 

Mr. Wison. I just wondered if there was any extraordinary pre- 
cautions taken in dealing with those documents in the “top secret” 
category. Is GAO entitled, even on the need-to-know basis, to review 
documents in that category ? 

Mr. Cuermak. Actually what happens is this: The representatives 
of the GAO who are to make these audits will get a security clearance, 
whether it be secret or top secret. That security clearance will be 
cleared through the Office of the Comptroller, and letters will be trans- 
mitted to the Command, saying Mr. Jones is cleared for top secret, 
and he carries this letter to identify himself. If his audit requires 
the use of those papers, he is permitted to examine those papers. 

Mr. Wiuson. Then you do take extraordinary precautions to see 
that 

Mr. Cuermak. That the proper persons can only 

Mr. Wuson. Are given access to top secret documents ? 

Mr. CuerMak. Yes, sir. That is true of our own people. We make 
sure our own people are so cleared. 

Mr. Héserr. Mr. Kitchin. 

Mr. Krren1n. No questions. 

Mr. Harpy. I have a question in a different area. I would like to 
get back to the commander, if you are through with this. 

Mr. Courtney. I have one question. 

If we can sum this up, let me state the understanding which I think 
comes from the record, which has come so far, and we are dealing 
with the definition of need-to-know, as set forth and used in the 
language of the Navy regulation. 

Would we understand the definition of the “need to know” and the 
application of the words “need to know,” as used in this regulation, 
would mean a need to know beyond the audit which had been identi- 
fied by the representatives of the General Accounting Office at the 
time access was first requested to Navy papers ? 

Mr. Currmak. I would say that is the type of control we would 
have to exercise to prevent just a general exploration in the records. 

Mr. Courtney. Is it a matter, then, of identification of the subject 
with the stated inquiry, or is it a matter of determining the propriety 
of examining the document which is sought ? 

Mr. Cuermak. The subject matter 

Mv. Courtney. I don’t know whether I made myself clear. 

Mr. Cuermak. The subject matter which is identified establishes 
the propriety. 
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Mr. Courtney. Let us suppose we were auditing X contract. The 
General Accounting Office is. 

Mr. Cuermak. All right. 

Mr. Courtney. As I aand your statement, the Navy Comp- 
troller is advised X contract is to be examined ; is that right ? 

Mr. Cuermak. That is right. 

Mr. Courtney. Now, if the audit of that contract, or the auditor of 
that contract requests documents that are not directly identifiable with 
X contract, at that point a request is generated for determination 
as to whether or not there is a “need to know” that in connection with 
X contract, or have access to that document in connection with X 
contract ? 

Mr. Cuermak. I would say ‘Yes.’ 

Mr. Courtney. Is that your edcntiaataden of what the regulation 
means ¢ 

Mr. Cuermak. It may not be as clear cut as that, because if the 
thing he seeks is not a part of the contract, but is related to the con- 
tract, the “need to know” might embrace it, but if it is definitely out- 
side of it, there might be a question whether it was within the audit 
definition, and, therefore, not within the “need to know.” 

Mr. Courtney. Well, is it fair to state, then, is it proper to state, 
then, that this regulation comes into being only under the circum- 
stances—or generally, under the circumstances I have indicated, where 
there is a departure from the known or identifiable subjects or docu- 
ments related to the contract under audit ? 

Mr. Cuermak. I would say “Yes.” 

Mr. Courtney. Would that be your understanding of it? 

Mr. Currmak. It is my understanding. The reason I am so vague 
at this is because we have had maybe 1 case in 5 years, so you are 
asking me to—— 

Mr. Courtney. Well, this is hypothetical. 

Mr. Cuermak. To give definition to an area that we have not exer- 

cised as finally as you say. Our practice has been such that all this 
material has been flowing to the GAO. 

Mr. Courtney. I have one further question, Mr. Chairman, on the 
statute, and then I will be out of the way. 

Mr. Harpy. I would like to ask him one on this point right here. 
He has generated another one in my mind. 

In these borderline cases where there might be some difficulty or 
some disagreement as to whether there was a definite tie-in of a par- 
ticular document to the scope of the audit which had been predeter- 
mined, how would the General Accounting Office be able to evaluate 
that, if they were denied access to it ? 

Mr. Cuermak. We invite them in to discuss matters. The reason 
I say “invitation to discuss these matters,” in the privileged areas we 
have invited them in to discuss the problem as we faced it and as we 
saw it. We speak frankly with them as to what troubles us, and 
they react frankly to what troubles us. 

Mr. Harpy. As long as you have a frank and open discussion of 
these things, I don’t think we are likely to run into trouble, but the 
place where you are liable to get trouble is where somebody takes the 
position: well, now, this thing i is not related to that particular con- 
tract, and there might be a pretty wide area of disagreement. And if 
I understand you, you have not had any such areas? 
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Mr. Cuermak. No; we have established a liaison office in the office 
of the Comptroller, and whenever the GAO has any problem any- 
where in the Navy, they immediately get in touch with that laison 
officer and we direct our efforts to the Bureau to resolve the problems 
as rapidly as we can. 

Mr. Harpy. I am glad to find out at least one gentleman in the 
Department of Defense has been able to work this thing out on a 
commonsense basis. 

I have one other question of Commander Joyce. I am not sure I 
got this. In connection with the dissemination of documents and the 
determination of their classification, I believe an example was cited 
of the commander of a ship, who might generate a document, and I 
believe you said that he would recommend a particular classification, 
but was not authorized to apply a particular classification; is that 
right ? 

Commander Joyce. Yes, sir. 

Mr. Harpy. I further understood you to say that same command- 
ing officer would have the authority and the responsibility for dis- 
semination of information within or without the Navy; is that 
correct ? 

Commander Joycr. Within the Navy, sir, the rules for dissemina- 
tion without the Navy are all laid down in the Security Manual. 
The commanding officer has the responsibility to protect it. The 
rules are designed to protect it. 

Mr. Harpy. I did not mean to imply that you had suggested that 
he did not have a responsibility for complying with the particular 
classification that a document had, but I thought I understood you to 
say that the dissemination of information was the responsibility, both 
within and without, keeping in mind what security classification might 
rest on a partcular document. Am I right or am I wrong? 

Commander Joyce. That is accurate, sir. 

Mr. Harpy. The question that arose in my mind is this. What might 
be a problem, timewise, on a particular document that was originated 
by that commanding officer, and if he recommended a letter not be 
classified, has he got to wait until a higher authority makes a determi- 
nation, before he can release the information ? 

Commander Joyce. No, sir. He is directed to afford the same de- 
gree of protection that is provided by the classification that his best 
judgment tells him that document should bear. 

Mr. Harpy. That is the thing I was trying to understand. If, sub- 
sequently, then, some higher authority just determines that his judg- 
ment on that was not a proper judgment and it should carry a classi- 
fication which would prevent its general dissemination, I take it that 
it would not have gotten very wide circulation before it received that 
classification ¢ 

Commander Joyce. No, sir. He must protect it with equal pro- 
tection at the classification that his best judgment tells him it 
deserves. He could send it along as “confidential,” or “secret,” for 
example, and recommend that this be—— 

Mr. Harpy. The thing I am trying to get at is, suppose a particular 
document generated by his command, in his judgment, did not war- 
rant classification ? 

Commander Joyce. Did not warrant it at all? 

Mr. Harpy. That is right. 
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Commander Joyce. Then he does not classify it. 

Mr. Harpy. And he does not classify it, and he can go ahead and 
give it out? 

Commander Joyce. He is bound by other administrative rules, what 
he discloses to the public, or to—or disseminates within his command. 
His normal administrative rules restrict him. 

Mr. Harpy. I am not suggesting he is in any violation of any ad- 
ministrative rules, so far as he knew them, but what I had in mind, 
when this document reaches the next higher authority and he decides 
it should be classified. 

Commander Joyce. The higher authority may classify it, and then 
inform all addressees. 

Mr. Harpy. In the meantime it has been disseminated ? 

Commander Joyce. After it has been disseminated, higher authorit 
may reclassify either up or down, but the rules provide that he will 
so inform all addressees; that is, all persons to whom that information 
has been disseminated. 

Mr. Harpy. That is what I wanted to understand. 

Mr. Hésert. Mr. Courtney ? 

Mr. Courtney. On the question of title 18, section 798, are you going 
to respond, Commander—the question would be whether the Navy 
Department regards itself as having any prerogatives or responsibili- 
ties with respect to section 789 of title 18—any affirmative duty. 

Commander Setman. Subsection C? 

Mr. Courtney. Yes. 

Commander Seiman. Subsection C of section 798 of title 18 would 
appear as Mr. Dechert previously testified here, to set forth an ex- 
emption. 

Mr. Courtney. I understand that. 

Commander Sritman. To the prohibitions of the first four specific 
instances, which would constitute a violation of that section. Soa 
person furnishing information to Congress would not 

Mr. Courtney. The specific question is this. Whether by anything 
in that act the Navy assumes any responsibility or deems it has any 
responsibility toward the subject matter, and not toward the indi- 
vidual involved ? 

Commander Joyce. Whenever the Navy disseminates information 
to another Government agency outside of the executive branch, they 
are directed to place on it this notification of the EspionageAct. 

Mr. Courtney. Yes. 

Commander Joyce. And it brings it to that. 

Mr. Courtney. So you regard it as the Navy Department’s sole 
responsibility, and thereafter it becomes a matter of personal responsi- 
bility ? 

Commander Joyce. Yes, sir. 

Mr. Courtney. Is that right? 

Commander Joyce. That is right. 

Mr. Courtney. Is that the Navy’s position ? 

Commander Serman. I think that is true, yes, sir. 

Mr. Wison. On declassification, it is easy to classify and probably 
hard to take the responsibility to declassify ; do you have any regular 
review of the documents for reclassification or downgrading? 

Commander Joyce. All custodians are directed to do so. Every 
office and agency is directed to have a classified material control officer, 
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and he is the person specifically assigned the responsibility to institute 
review programs for the purpose of downgrading and declassification. 
This is a very hard field. 

Mr. Wiison. That is where most of the criticism is made against this 
whole system of classification, and I wonder 

Commander Joyce. Yes, sir. 

Mr. Wizson. I wonder how much importance you attach to a peri- 
odic review. 

Commander Joyce. We attach great importance to it, sir, but it must 
be done within the limitations of manpower. 

Mr. Witson. Now, as far as manpower—how prevalent is this prac- 
tice you spoke of in your paragraph 25, the anticipated or prior declas- 
sification ; is that an established practice? 

Commander Joyce. Yes, sir. 

Mr. Wizson. It seems to me to be one logical way of assuring that 
eventually these documents could be downgraded without having a 
lot of man-hours wasted on them. 

Commander Joyce. In two areas, which probably produce the great- 
er proportion of our classified documents—that is, those having to do 
with aeronautics and weapons, the Bureau of Ordnance and the Bu- 
reau of Aeronautics—they have produced manuals in which phased 
downgrading and classification are built in from the inception of the 
program, and on through manufacture and distribution it changes its 
classifications. 

Mr. Wixson. Have you had any particular problems with that 
practice ¢ 

Commander Joyce. We found it very beneficial. The problems rest 
in getting manpower to mark those documents. 

Mr. Courtney. Admiral Kirkpatrick, I have some questions relat- 
ing to the testimony of witnesses of the military departments—in this 
case the Navy. Specifically, do you hold it within the prerogative of 
the Navy Department to examine as to the facts he proposes to present 
to a committee of the Congress as a witness, and to discuss or to delete 
from his proposed presentation any facts about which he may be 
asked? Do I make myself clear? 

Admiral Kirxratricr. I think you do, Mr. Courtney. With the 
= exception of some highly sensitive information, I do not be- 

ieve that I would say that it is within the authority of the Navy 
Department to withhold the statement of facts by a witness. 

Mr. Courtney. Of course, respecting in that same connection that 
the matter of classification would, of course, apply to the nature of 
the hearing, as for example, classified material would, of course, only 
be discussed in closed session. 

Admiral Kirkpatrick. I got lost there a little bit. 

Mr. Courtney. I say, respecting always the classification of the 
subject matter 

Admiral Kirkpatrick. Yes. 

Mr. Courtney (continuing). If it would relate to facts. 

Admiral Krrxparrick. Yes. 

Mr. Courtney. The second question, with regard to Navy Depart- 
ment policy, the administrative policy of the Secretary of the Navy, 
do you hold it to be within the prerogative of the Navy Department 
to require a prospective witness before responding to questions regard- 
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ing Navy policy, to clear with you? And do you hold it your right 
to delete from any prospective statement matters on policy grounds? 

Admiral Kirkpatrick. You are speaking, Mr. Courtney ‘of matters 
on policy grounds as before Congress / 

Mr. Courtney. Yes, sir. 

Admiral Kirxrarrics. No, sir; I do not hold that is within my 
authority. 

Mr. Courtney. Now with respect to dissemination of information 
generally to the public, you have covered that pretty adequately with 
your regulations. We are not concerned with that in this inquiry. 
This is within the Government itself that we are concerned with 
primarily now. 

Admiral Kirxrarrick. Yes, sir. 

Mr. Courtney. One question which I have not touched on before, 
unfortunately, and that is the question of personal privilege of a 
member of the Naval Establishment with respect to records that per- 
tain to him personally—they are covered by regulations of the Navy 
Department, for example, the records of his health 

Admiral Kirgparrick. Yes. 

Mr. Courtney (continuing). Hospitalizations and matters of that 
kind. 

Admiral Kirxratrick. Yes. Those are not classified records but 
they normally are not released without an exception. 

Mr. Courtney. Without the consent of the individual involved ? 

Admiral Kirxratrick. Yes. 

Mr. Courtney. So we are not speaking about that as an element 
of classification ? 

Admiral Kirkpatrick. No, sir; we are not. 

Mr. Courtney. I think that was all, Mr. Chairman. 

Mr. Héserr. Admiral, I want to ask you the same questions I asked 
you yesterday, in this general area. 

What is your background newspaperwise or public relationwise ? 

Admiral Kirxparrick. Not directly, Mr. Hébert, none other than 
the indirect relations of experiences in the Navy. 

Mr. Héserr. When you came to this office to take charge of the 
Office of Public Information i in the Navy, you had no prior experience 
in public relations, as such, in the func tion of your present post 

Admiral Kirxparrick. No direct experience ; no, sir. 

Mr. Héperr. So this is the first time you have been exposed directly 
to a public-information service ? 

Admiral Kirxparrick. Yes, sir. 

Mr. Héperr. As such? 

Admiral Kirxrarrick. Yes, sir; as such. 

Mr. Héserr. Do you have in your office experienced newspapermen 
under you ? 

Admiral Kirkpatrick. We have, Mr. Hébert, in the Navy today, 84, 
I believe is the number, right today, specialists in the public-informa- 
tion category. 

Of this number, approximately 16, I believe, work for me in my 
office, in the Office of Public Information in the Navy Department. 

I have the senior public-information specialist in the Navy, a Captain 
Chambliss, who works directly for me now, and is the Chief of the 
Information Division of the Office of Public Information in the Navy. 

My deputy, Captain Lamade, does, I believe, a little better than 
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I do in this category, in that his family background is that of a news- 
paper family. Heisa line officer in the Navy, and he is now serving 
in the Office of Public Information. 

Mr. Hésverr. Does he have any newspaper experience ? 

Captain Lamapg. No, sir; except by what was under my control and 
also my past 4 years. 

Mr. Héserr. Under the previous Chiefs of Information. You 
have been in the office 4 years, with Admiral Taylor ? 

Captain Lamapr. And Admiral Beacher was there. 

Mr. Héeserr. And before Admiral Taylor ? 

Captain Lamapre. Admiral Beacher. 

Mr. Witson. Have we determined whether experience in the ne. -s 
paper field would be helpful or harmful ; 

Mr. Hépserr. That is what we are trying to find out. 

Admiral, then the one individual in your office who does have the 
actual newspaper experience, is Captain—who is the other? 

Admiral Kirxparrick. There are other individuals. 

Mr. Hépert. I mean your top man? 

Admiral Kirxparrick. The top man in this field is Captain Cham 
bliss, and he has specific charge under me of that branch of this 
business. 

Of course, there are other branches to the business, Mr. Hébert. 

Mr. Héperr. I understand that. I think that was clearly estab- 
lished yesterday and we ought to accept the explanation of the genera! 
as being applicable to other offices as well. I am talking about your 
field, as related to news mediums. 

You have offices in 12 naval districts in the United States. Are they 
headed up by individuals who have newspaper backgrounds? 

Admiral Kir«rarrick. I don’t know about the newspaper back- 
ground. I believe they are all specialists. 

Mr. Heésertr. That means newspaper background. 

Admiral Kirkpatrick. No, sir; not necessarily. There are other 
things, radio, television, and so forth. They have some form of edu- 
cation of specific background in the field. It may not be newspaper, 
Mr. Hébert. 

Mr. Héserr. When I talk or refer to newspaper, I refer to tele- 
vision— the general mediums, advertising, propagandists, press agents, 
public-relations people. 

Admiral Kirkpatrick. Fhey don’t have that background. 

Mr. Héperr. I know, but they acquire it very quickly. 

Mr. Harpy. Which category were you talking about—the propa- 
gandists? 

Mr. Héserr. Yes. But I had no fault to find. 

Do I understand the Navy has a special training school for these 
public-information officers ? 

Admiral Kirkpatrick. We have now one man taking his master’s 
degree in Boston University, I believe it is, in public relations, this 
specific degree. 

We, also, since I have been here, sir, have recently gone to the 
Bureau of Naval Personnel with a specific request, which I under- 
stand is being approved. I don’t know this for sure, sir, that we can 
send people to school here in Washington, to appropriate schools 
that are available, while they are serving in my office, so that a man 
serves and learns at the same time, if he is really anxious about learning 
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this business, and, of course, that is the man I want. This, I think, 
will be excellent. 

Mr. Hésertr. You have recommended that, and I think you will have 
approval to do that. 

Admiral Krrxparrick. Yes, sir; I do. 

Mr. Heserr. Of course, in that answer you have given an answer 
to the question which Mr. Wilson raised, that you do think it is 
beneficial to have the trained people in that. 

Admiral Krrxparrick. Definitely, sir. 

Mr. Wison. I agree heartily. I just wanted to clear it for the 
record. As an advertising man, I am glad to see you considered that 
aspect of it, too. 

r. Héserr. I consider all aspects of the propaganda field, be- 
cause I have to do a good job on it. 

Now, Admiral, are you hampered in any way in your relationship 
with the general news mediums by security regulations? Do you find 
that an obstacle? 

Admiral Kirxrarrick. No, I am not hampered. If I think there is 
something wrong with a classification on a document, I do everything 
I can to get that classification changed. 

It may be I can’t change it. That is the normal thing. It may be 
I can’t get it changed, but at least I can bring it to the attention of 
superiors in this particular field and have it reexamined. 

fr. Héserr. But you do not find it hampering? 

Admiral Kirkpatrick. No, sir, I do not. 

Mr. Héserr. The basis for the question I had is in relation to the 
news people in the 12 naval districts you have, because I have an op- 
portunity to observe them in areas, and I found where you have a 
trained public relations or newspaperman or radio or television man, 
anywhere your headquarters are established, I found the Navy has 
been benefited most when they have the best men in there by com- 
munity relationships. 

I have not been exposed to what the Army or Air Force relationship 
is, but certainly to the Navy. I particularly refer to the 8th Naval 
District in New Orleans, which is of course my own area. 

Of recent vintage, you had a young commander down there called 
Hart, and a young commander named Duffy, and at no time did I see 
in my experience of the Armed Forces and the Navy, such a fine com- 
munity relationship and a desire to put the Navy’s best foot forward 
as when those individuals were there. 

They did a terrific job down there, and young Commander Hart is 
now with Admiral Wills, trying to sell his shop over there, and that 
is a tough job to sell. 

And in the case of young Lieutenant Duffy, he is not in the Navy 
any longer. But he had a pretty good newspaper background again. 
His father was Capt. Charley Duffy in the Navy, formerly city editor 
of the Times-Herald here. 

We have been very fortunate in the 8th Naval District to have 
newspapermen in that particular billet, and that is the reason I asked 

ou, was that the policy of the Navy throughout the 12 naval districts, 
Gioia I have seen it utilized to the fullest, to the maximum for the 
benefit of the Navy. 

Mr. Witson. May I add a point. 
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In the 11th Naval District, we have recognized the training the 
Navy gives and the leading newspaper there has hired two officers, 
one the former public information officer for the 11th district, so it 
works two ways. 

Mr. Héserr. I understand Lieutenant Duffy has gone to work for 
the New Orleans States, a great newspaper. 

Admiral Kirkpatrick. This makes it difficult to keep those people, 
of course. 

Mr. Hésert. Mr. Kitchin. 

Mr. Krroutn. No questions. 

Mr. Hésert. Well, thank you very much, Admiral. 

Mr. Courrney. Mr. Chairman, at this point in the record may the 
record show the Department has supplied the basic data which relates 
to the functioning of the classification system and the dissemination of 
public information. 

I would ask to have those pertinent parts included in the record at 
this point. 

Mr. Hésert. It will be done. 

(Material in appendix C) 

Mr. Courtney. May I say the reason why some of the questions 
that were asked of the previous witnesses have not been repeated is 
because the answers were all contained in written documents. 

Mr. Hésert. Thank you, gentlemen, very much. 

And may I pause to thank the Navy for its excellent presentation. 

Admiral Kirxratrick. Thank you. 

Mr. Courtney. Mr. Chairman, the Department of the Air Force is 
here prepared. 

General Luehman is here. Mr. Liebling is here. 

Are there any other witnesses, General ¢ 
iene LuruMan. Mr. Johnson, General Counsel. And Colonel 

eville. 

Mr. Héserr. Would any designated or prospective witnesses come 
forward and identify themselves and take seats here. 

General LugHman. Maj. Gen. Arno H. Luehman, Director of In- 
formation Services, for the Department of the Air Force. 

Mr. Liesiine. Joseph J. Liebling, assistant for security, Deputy 
Chief of Staff, Materiel, Deputy Chief of Staff, Development. 

Mr. Jounson. John A. Johnson, General Counsel of the Depart- 
ment of the Air Force. 

Colonel Nevinie. Col. Elmer M. Neville, Assistant for security 
plans and policy, Deputy Inspector General for Security. 

Mr. Hesert. Will you gentlemen stand and be sworn. 

Do all and each of you solemnly swear the testimony you will give 
before this subcommittee in the matters now under consideration will 
be the truth, the whole truth and nothing but the truth ? 

General Luguman. I do. 

Mr. Liesirne. I do. 

Mr. Jounson. I do. 

Colonel Nevixuz. I do. 

Mr. Courtney. General Leuhman, you have a prepared statement. 
You recognize, of course, that we are concerned under the authority 
of House Resolution No. 67, and that you have not previously testi- 
fied, as I understand it, in this inquiry before the full committee, 

23511—58——7 
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which means, as all of the other witnesses have been sworn, you like- 
wise are sworn. 
Would you proceed with your statement, General ? 


STATEMENT OF MAJ. GEN. ARNO H. LUEHMAN, DIRECTOR OF 
INFORMATION SERVICES, DEPARTMENT OF AIR FORCE 


General Luguman. Mr. Chairman and members of the committee, 
I would like to express my appreciation to the committee for the op- 
portunity to assist this subcommittee in its review of the informa- 
tion activities of the Department of Defense. 

As Director of Information for the Department of the Air Force, 
I will attempt to give you a full and complete account of our activi- 
ties in order that you can relate them to overall Department of De- 
fense problem. 

Certainly the Department of the Air Force information activities 
are operated under the principle of providing the maximum amount 
of information to the public that is consistent with bona fide military 
security and overall national interest. I am sure you will all agree 
with this objective. 

We feel that our own activities, like those of our sister services are 
somewhat complex within the framework of meeting this funda- 
mental objective. 

It is always a question of judgment as to how we can make the 
maximum information available to the American people without at 
the same time jeopardizing the security of the country. 

In the case of the Department of the Air Force, a fundamental 
problem is created by the very nature of our mission and the global 
scope of our activities. 

You will agree, I am sure, that in order for the Air Force to provide 
the maximum possible effective deterrent force, the enemy must have 
a great deal of knowledge of this force in order for it to be an effec- 
tive deterrent. It is they as well as the American people who must 
appreciate its deterrent value. 

The American people must be kept informed of our steps to keep 
our force modern and effective, for in the final analysis it is they who 
must support our broad technical programs that will establish a sound 
foundation of scientific knowledge upon which we in the Air Force 
can build superior components and techniques for the weapon sys- 
tems of the future. 

We are always in a dilemma as to just how much information 
should be released on our current and future weapon systems and 
operational techniques. This dilemma is reconciled through precise 
yet human judgments as to just what constitutes security informa- 
tion in relation to a particular period of time. 

In this connection, I would like to point out that my office concerns 
itself every day with the practical problem of declassification and the 
avoidance of overciassification. 

I feel that our efforts in this regard have considerably improved the 
overall free flow of information to the American public. 

The above remarks apply to both types of information that my 
office concerns itself with. 

First, within the standard criteria of truth and accuracy, we answer 
queries for factual information from radio, TV, motion-picture in- 
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dustry and media representatives such as editors, authors, publishers, 
and writers, and interest always runs the gamut of worldwide Air 
Force activities. 

The volume of work in handling these queries is considerable, num- 
bering in the hundreds each day. 

To facilitate and expedite liaison between the Air Force and pub- 
lic-information media we have established, in addition to our Wash- 
ington office, 3 field offices—1 in New York, 1 in Los Angeles, and 1 
in Chicago. 

Second, a more manageable type of operation in connection with 
disseminating information on our activities and keeping the public 
informed, we have two programs—the public-information program, 
and the internal-information program. 

In the public-information program, the Department of the Air 
Force on its own initiative attempts to fulfill its obligation to keep the 

ublic well informed. We put out this information on our own 
initiative and here we of necessity are somewhat selective. 

The information we put out must not only be wholly accurate and 
not misleading or confusing to the public, but it must have none of 
the elements of so-called ropaganda. 

Here we are faced with the practical problem of limitation of man- 
power and funds. 

Our internal-information program receives a great deal of atten- 
tion from us because of its importance to the Air Force as a whole 
where we have an internal audience of some 2 million people—the 
men in uniform and their families. 

Our purpose in the internal-information program is to keep our 
own people informed and properly motivated as to why they serve and 
what they serve. 

Esprit de corps and morale are absolutely essential for the effective- 
ness of our force and for the retention of trained and skilled per- 
sonnel. 

In the handling and dissemination of all information, whether in 
response to queries or on our own initiative, we in the Air Force al- 
ways strive to deal in factual and unembellished information and to 
stay within the bounds of legitimate military security. 

n the handling of all public-information matters, the Department 
of the Air Force does not operate on a unilateral basis. Information, 
whether it be in the form of press releases, speeches, or answers to 
queries, is handled through the Department of Defense Office of Pub- 
hie Affairs, in accordance with rules of procedure, regulations, and 
policy common to all three services. 

In closing I would like to state that we have a very close and harmo- 
nious working relationship between the various activities of my office 
and those of the Office of the Assistant Secretary of Defense, Public 
Affairs. 

I will attempt to be as responsive as I can to any questions that 
members of this subcommittee might have. 

Mr. Courtney. Shall we proceed with the security—because it does 
overlap. 

Mr. ti BBERT. Yes. 
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_ Mr. Courrnry. We have Mr. Joseph Liebling, Mr. Chairman, who 
is Assistant for Security, Deputy Chief of Staff for Materiel, and 
eres of Staff for Development. 

Mr. Liebling, would you proceed. 


STATEMENT OF JOSEPH LIEBLING, ASSISTANT FOR SECURITY, 
DEPUTY CHIEF OF STAFF FOR MATERIEL, AND DEPUTY CHIEF 
OF STAFF FOR DEVELOPMENT 


Mr. Lizsiine. Mr. Chairman and members of the committee, it is 

a pleasure for me to be here to work with you and your staff. 
_It is presumed that the members of your committee are ac- 
— with the provisions of Executive Order 10501, Safeguarding 
ficial Information in the Interest of the Defense of the United 
States, dated November 5, 1953, and Department of Defense directives 
Yo i ee. the order. 
ur internal Air Force directive for the safeguarding of military 
information is contained in Air Force Regulation 205-1. 

In order to avoid any unnecessary repetition, it is my intention 
with this prepared statement to indicate to you how we apply the 
security classifications to Air Force technical developments with par- 
ticular emphasis on guided and ballistic missiles. 

Briefly, the functions of my office cover such cases involving secu- 
rity classification matters, industrial security, and security review of 
information intended for public release, export control of military 
items, and licensing arrangements, in addition to review of cases in- 
volving the disclosure of classified research and development and 
materiel information to foreign governments, nationals, firms, forei 
visitor requests, documentary releases, including NATO, MDAP, 
OSP, and so forth (AF-DCM1I), and the review of security aspects 
involved in the commitment of equipment for international programs. 

We are not charged with cases involving administrative and physi- 
cal security practices, personnel security clearances, the establishment 
of interna Kir Force general security policy and procedures, and so 
forth. 

If you desire additional information concerning security policy, 
regulations, and procedures in this connection, with your permission 
Col. Elmer M. Neville, the Assistant for Security Plans and Policy of 
the Office, Deputy Inspector General for Security, Headquarters, 
USAF, is available to answer your questions. 

We will try to be as candid as possible as to how the procedures 
actually operate within the Air Force and its technical services who 
are the cognizant agents for the operational control and the fixing of 
security classification to specific ee projects. 

Within the provisions of the basic Air Force Regulation 205-1 we 
have AFR 205-49, which establishes the policy and procedures for 
the assignment and designation of security classification to aircraft, 
guided missiles, and aircraft engines. ; 

This regulation provides for a breakdown of the security classifi- 
cation of the items of information pertaining to an aircraft or guided 
missile from “Secret” to “Unclassified” during the phases of devel- 
opment and production which begin with preliminary design studies 
through mockup and production of the first research and development 
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article, its test program, factory production of quantities for inven- 
tory purposes and into operational units. 

his regulation is in fact a security classification guide based on 
certain factors which were taken into consideration and are enumer- 
ated below. 

It provides the clesying officer with a progressive downgradin 
procedure and gives the technical services project officers a standar 
guide for fixing classification on items of information on the project 
as.it passes through the various phases until declassification is possible. 

1. Consider national policy involved—if applicable—as well as mili- 
tary interests. 

2. Apply his knowledge of the overall plan, project, or operation 
which might be involved. 

3. Consider whether or not foreign governments or enemy forces 
have knowledge of the information or possess substantially the same 
information. If practicable, request the appropriate intelligence 
office to furnish assistance concerning this question. 

4. Consider the immediate and future effect of a particular classi- 
fication that might be assigned. 

5. Determine whether unavoidable operational requirements for use 
of the information will prevent holding it under tight security control. 
Consider, among other factors, where the information will be used, 
and how many units and individuals might require knowledge of it. 

6. Coordinate with other offices whose plans or projects might be 
affected by assigning the information to a particular classification or 
by disseminating it without security protection. 

At such time when declassification is required the responsible con- 
tracting commander, which would be the Air Research and Develop- 
ment Command or the Air Materiel Command, the request is submitted 
by the individual project office to Headquarters United States Air 
Force and recommendations are included whether taxi tests, ground 
handling tests, and so forth, should be conducted under controlled 
conditions and whether certain external features of the aircraft or 
guided missile should remain classified and safeguarded accordingly. 

The actual agency for authorizing such declassification action is 
my office, the Office of the Assistant for Security, such action bein 
coordinated among interested Air Staff agencies and the actual ad- 
ministrative and physical removal of the security classification is 
effected by the responsible commander who notifies all holders of 
documents. 

In June of 1956, we established within the Air Force a Master Se- 
curity Classification Guide for ballistic missiles projects which con- 
tains a complete breakdown of security classifications pertaining to 
Air Force ballistic missiles and component projects such as propul- 
sion, guidance, and so forth. 

This master guide is issued and disseminated by the Directorate 
of Security, Deputy Commander Resources at the Air Force Ballistic 
Missiles Division under the Headquarters Air Research and Delevop- 
ment Command. 

The degree of security classification pertaining to individual items 
of information is contained in the guide as it pertains to the ballistic 
missile during its various phases of development testing and such 
classification is fixed by the Ballistic Missiles Divison. 
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Recommendations for the declassification of major items are sub- 
mitted to Headquarters USAF, Assistant for Security, Deputy Chief 
of Staff, Materiel—Deputy Chief of Staff, Development. 

This guide is also prepared consistent with the criteria discussed 
above which in effect spells out for the individual project officer “which 
item of information requires security protection on his project,” and he 
fixes the security classification accordingly. 

This application of security classification simplifies the project 
officer’s job and eliminates inconsistencies of judgment by various 
project officers if they have to evaluate each item separately in ac- 
cordance with limited amounts of information available to them to 
properly evaluate the project. 

Ince we are interested in what security guidance is provided for 
use by project engineers, scientific groups and industry technicians, 
I would like to discuss another form which provides appropriate in- 
structions of USAF contractors who are working on classified projects 
in the guided missiles and ballistic missiles fields. 

The Armed Forces Industrial Security Regulation issued as a joint 
publication by the Department of Defense provides for the use of the 
Security Requirements Check List, DD Form 254. 

This is prepared by the contracting activities of the military de- 
partments to indicate to contractors the security classification assigned 
to various elements of prime contracts wherein classified information 
is involved. 

It is intended that this form will eliminate the misconception that 
a security classification assigned to a classified contract or task applies 
equally to all phases of such contract or task and thus will prevent 
the impairment of production schedules which might otherwise be 
caused by unnecessary clearance and safeguarded requirements. 
Within the Air Force, the actual fixing of security classification on 
these forms is accomplished within the guidance provided in the 
aforementioned master security classification guide, and the AFR 205- 
49 and is filled in by the cognizant project officer in collaboration with 
the contracting agent. 

Ballistic missiles security classifications are specifically approved 
by the security officer at the Ballistic Missiles Division under Head- 
quarters Air Research and Development Command. Requirements 
are in play by specific instruction from the Department of Defense, 
and as contained in the Air Force procurement instructions for pro- 
gressive downgrading and 6 months’ review requirements of the se- 
curity classifications in the DD 254 form to provide an individnal con- 
tractor with the most current information pertaining to individual 
items of information which require security protection. 

Your indulgence in the technical details provided to you concern- 
ing the directives in play mentioned above are appreciated. In re- 
viewing the categories, however, which your subcommittee is interested 
in, it is my conclusion that you are concerned with what flexibility is 
in being with regard to security classification on guided missiles and 
what effect do these directives have on the research and development 
and production effort in the guided missiles field. 

It is concluded, therefore, that the emphasis of these hearings inso- 
far as classification and dissemination of information is concerned 
pertains to a desire toward greater dissemination of technological in- 
formation to scientific groups and among industrial organizations 
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thereby enhancing research and development and production effort 
in the United States. 

With this in mind, I would like to indicate to your committee the 
status of the security classification directives and the progress now 
being made by the Air Force to modify these policies to accomodate 
this requirement in line with general national policy and principles 
in the advancement of scientific and technological knowledge as re- 
lated to Air Force guided missiles. 

1. For the past year, my office has been working in close liaison with 
personnel at the Headquarters, Air Research and Development 
Command; the Headquarters, Air Materiel Command; and the Ballis- 
tic Missiles Division for a more progressive downgrading policy 
pertaining to all major developments. 

A final draft of a new Air Force Regulation 205-49 will be available 
shortly in my office, and will be coordinated prior to issuance with the 

roject people at the commands. Examples of major changes now 
ci considered will provide for almost automatic declassification 
of technical orders, supply manuals, and catalogs, maintenance and 
operational instructions, and so forth, prior to the time the hardware 
goes into operational units. 

The security classification of such items as the model designation 
number, and manufacturer who has been given a contract as weapon 
system X-1000 by North American, can be unclassified. 

The changes proposed will bring about a tremendous savings in 
funds since we feel that the unclassified status of these innocuous 
items of information would not affect national security. 

2. We have just completed a revision of the Master Security Classi- 
fication Guide approved by Headquarters USAF on February 8, 1958, 
for issuance by the Ballistic Missiles Division. Many items of infor- 
mation pertaining to Air Force ballistic missiles projects such as 
Atlas, Thor, and Titan have been declassified to provide for a prac- 
tical approach in connection with missiles now being tested and ex- 
posed to public view, and also which are in quantity production at 
contractors’ facilities where the classified information is available 
to thousands of people. 

During the first and second week of October 1957, specific visits 
were made by Col. Leon Booth, special assistant to the Deputy Chief 
of Staff, Development, and myself, to the Ballistic Missiles Division; 
Convair Division, General Dynamics; North American Aviation; 
Douglas Aircraft; Northrup Aircraft; and Boeing Airplane Co. 

The purpose of the trip concerned itself with the current status of 
the USAF missiles program and state-of-the-art at present, with em- 
phasis on those missiles which have now reached the flight test stage 
and are at various centers in the United States, particularly at Patrick 
Air Force Base, Fla., where prevention of exposure to public viewing 
has become impractical and infeasible from applying physical pro- 
tective measures or attempting to legally enforce such measures. 

The specific objectives in mind were twofold: 

(a) From a technological and operational factor, does the external 
configuration of either the Atlas or Thor missiles reveal any significant 
data while undergoing captive or firing tests from stands to actually 
enhance the Soviet capability from a research and development stand- 
point, and would it be detrimental to United States security if these 
external features were officially declassified ? 











100 INVESTIGATION OF NATIONAL DEFENSE 


(6) The public release of information including photographs and 
data becomes imminent depending upon such declassification action. 
This second purpose becomes one of extreme interest to the Air Force 
through public acknowledgement of the USAF responsibility in the 
guided missiles field and must be exploited to the fullest as being in 
ra a with the Air Force mission in the defense of the United 

tates. 

This revision was undertaken with the objective in mind as to “what 
is really significant from the security point of view with regard to 
the ballistic missile” and discussions were held with the top project 
engineers in the Air Force and at the contractor facilities in soliciting 
their individual comments concerning the projects undergoing tests 
to determine the specific sensitive features which still warrant a secu- 
rity classification. 

I am sure you are acquainted with the officially released publicity 
during the past several months concerning Air Force progress in 
the ballistic missiles field resulting from declassification actions which 
were accomplished by the Air Force. 

3. In order to more effectively approach the requirement for stand- 
ardization of security classification guidance among the services in 
the guided missiles field, representatives of three military depart- 
ments in collaboration with DOD veople undertook the project of 
revising the Security Requirements Check List to provide for built-in 
declassification time schedules which will be in use throughout all 
ee _departments contractor facilities, thereby resulting in the 
Army, Navy, or Air Force declassifying an item of information on 
a guided missile at approximately the same time during its status of 
research and development, production, or operational use. 

4. The Air Force actively sponsors and participates in meetings of 
professional groups such as the Institute of Aeronautical Sciences 
and the Institute of the Radio Engineers to stimulate interest in re- 
search and development in the various scientific fields. Current scien- 
tific and technical reports are prepared by personnel of the Air Force 
and its contractors for presentation at these meetings as well as for 
publication in professional journals and other media. 

5. Based on requirements in AFR 205-1, the various responsible 
commanders have instituted continuing programs which lead to the 
declassification of their technical information on a project-by-project 
and item-by-item basis. Furthermore, the Air Force encourages ex- 
cluding basic research from security control. We actively support the 
view that security of information which discloses the military applica- 
tion of scientific advances is the primary objective of our dlantifie ation 
system. 

re A joint Army- a Air Force regulation (AFR 205-48) re- 
ee that copies of unclassified scientific and technical reports be 

orwarded by project commanders direct to the Armed Services Tech- 
nical Information Agency (ASTTA) so as to be available for further 
distribution by that Agency. Reports which are declassified as a result 
of the procedures described above are already in stock in ASTTA. 

The unclassified reports are listed and described in the Technical 
Abstract Bulletin which is issued monthly by ASTIA. A copy of 
this bulletin is sent to the Department of Commerce to use in announc- 
ing the availability of the reports to business, industry, and science. 
Thus, the existence of the reports is made known to all interested per- 
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sons at the same time. Individuals may purchase copies of the reports 
from the Department of Commerce. This function of the Department 
of Commerce was established by Public Law 776. 

7. In the matter of increased sharing with selected allies of scientific 
information relating to research and development as publicly an- 
nounced by President Eisenhower, the Office of Assistant for Security, 
DCS/M—DCS/D, in addition to other duties, was specifically 
designed on January 24, 1958, as the Air Staff focal point, 
and coordinating agency for all actions and inquiries regardin# the 
increased sharing of information in the scientific, research and de- 
velopment, and production fields with selected allies; and for review- 
ing cases in which security aspects are involved in the commitment 
of equipment for international programs. This action is intended to 
coordinate the applicability of security findings particularly where 
domestic programs have become so interrelated with international 
requirements in the research and development and production fields. 

8. In conclusion, you will note from the foregoing that we are 
taking the most liberal approach with regard to the exchange and 
dissemination of technological information brought about by the 
practical approach to the declassification of such information. Basic 
research data must be given the most widespread dissemination to 
educational institutions, organizations, and technical societies. We 
fully support the philosophy of the most libera] application of the 
need-to-know principle among technical groups who are under 
contract to the Air Force. Every practical approach will be taken 
in applying security classification to research and development of new 
weapons which should facilitate the enhancement of scientific talent 
within the Air Force and the aircraft and guided missiles industry. 

Mr. Heésert. Thank you. That was a very fine informative state- 
ment. 

Mr. Courtney ? 

Mr. Courtney. Mr. Chairman, the two questions, with reference 
to classified material, and the statutes, we might as well get out of 
the way right at the beginning. 

What is the position of the Air Force with respect to the provisions 
of sections 53 and 67 to title 31 of the code dealing with the authority 
and the requirements of the General Accounting Office, for the audit- 
ing and reports to the President, and the Congress, as to whether or 
not it is within the prerogative of the Air Force to exclude repre- 
sentatives of that Office, properly identified and properly cleared 
for security within the category of information sought, as to whether 
you may or may not exclude, and if so, unJer what conditions and 
under what authority ? 


TESTIMONY OF JOHN A. JOHNSON, GENERAL COUNSEL, DEPART- 
MENT OF AIR FORCE 


Mr. Jounson. Mr. Courtney, I have—is that title 31, United States 
Code, sections 53 and 67 ? 

Mr. Courtney. Yes. 

Mr. Jounson. I had heard about this. I was not here during the 
previous testimony. I brought along the text of section 53. 

I don’t have 67. 

Mr. Courtney. If you have answered 53 you will have answered 67. 
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Mr. Jounson. The position of the Department of the Air Force 
is that the Comptroller General and his representatives have a right 
to obtain all of the information from the Department of the Air 
Force that is necessary to the carrying out of their statutory duties 
to conduct the investigations described in these statutes. 

Mr. Courtney. As to the determination of what is and what is not 
necessary, who makes the decision, assuming there is a difference of 
opinion ¢ 

Mr. Jounson. It is possible that there would be. 

I would like to say here, by way of introduction, that so far as I 
know, this has not been a serious problem between the General Ac- 
counting Office and the Department of the Air Force. 

Mr. Courtney. Specifically do you have any regulation or instruc- 
tion relating to this area ? 

Mr. Jounson. Yes, sir, we do. Of course, the basic document is 
Executive Order 10501, which places upon the agencies which have 
custody of the information, and control of the information the respon- 
sibility for determining whether the recipient does have the need to 
know, as it is often referred to. 

That is perhaps not the very best description but it is a kind of 
shorthand term that has come to be applied to the standard setup in 
the Executive order. I would like to read that standard, if I may. 

Mr. Courtney. You are talking about 10501 ? 

Mr. Jonson. Yes. 

Mr. Courtney. Just make the assumption we have that in the record 
already. 

Mr. Jounson. Which says: 

Whose official duties require knowledge or possession thereof. 

Mr. Courtney. Yes. 

Mr. Jounson. I am sorry I don’t know what you have in the record 
today because I did not hear it all. We have under that Executive 
order, the DOD directive 5200.1 of July 1957. 

Mr. Courtney. That also is in the record, but there is some question 
as to its acceptance. 

Now, specifically, what the committee wants to know right now, is 
the instructions within the Air Force, and the authority for the 
instructions in this area ? 

Mr. Jounson. I think I could start with this briefly. 

You recall that the present form of the DOD 5200.1, has a specific 
provision referring to access to classified information by GAO repre- 
sentatives, and then says that the echelon for determination, as to 
whether the need-to-know requirement has been met shall be pre- 
scribed by the Secretary of the Department. “If any questions arise 
as to classified defense information falling within the need-to-know 
area which cannot be settled locally, provided local determination has 
been authorized, they will be forw arded to the Secretar y of the mili- 
tary department or to the head of other Department of Defense 
agencies involved for settlement. 

Mr. Courtney. May I break in there, Mr. Johnson, I don’t want to 
interrupt your chain of thought. 

The General Counsel of the Department has testified that there has 
been a question raised with respect to this specific directive, and its 
terms and that some differences are about to be resolved, and that we 


wes 
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may expect within a reasonable time clarification of the particular 
DOD directive to which you have made reference. The question I am 
addressing to you now is under existing authority and there was an 
earlier directive of 1953, which varied slightly in terms, what are the 
Air Force instructions to its personnel, if any, on this subject? 

Mr. Jonnson. Yes, I understand that. I was raising this by way 
of background, because it does point out and make quite clear that 
the final authority to say “No” is vested only in the head of the Depart- 
ment. I wanted to make that point clear. 

Mr. Courtney. Yes. 

Mr. Jownson. The relevant Air Force regulation is AR 205-1, 
paragraph 112, which gives to the local commander the responsibility 
for determining whether the GAO representatives have the need in 
the performance of their official duties to obtain the particular classi- 
fied information that they request. 

That is, he has the authority in the first instance. He can grant 
the request and, on the other hand, if he has a serious question about 
it, if he does not feel that he is satisfied the particular request is some- 
thing which is required for official duties, he then forwards it to the 
higher headquarters, and only the Secretary of the Air Force has the 
final authority to say “No.” 

Now, as I said, there has not been a serious problem here. To the 
best of my knowledge, during the past year there has only been one 
case which has come up that far, and that did not come up with a 
recommendation, as I understand it, of the Air Staff to grant access 
to a particular category of secret and top secret information and that 
request was granted. 

General Farnsworth, Auditor-General of the Air Force, and Mr. 
Benson, deputy for accounting and financial management to the 
Assistant Secretary of the Air Force, both take a very personal inter- 
est in this type of activity by the GAO. They do the best they can to 
foster good relations with that agency and to facilitate the work of 
those investigators, and I know if a question of this kind arises it can 
be taken up with the top echelon right here in Washington very 
quickly. To the best of my knowledge these things have been gener- 
ally handled on an informal basis, and it simply has not been a major 
problem as far as the Air Force and GAO are concerned. 

The precise answer to your question, though, is that the com- 
mander makes the initial determination, but he does not have the final 
authority to say “No.” 

Mr. Courtney. That is the Secretary of the Air Force in the ordi- 
nary chain of command? 

Mr. Jounson. Yes. 

Mr. Courrney. Now, when you speak of a commander you are 
speaking of a base commander ? 

Mr. Jounson. Local base or installation commander. 

Mr. Courtney. Where the document in question might be lodged. 

Mr. Jonnson. That is right. He has the initial responsibility. 

Mr. Courrnry. And you hold that authority is derived, I take it 
from your statement, from the DOD directive of 1953, or from the 
later one. 

Mr. Jounson. From the later one. The one I have. 

Mr. Courtney. Dated December. 

Mr. Jounson. The one I have is dated July. 
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Mr. Courtney. Yes, July. 

With respect to Title 18 section 798, what is the position of the Air 
Force as to whether it has any responsibilities or duties concerning the 
disclosure or dissemination of any information to a committee of the 
Congress ? 

Mr. Jounson. Well, I would say that 798 is a criminal statute. 

The impact of the statute is upon the individual who et or 
wilfully communicates or transmits classified information in violation 
of the act. 

There is, of course, first of all, the primary duty placed upon an 
agency of the Government which has control over this type of infor- 
mation to properly classify it, and do its best to see that no illegal or 
improper dissemination or revelation takes place. 

That is one very positive duty placed upon us. It is clear from the 
statute the head of the agency has a very grave responsibility there, 
for the statute defines classified information as meaning information 
which is for reasons of the national security specifically designated b 
United States Government Agency for limited or restricted dissemi- 
nation or distribution. 

So the head of the agency does have that responsibility. 

Now, I do not think that the statute imposes any other positive 
obligation upon the military departments, Mr. Courtney. 

I think that section C here is designed to create an immunity for 
an individual who is employed, let us say, by the Air Force, from 
the criminal penalties of this statute if he does respond to any lawful 
demand by a committee of the Congress for information which falls 
within the scope of this statute. 

Mr. Courtney. Then, in substance, I take it your answer is this, 
that the Department of the Air Force, as a matter of policy and prac- 
tice, does not consider that it has any right, under this statute, de- 
rivative or otherwise, to withhold information in the circumstances, 
even though penalties might ensue to the individual involved? 

= Jounson. Yes; I think I can agree with that. May I elaborate 
a bit? 

Mr. Courtnrey. We want a statement of policy, is a simple way 
to put it. 

Mr. Jounson. Yes; I would say the Department of the Air Force 
does not regard itself as deriving any authority from this statute to 
withhold anything from a committee of Congress by virtue of the 
statute. On the other hand, the Department of the Air Force also 
operates under certain directives from the President, namely, the Ex- 
ecutive order concerning the whole field of classified information and 
the need-to-know requirement and, of course, the executive privilege, 
neither of which is derived from the statute. 

Mr. Courtney. That is right. Now, let us pass, General, the ques- 
tions which we have with respect to witnesses before congressional 
committees. Taking, first, the question of fact. I am assuming a 
witness, and, of course, agreeing always on a parity, the matter of the 
type of hearing and the subject matter, assuming a closed hearing— 
Do you hold it to be the prerogative of the Department of the hir 
Force to require a prospective witness before a congressional commit- 
tee to discuss with you the facts and the subject matter about which 
he is called upon to testify ? 

General Luznman. No, sir. 


Seton 
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Mr. Courtney. Do you hold it to be within the prerogative of your 
office to discuss and to delete or to withhold or require adaties or with- 
holding of such a prospective witness of matters concerning policy of 
the Department of Air Force, as represented in the policy of the Secre- 
tary of that Department ? 

eneral Lurnman. I donot. 

Mr. Courrney. And are we to understand that witnesses testifying 
before congressional committees, and assuming always the question 
of classification, that as a matter of policy—neither the facts to be 
discussed nor the departmental policy involved are subject to deletion 
or withholding in any way ? 

General Luruman. In no way, shape, or manner. 

Mr. Courtney. Just one general question with respect to the matter 
of scientific information which has been discussed by Mr. Liebling very 
completely in his presentation. Do you have any contro] through your 
office, or within the Department of the Air Force, on the subject of 
the dissemination of classified information on those subjects other 
than the responsibility and judgment of the individual involved ? 

General LurHman. My answer is “No,” but perhaps we would get a 
more definitive answer from Colonel Neville. 

Mr. Courtney. We understand the broad policy which Mr. Liebling 
has indicated. Now, we are dealing with such matters as have come to 
the attention of the general public, through scientific media, foreign 
discussions, and the like of that. Now, let us assume a matter of high 
classification is under consideration. What, if any, control do you 
have, either by regulation or any other restriction, with reference 
to that subject matter ¢ 

Colonel Nevitie. You are not bringing up, then, the question of the 
dissemination within the defense activities and its contractors ? 

Mr. Courtney. No. 

Colonel Nevitxx. It is outside that so far as the security release is 
concerned ¢ 

Mr. Courtney. That is right. 

Colonel Neviiie. I do bdllove that falls under the 190 series of the 
regulations and under certain circumstances, and depending upon 
certain categories of information there is a requirement that that in- 
formation be submitted up to the office of the Secretary of Defense for 
security review prior to its release. 

Mr. Courtney. I am speaking now principally of technical informa- 
tion of a highly sensitive or possibly highly sensitive nature. And con- 
sidering always the policy of dissemination of the information for the 
purpose of stimulating and improving the art by reason of new in- 
formation. 

Now, Mr. Chairman, with those questions, I have no further ques- 
tions of the Department of the Air Force. ‘There are here, Mr. Chair- 
man, the basic documents, which can be made a part of the record. 

Mr. Hépert. Yes. Now, what is your background as related to pub- 
lic information activities 

General LugHMAN. I was the Deputy Director of Public Informa- 
tion for the Air Force for about 3 years, 314 years ago. For the 3 
following years I ran the setup and ran the Air Force recruiting serv- 
ice, which is 90 percent advertising. 

Mr. Hépert. That is pretty good activity. 

General LurnMan. For practically every city in the country. 
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Mr. Hésert. Did you have any prior experience before assuming 
the post of deputy ? 

General LurHMan. No, sir. 

Mr. Héezert. You went in cold without knowing anything about 
relations, or public information ? 

General Lurnman. That is correct, sir. 

Mr. Hépert. Do you have any career—not career, but trained in- 
formation specialists in your office ? 

General LurHman. Yes, sir. I brought along a list of a few of 
them to give some indication of our thinking, because I agree whole- 
heartedly with you in the field of specialists, we need them. 

Mr. Hésert. The Air Force does a good job. They are not shy. 

General Luznman. In my office I will mention a few, Colonel New- 
lon, who was city editor for 15 years of several papers. Lieutenant 
Colonel Chiba, who was an eidtor of two weekly papers. There is 
a considerable list. 

Mr. Hévert. I would like that whole list in the record. The reason 
I want it in the record is because finally you have demonstrated, this 
is my personal opinion exactly what has been running through my 
mind all the time. 

I have different ideas, since the General—who is it in the Army— 
General Storke testified, because I realize the administrative situation 
in which you find yourself and in which the Director of Public Infor- 
mation in each branch of the service finds itself. I can easily recog- 
nize it. And it is more administrative. But to back up the situation 
in getting out the news in a favorable light to the individual service, 
it is necessary to have trained people and to use them and to use these 
newspapermen and these television people and radio people. And it 
has been my opinion, with the exception of the Marines, which, of 
course, has come up through the years, and certainly the Air Force 

ts the most favorable publicity and does not miss a bet, and I think 
it is reflected now in the list you are now giving us, because it shows 
these boys know which desk to go to and which doors to knock on. It 
is indicated from this list you have a great deal of trained people 
under you. 

General Luruman. I would like to point out to you, before I go 
through this short list, that our office, in addition to acting as a public- 
information office in Washington, is a managerial office in terms of the 
major commands throughout the world in the Air Force, so these 
people function not only as information people here, but as super- 
visors or administering to a degree the field offices. 

Mr. Hésert. And direct those offices just as a city editor would 
direct a desk of reporters? 

General Luruman. Yes. 

Mr. Hépert. Do you have that list ? 

General LurHMan. Yes. 

Mr. Héserr. You can put it in the record. Wo do want it for the 
record. 
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(The list referred to is as follows :) 


DEPARTMENT OF THE AIR FORCE, 
OFFICE OF THE SECRETARY, 
Washington. 
Memorandum for General Luehman 


INFORMATION Services Orricers WitH Previous NEWSPAPER EXPERIENCE 


Quoted below are names of individuals presently assigned ISO duties within 
the continental limits of the United States possessing previous newspaper back- 
grounds. 

SAFIS 


Colonel Newlon: Omaha World-Herald, Chicago Times, Dallas Dispatch, Dallas 
Dispatch Journal, WEA Service; city editor and managing editor, 15 years. 

Lieutenant Colonel Chiba : Editor 2 weekly newspapers in New Mexico, 2 years; 
public relations director, Breese Business Inc., of Santa Fe, N. Mex.; 1 year 
Assistant Director of PR, Atomic Energy Commission 2 years. 

Major Thompson: Coral Gables Times, Miami Beach Sun Tropics; reporter, 
news editor, 3 years. 

Major Shaw: San Francisco News; AP reporter and editorial manager, 4 
years. 

Maj. William James: Daily Oklahoman; Oklahoma City Times; reporter, 3 
years. 

Captain Smith: Radio station KMUS, Muskogee, Okla.; continuity writer, 
1 year. 

Mr. France: George Fry Associates, Chicago, consulting managment engineers, 
Advertising Promotion, 2 years. 
Mr. DuPre: 1928-38, Dallas Journal, sports editor; 1938-42, Dallas News, 
assistant sports editor, 14 years. 

Captain Sunderman: Teacher and author, two published books (historical). 

First Lieutenant Perkins: Successful contributor to magazines, published 
articles, 1 year. 

M:ujor Holmes: American Broadcasting Co., studio productions, 2 years. 

Mr. Wiugner: Various radio stations, announcing, writing, and directing in- 
cluding program director, 6 years. 

Major Wengel : Advertising and commercial photography. 

Major Bergwin: Tri-City Star, Davenport, Iowa, reporter; Chicago City News 
Bureau, Chicago, reporter; director of public relations, University of Tampa, 
Tampa; Daily Times, chief editorial writer, 5 years (8 years total). 


LOS ANGELES OFFICE 


Col. Dean Hess: Successful author of published book. 
Capt. Lucille M. Busch : MGM Studio editorial department, 5 years. 
Captain Eckles: Radio station WDAEH, Tampa, Fla., 12 years. 


CHICAGO OFFICE 


Technical Sergeant Wallach: Denver Post, Albuquerque News, AP, feature 
writer, 7 years. 
NEW YORK OFFICE 


Major McFarland : Reporter UP, 2 years. 

Major Spence: Scripps-Howard paper, 1937-40, news photographer; 1947, 
radio station KTBC, Austin, Tex., news reporter. 

Technical Sergeant Forbes: 1940-42, reporter-photographer, 214 years, North- 
eastern Publications; NBC, ABC, 4% years publicity account executive, picture 
editor. 

Major Young: 1934-40, Decatur News, Inc., Decatur, Ill., 6 years general as- 
signment reporter, 1 year city editor; Kansas City Star, 1948-52, general 
assignment reporter. 
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Major Hefferman: Southern Maryland, 2 years, wrote a column New York 
World Telegram, 2 months. 


HEADQUARTERS, STRATEGIC AIR COMMAND 


Lt. Col. Harry P. Kelliher, Dyess AFB, Tex., newswriter and news editor. 

Lieutenant Colonel Spaulding, 7th Air Division, Des Moines Tribune, Iowa 
(picture editor); Cedar Falls Daily Record; Cedar Falls, Iowa (managing 
editor) ; UP, political writer ; Chicago City News Bureau, reporter. 

Maj. Jack S. Laurie: Pease AFB, reporter (no paper mentioned). 

Maj. Elmer Jewitt, 16th Air Force; newspaper owner 1946-50. 

Maj. Devill D. Trenholm, Headquarters, 8th Air Force; Kokomo Tribune, 
Kokomo, Ind., 2 years reporter; Lawton Constitution, Lawton, Okla., reporter, 
3 years. 

Maj. Carl J. Woodrich, Biggs AFB, Tex., Kankakee Star, Kankakee, IIL, 
reporter, 2 years. 

Capt. Clarence L. Beare, Barksdale AFB, Daily Iberian, Iberia, La., city and 
sports editor, 2 years. 

Capt. John Hainds: City News Bureau of Chicago, reporter, 2 years. 

Capt. Thomas J. Wiley: 7th Air Division, Richmond News Leader, Richmond, 
Va., sports writer. 

ist Lt. Victor Pesqueira, Fairchild AFB, Fresno Bee, Fresno, Calif., reporter. 

CWO Donald L. Moore: Headquarters, SAC, Panama City News Herald, sports 
editor, 2 years; Sentinel-Star, Orlando, Fla., sports editor, 1 year. 


AIR ACADEMY 


Col. Max Boyd: Bureau Chief, Cairo, Egypt; AP, 2 years; AP staff, Washing- 
ton, 3 years. 
HEADQUARTERS COMMAND 


Lt. Col. Robert O’Brien: Wheeling Intelligencer, Wheeling, W. Va., reporter, 
7 years. 
Major Lookadoo: Hot Springs News Era, 1 year. 


AIR MATERIEL COMMAND 


Colonel Cross: Managing editor, San Antonio Express, 20 years. 

Mr. Haberer: Ohio State Journal, Dayton Journal Herald, 5 years, reporter. 
Mr. Weiss: 10 years, general reporter, Parksburg News, Louisville Times. 
Mr. Herbert: WLDW-TYV, news director; radio station WILL, 3 years. 


CONAC 


Lieutenant Colonel Frazer: 10 years, New York City area, reporter news, and 
magazine feature writer. 

Lieutenant Colonel Hibel: 5 years New York City area, general reporter. 

Major Wyrosdick: 1 year, Atlanta Georgia reporter, general. 

Major Mahar: 10 years, Albany, N. Y., reporter, rewrite desk. 

Major Edwards: 2 years, Illinois Homeward newspaper, general reporter. 

Lieutenant Barton: 1 year, newspaper writer. 

Sergeant Parris: 6 years, Rome, Ga., general reporter. 

Technical Sergeant Dyke: 2 years, Knoxville, Tenn., photographer. 

Technical Sergeant Nelson: 15 years, Brooklyn, N. Y., area, reporter, rewrite 
desk, and sports. 

Master Sergeant Christie: 4 years News-Times, general reporter. 

Staff Sergeant Miner: 1 year, Colorado magazine, feature writer, free lance. 

Technical Sergeant Brent: 2 years, Birmingham, Ala., general reporter. 

Technical Sergeant Mahar: 10 years, Pittsburgh, Pa., editor, reporter, rewrite 
desk. 

Master Sergant McPartlin: 2 years, Bemidji, Minn., city editor. 

Airman Third Class Gilson: 14%4 years, Washington, D. C., photographer. 

Airman Third Class Kenne: Philadelphia sports and general news. 

Air Second Class Waggoner: Salt Lake City, general reporter. 

Mr. Walsh: 2 years AP, New York area, general reporter and deskman. 

Mr. Conely: 3 years, Atlanta, Ga., reporter and feature writer. 

Mr. Mischro: 4 years, San Angelo, Tex., general reporter. 

Mr. Giachino: 4 years, Miami, Fla., reporter. 


2 eer 





5 aor comyt 


INVESTIGATION OF NATIONAL DEFENSE 109 


AIR DEFENSE COMMAND 


Eastern Air Defense Command 


Colonel McShane: Newspaper and radio, 17 years. 
Lieutenant Colonel McAfee: 20 years, general public relations. 
Major Lovelace: 3 years St. Louis Post Dispatch, reporter. 


Continental Air Defense Command 


Colonel Sherridan: 4 years reporter, Janesville, Wis. ; 3 years, Madison, Wis. ; 
10 years Hearst, Detroit, rewrite, feature writer. Six years, advertising, Kan- 
sas City. 

Warrant Officer Sheppard: 2 years Montgomery Advertiser, reporter 2 years 
Alabama Journal, telegraph editor. 


Headquarters 


Colonel Mayhall: Stringer Daily Oklahomian, 4 years feature writer; public- 
relations director, State College, 10 years; director-manager of KOCW, 4 years. 

Lieutenant Colonel Corrigan: .. years public relations executive. 

Captain Beasley: Technical writer, Gulf and Caribbean Institute, 1 year re- 
search writing ; free lance, 4 years. 

Captain Swanson: Free-lance artist, copy writer, 1 year. 


Western Air Defense Command 
Colonel Sears: Publisher, 5 years, Sportsman Equipment, Danville, Iowa. 
Major Merritt: 14 years, newspaper experience; UP 3 year periods, Chicago 
city bureau. 
Major Locker: Instructor at information school for 4 years. 
Major Bower: 5 years, newspaper. 
Major Geddings: 7 years, newspaper reporter. 


AIR UNIVERSITY 


Colonel Macauley : 1935-40, Washington Daily News, reporter and art editor; 
1940-42, Fort Lauderdale Daily News, Fla., reporter, city editor, and managing 
editor ; 1942-46, desk and public relations officer ; 1946, executive news editor of 
the Fort Lauderdale Daily News; 1947-50, civilian capacity special assistant 
to the Deputy Inspector General in USAF for publication and public relations 
for the Flight Safety magazine; 1950-53, active duty, chief of plans for the 
Flight Safety magazine. 

Mr. Greenpeyton: 1929-33, reporter Richmond. Times-Dispatch; 1933-38, 
writer on Fortune magazine; 1939-42, contributing editor, Time magazine; 1942, 
chief of the Times news bureau of Time and Life in San Antonio; 1946-51, free- 
lance writer, wrote two books. 

Captain Papin: Reporter and feature writer, Oklahoma Daily Reporter and 
feature writer, Oklahoma City. 

Mr. John Burns: 23 years, 1935, reporter, Fort Worth Star Telegram; 5 years, 
AP writer; city editor of the Nashville paper; national public-relations director 
of the VA; 3 years, owner and publisher of the Donaldson Weekly, Tenn.; 2 
years, editor of a county weekly, Texas. 

Major Johnson : 5 years sports editor of Iowa Daily. 


TACTICAL AIR COMMAND 


Captain Webb: 2 years Roanoke World News, reporter. 

Captain Weiss: 2 years, Pittsburg, Kans., Sun. 

Major DeDore: 3 years, editor and publisher of Bayside Life, Bayside, N. Y. 
Second Lieutenant Constance Cross: 3 months, San Antonio paper. 

Captain Holland : 2 years, Boston Post, reporter. 

Major Frank: 1 year, overseas weekly, London, England. 

Captain Oldenburgh : 5 years with the La Cross Tribune, Wis. 


AIR RESEARCH AND DEVELOPMENT COMMAND 


Mr. Febr: Utica Observer Dispatch reporter. 

Dr. Helfman: Magazine contributor, 25 professional journals; sports news- 
easter WOSU, Mich. General stringer. 

Major Coleman: Radio news director and commentator, WRUN, Fla., 3 years. 

General LurnHMAn. I would like to mention, at the Air University 
we have a former Bureau Chief of the 
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Mr. Héverr. At the Air Academy? 

General LurHMan. Yes; Max Boyd. 

Mr. Hésert. I did give him a couple of pointers on some things 
that recently happened out there. 

Mr. Courtney. Mr. Chairman 

Mr. Hésert. What is your relationship with the newspapers and 
the public-information media? Are you on a very compatible basis 
or do you have any difficulties? 

General Luruman. No,sir. I consider we are on a very compatible 
basis. On my travels around the country I call on city editors, and 
the heads of international news, and so on, when I am in town. We 
are trying to service them. 

Mr. Hesert. Yes. I know you are. We are not trying to be 
facetious. We are trying to develop something which we think is a 
very needed thing in the services. Of course, I am expressing myself 
personally on this, but I am very acute to the situation. 1 think the 
other services should do exactly what you are doing. You have a job 
to do, and it is a job to get out and sell the Air Force—and, of course, 
the Air Force has been sold to the country and tothe world. And you 
cannot have a shoemaker operating a linotype machine. 

General LuruMan. No, sir. 

Mr. Héserr. And the utilization of these individuals I think is a 
credit to your administrative capacity, and I do compliment you on it. 

Now, are you hampered in any way by the security, because you 
have a difficult area there, even more difficult than the other services, 
as Mr. Liebling explained, I believe, the missile field, which is attrac- 
tive and dramatic field, which people want to know about. Are you 
hampered in any degree ? 

General Luruman. If we are hampered in any degree as far as the 
security is concerned, in the Air Force, it is a question of practicality. 
Our equipment is so big. For example, when the B-52 was manufac- 
tured in a hangar we could keep it secure, but when we bring it out 
on the runway everybody can see it so we have to take steps to declas- 
sify the externals. The same thing applies to missiles. We have a 

rogram now time phased so at a certain point we know this should 

e declassified externally, rather than continue the farce on something, 
when everybody in the world, including the Russians, can see, but it is 
a phased program. 

Mr. Heserr. I understand. But there is no real problem. 

Thank you very much, General. I appreciate your appearance and 
I am sorry we kept you waiting as long as we did, but somebody has 
to wait until the end of the line. 

General Lurnman. Yes, sir. Thank you, sir. 

Mr. Courtney. Mr. Chairman, at this point in the record may the 
record show the Department has supplied the basic data which relates 
to the functioning of the classification system and the dissemination 
of public information. 

I would ask to have those pertinent parts included in the record at 
this point. 

Mr. Hérert. It will be done. 

(Material is in appendix D.) 

Mr. Hésert. The committee stands in recess. (Whereupon, at 4:30 
p. m., the committee adjourned.) 
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House or REPRESENTATIVES 

CoMMITTEE ON ARMED SERVICES, 
SpeecitaL Suscommitree No 6, 

Washington, D. C., Tuesday April 1, 1958. 


EXECUTIVE SESSION 


7 

The subcommittee met at 2:30 p. m., Hon. F. Edward Hébert 
(chairman of the subcommittee) presiding, with Mr. Hardy, Mr. 
Kitchin, Mr. Hess, and Mr. Wilson. 

Mr. Hézerr. The committee will be in order. 

Mr. Courtney. 

Mr. Courrney. Mr. Chairman, this meeting was called in further 
consideration of phase 2 of the subcommittee’s agenda dealing with 
the classification and dissemination of information. 

At the last hearing of the subcommittee on this subject, the Depart- 
ment of Defense advised that a directive would be forthcoming 
which would define in Department of Defense terms access to infor- 
mation by the representatives of the Comptroller General. 

In the interval, the subcommittee has been advised, by both the 
General Counsel of the Department of Defense and the Comptroller 
General, of the contents of the proposed directives—and put them 
plural because the directives which now have been sent to the sub- 
committee relate both to unclassified and to classified information. 

Following the last meeting of the subcommittee, on March 27, the 
General Counsel of the Department of Defense, Mr. Dechert, sent 
a letter, enclosing a copy of a letter, from the Comptroller of the 
Department of Defense, Mr. McNeil, making reference to the title 
of the directive, but not disclosing the contents thereof. 

The same letter had previously been submitted to the subcommittee 
by the Comptroller General. 

On March 24, 1958, the subcommittee chairman wrote to the Comp- 
troller General and in pertinent part the letter stated as follows: 

The subcommittee would appreciate being advised of the finalization of terms 
of these directives. It is unfortunate, it seems to me, that a statute requires 
an implementing directive in the opinion of some officials, but it does. We 
shall see what the product is before committing ourselves. 

Thereafter the Comptroller General presented the text of the pro- 
posed directives. 

Now, generally, the subcommittee understands that the directives 
are under consideration, but have not been actually adopted as of this 
time; but because of the imminence of the directives in time, it was 
suggested, at your direction, Mr. Chairman, that we have this discus- 
sion with the Comptroller General’s representative today, in particu- 
lar, with reference to one paragraph of the directive relating to 
classified information, and, in particular, because of a paragraph in 
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the letter of the General Counsel of the Department of Defense, which 
in pertinent part reads: 

While I know of no instance where General Accounting Office representatives 
were ultimately refused access to information relative to the performance of 
their functions, I trust. that the issuance of this directive and its implementa- 
tion by the military departments, representatives of the Department of Defense 
in the field will have a better understanding of the policy of the Department of 
Defense in this particular area. 

Mr. Chairman, we deal with title XX XI, section 53, which is the 
general authority and direction of the Comptroller General to investi- 
gate, among other things, the Department of Defense, and in turn 
report its findings to the Congress, as the agent of the Congress. 

r. Keller is here on behalf of the Comptroller General, and Mr. 
Lyle Fisher, the,General Counsel, and Mr. Lawrence Powers, the 
Director of the Defense Accounting and Auditing Division of the 
General Accounting Office, which is that portion of the General 
Accounting Office organization most immediately concerned with the 
problem at hand, are here. 

Mr. Héserr. Are you three gentlemen going to testify ? 

Mr. Courtney. Three; yes. 

Mr. Héserr. Three. 

Mr. Courtney. Mr. Chairman, I should state for the record, and 
for the information of the witnesses, that this proceeding is by diree- 
tion of the full committee, and under the authority of House Resolu- 
tion 67. All witnesses have heretofore been sworn, excepting these 
witnesses, Mr. Chairman. 

Mr. Hésert. Please rise and raise your hand. 

You and each of you do solemnly swear that the testimony you will 
give before this subcommittee in the matters now under consideration 
will be the truth, the whole truth, and nothing but the truth, so help 
you God? 

Mr. Fisuer. I do. 

Mr. Powers. I do. ~ 

Mr. Ketter. I do. 

Mr. Courtney. Mr. Chairman, Mr. Keller has a prepared state- 
ment, and he has attached to it the two proposed directives. He is 
responding generally to the request of the subcommittee. 

Mr. Hépsert. Proceed. 


STATEMENT OF ROBERT F. KELLER, ASSISTANT TO THE COMP- 
TROLLER GENERAL 


Mr. Keizer. Mr. Chairman and members of the subcommittee, it is 
understood from the chairman’s letter of March 28, 1958, that you 
wish to discuss with us two proposed directives of the Department of 
Defense concerning access to defense information by representatives 
of the General Accounting Office. The directives deal with (1) ac- 
cess to defense information, generally, and (2) access to classified 
defense information. We should like to discuss first the proposed 
directive on access to defense information, generally. 

In March 1956, the Comptroller General took action to expand and 
accelerate our comprehensive audits in the Military Establishment. 
As a result, our need for access to records, generally, and to classified 
defense information, was increased considerably. This was occasioned 
by a gradual increase of examinations, reviews and audits being made 
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at the site of operations for activities which were formerly audited at 
centralized points by an examination of vouchers and related docu- 
ments. Our auditors arranged for access to all official documents, 
records, and reports, including classified defense information, with 
the Office of the Secretary of the military department, or head of other 
Department of Defense agency involved, on the basis of our needs 
in connection with specific examinations or audit programs. In ac- 
cordance with this practice, we advised the Secretary of the Army in 
October 1956 that we intended to commence an audit of the Ordnance 
Tank-Automotive Command and requested the Secretary’s coopera- 
tion in making available all official documents, records, and reports 
to facilitate our audit. 

By letter dated December 19, 1956, the Secretary of the Army pro- 
posed certain procedures under which the records of the Department 
of the Army would be made available to the General Accounting Office 
for examination in the discharge of our statutory responsibilities. In 
brief, those procedures Seanad 

(a) The Army not be asked to make available internal audit reports 
or related working papers until they have been analyzed by operating 
personnel, corrective action has been devised, and sufficient time has 
elapsed to permit the implementation of an orderly program of im- 
provement or corrective action. 

(6) Requests for audit reports and working papers be directed to 
the Office of the Secretary of the Army rather than to field installa- 
tions or activities and other staff elements of the Army. 

(c) Official documents, records, and reports be cleared by the Office 
of the Secretary before being made available for use in our audits. 

The Comptroller General replied to the Secretary concerning these 
proposed procedures on February 7,1957. In our letter of February 7, 
we stated the proposed procedures of the Department of the Army were 
inconsistent with those contemplated in the Budget and Accounting 
Act of 1921, and the Accounting and Auditing Act of 1950, and pre- 
cluded a proper discharge of our statutory responsibilities. We also 
referred specifically to the impairment to an independent audit and 
to the usefulness of our work both to the departments and agencies and 
to the Congress. We also mentioned that there would be delays in 
performance of our work, and a consequent loss of opportunity for 
current operating improvements based on our findings. 

We forwarded a copy of our reply to the Secretary of Defense on 
February 8, 1957, advising that the arrangements proposed by the 
Secretary of the Army were unsatisfactory. We also indicated to 
the Secretary of Defense that we felt there was a need for a more 
clearly defined policy in the Department of Defense relative to in- 
ternal audit functions and the relationship of such activities and 
resulting reports and working papers to audits being conducted by 
the General Accounting Office. 

Between February and May 1957, a number of discussions were 
held with representatives of the Department of the Army and De- 
partment of Defense without satisfactory results. Again on May 2, 
1957, the Comptroller General advised the Secretary of Defense that 
the withholding of records was contrary to the statutory responsi- 
bilities of both the General Accounting Office and the departments 
being audited. The seriousness of this matter was called to the at- 
tention of the Secretary of Defense and we insisted that remedial 
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action be taken without further delay and our Office notified. On ' 
June 5 and July 18, 1957, the Comptroller General advised the Secre- 
tary of Defense that no replies to our letters had been received and ; 
unless the question of access to records was resolved, we would be ' 
required to report the matter to the Congress. 

When arrangements proposed on July 23, 1957, by the Assistant 
Secretary of Defense (Comptroller) did not materialize to resolve 
the problem of availability, the chairman, Senate Committee on 
Government Operations, intervened on August 15, 1957, by requesting 
a report from the Secretary of Defense on the matter. Shortly there- 
after, the Secretary of the Army issued a memorandum dated August 
20, 1957, clarifying the relationships between the Department of the 
Army and the General Accounting Office, and establishing guidelines 
to be followed by the Department of the Army, including all com- 
mands, installations, and activities. 

On August 21, 1957, the Comptroller General acknowledged the 
issuance of the memorandum of the Secretary of the Army, and ad- 
vised the Assistant Secretary of Defense (Comptroller) that we un- 
derstood that the Department of Defense intended to issue an over- 
all directive covering access to records by the General Accounting 
Office which would be applicable to all of the military departments, 
and expressed the hope that such a directive could be issued in the 
very near future. The proposed overall directive is attached, marked 
“Enclosure 1.” 

You will note that the proposed directive in sections II A, C, and 
D sets forth the present-day audit activities of the General Account- 
ing Office and our methods of operation. We believe that this is 
highly desirable. There are still many individuals who believe the 
General Accounting Office goes no further in auditing than examina- 
tion of vouchers and related documents. Thisisnot the case. Section 
II B specifically states the basic statutory authority contained in sec- 
tion 313 of the Budget and Accounting Act of 1921 as to the right of 
the Comptroller General to obtain information of the departments 
and agencies, and his right of access to any books, documents, papers, 
or other records for the purpose of securing information. 

Section III A directs the cooperation of officials of the Department 
of Defense, and the military departments, with the General Account- 
ing Office. This section directs that GAO personnel be provided with 
proper working space and facilities, and that timely assistance be 
given in making necessary information, records and personnel 
available. 

Section III B 1 directs that authorized representatives of the Gen- 
eral Accounting Office should be given access to and allowed to examine 
such records as are necessary to permit them to carry out their duties 
and responsibilities. 

Section III B 2 provides for the availability of audit reports of | 
the military departments’ audit organizations and associated work- | 
ing papers. 

Section III B 3 deals with the availability of budgets for future 
fiscal years, reports of non-Department of Defense agencies (in- 
cluding FBI reports), and reports of criminal or personnel investi- 
gation reports of the inspectors general and criminal-investigation or- 
ganizations of the military departments. 
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The Department of Defense also proposes to issue an amendment 
to Department of Defense Directive 5200.1, part 4, section 3D, dated 
July 8, 1957, which provides for access to and the handling of classi- 
fied defense information by representatives of the General Accounting 
Office. The proposed amendment is attached, marked “Enclosure 
9.” Department of Defense Directive 5200.1, in its present form, 
and insofar as it concerns the General Accounting Office, is largely 
a restatement of Department of Defense Directive 5210.5, dated March 
5, 1953. 

This restatement of the earlier Defense directive in Department 
of Defense Directive 5200.1, dated July 8, 1957, did not provide for 
a satisfactory resolution of the problem we reported to the Secretary 
of Defense on February 8, 1957, and again on May 2, 1957. In fact, 
by apparent inadvertence, no reference was made in the July 8, 1957, 
directive, within the listed references, to the 1953 directive which 
covered dissemination of classified security information to our repre- 
sentatives. The effect, upon being published by the Department of 
Defense in July 1957, was that many and varied interpretations began 
to be made at all levels within the military departments on whether 
or not we should have access to classified defense information. Ques- 
tions which could not be settled locally were forwarded to higher 
echelons and our representatives were confronted with frequent de- 
lays and impairment to our audit efforts. 

The Department of Defense did not contact us prior to the issuance 
of the July 7, 1957, directive. By letter dated November 20, 1957, 
the Comptroller General requested the Secretary of Defense to amend 
Department of Defense Directive 5200.1 to provide, generally, un- 
restricted access to classified defense information. In letter of No- 
vember 20, 1957, we pointed out that there had been broad expansion 
and rapid acceleration of our comprehensive audit coverage of the de- 
fense procurement programs in the last several years. As a result, 
our need for access to classified defense information had expanded con- 
siderably. We estimated that as much as 80 percent of the activity 
ureas in which we were currently devoting our efforts involve a need 
for access to classified defense information. 

We also pointed out in our letter of November 20 that our arrange- 
inents for access to classified information had been made with the 
office of the secretary of the military department, or the head of other 
Department of Defense agencies involved, on the basis of individual 
needs in connection with specific audit or review programs. We stated 
that, although these arrangements have been generally adequate—there 
have been only isolated instances of refusal of access by departments 
or field commanders—these arrangements had entailed considerable 
inconvenience to both our representatives and those of the depart- 
ments. Wealso mentioned that we had been frequently delayed in the 
accomplishment of our objectives, and, even when arrangements for 
clearance at the secretarial level had been made, determinations might 
later be made which would be inconsistent with the intent of the 1953 
and 1957 directives. We said that we felt that the present directive 
would continue to be subject to misinterpretation until departmental 
regulations gave complete and full recognition to our need for all in- 
formation pertinent to matters under examination by us. 

Our letter of November 20, 1957, said that we did not believe that 
the continuation of the “sensitive area” category was desirable or 
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necessary as a protection of the interests of the United States. We be- 
lieved the “sensitive area” concept had operated in a manner which 
smaenee the efficient accomplishment of our audit responsibilities, 
and on one occasion had prevented us from performing our statutory 
responsibility. We also stated that the need-to-know theory in rela- 
tion to our audits was largely academic, inasmuch as there is always 
a need to know all information which is relevant to the areas of audit 
interest. 

The prapernt amendment to Department of Defense Directive 
5200.1 would eliminate the need-to-know requirement, as well as the 
different handling of requests for access to classified defense informa- 
tion as between “sensitive” and other areas. The proposed amendment 
provides in section D that representatives of the General Accounting 
Office should be granted access to classified defense information when 
such information is relevant to the performance of the statutory re- 
sponsibilities of our Office. Sections D 1 and D 2 set forth the mech- 
anics for the General Accounting Office to inform the military de- 
partments of personnel cleared for access to security information, and 
the identification of GAO personnel. Section D 3 a provides for the 
personal responsibility of GAO personnel who have access to classi- 
fied security information. 

Section D 3 b provides for the safeguarding of classified informa- 
tion by the General Accounting Office, and the obtaining of prior 
approval from the cognizant military department or other Depart- 
ment of Defense agency before dissemination of classified information 
outside of the General Accounting Office. 

Speaking for a moment on section D, which provides for access to 
information which is relevant to the performance of the duties of the 
General Accounting Office, we realize that there is a question as to 
who determines whether information is relevant. 

The intent of the document and assurance given us was that we 
would be given promptly everything relevant to the performance of 
our statutory responsibility. However, we recognize that there are 
probably records of a highly sensitive nature such as war plans and 
other information which would not be of interest or concern to the 
General Accounting Office. In view of this category of information 
and the basic concept that disclosure of information not relevant to the 
recipients’ ete tends to weaken the protection and control 
of security information, a blanket requirement for submission of any 
document requested by a General Accounting Office representative, 
whether relevant or not, was considered unwise. It was, therefore, 
agreed to include in the directive the simple requirement that all in- 
formation relevant to our statutory responsibilities, which are ex- 
tremely broad, be made available. This was accepted with the under- 
standing that it would provide us full access to all relevant 
information, that questions as to relevancy—which should be few 
in number—could be resolved on an individual case basis at top levels 
of the agencies concerned and the General Accounting Office and with 
the further understanding that if this procedure did not work out 
in the manner anticipated, we would insist upon a revision. In 
summary, we did not relinquish any rights of the General Accounting 
Office. At the same time, we did not insist that the document deprive 
Department of Defense of any voice with respect to disclosure of 
information irrespective of its relevancy, with the possible result of 
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delay or nonissuance of a needed directive. As a practical matter, 
it is our understanding that the question of relevancy will be pri- 
marily for our determination, but we will be expected to have a 
reasonable basis for such determination. 

We believe that, in the great majority of cases, information will be 
made available without question. There may be an occasion where 
our personnel would consider information relevant and there would 
be disagreement in the defense area. In such a case, the matter would 
be reported immediately to the Comptroller General and he, in turn, 
would take the matter up with the Secretary of Defense or Secretary 
of the appropriate military department. In the event agreement could 
not be reached at that level, the Comptroller General would report 
the matter to Congress. We might add that, in our opinion, instances 
of the latter type would probably be extremely rare. 

With reference to section D 3 b requiring approval of the cognizant 
military department before dissemination of classified defense infor- 
mation outside of the General Accounting Office, this procedure fol- 
lows Executive Order 10501, dated November 5, 1953. Section 7 C 
of the Executive order states that classified defense information shall 
not be disseminated outside the receiving department or agency with- 
out consent of the originating department or agency. In the handling 
of classified defense information in the form of reports to the Con- 
gress, we have not had one instance where the Department of Defense, 
or any of the military departments, have refused to give their ap- 
proval for the transmission of a classified report. 

By letter dated March 21, 1958, the Comptroller General advised 
the Assistant Secretary of Defense (Comptroller) that he believed 
that both proposed directives, if properly implemented, should pro- 
vide a basis for a satisfactory working relationship in the defense 
area. However, the Comptroller General stated in his letter that, 
should any situation arise in the future which would make the pro- 
posed revised procedures unworkable, in that the General Accounting 
Office would be impeded in carrying out its duties and responsibilities, 
we would have to insist that the procedures be reconsidered. 

(The enclosures are as follows:) 


[Enclosure 1] 
Proposep DEPARTMENT OF DEFENSE DIRECTIVE 
Subject: General Accounting Office comprehensive audits. 


I. PURPOSE 


To explain the General Accounting Office comprehensive-audit program and 
to prescribe policy for the guidance of representatives of the Department of 
Defense and components thereof in their relationships with General Accounting 
Office representatives engaged in carrying out the statutory audit responsibilities 
of the Comptroller General. 


Il. GENERAL ACCOUNTING OFFICE COMPREHENSIVE AUDIT PROGRAM 


A. General scope 


The General Accounting Office had broad authority for conducting audits and 
investigations in the executive departments and agencies. The purpose of this 
authority is to enable the Comptroller General, as an agent of the Congress, to 
determine how each agency under audit discharges its financial responsibilities. 
In this connection, the financial responsibilities of an agency are to be construed 
as including the expenditure of funds and the utilization of property and per- 
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sonnel in the furtherance only of authorized programs or activities in an effective, 
efficient, and economical manner. Comprehensive audits will be directed only 
to the nontactical operations of the Department of Defense. Primarily, the 
effort by the General Accounting Office auditors will be for the purpose of evalu- 
ating the results of financial management within the Department of Defense 
and components thereof. 


B. Basic statutory authority 


Section 313 of the Budget and Accounting Act of 1921 (31 U. S. C. 54) provides 
that: “All departments and establishments shall furnish to the Comptroller Gen- 
eral such information regarding the powers, duties, activities, organization, finan- 
cial transactions, and methods of business of their respective offices as he may 
from time to time require of them; and the Comptroller General, or any of his 
assistants or employees, when duly authorized by him, shall, for the purpose of 
securing such information, have access to and a right to examine any books, 
documents, papers, or records of any such department or establishment * * *.” 


©. Performance of comprehensive audits 


The General Accounting Office is performing as many audits as possible at the 
sites of operations. These audits, which are on a comprehensive basis, are per- 
formed by personnel from the various General Accounting Office regional offices, 
overseas offices, and the Defense Accounting and Auditing Division in Washington, 
D. C., and Dayton, Ohio. The regional offices are in 19 locations in the United 
States. 


D. Approach to comprehensive audits 


General Accounting Office audits are designed to provide a comprehensive re- 
view of Government agencies and their activities. The extent of detailed exami- 
nation work in such audits is determined by the adequacy of the management 
control exercised by the agency under audit. In order to evaluate internal 
management controls, General Accounting Office personnel examine the history, 
purpose, authorities, organization, activities, policies, and procedures of an 
agency and its component activities, and then review the operating results in the 
light of the intended purpose and authorities. In making an evaluation of in- 
ternal control, representatives from the General Accounting Office will neces- 
sarily perform various audit steps such as reviewing, analyzing, and testing 
accounting and operating data, property records, data in support of budgetary 
statements, and other supporting evidence covering the agencies’ activities. The 
results of comprehensive audits will be covered by reports which will be made 
available to the head of the agency involved. This procedure is in keeping with 
the General Accounting Office policy to correct deficiencies through cooperation 
with the agency staffs rather than by solely reporting such deficiencies to 
Congress. 


EZ. Evaluation of internal controls and internal review activities 


Section 117 (a) of the Accounting and Auditing Act of 1950 (31 U. S. C. 67) 
provides that, in the determination of auditing procedures to be followed and 
the extent of examination of vouchers and other documents, the Comptroller 
General shall give consideration to the effectiveness of accounting organizations 
and systems, internal audit and control, and related administrative practices of 
the respective agencies. Pursuant to the foregoing, the General Accounting 
Office audits will be conducted in full recognition of all internal review activities 
and will evaluate their effectiveness and eliminate the necessity for duplicating 
much of their efforts. The General Accounting Office intends, as part of its 
comprehensive audit procedure, to review the internal-audit work accomplished 
within the Department of Defense. This review will serve to enable the General 
Accounting Office to evaluate the effectiveness of internal audit and control and 
thereby minimize its effort devoted to detailed review of installation activities, 
To the extent that the internal-audit program has been successful and effective 
aid to management which it is designed to be, a corresponding reduction in the 
disruption of normal operations at the installation or activity by the General 
Accounting Office should result. 


Ill. POLICIES AND ACTION 


A. Cooperation to be accorded repres2ntatives of the General Accounting Office 

Representatives of the General Accounting Office will inform the agency 
and installation concerned of any proposed audit and its contemplated scope. 
Officials of all levels within the Department of Defense and components thereof 
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should cooperate fully with the General Accounting Office representatives in 
order to facilitate the audit work. Care should be taken to assure that proper 
working space and facilities are provided, as well as timely assistance in mak- 
ing necessary information, records, and personnel available. 


B. Access to records and release of records and reports 


1. In accordance with the provisions of the Budget and Accounting Act of 
1921 (see II B hereof), authorized representatives of the General Accounting 
Office should be given access to, and allowed to examine, such records as are 
necessary to permit them to carry out their duties and responsibilities. 

2. Internal-audit reports of the military department audit organizations and 
associated working papers should be made available, as requested, to the Gen- 
eral Accounting Office representatives by the audit agency office where such re- 
ports and working papers are maintained and filed. Supplementary data and 
information with respect to findings and recommendations contained in audit 
reports, management’s position with respect thereto, corrective action to be 
taken, and so forth, should be furnished as requested: Departmental proce- 
dures may provide for supplying such supplementary data, when avilable, con- 
current with the release of the audit reports, or as soon thereafter as prac- 
ticable. 

3. Budgets for any future fiscal year will not be released. Reports of non- 
Department of Defense agencies (including FBI reports) should not be released 
unless the written consent of such agency has been obtained. Summaries of 
facts set forth in criminal- or personnel-investigation reports (as distinguished 
from internal audit, inspection, examination, and survey reports) of the Inspector 
General and criminal investigation organizations should, upon request, be pre- 
pared and furnshed. If reasonable doubt arises as to access to the reports 
themselves, the matter may be immediately referred to the appropriate depart- 
mental Secretary or Assistant Secretary. 


Iv. IMPLEMENTATION 


A copy of the instructions issued by the respective military departments to 
implement this directive should be furnished to the Assistant Secretary of De- 
fense (Comptroller) within 30 days from date hereof. 


V. EFFECTIVE DATE 


This directive is effective immediately. 





[Enclosure 2] 


Paragraph III D and appendix 3, enclosure 1 of the Department of Defense 
Directive 5200.1 dated July 8, 1957, are amended to read as follows: 

“D. To representatives of the general accounting office: 

“Representatives of the General Accounting Office should be granted access to 
classified defense information originated by and in possession of organizations 
of the Department of Defense when such information is relevant to the per- 
formance of the statutory responsibilities of that office as outlined in Department 
of Defense Directive 5200.1. 

“1. Certification of the degree of security clearance granted and the basis for 
such clearance by one of the officials listed in appendix 3. 

“Officials of the General Accounting Office as designated in appendix 3, are 
authorized to certify security clearances of General Accounting Office repre- 
sentatives. Certifications will be made by these officials pursuant to arrange- 
ments with the Department of Defense and the military department concerned. 
The General Accounting Office has adopted Department of Defense standards 
for granting personnel security clearances. 

“2. Identification of General Accounting Office personnel by credential cards 
or personal recognition. 

“The official credential cards issued by the General Acounting Office to its 
personnel are acceptable for identification purposes. 

“3. Additional safeguards: 

“a. The Comptroller General has agreed to hold each individual of the 
General Accounting Office to whom classified information is disclosed personally 
responsible for its proper safeguarding. 

“b. The Comptroller General has agreed to establish a system for insuring 
the proper safeguarding of classified matter received, at least equal to that 








re 


aad mec 


Seramiten ns 





120 INVESTIGATION OF NATIONAL DEFENSE 


prescribed in Executive Order 10501, and has agred to obtain prior approval 
from the cognizant military department or other Department of Defense agency 
having cognizance in the matter under consideration before dissemination out- 
side the General Accounting Office.” 





APPENDIX 3 


List OF GENERAL ACCOUNTING OFFICE OFFICIALS AUTHORIZED TO CERTIFY 
SecuRITY CLEARANCES 


Accounting and auditing organizations: 


Directors Other GAO organizations—Continued 
Deputy directors Director, Transportation Divi- 
Associate directors sion 
Assistant directors St. Louis, Mo. 
Regional managers: New Orleans, La. 
Boston, Mass. St. Paul, Minn. 
New York, N. Y. Kansas City, Mo. 
Philadelphia, Pa. Dallas, Tex. 
Richmond, Va. Denver, Colo. 
Atlanta, Ga. Seattle, Wash. 
Detroit, Mich. Portland, Oreg. 
Cleveland, Ohio San Francisco, Calif. 
Cincinnati, Ohio Los Angeles, Calif. 
Chicago, Ill. Director, European Branch 


Director, Far East Branch 
Other GAO organizations: 
Director, Claims Division 
Director, Division of Personnel 
(or the Acting Director in the 
absence of the Director) 


Note.—Audit activities of the General Accounting Office, pages 1 and 2 of 
appendix 3 to enclosure 1 of DOD Directive 5200.1 dated July 8, 1957, are 
deleted. 

Mr. Ketirer. That concludes my statement, Mr. Chairman. 

Mr. Hésert. Thank you very much, Mr. Keller. 

Mr. Courtney. Mr. Keller, one question suggests itself immedi- 
ately. The statutes under which you operate, the principal statute, is 
section 53 of title 31, which is mandate to the Comptroller General 
to do certain things which are defined in the statute, in the way of 
auditing all of the departments of the Government. 

The mandate that when those audits have been completed, the 
Comptroller General report the results to the Congress. 

In these circumstances, the question arises whether, in your opinion, 
the statute is so vague or so liable to misinterpretation that it would 
require any implementation beyond its terms, in order to define the 
areas of responsibility of the departments and the Comptroller 
General. 

Mr. Ketier. We think it desirable from a practical standpoint. 

In this case we are dealing with a large organization, that is, the 
Department of Defense, and their three military departments, with a 
ee number of posts and installations throughout the world. It has 

en our experience if instructions are not issued as to how to handle 
matters, and I speak particularly as to dealing with our auditors, that 
we run into considerable confusion because each installation com- 
mander puts his own interpretation, or decides for himself, what he 
is supposed to do. If he has any doubt at all, he gets in touch with 
headquarters, which results in delay. 
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Mr. Courtney. Well, isn’t what you are speaking of now the actual 
mechanics of introducing your personnel in the Military Establish- 
ment, such matters as identification of the person, security clearance, 
and the right to be in the place and to perform the duties which you set 
out to do? 

Mr. Ketter. Yes, I am, but I am carrying it one step further. I 
think your question was why do we need any further implementation 
other than what is contained in title 31, section 53. I am also think- 
ing of section 54 on the availability of records. 

r. Courtney. Now I ask you, since you state that you do think 
the statute requires implementation—my question is intended to elicit 
from you whether you think the implementation has to go further than 
the matter of identification of persons and security clearance where 
that is indicated. 

Mr. Ketier. Mr. Courtney, we have worked on this directive and 
quite naturally we feel that a directive should come out in order to 
avoid further misunderstandings. 

Mr. Courtney. But do you feel that the directive should be as 
broad as these directives to which you have referred to here today ? 

Mr. Ketier. We believe that the proposed directives will provide 
a basis for us to have a satisfactory relationship insofar as our audits 
and other work in the departments are sieeicteiell: 

Mr. Courtney. There is one portion of the directive which I think 
would suggest some concern: 

In your prepared statement you have indicated that the “need-to- 
know” restriction in an earlier directive led to an unsatisfactory re- 
lationship. And I read this sentence to you: 

We also stated that the need-to-know theory in relation to our audits was 
largely academic, inasmuch as there is always a need to know on all information 
which is relevant to the areas of audit interest. 

Now, the proposed directive with respect to classified information, 
states this, and this, of course, would be a directive not to the Comp- 
troller General, but to the representatives of the Department of 
Defense. 

The question is, by acceding to it, whether or not you in any way 
dilute your statutory authority. 

Section D provides: 

Representatives of the General Accounting Office should be granted access to 
classified defense information. 

Now, the first word that strikes us there is the word “should” when 
the statute says “shall.” 

I continue: 
originated and in possession by organizations of the Department of Defense 
when such information is relevant— 
~ the word “relevant” is the issue which I suggest for resolution 

ere— 


to the performance of the statutory responsibiilties of that Office, as outlined 
in the Department of Defense directive. 


I suggest to you that the Department of Defense directive doesn’t 
outline the responsibilities and duties of the General Accounting Of- 


fice. The laws of the United States define those duties. 
Now, my query is: 
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One, do you consider that the word “should,” as used in the text to 
which I referred, and the word “relevant,” and the last clause which 
I read, might impair or dilute or weaken the position of the General 
Accounting Office in the performance of its statutory duties, which is 
mandate flowing directly from the statute. 

Mr. Keuier. Well, Mr. Courtney, if I can first address myself to 
the word “should.” 

In our meetings with the Defense people, in trying to reach an un- 
derstanding on these directives, the question of the use of the word 
“should” or “shall” came up. As I recall the Department of Defense 
people took the position that the Secretary of Defense should not issue 
a directive to the military departments which says “they will do it.” 
The Secretary says “they should do it.” 

Mr. Harpy. He shouldn’t be in a position that he can’t issue a di- 
rective as strong as the statute. 

Mr. Hésert. He is talking about the Defense Department. 

Mr. Courtney. He is quoting the Department of Defense. 

Mr. Harpy. I know he is quoting it. But my point is: Certainly 
if he has a law under which he is issuing a directive to implement, he 
certainly ought not to have to evade the language which the statute 
hasinit. Thestatute says he “shall,” doesn’t it ? 

Mr. Keuter. The statute says that the Comptroller “shall have ac- 
cess,” and so forth. 

Mr. Harpy. Of course it does. 

So the Secretary of Defense, then, forgets the fact that the statute 
uses stronger language than he has put in his directive. 

I will tell you the truth, I am surprised that you all come up with 
any such thing as this, and you indicated your agreement with it? 

Mr. Kevirr. We feel that the directives would be a practical solution 
toa very difficult operating problem we have had. 

Mr. Kircnty. I would lke on this point, right at this particular 
moment, to draw out from the witnesses what is the difference between 
“need to know” and relevancy. Who is going to determine what is 
relevant and what is not? 

The statute gives you the authority to determine what is relevant, 
and now you are abrogating that authority to the Department of 
Defense to interpret it. 

boi are you better off than you were before, in practical interpre- 
tation 

Mr. Keuter. In practical operation, sir, the basis of “need to know” 
requirement which has been in a Department of Defense Directive 
since 1953, has been a bugaboo for every military man throughout this 
country and abroad, in dealing with our people. They feel that the 
“need to know” must be absolutely pinned down before records are 
made available. 

We felt that the word “relevant” is much more practical. We think 
it will be more clearly understood by the personnel in the military 
departments. 

I want to add, also, that while I agree that section 313 of the Budget 
and Accounting Act of 1921 clearly indicates that we determine what 
we need, we still have a practical operating problem. May I go off the 
record, Mr. Chairman ? 

Mr. Hésert. All right. 
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Mr. Kircnr1n. That gets right back to the problem of you having 
3,000 agents in the field, and there are many establishments you are 
dealing with all over the world. 

Mr. Ketuer. Correct. 

Mr. Kircu1n. How is the interpretation of a distinction between 
“relevant” and the quoted phrase “need to know” going to be so delin- 
eated that he is going to be relieved of some bugaboo that you have had 
to contend with before ? 

Now, you understand it, and probably we do, and the people that 
you are talking to over in the Defense Department, but when it comes 
right down to a practical aspect of an agent in the field from GAO 
going to an establishment in the field of the armed services, don’t you 
have the same out, the same headache, the same bugaboo, with the 
word “relevant” that you do with the “need to know” phrase ? 

Mr. Powers. Mr. Kitchin, if I can address myself to that ques- 
tion: 

The intended objective in the changing of this wording is that as 
a practical operating matter, if we are going into the Tank Automo- 
tive Command to make an audit or an examination of their operations 
and activities, we would simply advise the Secretary of the Army of 
that fact and have him send down the necessary communications, in 
terms of security, in terms of identification and in terms of making 
available all documents, books, records, and papers, without any res- 
ervation. 

That is the intent behind the use of the word “relevant.” Because 
we identify for the Secretary of the Army the scope of our examina- 
tion, namely, that we are going to review requirements, procurement, 
supply management, research, and development activities, and includ- 
ing certain selected contractors’ performance under those activities. 

Now, the “need to know” in the past so concerned a military com- 
mander, because there was a directive staring him right in the face, 
saying that “Before you give him this piece of paper, make sure he 
needs to know this information in this paper.” 

So in our discussions with representatives of Defense, on the pur- 
pose, and intent of this directive, the word “relevancy” is directed to 
a broad audit program or examination. If it doesn’t work out that 
way, then we will be completely dissatisfied by reason of the fact that 
we are denied the right to perform our statutory responsibility. 

Mr. Krrcur. Then I think you are going to have to go back to get 
another implementation. I hope you don’t. But I can put myself 
in the position of some lieutenant, junior grade, or some lieutenant- 
colonel, in charge of an operation, and the distinction between the 
two words, the phrase, at least, and the word, doesn’t have the same 
significance to me as it probably does to you. 

In talking about this particular piece of paper; in other words, 
under the need-to-know arrangement, you said the decision had to be 
made locally, if there was a need to know the contents of that paper 
before it be released. The same thing presents itself—if that fellow 
is still a conscientious stickler to the rules and regulations of the De- 
fense Department, he is going to say, “Well, is this relevant to your 
inquiry ?” He is still going to have the same problem, is he not ? 

Mr. Powers. I think that that is certainly a very reasonable point 
to raise, Mr. Kitchin. But here is our point on this, and that is that 
there will be one communication sent down to the activity under audit, 
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advising them of the scope of our work in the particular area, the 
timing, and the staff that we were going to have to make this audit 
and examination. 

Now, we have been confronted with a terrific handicap in trying 
to overcome this problem throughout the world, in all the military 
installations, because of close security requirements and adequately 
safeguarding defense information. 

First of all, we have been very meticulous in making sure that our 
own staff understands the problem of only asking we obtaining the 
necessary information to get our job done as quickly as possible and 
get out. 

Some of the local field commanders have told us, and I believe in all 
sincerity, that their hands are tied, that they have to follow the de- 
partmental regulations—you see, we have the problem of not only 
the overall defense directive, but the Army has a directive, the Navy 
has a directive, and the Air Force has a directive. 

Now, if we are down at a particular military installation that is 
under a particular command—for instance, let’s say it is at a SAC 
base, the possibilities exists that there will be a SAC directive, too. 

Now, these men are concerned in the sense that certain defense in- 
formation will be properly controlled. This is highly sensitive, and 
the Secretary of Defense and the President of the United States has 
directed that this information be controlled. It doesn’t say that it 
shouldn’t be made available to us, but it should be controlled. In 
other words, we want to make sure, too, in adequately and conscien- 
tiously protecting this security information, that we wouldn’t have 
this flowing through channels where we can’t properly control it our- 
selves, because we have a responsibility there to safeguard this in- 
formation. 

Maybe I am optimistic, Mr. Kitchin, but it is certainly our think- 
ing here that the term “relevancy” has its broader application in that 
it means specifically what we understand it to mean, and that is 
pertinent to the information we need to carry out our statutory 
responsibilities. 

Mr. Kircut1n. Which is in all sense of the English language a need 
to know that particular information. If it is relevant to it, there is 
a need to know it, isn’t there? I won’t argue split-infinitives, and so 
forth. I mean, I can’t see the distinction. If the adequacy of this 
directive is going to be fruitful to you, it is going to be in the form 
of procedure oat not getting away from the phrase “need to know” 
pot = supplanting the word “relevant,” in my opinion. 

Now, I had hoped that the first sentence in paragraph A on en- 
closure No. 1, ont that subparagraph (a) under 2, had been a mis- 
take, but I am beginning to believe that it is purposely put in there; 
that the General Accounting Office had broad authority for conduct- 
ing audits. I think that is the pe, word to leave in there. I 
think you still got them. I think you are determining now on the 
basis of the relevancy and the old phrase “need to know” is gone, but 
the old bugaboo is there, and I think it is a matter that you had at 
one time broad authority, but you are not relinquishing it to the 
Secretary of Defense. 

Mr. Ketter. Mr. Kitchin, that “had” is a typographical error. It 
should be “has.” 

Mr. Kircurn. I thought it was at first, but I am now wondering. 
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Mr. Courtney. The question, then, suggests itself, in the light of 
what has been said here in the interpretation of these two words, there 
being little practical difference between “relevant” and “need to 
know” so far as connotation is concerned—the question would be, since 
you have a strict mandate, whether or not you are not diluting your 
authority or not relinquishing your responsibility by acceding to any 
definition on this score with respect to the information which you are 
obliged to have in order to discharge your responsibility. 

In other words, in the present posture you are substantially in the 
position of having agreed to the text of this directive because in your 
view it is better than what preceded it, but that is not to argue that 
what preceded it was lawfully issued, either, and the question would 
be whether or not you are not acquiescing in something which could 
conceivably dilute or hamper you in your very direct and positive 
. statutory responsibility. And that is the reason I asked the question, 
why you needed an implementing directive beyond the terms of the 
statute, which define your responsibilities and duties, or beyond the 
identification of your personnel and strictly a procedural directive, 
as Mr. Kitchin has suggested. 

Mr. Kircuiy. I might further implement that by saying this, that 
as a member of this committee, and speaking solely from the person- 
ality standpoint, that is, speaking for myself, that had the General 
Accounting Office not put themselves in the position of having to 
agree, and bargain, and compromise with the Defense Department, 
I could see the legitimacy of this particular directive. Because I 
think within the Defense Department, itself, there should be a direc- 
tive clarifying and implementing the statute under which you have 
your mandate. But when it comes to the General Accounting Office 
compromising, or diluting, or whatever the word that might be used, 
or in agreeing to something that is your responsibility by law and 
in that agreement minimizing the actual authority that you are given 
by statute, then I think that we are getting into a rather delicate situ- 
ation. 

Now, if the Defense Department, by Executive order, wants to im- 
plement their particular directives in cooperation with you, that is 
fine. But when you come down to the point of you having to agree 
and bargain with them and compromise, and so forth, on the basis of 
what the Congress has given you as a “shall” directive, I think that 
is probably getting into a bit of where the misunderstanding in this 
committee will probably arise. 

Mr. Fisuer. May I address myself to that? 

Mr. Kircuin. I wish you would. 

Mr. Fisner. Mr. Kitchin, I don’t think at all that we are doing 
away with our statutory responsibility or our duty. 

Mr. Kircurn. Let me interrupt you right there. If you agree 
with this directive you are, because you are saying you are in agree- 
ment with this directive and you will abide by it. And the Secre- 
tary of Defense says that he partakes himself on the basis of what 
is the normal of his procedure in issuing orders, and he didn’t use 
the word “shall.” He issued the directive that the Department should 
do this, that, and the other. 

Mr. Fisuer. In approving this directive, Mr. Kitchin, we spe- 
cifically stated that if those procedures turn out to be unworkable so 
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we could not perform our statutory duty under them, they would have 
to be revised. 

Mr. Kirentn. That is right. But until they prove to the con- 
trary, you are agreeing to this particular ey on ? 

Mr. Fisuer. The directive in the Budget and Accounting Act is 
for the departments to make their reports available to us. We will 
see that we carry out our duties and our responsibility and the first 
time they don’t let us see what we think is necessary to do that, you 
people up here will know about it. We will do everything we can 
to get that, and we will let you know the first time we are hampered. 

But the directive in the act is to the departments, that they shall 
make the records available to us. They don’t acquiesce in our view 
of that statute. They don’t think the statute means what it says and 
have constantly said so. 

Mr. Kircut1n. That is precisely the point I am trying to make 
tight now. Who is going to interpret that statute, you who have 
the responsibility or the Defense Department who are out on the out- 
skirts and are just one of the many, many agencies that you have to 
investigate ? 

Mr. Fisuer. We have consistently interpreted that statute as 
meaning all departments have to turn over any records to us that we 
ask for. 

Mr. Harpy. You haven’t always gotten them, have you? 

Mr. Fisuer. No, sir. 

Mr. Harpy. All right. And here you are saying, “No, you haven’t 
given them to us before, so we are going to let you water down your 
directive and we will agree to it in advance.” 

Mr. Fisuer. We have gotten them in most instances, and in the 
few cases that we haven’t some committee on the Hill has been told 
about it. 

Mr. Courtney. I have that. 

Mr. Kircntn. You may be barking up the wrong tree and making 
a thunderous proposition out of something that is minor. But we 
are jealous and zealous, both, of the prerogatives of the Congress, of 
the only agency that we have to find out anything and give the Con- 
gress the benefit of any accounting or auditing procedure. And here 
we feel like there probably had been a diluting of that authority that 
we have given and granted to our only factfinding agency that is 
responsible to the Congress. 

Mr. Fisuer. Well, we are hopeful, of course, that it couldn’t work 
that way. 

Mr. Harpy. Frankly, I think you are making concessions which 
you ought not to make. That is exactly my interpretation of what 
you have here. I know there have been cases where you haven’t gotten 
the information that you have asked for. 

Mr. Hésert. Where is that statement that contains the expression 
“ultimately” ? 

Mr. Courtney. Yes, the letter from Mr. Dechert, which sent the 
announcement of the proposed directive I quoted just a moment ago, 
dated March 27, 1958, states : 

While I know of no instances where General Accounting Office representatives 
were ultimately refused access to the information relative to the performance of 
their functions— 
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Mr. Harpy. He doesn’t know of any instances. But certainly some- 
body can bring him up to date and show these instances. 

Mr. Héserr. Well, Mr. Fisher has made the statement that there 
are instances where they haven’t gotten the information. What are 
they ¢ 

Mr. Courtney. Here is a report in this session of this Congress, 
the 85th Congress, the 2d session, House Report 1281. This deals with 
review of programs in Europe. The Seventeenth Report of the Com- 
mittee on Government Operations. I am reading from page 22 now: 


Considerable delays have been encountered in getting clearance for release 
of top-secret material. In London, the field manager for General Accounting 
Office testified that in connection with his review of the residual value problems 
with the 3d Air Force he requested access in July 1957 to information which 
was classified top secret, but up to the date of his testimony, September 10, 
1957, the necessary clearance had not been received from Washington. 

The subcommittee recognizes that the matter is out of the hands of the local 
headquarters. Departmental regulations require that the actions they have 
taken in local headquarters have no discretion with respect to top-secret ma- 
terial. 


And continuing, the last paragraph reads: 


The, subcommittee was informed that until recently General Accounting Office 
access to all internal reports, such as those prepared by the Criminal Investiga- 
tion Division of the Army and other service investigative units was forbidden 
by regulation unless approved by departmental headquarters in Washington. 
Similar restrictions were placed on such reports as those prepared by the Army 
audit agency as well as the working papers supporting such reports. Although 
the subcommittee was informed that these restrictions had now been relaxed 
by some of the agencies, the problem still exists in other areas. 

The denial of General Accounting Office access to internal reports in many 
instances requires that Office to make independent investigation and reviews 
in the same areas only recently covered by agency personnel. In some cases 
failure to grant General Accounting Office representatives access to working 
papers which support an agency action or a decision precludes independent 
evaluation of the agency action. That situation arose in connection with the 
General Accounting Office finding that a particular offshore procurement con- 
tract had been let for an amount of several million dollars in excess of the 
best price obtainable. It is recommended that the contract be terminated and 
a new contract awarded. The procurement service involved determined that 
any possible savings would be offset by higher administrative costs and con- 
tinued with the original contract. The General Accounting Office was refused 
access to the working papers upon which the termination cost figures were 
based, and thus Congress is denied access to information to which it is entitled. 


Now, this report was dated January 16, 1958, and relates to some- 
thing that occurred in the fall. Of course, Congress will have to take 
cognizance—I suggest, Mr. Chairman—of the reports of its own com- 
mittees. And this is a very flat statement of denial of information, 
certainly on the face of it, or withholding of information, certainly 
on the face of it pertinent to and dealing with matters strictly within 
the purview of the statute. 

Mr. Wiison. Can we determine whether this proposed directive has 
actually—is actually ready to be enforced ? 

Mr. Keuuer. I understand, Mr. Wilson, that it has not been signed 
by the Secretary of Defense. Now, I understand that informally. I 
don’t know firsthand. 

Mr. Witson. The main problem, to get back to the base of it, seems 
to be the inclusion of about three “shoulds” in section 3 (d) (1). If 
you could change those “shoulds” to “shall,” it would pretty well, I 
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think, clear up the objections that have been raised here today. Is 
this a difficult thing to do? 

Mr. Ketter. I shouldn’t think so. But if there is to be a further 
clarification as to who determines relevancy, there would be a more 
difficult problem. 

Mr. Wuson. You qualified it every time. You say “shall be given 
access to and allowed to examine such records as are necessary to per- 
mit them to carry out their duties and responsibilities.” 

This qualifies it—the “shall” is qualified immediately each time 
itisinthere. And yet it does put some teeth in it. 

You think Defense would completely drag their heels on this? 

Mr. Ketter. I don’t know. 

Mr. Krrcentn. I can answer that for you—yes. 

Mr. Ketter. Perhaps the committee, having more familiarity with 
Defense than we have, would know whether the Secretary can issue 
a directive which says they “shall.” I don’t know. 

Mr. Courtney. Well, the National Security Act, I guess is in the 
same situation as the Budget and the Accounting Act. The Na- 
tional Security Act says the Secretary of Defense shall have direc- 
tion and control, specifically. The original act provided that he 
would have general direction and control, and Congress struck that 
out, in 1949. Now, if he can’t issue a directive to his military de- 
partment when he has direction of the Department, I don’t know what 
his authority is. 

Mr. Ketuer. I also wish to point out that this is an overall direc- 
tive of Defense. This directive must be implemented by directives 
from each of the military departments. 

Mr. Harpy. And every one of them is going to put his own inter- 
pretation on relevancy. 

Mr. Ketter. We hope not. 

Mr. Witson. Despite the controversy on relevancy or need to 
know, if you put “shall” in there, the Defense would be a lot clearer 
on what they intended. 

Mr. Hesert. This committee, that is the full committee, is well ac- 
quainted with the Department of Defense’s attitude on the use of 
the word “shall,” because I vividly recall, in the instance of the stat- 
ute which says there shall be a reserve force, that when we finally 
ferreted it out and got the opinion, the opinion of the Army at- 
torney was that “shall is mandatory except when inconvenient to the 
Army.” Ridiculous as it seems, that was an actual statement. It 
came up before the full committee. 

Mr. Harpy. That is right, and he said it meant the word “may.” 

Mr. Powers. Mr. Chairman, as far as we are concerned in under- 
taking and conducting our examinations, the whole test on whether 
this directive is effective or not is whether we are going to get all the 
information we need to promptly and satisfactorily conduct our ex- 
amination and audit. 

Now, should or shall—if there are any refusals or further delays, 
similar to what we have been confronted with in the past, then we are 
going to report to the Comptroller General that in our opinion this is 
not an adequate procedure to operate under. 

Mr. Harpy. Well, now, let me tell you what worries me about that. 
I think there is another section in the letter to the chairman here 
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from the Secretary of Defense’s Office, or whoever it was who 
wrote that letter. Isn’t there something in it that says the GAO has 
reached agreement with the Department of Defense that they wil! 
report back to them and not tell Congress about it ? 

Mr. Hésert. That is in the directive itself. 

Mr. Harpy. If that is the case, we better get Defense as well a: 
the General Accounting Office to straighten it out. 

Mr. Ketier. That is not a correct statement. 

Mr. Hésert. Read it from the directive, Mr. Courtney. 

Mr. Fisuer. That is page 3 of the first directive, which says: 

This procedure is in keeping with the General Accounting Office policy to cor- 
rect deficiencies through cooperation with the agency staffs, rather than by solely 
reporting such deficiencies to Congress. 

I think that is what you had in mind. 

Mr. Héserr. That is what I have in mind. What does that mean? 

Mr. Powers. What that means, Mr. Chairman, is this, that when we 
find a deficiency—let’s say it is in a particular procurement area and 
we find they are in an excess-to-buy position. As soon as our findings 
are tied down and presented to them, we expect them to take immediate 
corrective action and cancel out those contracts. 

Mr. Harpy. Is that the only kind of situation that language would 
apply to? 

Mr. Powers. Where it involves waste, extravagance, or unnecessary 
expenditure of funds, I am sure that this committee, the Congress, as 
well as the Comptroller General, wants them to take immediate corree- 
tive action. And that is the purpose of that statement in there. 

Mr. Harpy. Well, is there anything in there that makes it clear that 
that is the purpose of it? It wasn’t clear to me and I am afraid it 
won’t be clear to the people over in the Department of Defense. 

Mr. Ketier. We could change the wording on that, if it is causing 
confusion. 

Mr. Harpy. You have agreed to it now. You are going to have a 
hard time undoing what you are committed to over there. 

(Further remarks directed off the record. ) 

Mr. Fisurr. Mr. Hardy, that is almost a historical statement, rather 
than something we have to do, and I think even at this stage we could 
call them on the telephone and ask them to eliminate that sentence, if 
it is distasteful. 

Mr. Powers. We could change it to “in addition to reporting to the 
Congress.” 

Mr. Krrentn. I was going to make that suggestion, that it might 
help to clarify. 

Mr. Ketter. There is no intention on our part that we will only take 
it up with them and not let Congress know. 

Mr. Hésert. We want to be sure that it is your intention. 

Mr. Ketirr. It is our policy, and as far as I know, will continue to 
be, that anything of any significance whatsoever is reported to 
Congress. 

Mr. Harpy. I hope, Mr. Chairman, that this subcommittee will 
advise the Secretary of Defense that we don’t share the GAO’s opti- 
mism about the efficacy of this proposition here, and that we are not 
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going to be any party to watering down authority of the Congress 
with respect to getting of information. 

Mr. Witson. We just don’t want you to write a sweetheart con- 
tract for the Department of Defense. 

Mr. Ketter. I understand that. [ Laughter. ] 

Mr. Hésert. The whole thing is: We want to be sure that you rely 
on the 4 sentences of the statute and not the 6 pages of implementa- 
tion. That isclear; isn’t it? 

Mr. Keuzr. Yes, sir. 

Mr. Hésertr. Now you have 4 lines of a statute here and 6 pages of 
implementation on the Defense level. By the time it gets down to 
the other three services, it will be the second volume and third edition 
of printing. 

r. Krrcnin. And as many interpretations as words. 

Mr. Hésert. As many interpretations as they have words in it. 
And we are trying to avoid that. And the only reason this matter 
is before us is because it was brought to our attention by yourself, 
that is by the General Accounting Office. 

Mr. Secu Well, we certainly appreciate very much having the 
subcommittee’s views. 

Mr. Hésert. And we don’t want to be put in the position of you 
coming up here with your troubles and discussing them with us and 
we try to settle your troubles and then we find that you acquiesce in 
something that somebody else wants and we are comiean on the limb, 
because we are not going to be on the limb. We will saw the limb off. 

Mr. Ketter. Yes, sir. 

- Hésert. And we will be on the trunk of the tree and not the 
limb. 

Mr. Powers. Well, Mr. Chairman, in the only case that has been 
reported where we were denied access, we reported the matter not 
only to the Secretary of the Army, but to the Secretary of Defense 
and to Congress. 

Mr. Héserr. And what happened ? 

Mr. Powers. Nothing. 

Mr. Harpy. So, then, you reported to the Secretary of Defense, but 
his General Counsel doesn’t know it. 

Mr. Ketter. It may be. 

Mr. Harpy. How careless are they, in informing the people that 
are supposed to know what goes on ? 

Mr. Ketuer. This case Mr. Powers is referring to was reported on 
June 14, 1957, to the Secretary of Defense, as well as appropriate 
congressional committees. 

Mr. Harpy. That isn’t the only case where you have been denied 
access to information. I think we ran across some before. 

No. You know at one time you and I were right helpful. We had 
a little trouble once or twice. We finally got what we needed. 

Mr. Kewuer. I think in every case we usually wound up with the 
information. 

Mr. Harpy. We did, but it was like pulling out teeth. 

Mr. Ketier. We have had our cet ay There is no doubt about 
that. Sometimes it is a long, tedious affair before we finally get the 
information. 
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Mr. Hésert. Now, this exchange of correspondence originated back 
with the proposed investigation of tanks, was it? 

Mr. Powers. That was one of the significant problems that devel- 
oped, when we undertook this broad area in the case of the Army. 

Mr. Hésert. Well, now, what has developed in that specific in- 
stance ? 

Mr. Powers. Actually, the problem was resolved on August 20, 
1957, when Secretary of the Army said that he will make available 
all documents, records, working papers, and audit reports to us in 
order for us to make an examination. 

Mr. Hésertr. Now you are satisfied in that specific area and you 
are at work on that audit? 

Mr. Powers. Yes, sir; in that specific area we are. 

Mr. Hésert. That you mentioned, in Mr. Keller’s statement. 

Mr. Powers. That is right, sir. 

Now, we still have problems, Mr. Chairman, though, in terms of 
the existing regulations with the Navy and Air Force. 

I would like to give you an example of why we feel as a practical 
working procedure this directive is much better than what we have 
been confronted with. 

For example, this is the kind of guidance that exists out in the 
Navy. This is a directive of May 10, 1956, from Assistant Secretary 
of the Navy, Materiel, to the Commandant of the Marine Corps, 
Chief of Navy Materiel, Commander MSTS, the Chiefs of the Bu- 
reaus of Aeronautics, Medicine and Surgery, Ordnance, Ships, Sup- 
plies and Accounts, Yards and Docks, Naval Research, Armed 
Services Petroleum Purchasing Agency. 

And quoting from paragraph 5 (d) of that directive, which is 
entitled “Guidelines for GAO Comprehensive Audit of Our Work 
in the Particular Navy Operations, Internal Conversions, and Com- 
munications.” 


In order to respond to the cooperative approach taken by GAO, care should 
be taken to ensure that proper working space and facilities are provided for 
the GAO auditors, as well as timely assistance in making the necessary informa- 
tion, records, and personnel available. However, under the constitutional doc- 
trine of the separation of powers, officials in the executive branch of the Govern- 
ment have the responsibility to withhold from the legislative branch, and its 
agents in the GAO, internal conversations and communications within the 
executive branch when in the judgment of officials in the executive branch 
disclosure would be against the public interest. 

Enclosure (1) contains a statement of policy and suggests a procedure to be 
followed in connection with congressional inquiries. This material is equally 
applicable to audits by GAO, inasmuch as GAO is a part of the legislative 
branch. 


Now, obviously, we would not accept that. 

Under the practical working relationships, for example, in certain 
of the Bureaus they disregard this. But in one of the Navy Bureaus 
we still have a problem. They are still screening every procurement 
file before they give it to us, taking out memos and so forth that they 
feel should not be disclosed. 

They are not only wasting their time, but every time that they 
resist or attempt to screen information, the determination and initia- 
tive of our people is increased twofold, because we will not only 
get the information, although it will be harder, but we become im- 
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mediately suspicious that there is something wrong, otherwise there 
wouldn’t be this kind of smoke emanating from this kind or type 
of process. 

Mr. Harpy. How do you figure this directive here is going to help 
that situation ? 

Mr. Powers. Simply because it establishes the fact—it states there- 
in what the law is, namely, that anything: 

Mr. Harpy. Yes, but it doesn’t touch on executive privilege. And 
you know very well that this does not in any way change this executive 
privilege proposition if an agency chooses to employ it. 

Mr. Powers. Excepting this, Mr. Hardy, and that is this. The 
law is specific—and this has not been disseminated down to these 
levels. In effect, this says “This is the bible.” 

Now, as far as we are concerned, we feel that once this gets down 
there and once this is promulgated, the problem of executive privilege 
becomes largely academic. 

Mr. Harpy. I don’t know how you figure it becomes largely aca- 
demic, because the Navy is interpreting executive privileging to 
supersede any mandate in the Budget and Accounting Act. And you 
have the same old argument continuing every day. And if you 
will look at the Congressional Record for yesterday you will find 
that the same argument is entered into in the speech that George 
Meader made on the floor last night under special order. It goes 
on forever. And if you think that this directive from the Secre- 
tary of Defense is going to in any way change this argument over 
the separation of powers under the Constitution, why you are just 
engaging in an awful lot of wishful thinking. 

Mr. Keiier. We don’t expect it to, Mr. Hardy. 

Mr. Harpy. That is what that is, that he is talking about. That is 
that old separation of powers doctrine. 

Mr. Kewier. But we think it will result in getting the privilege 
matter out of the directive. 

Now, I would not say that executive privilege is not going to be 
raised by the Department, until such time as it is settled one way or 
another between Congress and the Executive. 

Mr. Héserr. I think your only recourse in matters of that nature 
is the recourse of publicity for it, I mean the compulsion of public 
exposure. And that, of course, would be the Congress’ responsibility. 
But certainly the attitude of this committee, not necessarily this par- 
ticular subcommittee which is sitting here, but the investigative com- 
mittee would certainly take cognizance of any specific incident which 
was brought to our attention. It may be a tedious haul, or it may be 
a rare occasion, but rare as it may be, it is important. 

I would suggest that—speaking not on this committee but from 
the level of the investigating committee—that if you have any trouble 
at all and any instance, bring it to the investigating committee’s at- 
tention and we will go into it immediately, I will assure you of that. 
And that is the only way we are going to get action. It seems to me 
like a cat and dog fight. But if it is important enough to go in and 
audit, a specific contract, it is important enough to get the facts and 
get them out in the open. 
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Mr. Powers. I think in point of time, Mr. Chairman, that this 
thing has improved. There are many conscientious and hard-work- 
ing people who want us to get our job done and will help to facilitate 
our audit. But we have worked with this problem, Mr. Hardy, and 
there is no reason why we shouldn’t see the procurement files or all 
the communications in them. 

Mr. Harpy. Of course there isn’t. And if you start cutting down 
on your own authority by agreeing to this kind of thing, you are 
cutting your own throat and you are selling the Congress short at 
the same time. 

This argument is a part of the same thing that is going on over 
in the Senate where the Moss bill is hanging fire right now. They 
are using directives under that darn old statute that goes back yonder, 
to cut down on information they give you. And they are using— 
that is the basis for this directive, and the one that you quoted back 
there a while ago—the separation of powers. 

Did you follow Rogers’ testimony over before the Senate? How 
in the world a man that can profess to be a lawyer, let alone being 
Attorney General of the United States, can put himself in the posi- 
tion of contradicting himself as badly as he has on that, I will never 
understand. 

Mr. Wiison. Well, we in Congress are used to getting kicked 
around by the Defense Department and having them evade what we 
intend that they should do. And our purpose here to to try and sug- 
gest that you not do so, that you try and firm it up as much as you 
can. 

Mr. Hésert. I think it will be a better solution, and this is only 
a suggestion on my part, that instead of entering into any such agree- 
ment whereby you minimize your effectiveness or agree to do some- 
thing—if they want to issue a directive, and by that I mean the De- 
fense Department, we will let them issue the directive. But when 
you run into that stone wall where you can’t get what you want, don’t 
worry about the directive. You come back here and report to the 
investigating committee and we will go into it. And I think the 
General Accounting Office knows that we have opened up books 
before and we will do it again. 

Mr. Ketter. We certainly do. 

Mr. Hess. They said in their statement here that that is what they 
expect to do. 

Mr. Fisuer. That is precisely what we have in mind. 

Mr. Hésertr. Don’t come in agreement with them. Say “We will 
try your plan, not that we agree with your plan, and warn you if it 
does not work, we will go beyond you.” 

Mr. Fisuer. I think that 1s just about what we said in our letter to 
them. 

Mr. Hess. Right. 

Mr. Fisuer. We thought it might make a workable procedure, but 
if we run into any difficulty it would have to be revised. 

Mr. Hésert. No, I wouldn’t admit to a revision on their part. Come 
to the Congress. Weare the boss, They are not the boss. 
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Mr. FisHer. Well, I am sure we would do that. 

Mr. Héserr. That is the thing. Now you say revision. Of course, 
I don’t know anything about those pretty words and that nice sweet 
honey talk. You say “Now we will have to ask you for a revision.” 
Ask them for nothing. If you can’t get what you want, you come up 
here and we will get it for you. 

Mr. Wiison. On the other hand, the more of these problems you 
resolve in the field the clearer understanding that your people working 
in the field have that this “shall” means “shall” and not “should,” 
and the better off we will be. 

Mr. Héserr. Of course, the better off we will be, because we will 
get into less trouble. 

Anything further? 

Mr. Harpy. We ought to get Mr. McElroy down here and not Mr. 
Dechert. 

Mr. Hésertr. Any further questions? 

Mr. Courtney. I think that is all. 

Mr. Hésert. Now, do we understand that you are going to delete 
that one phrase which we don’t like anyway! We are not agreeing, 
T mean it is not part of this agreement, but we suggest that you pull 
that phrase out. 

Mr. Ketter. And also the “should” to “shall.” 

Mr. Hésert. “Should” to “shall.” 

Mr. Keizer. Perphaps it will be better to say “will.” 

Mr. Hésert. We will have Defense here and they will have their 
chance to reply. 

Mr. Keuier. Mr. Chairman, I want you to know that we appreciate 
the committee’s feelings on this subject and we will certainly take all 
the points that you raised into consideration. We did not feel that 
it was fair to the committee to come up to you and ask you whether 
we should agree to it or not. We felt that was our responsibility. 
And if you do not agree with what we agreed to, that is certainly your 
prerogative. 

Mr. Héserr. We are not in position of agreeing to anything and 
sitting at the table and talking about anything. 

Mr. Keturr. I understand. 

Mr. Harpy. That is one thing we have always been awfully careful 
to avoid, getting ourselves into a position of making an administrative 
decision. And you are concurring in that administrative decision, 
when you do that. 

Mr. Hésert. If they won’t issue the directive, it is all right, but 
the whole situation is when you run into the stone wall come and see us. 

Mr. Krrcutn. We will have to bounce off it. [Laughter.] 

Mr. Héserr. I think the record of the committee shows they don’t 
bounce, but they drill. [Further laughter. ] 

Mr. Ketier. On the question of agreeing to the directive, I think 
you should consider for a moment that we are the ones that started 
off complaining. We said, “Will you please get a directive to 
straighten this thing out.” Then they come to us and say, “Do you 
think this will work ?” 

If we had been writing the directives we would have changed some 
things here and there. But we said, “We are willing to try this. We 
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think it will provide a working basis to go ahead, but if it doesn’t 
work then we are certainly going to yell and we will want it changed.” 

Mr. Hess. I think you Lee accomplished something. I don’t know 
whether you have gone all the way or not, but I think you have accom- 
plished something. 

Mr. Harpy. I would hope they would accomplish something, but 
I might say I don’t think so. 

Mr. Courtney. I think that is all with the General Accounting 
Office, to get their views on this subject. 

Mr. Heépert. Thank you very much, gentlemen. 

Mr. Keuxier. Thank you, Mr. Chairman. 

Mr. Hésert. Before retiring, I again want it understood that you 
understand us; is that correct ? 

Mr. Kewuer. Yes. 

Mr. Fisuer. Sure we do. 

Mr. Kircutyn. And to implement that statement, we take the posi- 
tion that you are still operating under a directive from Congress and 
not a directive from the Defense Department. 

Mr. Hépzert. Under the statute, we hold you steadfast to operating 
under the statute and not by any supplementary directive or imple- 
mentation, which is only too frequent in the Government here. 

The committee stands in recess until tomorrow morning at 10 
o'clock. 

(Whereupon, at 3:50 p. m., the committee adjourned until Wednes- 
day, April 2, 1958, at 10 a. m.) 
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House or REPRESENTATIVES, 
CoMMITTEE ON ARMED SERVICES, 
Srecrat Suscommirree No. 6, 
Washington, D. C., Wednesday, July 9, 1958. 

The subcommittee met at 10 a. m., the Honorable F. Edward Hébert, 
chairman of the subcommittee, presiding. 

Mr. Hépert. The hearing will be in order. 

Mr. Courtney. Mr. Chairman, this resumes the consideration of 
Subcommittee No. 6 of Department of Defense rules and regulations 
and activities in relation to the classification and dissemination of 
information, with particular reference this morning to the access of 
the Comptroller under the statute to information, reports, and other 
data within the possession of the Department of Defense and its 
military departments. 

At the last session Mr. Dechert, General Counsel of the Department, 
appeared and there was then under consideration a proposed directive 
dealing with this subject. 

I think the directive, if I may presume in advance of the testimony, 
is still under consideration. 

However, I believe that the general policies have been formulated, so 
that as of now and in view of the pending adjournment of the Con- 
gress the committee may be advised of the present status and proposals 
of the Department of Defense in this matter. 

Mr. Decuerr. Mr. Courtney, if I may interrupt, that isn’t quite 
correct. The directive hasn’t yet been actually signed by Mr. 
McElroy. However, it will probably be signed today or tomorrow. 
It was approved yesterday at a meeting of the joint Secretaries and 
is therefore in final shape. We shall give it to you in the shape in 
which I believe it is about to be signed. 

Mr. Hésert. That is purely coincidental that we are meeting today, 
Mr. Dechert. 

Mr. Decuert. Yes. 

Mr. Hésert. I say it was purely coincidental that it was decided 
yesterday and we are meeting this morning. 

Mr. Decuert. Yes, sir; this was for some time on the agenda of 
the joint Secretaries. 

Mr. Hésert. That is right. 

Mr. Decuert. And had to be put off because as you will hear in a 
minute there were difficulties in reaching unanimity of view among 
the services as to just how it should be expressed on certain points. 
Therefore after being previously aaa it happened to be put on 
the agenda for yesterday, before I heard that your committee was 
going to meet today. 
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Mr. Hésert. That isright. I say that was just coincidental, that it 
was decided on yesterday. 

Mr. Decuert. Yes. 

Mr. Hésert. And will be signed today when the committee is 
meetin 

Mr. Decuert. Yes, sir. 

Mr. Hésert. That is all. 

Mr. Courtney. Mr. Chairman, may I make a correction? The 
document I have handed you bearing a directive number is the one 
that was discussed by General Accounting Office and Mr. Dechert on 
our last appearance. The one which I am to hand you now is the 
directive which is the up-to-date revision following the meeting of the 
policy council to which Mr. Dechert has just test ified. 

Mr. Roney. It is the July 3 revision which is about to be signed. 

Mr. Courtney. The directive here marked “July 3, 1958.” 

So I take it in your testimony, or in your prepared statement, which 
I have not yet read, you may be referring to both ? 

Mr. Decuert. That is right, sir. 

Mr. Chairman, may I introduce Mr. Edward Roney of the staff of 
General Counsel of the Department of Defense. 

Mr. Hépserr. Yes. 

Mr. Decuert. Who is particularly skilled in these matters and who 
has been helping me. 

Mr. Hésertr. Mr. Dechert, this is the directive that you refer to, 
that was decided on yesterday. 

Mr. Decuert. This directive, which is dated “Drafted July 3” is 
the draft which was yesterday approved by the joint Secretaries and 
which I believe will be signed by the Secretary of Defense today or 
tomorrow. 

Mr. Héserr. Well, they discussed this yesterday, you say? 

Mr. Decuert. The final discussion of it was yesterday. 

Mr. Krroury. And the probable signing will be in this particular 
form, do I understand ? 

Mr. Decuert. Yes, sir. 

Mr. Hésert. Were you present when it was discussed yesterday / 

Mr. Decuert. I was; yes, sir. 

Mr. Hénert. How much time did they give to this discussion ? 

Mr. Decuertr. The joint Secretaries who are the members in the 
meeting, gave about 20 minutes to this final draft, having been fully 
informed as to earlier discussions. I had had a meeting a few days 
previously of the Inspectors General of the services, the auditors 
general of the services, the General Counsel of the services, and certain 
other people who deal with this type of matter. This was the last of 
a series of meetings we have had. As will be developed in my state- 
ment, you will find that the practices, the means, and the procedures of 
the different military departments are not identical. Therefore, it 
becomes difficult to get one set of language which will adequately 
cover the entire field. 

Mr. Héperr. Now, this directive, as I understand it—I am just 
merely asking these preliminary questions. 

Mr. Decuerr. Yes. 

Mr. Héserr. These 3 pages of single space directive supplements the 
4 lines of the basic law, doesn’t it ? 
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Mr. Decuert. Well, the basic law you are speaking of is I suppose 
the law relating to the duties of the GAO. 

Mr. Hésert. The basic law I am referring to—Mr. Courtney, read 
him the four lines right now so we will know what we are discussing. 
The basic law which gives the General Accounting Office the authority 
to obtain the records which he desires pertinent to his investigations. 

Mr. Decuerr. Yes. That is what I thought was the law to which 
you were referring. 

Mr. Hésert. That is correct. We want to be very precise and 
very accurate. We want to dot every “i” and cross every “t,” because 
I recognize the adversary. 

Mr. Courtney. The basic provision of the statute is from the Budget 
and Accounting Act of 1951. There are other statutes, but this is the 
first and basic authority, title 31, section 53, subparagraphs A, B, 
C,and D. 

Mr. Decuert. Mr. Chairman, may I say that I don’t recognize 
myself under the title of adversary, sir. 

Mr. Hézert. Iam making the statement. You assume whatever you 
want to. 

Mr. Harpy. I hope—Mr. Chairman, if I might be permitted this 
observation? I hope that as this session continues this morning you 
still won’t recognize yourself as an adversary. I am afraid you will, 
however. 

Mr. Héserr. Read the statute. 

Mr. Courtney (reading) : 

The Comptroller General shall vest at the seat of Government or elsewhere 
all matters relating to the receipt, disbursement, and application of public funds 
and shall make to the President when requested by him and to the Congress at 
the beginning of each regular session a report in writing of the work of the 
General Accounting Office, containing the legislation he may deem necessary to 
facilitate the prompt and accurate rendition and settlement of accounts and 
concerning such other matters relating to the receipt, disbursement, and applica- 
tion of public funds as he may think advisable. In such regular report or in 
special reports at any time when Congress is in session, he shall make recom- 
mendations looking to greater economy or efficiency in public expenditures. 

Subparagraph B: 


He shall make such investigations and reports as shall be ordered by either 
House of Congress or by any committee of either House having jurisdiction over 
revenue, appropriations, or expenditures. The Comptroller General shall also at 
the request of any such committee direct assistants from his office to furnish the 
committee such aid and information as it may request. 


Subparagraph C: 


The Comptroller General shall specifically report to Congress every expenditure 
or contract made by any department or establishment in any year in violation of 
law. 


Subparagraph D: 


He shall submit to Congress reports upon the adequacy and effectiveness of the 
administrative examination of accounts and claims in the respective departments 
and establishment and upon the adequacy and effectiveness of departmental 
inspection of offices and accounts of fiscal officers. 


Subparagraph E is not pertinent to the present inquiry. 

Mr. Héserr. All right. 

Now this three-page single-spaced document is supplemental to 
what Mr. Courtney has just read ¢ 
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Mr. Decuert. I think that is right, sir. 

Mr. Héserr. All right. 

Now you may proceed with your statement. 

Mr. Courtney. Mr. Chairman, Mr. Dechert has a prepared state- 
ment. 

Mr. Heserr. Yes. 

Mr. Courrney. He may proceed in order. 

Mr. Decuert. I appreciate the opportunity to testify before your 
committee. I assume that the purpose of this hearing is to discuss 
and bring the committee up to date on the status of the BON corte De- 
partment of Defense directive pertaining to release of information 
and of documents, papers, and records to representatives of the Gen- 
eral Accounting Office. 

When I testified before your committee on Monday, March 10, 1958, 
together with Assistant Secretary of Defense Snyder, in connection 
with the general subject of release of information by the Department 
of Defense, the matter of release of information to the General Ac- 
counting Office was brought up. 

I stated at that time that I understood an informal agreement had 
been reached between representatives of the Office of the Secretary of 
Defense and the General Accounting Office as to the contents of a 
draft of a proposed Department of Defense directive on the subject. 
Actually, the informal agreement had been reached on the Friday 
afternoon preceding the Monday on which I testified. On that Mon- 
day I had not yet had an opportunity actually to study fully the 
changes made the preceding Friday afternoon to the earlier draft of 
the proposed directive. It was clearly understood by all concerned, 
however, that the informal arrangements thus made were sub- 
ject to official approval by the Comptroller General on the one hand 
and by the Secretaries of the military departments and the Secretary 
of Defense on the other hand. 

Before discussing the informal arrangements as reflected in the then 
draft of the proposed directive, I would like briefly to review with 
the committee the events leading up to the then proposed directive of 
that Friday afternoon. 

In a letter dated February 8, 1957, the Comptroller General ad- 
vised the Secretary of Defense that certain arrangements, proposed 
by the Secretary of the Army on December 19, 1956, in connection 
with the availability of the General Accounting Office representatives 
of Army documents, papers, records, and reports, were unsatisfactory. 
He also stated that he believed there was need for a more clearly 
defined policy in the Department of Defense relative to “internal 
audit functions” conducted by the General Accounting Office and the 
Department of Defense. 

You may remember when I was testifying that I pointed out that 
this was discussion of a document that was under consideration, to 
state policy, and didn’t relate to any particular requests then pending 
between the GAO and the Army. It was the document under con- 
sideration which was being discussed. 

Additional correspondence was exchanged between the two agencies, 
but since, on account of severe pressures upon the time of the Assist- 
ant Secretary of Defense, Comptroller, at that time, the temporary 
illness of the Comptroller General, and other factors, the matter had 





INVESTIGATION OF NATIONAL DEFENSE 141 


not been resolved to the satisfaction of the Comptroller General. On 
August 13, 1957, he brought it to the attention of Senator McClellan, 
chairman of the Senate Committee on Government Operations. By 
letter of August 15, 1957, to the Secretary of Defense, Senator Mc- 
Clellan requested a report on the matter. Several days later repre- 
sentatives of the Department of Defense met with representatives of 
the General Accounting Office and reached an amicable solution to the 
problem of the Army policy on this matter. 

The agreed solution is contained in Army Guidelines approved on 
August 20, 1957, by the Secretary of the Army, and officially con- 
curred in by the Comptroller General the next day. Senator Mc- 
Clellan was advised of this agreement. 

In his letter approving the Army Guidelines, the Comptroller Gen- 
eral stated that he understood that the Department of Defense would 
issue an overall directive “which will follow the pattern established in 
the case of the Department of the Army,” and that this directive 
should be applicable to all the military departments. 

I say again, parenthetically, that his understanding was based upon 
discussions which we had indicating we were going to do this, in order 
to make more easy the task of the General Accounting Office with all 
three services. 

I would now like to point out the main features of the Army Guide- 
lines, which appear in paragraphs 8 and 9 of the Guidelines. They 
read as follows: 


8. Budgets for the current fiscal year will not be released. Reports of non- 
Army agencies (including FBI reports) should not be released unless the writ- 
ten consent of such agency has been obtained. Summaries of the facts set forth 
in Investigation Reports of Inspector General and of Criminal Investigative 
Division reports should, upon request, be prepared and furnished. If any ques- 
tion should arise concerning access to the reports themselves, the matter will 
be immediately referred to the Assistant Secretary of the Army (FM)— 


fiscal matters. 


9. Internal audit reports of the Army Audit Agency and associated working 
papers should be made available to the General Accounting Office auditors by 
the regional office of the Army Audit Agency as requested. To the extent 
possible, Army Audit Agency reports when made available should be accom- 
panied by a statement summarizing the official Army position with respect 
to each of the several recommendations of the report together with, as appro- 
priate, a statement of the planned program of corrective action. The period 
required for review and study of an Army Audit Agency report and the formu- 
lation of an action program to correct deficiencies shown to exist should, under 
normal circumstances, not exceed 90 days from the date of issuance of the 
report. Should the General Accounting Office request a report prior to the 
establishment of the Army position with respect to the several recommenda- 
tions, the transmittal letter forwarding the report to the General Accounting 
Office will clearly identify this fact and, as soon as possible thereafter, the 
established Army position with respect to the several recommendations will 
be furnished separately to the General Accounting Office. 


That is the end of this quotation from the Army Guidelines. 

It will be noted that internal audit reports and associated working 
papers were by this Army policy (concurred in by the Comptroller 
General) to be made available to the General Accounting Office 
without restriction. These reports are prepared by the Army Audit 
Agency. However, only summaries of facts set forth in investiga- 
tion reports of the Inspector General and of criminal investigation 
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organizations would, upon request, be prepared and furnished the 
General Accounting Office. 

It was the broad guidelines indicated above which the Department 
of Defense attempted in September 1957 to implement in a Depart- 
ment of Defense-wide directive. 

In the meantime, as a result of questions raised with the Comp- 

troller General on October 14, 1957, by the chairman of the House 
Government Information Subcommittee (Mr. Moss), the Comptroller 
General by letter dated November 20, 1957, advised the Secretary of 
Defense that certain parts of Department of Defense Directive 5200.1 
dated July 8, 1957, pertaining to the granting of access to classified 
security information to representatives of the General Accounting 
Office, were hindering General Accounting Office audits. He re- 
quested certain changes i in that directive (No. 5200.1). 

Although the staff of the General Accounting Office had a month 
or so earlier evidenced in discussions some dissatisfaction this was 
the first official expression received from the Comptroller General 
with respect to the 1957 directive (which was in fact merely a re- 
issuance of an earlier 1953 directive). 

We then had two directives which were involved. 

As explained in the Comptroller General’s letter of November 20, 
1957, the requests for changes in this Directive No. 5200.1 were based 
on the fact that the General Accounting Office in the past several 
years had expanded its comprehensive audit cov erage of defense pro- 
grams and, therefore, stated that it now required access to more classi- 
fied secur ity information than in the past. 

The most significant amendment requested by the Comptroller Gen- 
eral to the classified information directive (5200.1) was that his repre- 
sentatives be granted “generally unrestricted access” to classified se- 
curity information. I think it should be apparent to this committee 
that the Department of Defense could not grant unrestricted access to 
classified security information to several thousand General Account- 
ing Office representatives who are engaged in the audit of defense ex- 
penditures, which expenditures, by the way, account for more than 
half of the entire Federal budget, as you, of course, know. Such un- 
restricted access would permit General Accounting Office representa- 
tives access to information pertaining to the most sensitive areas in 
the Department of Defense, including war plans and war plan- 
ning. Only the Secretary of Defense (and possibly one or two others 
in the Department of Defense) have unrestricted access to such classi- 
fied security information. 

All other officers and employees of the Department of Defense, 
even the Assistant Secretaries, must demonstrate a need to know, or 
convince the official charged with responsibility for the documents 
that the information is relevant to the performance of their assigned 
duties before they would be permitted access to such classified in- 
formation. The Comptroller General apparently recognized the rea- 
sonableness of our position in this respect and on March 21, 1958, he 
formally concurred in proposed amendments to Department of De- 
fense Directive 5200.1, relating to release of classified information. 

The proposed amendments to Department of Defense Directive 
5200.1, would eliminate the need-to-know requirement and the sensi- 
tive-area provision. In lieu thereof, as members of the committee 
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will remember, the criteria would be whether the information re- 
quested is relevant to the statutory responsibilities of the General 
Accounting Office in the matter under examination by the General 
Accounting Office. As representatives of the General Accounting 
Office testified before your committee on April 1, 1958, it was believed 
by all concerned that the relevancy test would be better understood 
and more swiftly handled at the field installation level than the need- 
to-know requirement previously existing. 

We now come to the matter of negotiations as to the draft of a 
proposed new overall directive on release of documents, records, and 
papers to the General Accounting Office. 

On March 21, 1958, the Comptroller General by letter concurred in 
the then draft of the proposed overall directive on this subject. On 
April 1, 1958, representatives of the General Accounting Office testified 
before this committee on that draft of the proposed new directive. 
Objections were raised by gentlemen of the committee during the 
course of the testimony of General Accounting Office witnesses on that 
day to several parts of the directive, which briefly summarized are as 
follows: 

(1) It was strongly suggested that the word “should” as it appeared 
in several parts of the directive should be changed to “shall.” 

(2) It was urged that the sentence under paragraph IT.D. respect- 
ing correction of deficiencies through cooperation with agency staffs, 
rather than by solely reporting such deficiencies to Congress, be elim- 
inated. 

(3) Committee members asked whether the General Accounting 
Oftice representatives should not be authorized to make final and con- 
clusive determinations as to whether particular documents in the pos- 
session of Department of Defense are or are not relevant to the Gen- 
eral Accounting Office statutory responsibilities in connection with the 
General Accounting Office activity then in progress. 

Subsequent to the hearings, General Accounting Office representa- 
tives reported to Defense representatives the changes which had been 
discussed in their testimony before this committee. Since the draft 
then under consideration was merely a draft and was then awaiting 
consideration by the three service Secretaries and the Secretary of 
Defense at a forthcoming meeting of the Joint Secretaries or the 
Armed Forces Policy Council, Defense representatives gladly consid- 
ered these suggestions. As a result, the changes referred to under (1) 
and (2) above (“should” to “shall” and the elimination of the sentence 
concerning cooperation with agencies) were made in the draft of the 
proposed directive. 

As to item (3) above, Defense representatives concurred with the 
General Accounting Office view that if unresolved differences of 
opinion as to “relevancy” should arise in a particular case at lower 
echelons, the case must be referred to higher authority in the Genera! 
Accounting Office and Defense for resolution. 

Defense insisted that as an executive department it must reserve 
to the President alone the final decision on relevancy, if an irrecon- 
cilable difference of opinion resulted (the document in question being 
one from the file of a department within the executive branch). On 
this point the General Accounting Office representatives did not agree. 

A copy of that proposed draft directive, as thus amended (April 8 
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draft), is now submitted for the further information of the com- 
mittee. 

That, however, is not the draft which is now about to be put in 
effect. That was the draft typed after we had made the 2 changes 
to conform to 2 of the 3 suggestions made at your hearing at which 
the GAO representatives testified. 

Now, I goon with my statement. 

All Department of Defense directives are under Department of 
Defense policy required to be coordinated with the Secretaries of 
the military departments prior to submission to the Secretary of De- 
fense for signature. In attempting to coordinate this directive with 
the military departments, certain questions were raised. One of the 
most serious, I believe, from the General Accounting Office view- 
point, concerns the precise meaning of the parenthetical phrase on 
page 3, paragraph III. B. 3. of the April 8, 1958, draft directive. You 
will note that this paragraph (commencing at the fifth line) reads 
thus (italic below being added to indicate the point of difficulty) : 

It read this way: 

Summaries of facts are set forth in criminal or personnel investigation re- 
ports (as distinguished from internal audit, inspection, examination and sur- 
vey reports) of the Inspector General and criminal investigation organizations 
shall, upon request, be prepared and furnished. If reasonable doubt arises as 
to access to the reports themselves, the matter may be immediately referred 
to the appropriate departmental Secretary or Assistant Secretary. 

I would like to invite the committee’s attention to the fact that in 
the April 8, 1958, draft the paragraph No. 2 (immediately preceding 
the paragraph from which the above is quoted) deals with “internal 
audit reports,” which were referred to in this quotation which I just 
read, that is, reports of the audit agencies of the military depart- 
ments. That paragraph 2 specifically makes such reports themselves 
and associated working papers fully available to the General Ac- 
counting Office. “Audit reports,” as such, are not prepared by the 
Inspectors General. I would like again to point out that in his letter 
of February 8, 1957, the Comptroller General solicited the Secretary 
of Defense’s aid in promulgating an overall Department of Defense 
directive “relative to internal audit functions” being conducted by 
the General Accounting Office. 

In other words, what he wanted was an overall directive which 
related to internal audit functions. Other things were not mentioned 
by him at that time. And this present document gives him 100 per- 
cent access to the internal audit reports about which he wrote. 

Since the only mention in the April 8 draft of that proposed di- 
rective relating to reports of “inspection, examination, and survey 
reports” of the Inspectors General was contained in the parenthetical 
phrase in paragraph ITI. B. 3., as quoted above, the military depart- 
ments thought the directive was ambiguous as to whether all types 
of Inspectors General reports, summaries thereof, or either, would 
under that draft be furnished representatives of the General Account- 
ing Office. I must agree with the military departments that this 
part of the April 8 draft of the proposed directive was not clear. It 
could be understood (particularly in view of the fact that internal 
audit reports which are usually made by the audit agencies rather 
than Inspectors General are specifically made fully available in par. 
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III. B. 2.) that “inspection, examination, and survey reports of the 
Inspectors General also would be made fully available. 

On the other hand, that April 8 draft was interpreted by others of 
those in the services as meaning that not even summaries of such 
inspection, examination, and survey reports should be made available. 

It was because of this ambiguity and other considerations brought 
up in further discussions with the military departments that para- 
graph B.3. was redrafted in the July 3 draft, to read as I now indicate: 

The first two sentences of the July 3 draft are the same as in the 
preceding draft, as you will note. Paragraph B.3. in the July 3 
draft is as follows: 


Budgets for any future fiscal year will not be released. Reports of non- 
Department of Defense agencies (including FBI reports) shall not be released 
unless the written consent of such agency has been obtained. Reports of the 
Inspectors General and criminal investigation organizations shall not be fur- 
nished except upon approval of the aypropriate departmental Secretary. Such 
reports may be summarized and the summaries, upon request, may be furnished 
with the approval of the appropriate departmental Secretary. 

Also, a new paragraph B.4. was added to the July 3 draft directive, 
which new paragraph paraphrases the similar provision that appears 
in Department Directive 5400.4, which deals with the provision of 
information to the Congress. 

This new paragraph B.4. in the July 3 draft reads as follows: 

When the same considerations exist as raise a question as to whether par- 
ticular information may be furnished to a Member or committee of the Congress, 
no refusal to furnish such information shall be made until the matter has been 
submitted to the Secretary of the military department concerned or the Secre- 
tary of Defense. 

As redrafted it is crystal clear under the July 3 draft that although 
under paragraph B.2. internal audit reports of the Auditors General 
will be furnished, yet reports of the Inspectors General and of crimi- 
nal or personnel investigation organizations will not be furnished to 
the General Accounting Office except with the approval of the appro- 
priate departmental Secretary. 

It is also clear that summaries of such reports may be furnished to 
General Accounting Office representatives with the approval of the 
appropriate departmental Secretary. 

We know that representatives of the General Accounting Office do 
not concur in the proposed changes in the last line of the four sen- 
tences which make up paragraph ITI.B.3. (nor in the new paragraph 
III.B.4.) of the July 3 draft, for the stated reason that these changes 
“will seriously impede the work of the General Accounting Office.” 

I want to reemphasize to the committee that the primary interest 
of the General Accounting Office has been to secure directions from the 
Secretary of Defense to cause copies of reports relating to “internal 
audit functions” of the various military departments (which are pre- 
pared by the Auditor General in the Air Force and their counter 
parts in the other services) to be made promptly available to the 
General Accounting Office. 

This objective would be fully accomplished Defensewide when the 
Secretary of Defense signs the proposed directive. I also want to 
emphasize to the committee that the areas of disagreement between 
Defense and the General Accounting Office involve access to inspectors 
general reports, to which the General Accounting Office has sought 
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access in but a very small number of instances to date—if any. In 
other words, the areas covering the vast majority of possible problems 
would be resolved by the signing of this directive, but the relatively 
minor problem area, percentagewise—inspectors general reports—re- 
mains in a state not satisfactory to the General Accounting Office. It 
is as to this last, minor problem area that I will now address my 
remarks. 

The inspectors general are the confidential agents of the Secretaries 
of the military departments, and it is the view of the military depart- 
ments, which view is concurred in by the Office of the Secretary of 
Defense, that neither the inspectors general reports—nor summaries 
thereof—should as a general matter be released to anyone outside the 
particular military department—and those outside include representa- 
tives of the General Accounting Office—without the prior approval of 
the Secretary of the military department concerned. That is not to say 
that summaries of all such reports will be denied General Accounting 
Office representatives. They will receive summaries of inspectors gen- 
eral reports, if requested—as in the past—when the release of a sum- 
mary is approved by the appropriate departmental Secretary. 

I am sure the committee is aware of the fact that reports of the in- 
spectors general are highly effective advisory management tools of the 
Secretaries, Assistant Secretaries and installation commanders in aid- 
ing the search for any weaknesses or deficiencies that may exist in their 
various areas of interest. These reports are advisory in nature, and 
not final documents. 

Information contained in these reports is derived from many 
sources. Certain valuable information is obtained from individuals 
who are closely associated with the area under inspection and who 
voluntarily furnish information to the inspectors general, with the 
assurance that the source of such information will not be divulged. 
Other information may be of the sort that will not be acceptable in 
court proceedings. Many individuals in the services will tell in- 
spectors general where they think definite improvements can be made 
or where deficiencies may exist in particular areas with the understand- 
ing that this will be considered as advisory only, for the use only of 
the inspectors general and the official whom he is advising. If these 
individuals had any idea that written reports of the results of such 
discussions were to be made available outside of such limits, the sources 
of such information for the inspectors general would dry up. 

I here quote for reference the message from President Tyler of 
the United States, dated January 31, 1843, to the House of Repre- 
sentatives, which was in connection with the request of the House for 
reports relative to the affairs of the Cherokee Indians and the frauds 
which were alleged to have been practiced upon the Cherokee Indians. 

President Tyler summed up this philosophy as follows: 

And although information comes through a proper channel to an executive offi- 
cer, it may often be of a character to forbid its being made public. The officer 
charged with a confidential inquiry, and who reports its result under the pledge 
of confidence which his appointment implies, ought not to be exposed individ- 
ually to the resentment of those whose conduct may be impugned by the infor- 
mation he collects. The knowledge that such is to be the consequence will in- 
evitably prevent the performance of duties of that character, and thus the Gov- 
ernment will be deprived of an important means of investigating the conduct 
of its agents. 
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In the courts of that country from which we derive our great principle of in- 
dividual liberty and the rules of evidence, it is well settled, and the doctrine has 
been fully recognized in this country, that the head of a department cannot be 
compelled to produce any papers, or to disclose any transactions relating to the 
executive functions of the Government which he declares are confidential, or 
such as the public interest requires should not be divulged. 


That is the end of the quotation. 

As you know, the several Attorneys General of the United States 
through the years have taken the position that— 
all investigative reports are confidential documents of the executive depart- 
ments of the Government, to aid in the duty laid upon the President by the Con- 


stitution to “take care that the laws be faithfully executed,” and that congres- 
sional or public access to them would not be in the public interest. 


This is quoted from Fortieth Opinions of the Attorney General, page 
45. 

In addition, article 151 of the Manual for Courts-Martial which 
was promulgated by the President under Executive Order 10214, 
February 8, 1951, under authority of the act of May 5, 1950 (64 Stat. 
107), provides that: 

The Inspectors General of the various armed forces, and their assistants, are 
confidential agents of the Secretaries of the military or executive departments 
concerned, or of the military commander on whose staff they may be serving. 
Their investigations are privileged unless a different procedure is prescribed 
by the authority ordering the investigation. Reports of such investigations and 
their accompanying testimony and exhibits are likewise prvileged, and there is 
no authority of law or practice requiring that copies thereof be furnished to any 
person other than the authority ordering the investigation or superior authority. 


The principle stated above was reiterated by President Eisenhower 
in his Presidential Order of May 17, 1954, to the Secretary of Defense, 
which reads in pertinent part as follows: 

Because it is essential to efficient and effective administration that employees 
of the executive branch be in a position to be completely candid in advising 
with each other on official matters, and because it is not in the public interest 
that any of their conversations or communications, or any documents or repro- 
ductions, concerning such advice be disclosed, you will instruct employees of 
your department that in all of their appearances before the subcommittee of 
the Senate Committee on Government Operations regarding the inquiry now 
before it they are not to testify to any such conversations or communications 
or to produce any such documents or reproductions. This principle must be 
maintained regardless of who would be benefited by such disclosures. 

I direct this action so as to maintain the proper separation of powers between 
the executive and legislative branches of the Government in accordance with 
my responsibilities and duties under the Constitution. This separation is vital 
to preclude the exercise of arbitrary power by any branch of the Government. 


I want again to emphasize to the committee that my latter remarks 
have been addressed solely to the small field of the relatively few 
inspectors general reports in which the General Accounting Office in 
the past has expressed an interest. 

I firmly believe that in most cases in which the General Accounting 
Office desires a copy of an inspectors general report that a summary 
of the factual information contained in the report should be sufficient 
for the purposes of the General Accounting Office in a particular case, 
and that the language of the new form of this part of the proposed 
directive will continue in the Secretaries of the military departments 
the discretion which they rightly should have without impairing the 
effectiveness of the inspector general system, violating confidences or 
compromising confidential sources. 
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Despite the fact that there are the existing restrictive regulations 
in two of the military department pending the signature of the new 
defense directive, Mr. Powers of the General Accounting Office testi- 
fied before your committee on April 1, 1958 (p. 706 of the notes of 
testimony ), that: 

The only case that has been reported where we were denied access was 
reported not only to the Secretary of the Army, but to the Secretary of Defense 
and the Congress. 

That case was reported by the Comptroller General to the Depart- 
ment of Defense on June 14, 1957, at which time we were working 
with General Accounting Office on the new Army Guidelines. It in- 
volved the procurement in Europe of ammunition as a complete 
round. 

That expression means, I have discovered, the procurement of such 
ammunition for artillery as a single unit, instead of procuring it in 
several different parts, which would be put together at the point 
where it might be used. 

After the Army Guidelines were issued these reports were available 
to General Accounting Office if the General Accounting Office still 
ees them. You will remember Mr. Keller also testified (p. 707) 
that: 


In every case we usually wound up with the information. 


The General Accounting Office representatives have been most co- 
operative in attempting to reach a mutually satisfactory conclusion 
to this problem. 

I feel reasonably sure that upon the promulgation by the Secretary 
of Defense of the present draft of the proposed directive, which is more 
liberal than the existing regulations of two of the military depart- 
ments, and which meets certain objections heretofore raised in this 
committee, the General Accounting Office will have access—as it has 
in the past—to the information and the records, documents, and 
papers which are necessary to enable it to continue to perform its 
statutory responsibilities. 

Now, if I may, I shall be glad to supplement this statement briefly 
with an oral statement. Then I will be glad to answer any questions. 

TI secured figures as to congressional requests for a 7-month period— 
the last 7 months of 1957. During that period we had approximately 
300,000 congressional requests for information, reports, or data, in 
the whole Department of Defense, from committees or individual 
Members of the Congress. This includes 79,316 in written form, 219,- 
993 oral. This figure covers Army, Navy, Air Force, and a 7-month 
period for the Office of the Secretary of Defense. It includes re- 
quests from individual Members or from committees, briefings, hear- 
ings, and a few reports on bills. 

As against those 300,000 congressional requests, there were 4 re- 
fusals—4 only in that 7-month period. 

I point out that these figures relate to congressional and not General 
Accounting requests; but the statistics deal with this general subject, 
particularly because the General Accounting Office is, of course, an 
arm of the Congress. 

I thought it was relevant to show thus that information in response 
to requests is flowing freely. 
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The four refusals just mentioned would interest you, I believe. 

One was a refusal by the Army of an investigative file in a loyalty 
case. It was refused in accordance with historic and time-honored 
principles, 

The other three cases were refusals to Mr. Moss, chairman of the 
House Subcommittee on Government Information, and involve in- 
ternal communications within the Office of the Secretary of Defense. 
One of them he referred to on the floor of the House in the recent 
debate. I think he had not reread the minutes, because I think he 
didn’t refer to it accurately. It dealt with the question of a record 
that had been kept of an informal discussion in connection with policy 
in the research and development field and the increasing flow of re- 
search information. 

I have seen this document. I participated in the decision of former 
Secretary Charles E. Wilson to refuse this. It consisted of notes that 
somebody made of an oral discussion among people called together to 
see what they could do about something. They were afterward asked, 
if they had any further thoughts, to write those thoughts out, and some 
did so. 

This clearly concerned preliminary material, as to which a practice 
of emblazoning it in the newspapers would cause everybody to keep 
quiet, and to fail to give his advice when it was sought in this informal 
fashion. 

In my teaching for 19 years in the law school of one of the great 
universities of the country, I found that often the men who spoke 
up immediately when a subject was presented and who sometimes 
therefore made a wrong statement, actually did the most good to the 
meeting because, when they made such a false analogy or false state- 
ment, other people spoke up with connections. The result of their 
willingness thus to speak out contributed greatly to getting people to 
think in the right way about the problem, and to bring about the 
right decision in the end. 

If people are stopped from that kind of decision, the ability of such 
a conference to function will be seriously hurt. 

Therefore, Secretary Wilson did decline, and I think rightly, to 
give those papers out. 

Now, Mr. Moss used his example on the floor of the House as an 
example, of alleged improper exercise of the power to keep things 
from being published in the newspapers. I think he was wrong. He 
may have been right. But that was the second of the four refusals 
I mentioned. 

The third refusal concerned conversations with newsmen. The 
committee wanted access to the exact transcripts of these oral con- 
versations with newsmen who had asked questions which had been 
answered. They were offered a complete statement of what a file 
showed, but not the transcripts that had been made in a variety of 
different fashions of these informal conversations. The refusal was on 
the same ground, that the original paper was purely preliminary and 
advisory in nature. It introduced some offhand statements by the 
people who dealt with the matter. 

Mr. Kirentn. May I interrupt right there and ask: 

Was this denial to an individual or to a committee ? 














150 INVESTIGATION OF NATIONAL DEFENSE 


Mr. Decuert. To the Moss subcommittee (or to Mr. Moss as chair- 
man). They asked that their investigator be allowed to see the whole 
file, and they were told “No”, but that they would be given informa- 
tion about any part of it. 

The third refusal dealt with Mr. Moss’ request to have opportunity 
to review complete files in the Office of Security Review. Because 
this material was of this security review and investigative nature, 
that was denied. 

These, as I said, were the only four refusals that I know. There 
also had been a previous one, which was perhaps repeated during 
this time. It concerned financial figures which had been furnished, 
in confidence by people who wanted to get contracts for concessions 
in the Pentagon Building to do business there. It had been ex- 
pressly agreed that these figures would be furnished in confidence, 
the purpose being to see if they were reliable people to do business 
with. 

The Moss committee demanded that these figures be furnished, 
after, I think, outside people had failed in an attempt to obtain 
them. 

We felt that this was one of the instances where information 
given expressly in confidence simply must not be given out, unless 
there was some issue of fraud or criminality. We, respecting that 
confidence, denied these papers. 

However, we nel our practice after that and said that any- 
body thereafter who gave us such figures must realize that we hi ad 
freedom of action to give them out. 

A question was raised—when the General Account ing Office people 
testified here on April 1, 1958—as to the accuracy of my statement— 
and indeed as to my competency to hold my position, because I said I 
did not know of any examples where information had been declined 
to the General Accounting Office. 

Quite harsh language was used in that connection. I do not know 
whether that is going to be printed or not. 

I stand by that statement. There have been no cases in which the 
General Accounting Office, in my knowledge, has been refused such 
information. 

The instance which was brought up on April 1, 1958, was a situation 
involving delay and not final refusal, as was indicated actually at the 
testimony. It concerned the situation of ammunition in the round, 
which I mentioned previously. I am not enough of an expert as to 
this kind of artillery ammunition to describe the full details of the 
matter. But the Army, exercising its judgment, had determined that 
it was desirable under the circumstances to buy for overseas purposes 
certain ammunition in several parts and then to have it put together at 
the ultimate source of possible use, rather than to buy it in the round, 
that is, in one piece. 

The GAO criticized this practice, saying that the same material— 
the shell body, the propelling charge, and fuse—would have cost less 
if the Army had exercised its judgment in a different fashion. GAO 
couldn’t definitely estimate the savings, but said they thought the cost 
was substantially more in the practice actually followed by the Army. 

The Army had valid reasons, which I will not go into here. I 
could, if you felt them to be important. But as I say they had some 








INVESTIGATION OF NATIONAL DEFENSE 151 


valid reasons which they had expressed, as to why they felt that under 
the particular circumstances of making that contract it was in the 
overall interest of the United States to make it the way they did. 

However, in the light of the GAO recommendation, they studied the 
possibility of ter minating contracts and using a different course of 
action. However, they decided that such action wasn’t feasible. 

It was that study of feasibility which the GAO wanted—the inter- 
nal study by the Army, as to whether it would be wise to do what the 
GAO had suggested. 

The Army, at first, had felt that this study was a paper of an advi- 
sory nature, dealing ‘with whether or not it should change a decision 
which it had already made, and that to expose the processes of inves- 
tigation and advice which led up to the decision in one case would lead 
to exposing it in a great many more. This might so slow up the 
wheels of progress that matters couldn't be carried on, for the reasons 
I have indicated. 

But actually, the Army Guidelines produced the result that this 
particular paper was available. As soon as they were issued, on 
August 20, 1957, it became available to GAO. 

I don’t know whether they have it or not by now. But at any time 
thereafter it was available. 

Mr. Harpy. When was that available, Mr. Dechert ? 

Mr. Decuerr. August 20, 1957. 

Mr. Harpy. And when did they start trying to get it? 

Mr. Decuerr. June 1957, I think. 

Mr. Harpy. You mean it didn’t take you in that case but just a couple 
of months to make it available? 

Mr. Decnert. In this instance, as I say, the original action was a 
refusal, for the reasons that I have indicated. But as a result of the 
whole consideration of the Army Guidelines situation, the paper be- 
came available, because this was in the audit report area and was 
one of the areas that was made available in Army Guidelines. 

Mr. Harpy. Were they advised of that ? 

Mr. Decuert. I don't know that. We haven’t a record to show 
whether they were or were not formally advised at that time as to 
this particular paper. 

Mr. Harpy. That means turned down. Unless they came back and 
kept prodding you, they never found it out. 

Mr. Decuert. Mr. Hardy, I don’t think that is so. 

Mr. Harpy. Then what is so? 

Mr. Decuert. Well, this is what is so. We were meeting with the 
GAO top representatives constantly on this and related subjects. 
They knew from the time the Army Guidelines were adopted that 
this type of paper was available. The Army assumed, and we 
assumed, that if they still had an issue which would be affected by 
this, they would get the paper desired. 

Actually, a letter was written yesterday which told them that this 
was available. 

Mr. Harpy. About a year late. 

Mr. Decuerr. Well, I can’t argue with you on the matter of words, 
Mr. Hardy. 

Mr. Roney. Maybe I can straighten this out. 
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To make an official record of the matter, since in our recent informal 
discussions with GAO they had asked that we send them a letter 
officially making the Army working papers available; we did so. That 
letter wasn’t signed until yesterday by the Assistant—the Deputy 
Assistant Secretary of the Army. 

Mr. Harpy. Just let me clear this up. 

That was virtually a year after the request was made? 

Mr. Decuert. Mr. Hardy 

Mr. Harpy. You must know—you both must know—that if the 
General Accounting Office is going to do an effective job, a year 
delay on holding up essential documents is absolutely preposterous. 

Mr. Decuert. Wait a minute. 

Mr. Hésert. We will stop this right now and say the record shows 
it was a year later, period. 

Mr. Wrison. The record shows from the testimony of the man who 
just testified that it was made available on an informal basis in a 
short period afterward. 

Mr. Decuerr. Yes, Mr. Chairman. 

Mr. Hézerr. Then the record will show “a short period.” 

Mr. Decuert. May I offer for the record and read to you the letter 
which was sent today? This is dated July 8, 1958. 

It is addressed to Mr. Lawrence J. Powers, who is in the back of 
the room and is Director, Defense Accounting and Auditing Division, 
of the General Accounting Office : 





Dear MR. Powers: It has come to my attention that the General Accounting 
Office may desire access to certain termination studies which were not made 
available in 1955 during the course of its consideration of the procurement of— 


that blank in the letter indicates that the mention of the particular 
kind is classified information— 


ammunition— 


Mr. Harpy. Was that a 1955 date? 
Mr. Decuert. May I finish reading it? 
Mr. Harpy. Yes. 

Mr. Decuert (reading) : 


It has come to my attention that the General Accounting Office may desire 
access to certain termination studies which were not made available in 1955 
during the course of its consideration of the procurement of * * * ammunition 
by the Ordnance Procurement Center, Sandhofen, Germany. 

It was assumed, perhaps erroneously, that your office knew that General Ac- 
counting Office representatives, if they desired, would be granted access to such 
terminatfon studies pursuant to the provisions of the Army Guidelines Relative 
to General Accounting Office Comprehensive Audits issued with the concurrence 
of the General Accounting Office on August 20, 1957. In order to insure that 
no question exists, I have taken this opportunity to advise you of our under- 
standing in this matter. 

Sincerely yours, 
Rosert D. KING, 
Deputy Assistant, Secretary of the Army (Financial Management). 


In answer to Mr. Hardy’s comment a minute ago, this question, 
as previously indicated, first arose in 1955, but the formal request for 
these papers was, I understand, not made until 1957. It was that 
particular formal request which was one of the things that led, I 
think, to the reconsideration of the Army Guidelines. Therefore it 
seems that the matter was dealt with, and dealt with promptly. 
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I do not know—and you can asked the General Accounting Office 
eople if you want—whether or not they did seek and obtain this in- 
ormation after August 20, 1957. They could have had it at any 

time thereafter, as this clearly stated. 

Mr. Harpy. Now could I just raise one question? I am going to 
try, Mr. Chairman, to be as sympathetic to the conflict in this matter 
as I can. 

But what constitutes a formal request, Mr. Dechert? 

Mr. Decuerr. A man saying, “Please, will you give me that paper?” 

Mr. Harpy. Now that occurred apparently in 1955, according to 
that letter ? 

Mr. Decuert. I think not. 

Mr. Roney. No. According to the 17th report, it was June 1957. 

Mr. Héserr. One at a time, 

Mr. Decuert. The report does not say that they had asked formally 
for it. They had discussed the existence of it in 1955. 

Mr. Harpy. So, in 1955 they discussed the existence of it. The 
GAO man says, “I would like to have it, but this is not a formal 
request. If you don’t want to give it to me, why we will just let it 
ride.” Is that what happened ? 

Mr. Decuertr. No, sir. 

In 1955 they knew of its existence but did not request it, so far as 
we know. The first request, as evidenced by this review of the matter 
. . ¥ > . . . 
in the 17th report of the General Accounting Office itself—issued in 
1958—the first request was only a couple of months before. 

Mr. Harpy. There was just one point that seems to bother me a 
little bit in the question as to when the official request was made, and 
that has to do with the statement in your letter, if my memory serves 
me correctly, to the effect that it was denied to the GAO in 1955. 

Mr. Roney. It wasn’t stated that this had then been denied. 

Mr. Decuerr. It wasn’t denied toGAO. 

Mr. Héserr. Let one witness testify. 

Mr. Decuert. This letter from Mr. King said “which were not 
made available in 1955.” 

Mr. Harpy. I see. 

Mr. Krrentn. Mr. Chairman, may I ask, in order to clarify some- 
thing in my own mind—Mr, Dechert, how did a controversy arise as 
to whether these data were available in 1955 if there had been no 
request ? 

Mr. Decuerrt. I think there was not a controversy in 1955. I have 
heard no evidence of a controversy in 1955. 

Mr. Krrenin. That was ate just a discussion of the existence 
of this particular data? 

Mr. Decuert. That is right. 

Mr. Kircentn. The Department of Defense took the position that it 
was confidential ? 

Mr. Decuert. That is right, apparently, as to the position taken 
then by the Army officials in Europe. 

Mr. Krrcntn. And there was no demand made by the General Ac- 
counting Office at that time for the information ? 

Mr. Decuert. So far as we can reconstruct the situation. 

Mr. Kircntn. And it was 2 years later, or thereabouts, when an 
official demand or official request was made for the information? 

Mr. Decuert. So far 
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Mr. Krrcentn. They knew to exist for some 2 years ? 

Mr. Decuert. That is right, sir. 

Mr. Harpy. If that is an actual correct evaluation of the situation, 
either the GAO didn’t consider it very important at the time or they 
didn’t have sufficient information to do a complete job, if they didn’t 
ask for it. 

Mr. Decuert. I am not in position to answer that—if you are ask- 
ing me a question. 

r. Harpy. I understand. That was just a comment, Mr. Dechert. 
You needn’t comment on that, Mr. Dechert. 

It would seem to me that one of those alternatives would have to 
exist as far as the GAO was concerned. 

Mr. Heéserr. Mr. Kitchin. 

Mr. Kircutn. No. I just wanted to inject the comment here: The 
General Accounting Office representatives are here and we might 
clarify that particu tae incident, if it is that important, with the Gen- 
eral Accounting Office as to what form their demand did take and 
when and so forth, according to their records. 

Mr. Hésert. Mr. Powers, do you care to comment at this time to 
clear the record ? 

Mr. Decuert. You are asking Mr. Powers in the back of the room? 

Mr. Hépsert. I am asking Mr. Powers now. That is all right, you 
can speak from there. 

Mr. Powers. I think a very careful review of our report, Mr. Chair- 
man, will show that our examination was conducted during the 
period of 1954 to 1955. 

We enclosed and forwarded a draft of our report on August 2, 
1955, to the Honorable F. H. Higgins, Assistant Secretary of the 
Army for Logistics, and Research and Development. We enclosed 
the report on our review of fiscal year 1953 procurement of this 
ammunition by the Ordnance Procurement Center at Sandhofen, 
Germany. 

The report indicates that excess costs of about 16 to 21 million dol- 
lars were incurred because the ammunition was procured on a com- 
plete round basis, rather than by the usual method of procurement of 
this ammunition on a component basis. 

We understand that the component parts of this ammunition are 
manufactured, packaged, and shipped separately, and assembled only 
at the time of firing. 

In transmitting “this to Mr. Higgins, we indicated that the reasons 
presented by USAREUR for not terminating these contracts were 
reasonable and that action had been taken to protect the Government’s 
interest by amending the contracts to allow redetermination of said 
contracts on a comnent basis. 

Based on the available facts which were given to us, however, the 
soundness of the initial decision to procure the ammunition on a com- 
plete basis appeared questionable. 

Moreover, we believed that the termination studies, which is what 
we requested, in Europe from the responsible commander, which were 

made by the Ordnance Procurement Center, especially those rel: ating 
to delays in contract performance, should have been made available to 
our staff. 
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We asked Mr. Higgins to review the draft of our report and to for- 
ward his comments and indicate what action he proposed to take. 

It was subsequently—after we received Mr. Higgins’ reply, Mr. 
Chairman—which we didn’t consider responsive, due to the fact that 
the termination studies were not made available to us, and by further 
referral of the information to our European branch in Paris, and some 
additional fieldwork involved, that we formally transmitted our re- 

ort to the Secretary of the Army on June 14, and also to the 
Secretary of Defense. 

Mr. Hépert. June 14 of which year? 

Mr. Powers. 1957. 

Mr. Harpy. Now 

Mr. Powers. In those transmittals we indicated that we were denied 
access to the termination studies on the basis that the studies are inter- 
nal working papers and that the command’s reply fully expressed the 
Department of the Army position. 

Sensvanenil’ as we reported to the Secretary of the Army and the 
Secretary of Defense, we were unable to evaluate the considerations on 
which the United States Army Europe based its position, although we 
recognize that there may have been problems relating to our country’s 
foreign relations involved in that particular decision. 

This course of action we reported to the Secretary of Defense and 
the Secretary of the Army, was contrary to law and prevented us from 
performing our statutory responsibility. 

Mr. Harpy. Could we clear up just the date question, Mr. Powers? 

Mr. Powers. Yes, sir. 

Mr. Harpy. The very thing that Mr. Kitchin was raising there a 
moment ago. 

Now, you read a statement, at least I thought you were reading a 
statement from that report, to the effect that termination studies should 
have been made available to your people in the field. 

Mr. Powers. Yes, sir. 

Mr. Harpy. Now that, I understand, was a statement which you 
read from a report transmitted to Mr. Higgins in 1955. 

Mr. Powers, Yes, sir. 

Mr. Harpy. Is that correct ? 

Mr. Powers. Yes, sir. 

Mr. Harpy. So then in the report which you sent to Mr. Higgins in 
1955, you did not say that you had made an official request for necessary 
termination studies, but you did say they had been denied you, is 
that correct? 

Mr. Powers. “Moreover, we believe that the termination studies 
should have been made available to our staff.” 

Mr. Harpy. Well, you said they were not made available, then. 

Mr. Powers. That is right, sir. 

Mr. Harpy. You didn’t say you had asked for them. 

Mr. Powers. Well 

Mr. Harpy. That was quite an oversight. 

Mr. Powers. I am sure, Mr. Chairman, that we had asked for them 
and were not—as stated in this letter 











Mr. Harpy. Are you willing to testify now that you know that they 
were asked for of the command in 1955? 
Mr. Powers. Yes, sir. 
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Mr. Harpy. Then Mr. Dechert didn’t know that ? 

Mr. Powers. I believe we reported that to the Secretary of Defense. 

Mr. Harpy. I can’t get any interpretation from the question you 
raised there, but a clear implication that there had to have been re- 
quested the information. Otherwise, there would have been no matter 
about them being made available. 

But I can understand Mr. Dechert taking that point of view. 

That was in 1955. I just wanted to be sure of the date, that is all. 

Mr. Powers. Yes, sir. 

Mr. Harpy. Thank you. 

Mr. Hésertr. Now don’t let’s belabor this particular point, though it 
is very important. But we want to get on to the overall presentation 
here today, Mr. Dechert. 

Mr. Decuert. Yes. 

Mr. Hésert. There is just one thing that I want to clear up, in one 
sentence alone. That is in connection with your extemporaneous 
remarks as related to 300,000 requests by Members of Congress and 
committees, which is a most impressive figure, but I don’t want the 
record to show that these 300,000 requests reflect requests which are 
of the nature which is before the committee today and which we are 
discussing. 

Those 300,000 requests in the great majority and the great prepon- 
derance—almost 100 percent—are routine requests by Members of Con- 
gress as to some routine information and include, as an example, the 
status of a soldier, sailor, or an airman or the possibility of relief to 
some individual. They are merely pieces of paper that are routine 
requests and are handled in a routine manner and have no connection 
or relevancy as far as this hearing is concerned. 

Now isn’t that a true statement ? 

Mr. Decuert. I think I made that clear, Mr. Chairman. 

Mr. Heéserr. No; you didn’t make it clear. Else I wouldn’t have 
asked the question. 

Mr. Decuerr. Iam sorry, I meant to make it clear. 

Now if we come directly to the papers requested by the GAO, I will 
make an estimate, and if I am wrong, you can ask the General Account- 
ing Office. 

Mr. Héserr. Don’t get off the subject now. 

Mr. Decuert. Thisis 

Mr. Hésert. Now wait a minute. 

Mr. Decuert. All right. 

Mr. Hésertr. You will answer the questions that I ask. I have made 
the statement or the observation that the figure which you injected 
into this hearing of 300,000 would obviously indicate the great milk 
and honey relationship between the Department and Congress, and 
that in the 300,000 requests there have been only 4 denials, when as 
a matter of fact the figure of 300,000 requests does not reflect, or is 
not in any way relevant to the matter before this committee now. It 
includes practically every piece of paper or every verbal request. made 
by a Member of Congress through the multiple liaison officers on the 
Hill, for some routine operations of the day. 

Now isn’t that a fact ? 

Mr. Decuerr. Mr. Chairman, I brought that out when I made the 
statement. You and I are now in the position of your being chairman 
and I being a witness. 
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Mr, Héserr. And I am going to take full advantage of that. 

Mr. Decurrr. Therefore lam at a disadvantage. 

Mr. H&épserr. You are never at a disadvantage, Mr. Dechert. 

Mr. Decuerr. I do not think the chairman should use the kind of 
language that you just used to a witness who is trying to do his job 
here. 

Mr. Héserr. That is a matter of opinion, because I recognize the 
ability of the witness and his resourcefulness. 

Now, I again say isn’t it a matter of fact that these 300,000 requests 
are in effect the routine business of a congressional office to make 
requests during the course of the daily business? Isn’t that a fact? 
It either is or it isn’t. 

Mr. Decuert. Yes, sir. 

Mr. Hésverr. That is all. 

Mr. Decuert. Iso said. 

Mr. Héserr. All right. 

Mr. Decuert. When I was reading. 

Mr. Hévert. What did you say when you rgad ? 

Mr. Decuerr. I said, I think—here is what I have in front of me: 

This figure covers Army, Navy, and Air Force and the Office of Secretary of 
Defense; and includes requests from individual members of committees, briefings, 
hearings, and a relatively small number of reports on bills. 

Mr. Héserr. That is correct. But we are now discussing a very im- 
portant matter. And the inference that any reasonable man can 
draw—I may not be a reasonable man. But any reasonable man, in 
clear thinking and logic, can draw: Since we are discussing this 
mi jor question now, that any injection of a figure, whether it be 3,000 
or 3, is an injection of that figure to indicate the accessibility of the 
records of the Department when requested by a Member of Congress 
as related to the subject matter before us. 

Mr. Decuert. Yes, sir. 

Mr. Hésert. That is correct ? 

Mr. Decuert. Yes, sir. 

Mr. Héserr. So, therefore, the 300,000 figure is not relevant to the 
pertinent testimony which we desire here “today. It is relating to 
other matters that we are not concerned with this morning. 

Mr. Decuerr. I don’t agree with that, sir. I will explain why, 
if you want. 

Mr. Hépert. No, sir, I don’t want you to explain. Just don’t agree, 
because we have very limited time. 

Mr. Wixson. Mr. Chairman, I wonder if the witness could tell us, 
as he started to, the number of cases that he would estimate that would 
be pertinent to the investigation ? 

Mr. Decuert. It is my understanding that the General Accounting 
Office has a good many thousand people engaged in this activity. I 
estimate that in the course of the year each one of their men engaged 
in this activity would be dealing with 1,000 papers. 

That is less than 100 a month. 

I think the figure is 6,000 people they have involved. At 1,000 a 
month per person, that comes to over 6 million papers a year, doesn’t it ? 

As I said, I know of no papers that have been denied them. The 
only one I know where there has been a substantial delay is this one 
we were discussing. It is my understanding—or it was my under- 
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standing until Mr. Powers just testified—that there had been no re- 
quest, formal or informal or otherwise for that paper until the 
Secretary of Defense received this letter of June 14, 1957. 

Mr. Powers, in answer to a direct question, just said that he could, 
of his own knowledge, affir matively state that there was such a request 
made in England—I mean in Germany. This is the first knowledge 
I have had of that. Our records do not seem to indicate that. But I 
may be wrong. Obviously I can’t know everything. 

Mr. Kiron. Mr. C hairman, may I interrupt here? I don’t know 
whether that was responsive to Mr. Wilson’s inquiry. 1 will ask him 
to see whether it was. 

Mr. Wixtson. I think it was. 

Mr. Kircutrn. Were you asking concerning the number to the Gen- 
eral Accounting Office or were you relating your question to the same 
question that we previously discussed, and that was to the : 300,000 
figure to Members of Congress ¢ 

Mr. Wirson. The number relating to the General Accounting Office. 

Mr. Kirenty. Allright. That isall I have. 

Mr. Heéserr. Now, Mr. Courtney, you desire to read the rest of 
the statute ? 

Mr. Decuerr. I wasn’t quite finished with my oral statement. 

Mr. Courtney. Oh. 

Mr. Decuerr. Because there is another issue which arose, of which 
I think this committee ought to know, in order to have a rounded 
picture. This arose in two steps between the General Accounting 
Office and ourselves. 

Mr. Courtney. Since when, Mr. Dechert ¢ 

Mr. Decuerr. Since the last hearing on April 1, 1958. 

Mr. Courtney. Since the meeting of this committee, here, in April ? 

Mr. Decuert. Yes, sir. 

In the first discussions there were two different points involved. 
They happened to arise almost contemporaneously. One was the de- 
sire of the GAO to see certain confidential studies made for the Army 
in Germany, which a GAO representation in Germany thought would 
furnish valuable background information in connection with a study 
of the general management type which was then being conducted by 
GAO. 

The general in Germany, knowing the highly confidentia] nature 
of this material, felt he didn’t have the author ity to deal with it, and 
referred it tothe Army in Washington. 

The other matter which arose at the same time concerned a NATO 
paper. There a completely different representative of GAO felt 
that perhaps a particular NATO paper had some bearing on what he 
was doing in the same kind of study in Paris. This also came back 
tothe Department of Defense in a different area 

Both requests came to my desk. Both of these were promptly re- 
solved, to the entire satisfaction of both sides. By discussion with the 
top executives of General Accounting Office, we made the first type of 
papers available to two named GAO ‘people who would sign for them, 
so that the record would show who had seen the documents. Thus 
GAO did have an opportunity to see them. This matter of signing 
was in accordance with the practice that we have customarily followed 
when we are dealing with a document of a highly sensitive nature. 
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There was a little delay, but it wasn’t a material delay, and I 
think GAO people have accomplished their desired results. 

I have never read the second paper as to which a question arose. It 
is one [ am not customarily entitled to read. However, I had it in 
my hands. I took it with me to the GAO. We showed to some of 
the top people there the nature of the paper it was. We told them 
the restrictions under which NATO papers were held, and that if 
such papers were released that if they got out into any wide circula- 
tion with us, the same thing would be appropriate in other countries. 

The NATO paper didn’t really have anything to do with the sub- 
ject in which they were interested. It was a strategic estimate of 
possible conditions some years in advance. GAO agreed that this was 
not something that they really needed, and they withdrew their 
request. 

That that episode was therefore settled, I believe promptly and to 
the entire satisfaction of both. 

Then there arose the question as to whether the GAO in connection 
with its general review of management planning in the department 
of Defense for the future could secure access to the war plans papers 
secret plans for the defense of the United States in case war is forced 
upon us. ‘These plans not only involve ammunition, personnel and 
the like, but also possible events in case of any attack that we might 
have suffered. 

Such papers may originate in the National Security Council or in 
the Office of Defense Mobilization or in the Joint Chiefs of Staff, o 
in certain other places. 

I think the GAO people have recognized—indeed, they so stated— 
that they could not attempt to audit the competency of our top de- 
fense planners in their strategic planning, and they didn’t want such 
papers for this purpose, but they subsequently asked whether they 
couldn't have made available to them extracts from these papers, 
which would make it possible to determine whether the first person 
who deals in the Department of Defense with the number of machine 
guns or tanks or trousers we may need in 1962 is being properly 
briefed to make such forecasts. 

We considered this matter very carefully. It was determined that 
we could not furnish these papers most of which we don’t control, 
as a matter of fact, since they are papers from people from outside. 

Therefore I wrote a letter to the Comptroller General saying that 
these papers we could not give to them. 

I suppose they are not happy over that, but anyway that is the 
decision to which we felt that we had to come. 

Mr. Heéserr. Now, Mr. Dechert, let me get this exactly accurate. 

The suggestion was made by the GAO that the GAO wanted the 
access to the war plans. It was not a subject that crept into the dis- 
cussion. It was a specific request by the GAO? 

Mr. Decuerr. Well, you can hardly os it that way, Mr. Chairman. 
The GAO has a group of very competent people working in the De- 
partment of Defense, in different areas at different times, and these 
men work at desks near our own staff. They are constantly in touch 
with our people, and they discuss back and forth across the table all 
the things that might help GAO. 














160 INVESTIGATION OF NATIONAL DEFENSE 


This is not a matter of writing letters across the river. These are 
people working desk to desk and doing their best to accomplish 
results. 

Mr. Héserr. These are just—— 

Mr. Decuert. So this was not a formi al request in that sense. 

Mr. Héserr. Well—— 

Mr. Decuerr. But there is no doubt they said they would like to 
have—not the whole papers—I don’t want to indicate that. The top 
GAO people never said they wanted the whole papers. They said 
they would like to have access to a certain part of these papers, to see 
whether our man who first dealt with it correc tly interpreted the other 
document and to make certain other determinations. 

Mr. Hésert. Then am I to understand by your testimony—in other 
words, this was just given vocal expression, the thoughts that were 
running through the individuals minds and was no formal request of 
the General Accounting Office, for war plans ? 

Mr. Decuert. No. It came finally to a formal request and we met 
several times about it. Let me make clear again. The top GAO 
people did not ask for the total of the plans, but they wanted extracts 
from the defense war plans which they felt would enable them to go 
back of our first action in the Department of Defense. 

Mr. Heéserr. Then I say to you in all frankness, I am very sym- 
pathetic to your position, most assuredly so. Iam speaking for myself. 

Mr. Decuert. Yes, sir. 

Mr. Héserr. Because my appreciation of the General Accounting 
Office as the arm of Congress is that of the auditing arm and it is to 
them to see that the money expended is expended properly in accord- 
ance to law, and not to anticipate under such war plans what could or 
might be done. So in that area I say to you I am very sympathetic to 
your position. 

Mr. Decuert. You know, Mr. Chairman, of course that the Comp- 
troller General’s Department now goes much beyond auditing ex- 
penses. It is making management-type surveys and has done so for 
some years. 

Mr. Hésert. We won’t get into that area, because there, too, I am 
very critical of the procedure. Let’s stay on our own subject now, 
because it is big enough. 

Mr. Witson. Mr. Chairman, specifically on this June 14, 1957, re- 
quest, can we determine a little more accurately just what date the 
Defense Department finally agreed to make this information available 
toGAQO? 

Mr. Drecnuerr. Mr. Wilson, there is in our files no specific statement 
prior to this letter of yesterday which I read in the record, which says 
to the GAO, “You can have these papers that you ask for.” 

But the request came June 14, 1957, formerly to the Secretary of 
Defense, as Mr. Powers has testified, in connection with the 17th 
Annual Report of GAO. At that time we were engaged, or shortly 
after that we became engaged, in revising the Army Guidelines. This 
was one of the things that led to such revision. 

Mr. Witson. And GAO was in on this discussion on the revision ? 

Mr. Decuert. Oh, absolutely. It was a joint discussion through- 
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Mr. Witson. I wonder if your assistant could give us a little 
better estimate as to what time informally the GAO was informed 
that they could have these reports ? 

Mr. Roney. Well, Mr. Wilson, it was after the April 1 hearings. 

Mr. Decuertr. April 1, 1958? 

Mr. Roney. Right, 1958, the hearings of this committee. I was 
talking to Mr. Powers and he mentioned this June 14, 1957, letter and 
indicated a formal reply had not been received. And I asked him— 
I said: 

We assumed that with the issuance of the Army Guidelines on August 20, 
1957, this being an Army matter, that if you still needed those papers, they 
would be made available pursuant to the Army Guidelines. 

He said: 

Well, we never receive a formal reply to our June 14, 1957, letter— 


and I must admit they had not received a formal reply. 

At that point I contacted the Army and asked them: 

Will you please formally reply to their June 14, 1957, paper? 

They did. They had some discussions with their top people up 
there and they agreed that under the Army Guidelines there was no 
reason why the GAO should not see those papers if they still wanted 
them. 

Mr. Wuson. In other words, would you say that there is no reason 
to assume that the GAO would be coy about asking for them, with 
the knowledge that the Army Guidelines decision had been made and 
their knowledge that under such a decision this information would be 
further available to them ? 

Mr. Roney. Well, my guess is—and it is strictly a guess—that they 
had completed their audit and the papers had been filed away and 
they were off on some other business at that time. This is strictly 
a guess. 

Mr. Wirson. But it was actually April of this year before you got 
around to realizing that you hadn’t given a formal reply ? 

Mr. Roney. That is right. 

Mr. Witson. To their request of last year? 

Mr. Roney. That is correct. 

Mr. Harpy. Now on that one, just to clear this one up—are you 
through ¢ 

Mr. Witson. Yes. 

Mr. Harpy. That is the letter that went out yesterday ? 

Mr. Roney. That is the letter that the Army finally cleared yester- 
day and sent to the General Accounting Office. 

Mr. Harpy. So it took 3 months even after you prodded the Army 
for them to tell the GAO they could get the information ? 

_ Mr. Roney. I think we brought it to the Army’s attention sometime 
in April, Mr. Hardy. 

Mr. Harpy. Well, you used the word “dated April,” yourself, and 
not I. 

Mr. Roney. It was sometime after that that I was talking to Mr. 
Powers and he brought this letter of June 14 up. 

Mr. Decuert. I think you must remember, Mr. Hardy, that we 
had assumed from the constant conferences we were having over the 
Army Guidelines, that the GAO knew all along that the execution of 
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the Army Guidelines document would give them access to this. There- 
fore we didn’t think a letter was necessary. 

It was only this later discovery that they still wanted a reply 

Mr. Harpy. My point right at the moment, Mr. Dechert, was that 
even after the matter came up here on April 1. 

Mr. Decuert. Yes. 

Mr. Harpy. And after attention of the Army was called to the fact 
that GAO still wanted a reply, the best you can make out now is that 
it took at least 2 months to get that answer out. 

Mr. Decuert. That is right. 

Mr. Roney. That is correct. 

Mr. Witson. Mr. Chairman, the point I am trying to determine 
is were the reports made available to the GAO subsequent to June 14, 
1957. 

Mr. Roney. They were there, and as far as the Army was con- 
cerned, it was perfectly willing to have GAO look at them. Whether 
or not GAO ever requested after that time, after August 20, 1957, 
to see those working papers we do not know. 

Mr. Wuson. In other words, there was no transmittal of the re- 
ports from Army to GAO, and there has not yet been. 

Mr. Roney. No. 

Mr. Witson. All right. 

Mr. Kircutn. May ‘Task one question that perhaps will resolve this? 

Mr. Roney. Mr. Wilson, I would like to state this, as I stated be- 
fore, that we or rather the Army called the G AO, and I believe they 
talked to Mr. Bailey, who is one of Mr. Powers’ assistants. He indi- 
cated that their overseas representative had writen a letter stating that 
this matter had been cleared up. 

Now, I assume from that that he had the papers. 

Mr. Kircnin. I am trying to clarify this point and resolve this one 
question which I think we are belaboring a little bit, Mr. Chairman. 
May I ask Mr. Powers this question: Since you have or will receive 
this letter that was read into the record which was signed yesterday, 
will the General Accounting Office now request the papers that you 
are requesting in your letter of July of last year 

Mr. Courtney. June 1957. 

Mr. Kircnrn. June. 

Mr. Powers. Yes, sir, Mr. Kitchin, we will. As a matter of fact, 
we did not have our European branch press this matter until the 
overall problem on access to records was resolved by the Secretary 
of Defense. 

We advised him that we had reported it to the Secretary of Defense 
in June and that we were denied the access to these recor ds and there- 
by were prevented from performing our statutory responsibility. 

Now, on every other case which develops currently, as a matter of 
resolution, since the issuance of the overall Army policy we have in- 
structed our people worldwide to immediately teletype me on any case 
of a responsible commander refusing access. Immediately upon re- 
ceipt of those cables, teletypes, from ‘all over the world, I contact the 
responsible official and tell him we are having difficulty on this partic- 
ular paper. 

Generally speaking, within 24 hours or 48 hours, instructions go to 
that commander to release them. The most serious one was previous- 
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ly related by Mr. Dechert in his testimony in connection with a ver 
important review that we were making in Europe on United States 
Army supply activities. 

General Hodes, the responsible commander there, raised a serious 
question on whether or not we should have access to top secret docu- 
ments. 

As Mr. Dechert testified, we promptly brought that to the atten- 
tion of both the Secretary of Defense’s office and the Secretary of the 
Army, and following a discussion when they came to our office, they 
agreed to make those two documents available. 

“Mr. W iLsoN. Will the gentleman yield ? 

Mr. Krrcnin. Yes, indeed. 

Mr. Witson. How many such requests, cables and immediate re- 
quests, or appeals from the field commander’s decision, have you 
gotten since the Army Guidelines decision or directive was published ¢ 

Mr. Powers. Since the Army directive was published, except for the 

vase that General Hodes raised, on the two papers covering our current 
supply activities, we had had no case that I know of of refusal to 
make information available. 

We have, however, had serious delays in our work in both the Navy 
and the Air Force because their regulations are not compatible or con- 

sistent with the Army policy. 

We have endeavored to resolve those with the responsible com- 
manders, including Bureau Chiefs and other people that are directly 
responsible. 

Mr. Harpy. Then I would take it—— 

Mr. Winson. That isa good point. 

Mr. Harpy. I would take it the Army regulations did clear up this 
problem generally within the Army ¢ 

Mr. Powers. Yes, Mr. Hardy, we believe it has. In fact, when we 
recently started our audit of a major command within the Army, 
there was a letter issued by that responsible commander indicating 
that on the matter of relevance it was determined that since GAO was 
going to make an audit of all the command activities, that that in itself 
established the relevancy and we should be given access to all informa- 
tion, documents, papers, and records. 

Mr. Harpy. What about the volume with respect to the withholding 
of these documents by the Air Force and the Navy? That is the ques- 
tion that Mr. Wilson raised. I know—you said you have a lot of them. 
But have you any figures on that ? 

Mr. Powers. No, Mr. Hardy. 

Generally speaking, over a period of time—some of these delays 
extend over several days and some of them invlove a matter of w eeks. 

Mr. Harpy. I see. 

Mr. Powers. By contacts with the headquarters people here—for 
instance, I recall a case 3 months ago in connection with our review 
of Air Force supply activities in the Far East. There were certain 
documents there that we needed to complete our review and evaluation 
of those activities and to carry on with our audit. 

Within, I think, about 2 days after we finally located the responsible 
person in the Pentagon, a cable went over to the Far East. 

Mr. Harpy. Yes, but you don’t have any figures, any numbers to 
indicate the extent to which this problem exists. 

Mr. Powers. I would say “No, Mr. Hardy, not at the moment.’ 
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Mr. Kircnin. Mr. Chairman, may I ask one more question of Mr. 
Dechert ? 

Mr. Héserr. Yes. 

Mr. Kireurn. We are going a little far afield and maybe this ques- 
tion may help to clarify it. 

Mr. Hézerr. Yes. We want to go on. 

Mr. Krrcurn. This directive that you say will be signed, dated 
July 3 

Mr. Decuerr. The draft dated ae 

Mr. Krrcutn. The draft dated July 3. 

Mr. Héserr. Which will be signed today. May I make this sug- 
gestion, if you will pardon me, Mr. Kitchin. 

Mr. Krrourn. Yes. 

Mr. Héserr. At this point in the record may we have the draft 
inserted in the record ? 

Mr. Kircurn. Yes. 

Mr. Héserr. Put it in the record right now. 

(The document referred to is as follows :) 





JULY 9, 1958. 
Number 7650.1. 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject : General Accounting Office comprehensive audits. 
References: (@) DOD Directive 5200.1, subject: Safeguarding official informa- 
tion in the interests of the Defense of the United States, dated 8 July 1957. 
(b) DOD Directice 5400.4, subject: Provision of information to the Congress, 
dated March 22, 1957. 
I. PURPOSE 


To explain the General Accounting Office comprehensive audit program and to 
prescribe policy for the guidance of representatives of the Department of Defense 
and components thereof in their relationships with General Accounting Office 
representatives engaged in carrying out the statutory audit responsibilities of 
the Comptroller General. 


Il, GENERAL ACCOUNTING OFFICE COMPREHENSIVE AUDIT PROGRAM 


A. General scope 


The General Accounting Office has broad authority for conducting audits and 
investigations in the executive departments and agencies. The purpose of this 
authority is to enable the Comptroller General, as an agent of the Congress, to 
determine how each agency under audit discharges its financial responsibilities. 
In this connection, the financial responsibilities of an agency are to be construed 
as including the expenditure of funds and the utilization of property and personnel 
in the furtherance only of authorized programs or activities in an effective, 
efficient, and economical manner. Comprehensive audits will be directed only 
to the nontactical operations of the Department of Defense. Primarily, the effort 
by the General Accounting Office auditors will be for the purpose of evaluating the 
results of financial management within the Department of Defense and compo- 
nents thereof. 


B. Basic statutory authority 

Section 313 of the Budget and Accounting Act of 1921 (31 U. S. C. 54) pro- 
vides that “All departments and establishments shall furnish to the Comptroller 
General such information regarding the powers, duties, activities, organization, 
financial transactions and methods of business of their respective offices as he 
may from time to time require of them; and the Comptroller General, or any 
of his assistants or employees, when duly authorized by him, shall, for the 
purpose of securing such information, have access to and a right to examine any 
books, documents, papers or records of any such department or establish- 
ment.* * *” 
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C. Performance of comprehensive audits 


The General Accounting Office is performing as many audits as possible at 
the sites of operations. These audits, which are on a comprehensive basis, are 
performed by personnel from the various General Accounting Office regional 
offices, overseas offices, and the Defense Accounting and Auditing Division in 


Washington, D. C., and Dayton, Ohio. The regional offices are in 19 locations 
in the United States. 


D. Approach to comprehensive audits 


General Accounting Office audits are designed to provide a comprehensive 
review of Government agencies and their activities. The extent of detailed 
examination work in such audits is determined by the adequacy of the manage- 
ment control exercised by the agency under audit. In order to evaluate inter- 
nal management controls, General Accounting Office personnel examine the his- 
tory, purpose, authorities, organization, activities, policies, and procedures of an 
agency and its component activities, and then review the operating results in 
the light of the intended purpose and authorities. In making an evaluation of 
internal control, representatives from the General Accounting Office will neces- 
sarily perform various audit steps such as reviewing, analyzing, and testing 
accounting and operating data, property records, data in support of budgetary 
statements, and other supporting evidence covering the agencies’ activities. The 
results of comprehensive audits will be covered by reports which will be made 
available to the head of the agency involved. 

E, Evaluation of internal controls and internal review activities 

Section 117 (a) of the Accounting and Auditing Act of 1950 (31 U. 8. C. 67 
provides that, in the determination of auditing procedures to be followed and the 
extent of examination of vouchers and other documents, the Comptroller Gen- 
eral shall give consideration to the effectiveness of accounting organizations 
and systems, internal audit and control, and related administrative practices 
of the respective agencies. Pursuant to the foregoing, the General Accounting 
Office audits will be conducted in full recognition of all internal review activities 
and will evaluate their effectiveness and eliminate the necessity for duplicating 
much of their efforts. The General Accounting Office intends, as part of its 
comprehensive audit procedure, to review the internal audit work accomplished 
within the Department of Defense. This review will serve to enable the Gen- 
eral Accounting Office to evaluate the effectiveness of internal audit and control 
and thereby minimize its effort devoted to detailed review of installation activi- 
ties. To the extent that the internal audit program has been the successful 
and effective aid to management which it is designed to be, a corresponding 
reduction in the disruption of normal operations at the installation or activity 
by the General Accounting Office should result. 


Ill. POLICIES AND ACTION 


A. Cooperation to be accorded representatives of the General Accounting Office 

Representatives of the General Accounting Office will inform the agency and 
installation concerned of any proposed audit and its contemplated scope. Of- 
ficials of all levels within the Department of Defense and components thereof 
shall cooperate fully with the General Accounting Office representatives in order 
to facilitate the audit work. Care should be taken to assure that proper work- 
ing space and facilities are provided, as well as timely assistance in making 
necessary information, records, and personnel available. 


B. Access to records and release of records and reports 


1. In accordance with the provisions of the Budget and Accounting Act of 
1921 (see II B hereof), authorized representatives of the General Accounting 
Office shall be given access to, and allowed to examine, such records as are neces- 
sary to permit them to carry out their duties and responsibilities. 

2. Internal audit reports of the military department audit organizations and 
associated working papers shall be made available, as requested, to the General 
Accounting Office representatives by the audit agency where such reports and 
working papers are maintained and filed. Supplementary data and information 
with respect to findings and recommendations contained in audit reports, man- 
agement’s position with respect thereto, corrective action to be taken, etc., shall 
be furnished as requested. Departmental procedures may provide for supply- 
ing such supplementary data, when available, concurrent with the release of 
the audit reports, or as soon thereafter as practicable. 
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3. Budgets for any future fiscal year will not be released. Reports of non- 
Department of Defense agencies (including FBI reports) shall not be released 
unless the written consent of such agency has been obtained. Reports of the 
inspectors general and criminal investigation organizations shall not be fur- 
nished except upon approval of the appropriate departmental secretary. Such 
reports may be summarized and the summaries, upon request, may be furnished 
with the approval of the appropriate departmental secretary. 

4. When the same conditions exist as raise a question as to whether particular 
information may be furnished to a member or committee of the Congress, no 
refusal to furnish such information shall be made until the matter has been 
submitted to the secretary of the military department concerned or the Secretary 
of Defense. 

IV. IMPLEMENTATION 


Implementing regulations of the respective military departments shall be sub- 
mitted to the Secretary of Defense for approval within 90 days from the date 
hereof. 

V. EFFECTIVE DATE 


This directive is effective immediately. 


Mr. Decuert. May I make a statement in order to make further 
questions more clear? I had a message a couple of minutes ago that 
the Secretary of Defense has signed this directive, so it can now be 
referred to as the directive dated July 9, 1958. 

Mr. Héserr. I want to compliment you on the speed in which it is 
being accomplished now. I hope it is a guidepost to the future. 

Mr. Decuert. May I also interpose this other point? It is true 
that the Navy and Air Force have not yet adopted papers similar to 
the Army Guidelines, the reason being that in our negotiations with 
the General Accounting Office in connection with the Army Guidelines 
it was decided that we ought to have a defensewide directive which 
would then be followed by regulations under that defensewide direc- 
tive issued by the other two departments. 

Therefore, the execution of the directive today will promptly be 
followed by regulations of the other services, similar to that of the 
Army Guidelines. 

Mr. Hépsertr. A question, Mr. Kitchin ? 

Mr. Kircnin. Yes. My question is this: Does this directive which 
has been signed today, which we refer to as the directive dated July 
9 now 

Mr. Decuert. Yes. 

Mr. Krrcurn. Does this directive follow the Army Guidelines or 
does it moderate the decisions that were previously in effect on behalf 
of the Air Force and the Navy? 

In other words, is this as liberal as the previously adopted direc- 
tives in the Army Guidelines as it pertains to the General Accounting 
Office, or is it more restrictive ? 

Mr. Decuert. In certain respects I think it can be said to be more 
liberal than the Army Guidelines. However, it spells out this matter 
relating to the whole of inspectors general reports and similar reports, 
which matter was not dealt with at all in the Army Guidelines. 

The Army Guidelines related largely to the auditor general’s re- 
port, as I brought out a while ago. When we came to issue our de- 
fensewide directive, we found we were involved in an issue which had 
not really been raised in the Army Guidelines. Therefore we had 
to deal with this issue, and that has been the cause of most of the delay, 
really. I think it could fairly be said that the directive of today with 
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respect to the inspectors general reports is not as liberal as the army 
Guidelines because this has a negative in respect to a point on which 
the Army Guidelines document was silent. 

Mr. Krroutn. Well, that is the point that I wanted to raise. 

Mr. Decuert. Yes, sir. 

Mr. Kircuty. In other words, what the General Accounting Office 
has been living with satisfactorily under the Army Guidelines as per- 
taining to iantinmnateheent of the Army, has now been not liberalized 
but further restricted by the injection of this particular issue involv- 
ing inspectors general reports ¢ 

Mr. Decuert. Yes, but I think in the time they have been living 
with the Army Guidelines they have had no case which has brought 
up this inspectors general report issue. Therefore, I think there will 
be no practical changes as a result of this directive in the relationship 
of the Army to the GAO as it has existed over the past period of 
months. 

Mr. Kircnrin. Now, we are getting pretty close to the time to ad- 
journ, Mr. Chairman. 

Mr. Hépert. Yes. 

Mr. Kircnurn. I have only one more question. I will not take the 
time to read the language of section 313 of the Budget and Account- 
ing Act, of which you are very familiar. 

(Mr. Dechert nods. ) 

Mr. Kircutn. But there in plain, understandable language even to a 
layman, there is described and depicted for the instructions under the 
statute of the responsibilities of the General Accounting Office 

(Mr. Dechert nods. ) 

Mr. Krrenrn. Words and phrases to me as an attorney, as a country 
lawyer, that are understandable as in any language I have read in any 
statute. 

Now, is it your opinion that this directive implements, changes, or 
injects any restrictive interpretation on that language that is not clear 
in the statute itself ¢ 

Mr. Decuerr. This directive is designed to implement the compli- 
ance by units of the Department of Defense with that statute. That 
statute, in spite of having language as plain as you indicate, is neces- 
sarily enacted against the background of the Constitution of the Uni- 
ted States, and the Constitution of the United States, as it has been 
interpreted over the years, indicates that there are certain things 
which the executive departments may determine are to be kept to them- 
selves. 

Therefore when the Congress enacted that statute and said “Give 
everything,” it must in my judgment have meant “Give everything 
which we under the Constitution can direct people to give.” 

I think it did not mean “Give everything, even those things which 
the Constitution said needn’t be given or shouldn’t be given.” 

Mr. Krrent1n. Then in that degree and to the extent that you have 
just testified, do you believe that it is necessary that further language 
be injected into the statute by amendment ? 

Mr. Decuerr. No, sir. 

Mr. Krrenr. And this directive that the Defense Department is 
issuing could probably be followed by directives of all the other execu- 
tive branches if they in their own department wanted to interpret it on 
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the same basis, and further implement it to the extent as it pertains 
to their respective department, is that right ? 

Mr. Decuerrt. I think some of the other executive departments do 
have such documents. I can’t speak authoritatively on this, but this 
subject is, as you know, sir, of course, subject to memorandums from 
the Attorney General and various other documents running back to 
President Washington’s day. 

Sweeping langauge has to be interpreted against the interpretation 
of the Constitution. 

Mr. Krrenrn. That is all, Mr. Chairman. 

Mr. Wirson. Just one short question, Mr. Chairman. 

Mr. Hésert. Mr. Wilson 

Mr. Wuson. Mr. Dechert, now that this directive has been signed, 
would you be willing to recommend to the Navy and the Air Force 
that they adopt implementing regulations similar to the Army 
Guidelines? 

Mr. Decuert. We have understandings with both those services, 
the Air Force and the Navy, that they will promptly adopt regula- 
tions in compliance with this new directive. They have somewhat 
different problems from the Army. Different things are called by 
different names and done by different organizations. But I assure 
you, sir, that there will be implementing regulations from those two 
services promptly as stated in the new directive. 

Mr. Wuson. That is all, Mr. Chairman. 

Mr. Hésert. Now, we are close to a recess. 

Read into the record the remaining part of the statute. 

Mr. Courtney. At the conclusion of Mr. Dechert’s testimony and 
before we got into the specifics of the directive which is now the 
directive in fact and in law as well, to bring to the attention of the 
subcommittee the concern of the General Accounting Office on their 
obligations, I read the statute giving their basic authority. 

Now we deal with the question of the obligation of the Department 
of Defense as one of the departments of the Government, and that 

s section 54, and I quote: 





All departments and establishments shall furnish to the Comptroller General 
such information regarding the powers, duties, activities, organization, finan- 
cial transactions, and methods of business of their respective offices, as he may 
from time to time require of them, and the Comptroller General or any of his as- 
sistants or employees when duly authorized by him Shall for the purpose of 
securing such information have access to and the right to examine any books, 
documents, papers, or records of any such department or establishment. The 
authority contained in this section shall not be applicable to expenditures made 
under the provisions of section 107 of this title. 

And briefly, Mr. Chairman, section 107 deals with relations be- 
tween this Government and foreign governments. 

Mr. Héserr. Go on. 

Mr. Courtney. Mr. Chairman, I have several questions to ask of 
Mr. Dechert, in view of the fact that this has now become a Depart- 
ment of Defense directive, having particular relation to the answers 
to the interrogatories of Mr. Kitchin. 

Would I understand you to say that this directive is a constitutional 
interpretation of the section I have just read, or the constitutional 
opinion on the interpretation of the section of the statute which I 
have just read ? 
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Mr. Decuert. I don’t know what you mean by constitutional 
opinion or constitutional interpretation. 

Mr. Courtney. Well, I understood you to say that the statute which 
I have just quoted must be read in the light of the constitutional 
provisions relating to the relationship between departments of the 
government. Would it then be fair to assume that this directive be- 
comes necessary in order to express the constitutional rights of the 
executive department ? 

Mr. Decuerr. No, sir; I don’t think it is necessary for that reason. 

The purpose of the directive is to make more smooth, more easy, 
more prompt the relations between the GAO and the Department of 
Defense and its many agencies, to enable these problems to be dealt 
with by the manifold operations in the field, without having them all 
to be referred back and without having a fog as to what ought to be 
done. That is its purpose. 

If we had said in the words of the statute “hand over everything,” 
we would be going beyond, in my judgment, that which is proper 
under the Constitution, because the Constitution indicates that there 
are some things which should not be handed over. 

Mr. Courrnry. Now you are dealing specifically 

Mr. Decuerr. And the purpose of the directive is not to state those 
reservations. The purpose is to make the whole operation of rela- 
tions with GAO more easy, as it has been made more easy with the 
Army by the Army Guidelines. 

In order to give an opportunity for the official in the field to deal 
with matters promptly, we have to indicate to him the things that he 
shouldn’t do without consulting higher authority. 

Mr. Courtney. Now may I ask you this? In this directive are you 
dealing with the question of executive privilege exclusively? _ 

Mr. Decuerr. I don’t recognize that as a proper term, Mr. Court- 
ney. We are dealing with the fact that there are some things which 
are not properly to be given out under certain circumstances by any 
department of the Government; for instance, the consultations be- 
tween members of this committee, the consultations between members 
of the Supreme Court, the consultations between the head of an ex- 
ecutive department and his advisers. The principle is not limited to 
the executive departments, and “privilege” seems to me to be a bad 
word. 

Mr. Courtney. Well, let us say executive perquisites. That will get 
it closer. Are you dealing, then, with the right of the executive to 
withhold information contained in documents or otherwise / 

Mr. Decuert. We are dealing 

Mr. Courtney. Please, let me finish the question. 

Mr. Decuertr. Oh, I am sorry. 

Mr. Courrnrey. Which is the property of the executive in your 
opinion because it relates to matters pertaining to the decision-making 
power of the executive ? 

Mr. Decuertr. We are dealing with the duty and right of the ex- 
ecutive not to spread broadcast certain types of information. Some 
of it may be the kind you just indicated. Some types may not be 
spread broadcast for a completely different but equally good reason. 
Some of these reasons are set forth in our directive No. 5200.6. 

For instance, it may be information furnished in confidence by 
foreign nations to the United States. 
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It may be information which would seriously affect our international 
relations if given out. : 

It may be information as to the identity of confidential informants, 
and information furnished by them in confidence. 

It may be, as I said a minute ago, financial data given in confidence 
to justify the granting of a certain contract. 

There may be all kinds of things which shouldn’t or can’t be given 
out under certain circumstances. 

But these problems we don’t have with the General Accounting 
Office in any material number. 

Mr. Courtney. Well, since the question is asked with reference to 
the right of the General Accounting Office as defined in the statute 
and since as you have indicated the broad questions would not arise in 
the areas and categories you have just referred to, why is it necessary 
to have a directive to cover situations which do not arise in your 
relationship with the General Accounting Office? 

Mr. Decuerr. I said that they have not arisen in any material 
number. There is no telling when they may arise. I indicated a 
while ago that a very serious group of them have arisen since I last 
testified. 

So that—we didn’t spell all possible types out here, for the very 
reasons you just indicated. We didn’t think it was important to spell 
them all out here. But we put a note to indicate that this was a 
situation which had to be borne in mind. And we did make some direct 
statements with respect to Inspectors General reports, because ques- 
tions as to those are the kinds of matter that might arise between Gen- 
eral Accounting Office and ourselves. 

Mr. Hézerr. It is 12 o’clock now. We have to recess. We will re- 
cess until 2 o’clock this afternoon. 

Mr. Courtney. We want to finish. Is that all right? 

Mr. Decuert. Yes, sure. 

Mr. Courtney. We want to finish while we are at it. 

(Whereupon, at 12 noon the subcommittee adjourned to reconvene 
at 2 p. m., the same day.) 


AFTERNOON SESSION 


Mr. Héserr. The committee will be in order. 

At the time of the recess, Mr. Courtney, you were in the process of 
examining the witness. 

Mr. Courtney. I have a question with reference to the general sub- 
ject of executive privilege, or by whatever name you choose to de- 
scribe it. I had a few general questions, Mr. Chairman. 

Now in discussing this directive of today, whatever number it may 
be known by 

Mr. Decuerr. It is No. 7650.1, just for the record. 

Mr. Courtney. Good. 

You said that the questions, or the problem area, if you please— 
I am just trying to pinpoint it—— 

Mr. Decuerr. Yes. 

Mr. Courtney. Narrowed pretty much to the question of access to 
Inspectors General reports. Am I assuming too much ¢ ; 

Mr. Decuert. The area which produced the extended discussions 
within the services themselves narrowed down to that area. As I said, 
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I think there are few, if any, cases of controversies with the GAO 
about this subject. But it was a subject that involved a very consider- 
able degree of discussion amongst the services and with the Office of the 
Secretary of Defense. 

Mr. Courrney. And, of course, the matter of the inspectors general 
reports and their contents is the subject of paragraph B-3, in this 
general information directive. 

Mr. Decuerr. That is right. And I think I may have made one 
statement which wuold be capable of misconstruction. I said this 
morning that this general subject of inspectors general reports was 
one that hadn’t been dealt with in the Army Guidelines to any consid- 
erable extent and was a matter that came up after the Guidelines had 
been issued. 

At that point I made, I think, an error, or at least I failed to express 
myself clearly, because the Army Guidelines had said that in a nar- 
row area that inspectors general reports and the reports of criminal 
investigative divisions, (although not furnished in full) would be 
furnished in summary, subject to a request by GAO. 

This new directive doesn’t pinpoint those two types of inspectors 
general and criminal investigative reports, which were dealt with in 
the Army Guidelines. 

The Army Guidelines had said that these two specific kinds of 
reports, though not to be furnished in full should be furnished in sum- 
mary. However, this new document, after we found that there were 
more types of reports involved, simply said that summaries would be 
furnished upon the approval of the Secretary of the department in- 
volved or the Secretary of Defense. Actually, it is intended that the 
same two types of reports which the Army in its implementing Guide- 
lines has said would be furnished in summary, will still be furnished 
in summary. Whether other types will be furnished in summary or 
not depends on the circumstances. 

Mr. Hésert. Let me get this straight in my mind, Mr. Dechert. 
Until April 1 there was only 1 subject, 1 or 2 subjects in controversy 
or in dispute, and that was the original—I mean that came to focus 
in the original draft, whereby in your statement this morning you 
pointed out that you had acceded to the committee’s understanding and 
changed the word “should” to “shall,” and in another instance had 
also changed the directive. 

Mr. Decuert. Mr. Chairman, that is correct, about the language 
of the directive, but it isn’t correct as to what Mr. Courtney is asking 
me about. 

Mr. Hénert. I know. 

Mr. Decuert. What I believe Mr. Courtney is asking me about is 
the fact that the subject which was causing more conversation between 
GAO and us last summer was internal audit reports of the auditor 
general. Those we said in the Army Guidelines that we would give 
GAO, and we still say that we will give these. 

Mr. Hérert. Now, on the subject of internal reports—I am not 
talking about the auditors now. TI am talking about the inspectors 
general. Was that a subject of discussion prior to April 1? 
~ Mr. Decnerrt. I will have to answer that in more than one sentence. 
I didn’t personally participate in the discussions prior to April 1, 
but I do know that it was discussed somewhat but not in detail. It 
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was discussed to the extent of its being said that we would continue 
to give the summaries when these reports relate to criminal or per- 
sonnel investigations. 

Mr. Héserr. You don’t know, then, whether it was the subject of 
discussion prior to April 1 ? 

Mr. Decuert. I do know it was the subject of discussion that far. 

Mr. Héserr. But it wasn’t considered as important and it was not 
injected into the first directive ? 

Mr. Decuerr. No, this matter of summaries was in fact in the 
April 3 draft of the proposed directive. 

Mr. Héserr. The subject of inspectors general was in the April 1 
draft. 

Mr. Decuert. Yes, sir. I will read it to you. 

Mr. Héserr. No; I will take your statement. 
read it. 

Mr. Decuerr. No, but it might be helpful for our discussion to 
read it. 

This is B-2—B-3. 

Mr. Courtney. B-3. 

Mr. Decuert. B-3. 

Mr. Héserr. Of the April 1 draft. 

Mr. Decuerr. Of the April—— 

Mr. Courtney. April draft. 

Mr. Decuerr. It is called on the paper: Revised April 8. 
the draft that was introduced in the April 1 hearing; yes. 

That draft said: 

Budgets for any future fiscal year will not be released. Reports of Depart- 
ment of Defense agencies, including FBI reports, should not be released unless 
the written consent of such agency has been obtained. 

And we changed the “should” to “shall” after the April 1 hearing. 
Then in the third sentence, it read : 


You don’t have to 


It was 


Summaries of facts set forth in criminal or personnel investigation reports 
(as distinguished from internal audit, inspection, examination, and survey re- 
ports) of the inspector general and criminal investigation organizations should 
upon request be prepared and furnished. 

Again, we changed the word “should” to “shall” after the April 1 
hearing. 

You will note that this draft says that with respect to criminal or 
personnel investigation reports of the inspector general and criminal 
investigation organizations, summaries will be prepared and given. 

Mr. Hésert. Now—— 

Mr. Decuerr. And the present directive says summaries will be 
given upon approval of the Secretary. 

Mr. Hésert. So there isa difference. 

Mr. Decuerr. On this matter alone, it is less liberal. That is the 
point to which I wanted to draw attention. 

Mr. Héserr. That isright. That is what I wanted to get out. 

Mr. Decuert. On this point it was less liberal. But actually the 
practice under this is going to be the same. 

Mr. Héserr. Never mind 

Mr. Decuert. Did I 








Mr. Hézert. Never mind what the practice is going to be. Let’s 
confine ourselves to what language says. 
Mr. Decuert. All right. 
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Mr. Héserr. So, in other words, the language after the original 
draft is more restrictive than the draft which was signed today. 

Mr. Decuerr. That is correct. 

Mr. Héserr. Now, what caused that change ? 

Mr. Decuert. Let me restate the problem, and then I will indicate 
it. The April 3 draft said that summaries of facts set forth in the 
field of criminal or personnel investigation reports shall be furnished, 
but it was unclear, as I indicated in my statement, as to what would 
be done with respect to other reports of the inspector general and 
criminal investigation organizations. ; 

We struggled with this through a series of meetings, some with the 
GAO and some with our own people in the three military services. 
It becomes impossible to catalog all the various kinds of activities of 
the inspectors general. We spent a good many hours trying to do this. 
We asked the GAO if they could catalog them from their experience, 
but found that they could not. No one of us could obtain such a com- 
plete catalog to cover all activities within the three services. We 
finally decided that, in order to have a workable paper, we would say 
that summaries of facts in any of these idiianiae types of reports 
would be furnished when the Secretary of the Department or the 
Secretary of Defense approves doing so. 

As I say, in these two fields—criminal and personnel investigation 
reports—it is perfectly clear to me that the regulations and practices 
of the several departments are going to follow the regulations of the 
Army Guidelines, and see that these summaries are given. 

In all the other manifold activities of the inspectors general, nothing 
can be said with certainty because they are so different in nature and 
variety. Nothing can be said with certainty as to whether summaries 
of them will be given or not. 

Mr. Hépserr. But prior to April 1 this question or this problem 
was not raised. 

Mr. Decuerr. No, it was raised. That was the reason why—— 

Mr. Heéserr. Then it was raised, and then the Department had 
agreed in its own wisdom to the language of the April directive. 

Mr. Decuerr. Well—— 

Mr. Hénerr. However, after that, it had decided to restrict it even 
more. Now, those are the facts—without any garnishment or super- 
fluous language, that is the fact, isn’t it? 

Mr. Decuerr. I think—— 

Mr. Hépnerr. Never mind the reasons. 

Mr. Decuert. Yes. 

Mr. Héserr. I want to know what comes out of the end of the horn. 

Mr. Decuerr. I think I have to restate what you just said. Prior 
to the April 3 date, the matter of summaries of crimial or personnel 
investigation reports of these agencies was raised, was thoroughly dis- 
cussed, and was embodied in this April draft. 

Prior to that time the matter of other types of reports by inspectors 
general, while inferentially in the picture, was not fully discussed. 
That came fully to the forefront after we began to deal with the 
services with respect to the directive. Then we realized the April 3 
draft was not clear as to what it meant as to summaries of other types 
of such reports. 

‘Me ice. Was it an inadequate draft as far as the Department of 
Defense was concerned ? 
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Mr. Decuert. That is right, sir. 

Mr. Hesert. But after April they decided now you come up with an 
adequate draft, on which you pulled the iron curtain down completely, 
and that is what you are satisfied with ? 

Mr. Decuert. No, we haven’t “pulled the iron curtain down com- 
pletely.” We said in this new directive that the reports themselves 
can only be given out with the approval of one of the service Secre- 
taries or the Secretary of Defense. 

Mr. Hézerr. That is right. 

Mr. Decuert. And that summaries may also be given out with such 
approval. 

Mr. Heserr. Americans can only go to Russia if the Russians let 
usin. That is not the iron curtain? 

Mr. Decuert. I don’t think that is a fair interpretation of it, sir; 
because, as I just indicated, it is intended that the Secretaries may not 
only approve in individual instances, but they may approve in advance 
broad classifications, as in fact the Army has already done—in crim- 
inal or personnel investigation fields. There is no iron curtain. There 
is no curtain at all with respect to summaries in those two fields 
in the Army. I think we will see that the same thing is true in the 
other services when they act under this new directive. 

The place where the approval of the Secretary of the service for 
summaries will be required is this field beyond those two types. Here 
we have had relatively little experience, and even relatively few dis- 
cussions. 

Mr. Hésert. Mr. Courtney, continue. 

Mr. Harpy. Mr. Chairman, before he does, I am having a little 
trouble understanding how we justify putting these extra precautions 
around here. I am always disturbed when we talk about what is in- 
tended and then acknowledge that the language permits something 
entirely different. And that is the situation here, is it not, Mr. De- 
chert ? 

Mr. Decuert. I don’t think so, sir. I suppose you are talking about 
this last matter we have been discussing; that is, that summaries may 
be given with the approval ofthe Secretary of the military depart- 
ment. I have just indicated that the Secretary of the Army, who is 
the only one yet to act, has already given blanket approval for re- 
quests in these two fields. 

Mr. Harpy. Yes, but he can shut it down any time he sees fit. 

Mr. Hésert. That is right. 

Mr. Decuert. I suppose he can; yes, sir. 

Mr. Harpy. Of course, he can. 

Mr. Hépert. Sure. 

Mr. Harpy. And unless it was intended that he would have a right 
to do that, why there wouldn’t be any use in putting that language in 
there; would it ? 

Mr. Decuert. That is right. 

Mr. Harpy. So it is intended that the Secretary of any service can 
deny to the GAO any of these reports at any time that he sees fit to do 
so, and then deny them any summaries of them; is that right? 

Mr. Decuert. No, sir. 

Mr. Harpy. Well, what is correct ? 
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Mr. Decuerr. You say “intended,” and I believe that the word “in- 
tended” means that somebody intends that it should be acted upon in 
that way. In fact nobody intends to act that way. The Secretary of 
the service, a senatorially approved appointee 

Mr. Hépertr. Mr. Dechert, we have been beating around the bush 
and I don’t want speeches when we ask questions. It is very perfectly 
obvious what Mr. Hardy is asking. It is perfectly obvious what the 
committee wants to know. Now, we appreciate your great ability to 
use words and to philosophize. But I think if you would confine your- 
self to answering the questions, we would get along much better. 


Now, let me give you an example. Just now Mr. Hardy used the 
word “intend.” 


Mr. Decuert. Yes, sir. 

Mr. Héperr. You said, “Why, of course not.” Then you begin to 
tell the intentions of what other people were, which you are not com- 
petent to tell, as to the intentions. So let us answer the questions and 
be specific. 

I am not going to be obnoxious, but I am going to cut you off every 
time you make a speech and you are not responsive. Mr. Hardy, ask 
your question again. 

Mr. Harpy. I don’t know if I can. The purpose obviously was to 
make it possible for any Secretary to deny any summary at any time 
in the future that he saw fit to do so, isn’t that correct ? 

Mr. Decuert. No, sir. 

Mr. Harpy. Well, the language permits it, doesn’t it ? 

Mr. Héverr. The answer is yes or no. Does it or does it not? 

Mr. Decuert. Yes, it does permit it. 

Mr. Héperr. It does permit it. It does permit it, doesn’t it ? 

Mr. Courtney. Yes. 

Mr. Héserr. All right, that is the answer. 

Now, ask your next question. 

Mr. Harpy. I want to ask a question now. 

What procedure is available to the GAO to prohibit capricious use 
of that authority ? 

Mr. Drcuert. An appeal to the Secretary of Defense or to the 
President of the United States. 

Mr. Harpy. And either of them could be capricious also, couldn’t 
it? 

Mr. Decuert. That is right. 

Mr. Harpy. All right. I am now understanding where we are 
going. 

Now, the term “summary” is used in here. That summary ob- 


viously would be prepared at the direction of the Secretary involved, 
would it not ? 


Mr. Decuert. No, sir. 

Mr. Harpy. Well, now, by whom would it be prepared, then ? 
Mr. Decuert. It might be prepared by anybody in the Army. 
Mr. Harpy. Yes, but it is under the direction of the Secretary. 
Mr. Decnerr. Not necessarily. 


Mr. Harpy. Well, it is under his order, at least. He has to ap- 
prove it. 


Mr. Decuert. He has to approve it ; yes, sir. 














176 INVESTIGATION OF NATIONAL DEFENSE 


Mr. Harpy. So he has to authorize the preparation of a summary ? 

Mr. Decuert. No, sir. 

Mr. Harpy. Well, then, I don’t read the language. “Such re- 
ports”—I understand such reports may be summar ized and summaries 
upon request may be furnish with the approval of the appropriate de- 
partmental Secretary. So the Secretary has to authorize the prepa- 
ration of a summary. 

Mr. Decuerrt. No, sir. 

Mr. Harpy. Well, will you explain how that happens, then? 

Mr. Decuerr. The summary would be prepared in all likelihood in 
the field, because this is a routine matter when it is of these two types. 
Such a summary would be submitted after it had been prepared. 

Mr. Harpy. That might be, Mr. Dechert, but——— 

Mr. Decuert. It could have been prepared long before the Secre- 
tary ever heard about it. 

Mr. Harpy. That is possible, but it is not necessarily so; is that cor- 
rect ! 

Mr. Decuerr. It is not necessarily so. But also, Mr. Hardy, in 
case of the Army, the approval by the Secretary has already been 
given. 

Mr. Harpy. I am not talking about what has been done. I am talk- 
ing about what can be done. 

Mr. Decnuert. Well, all right. The Army Guidelines are now in 
force, so with respect to these two classes the Secretary will never hear 
of the matter of giving the summary. He has already in advance ap- 
proved the giving of such a summary. 

Mr. Harpy. That is a possibility. But the Secretary promulgated 
those regulations and he can also change them, can he not? 

Mr. Decuenrr. Subject to the approval of the Secretary of Defense ; 
yes, sir. 

Mr. Harpy. The Secretary of the Army within the framework of 
this directive of the Secretary of Defense can change his directive any 
time he sees fit, can’t he? 

Mr. Decuert. Subject to the approval of the Secretary of Defense. 

Mr. Harpy. Even if it conforms to the Secretary of Defense’s regu- 
lations ¢ 

Mr. Decuerr. It has to be, I think, approved by the Secretary of 
Defense. 

Mr. Harpy. Yes. But so long as it conforms to the regulation of 
the Secretary of Defense it is inconceivable that the Secretary of De- 
fense would deny him the right to change it? Would that be a reason- 
able assumption ¢ 

Mr. Decuert, That is right. But if the Secretary of the Army 
came out and said that under no circumstances will summaries be 
furnished, that would not be approved, and such action would not be 
in accordance with this directive. 

Mr. Harpy. You are assuming that we wouldn’t have a capricious 
Secretary of Defense or a capricious General Counsel to the Secretary 
of Defense ? 

Mr. Decuerr. That is right. No, I say in any event such action 
would not be in accordance with this directive. 

Mr. Harpy. I am talking about assuming that it did conform to this 
directive of the Secretary of Defense. 
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Mr. Decuert. Yes. 

Mr. Harpy. I am not suggesting that it would violate it. 

Mr. Decuert. All right. 

Mr. Harpy. Now, with respect to a summary, what procedure is 
there available to the General Accounting Office or to the Congress to 
have a reasonable basis to know that such a summary is complete as 
to facts ? 

Mr. Decuert. Two things I think, sir. One is the history of the 
carrying on of this course of conduct. 

Mr. Harpy. That wouldn’t necessarily be good. 

Mr. Decuert. There has never been a suggestion that the GAO be- 
lieved it didn’t get everything to which it was entitled, in the sum- 
mary situation. 

The second thing is if the GAO has any reason to doubt that it is 
getting a proper summary, it can seek the approval of the Secretary 
of the Army or on up to the Secretary of Defense or the President, 
to have the matter reviewed. 

Mr. Harpy. Now, Mr. Dechert, I am not sure that I can speak for 
GAO, as to their experience on this. I can speak as a subcommittee 
chairman of the Congress, from personal experience on it. And I 
know that I was denied—and not in this administration, incidentally. 
The administration has nothing to do with it. But 1 know I was 
denied summaries even after they were promised by a Secretary of 
a service. So I am looking at this matter with a little bit more 
critical eye than some of my colleagues perhaps, because I have had 
some experience, some rather bitter experience. And when you talk 
about intent and I know what has been done in the past, I confess that 
I am a little suspicious, and I know what the capabilities of some 
of our legal talent is down at the other end of the avenue. 

Mr. Decuerr. I don’t know anything about the circumstances of 
which you speak, sir. 

Mr. Harpy. No, but I am speaking from experience. And just 
bear that in mind, if you will, please. 

Mr. Decuerr. I know there has been no evidence as between GAO 
and the Department of Defense of any lack of complete satisfaction 
in the giving of the summaries. 

Mr. Harpy. Well, there still isn’t any basis in which GAO could 
be sure that they are complete ? 

Mr. Decuert. No, sir. 

Mr. Kircurn. Will the gentleman yield ? 

Mr. Harpy. Yes. 

Mr. Kircntn. One question, Mr. Chairman, please. 

Let me get straightened out on the followup by the respective Sec- 
retaries as a result of this document that was signed today. 

It is anticipated, as I gather it, that if the Secretaries of the re- 
spective services conform to the directive issued today, that there will 
be a directive issued that summaries shall be furnished on an overall 
picture, or will each summary have to come to the Secretary and get 
his individual approval ? 

Mr. Decnert. Each one of the three services is going to have im- 
plementing regulations. The Army implementing regulations are 
the guidelines we have talked about. 

Mr. Krrcntn. Well, I understand that, Mr. Dechert. 
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Mr. Decuert. Yes, sir. 

Mr. Krrcuin. But what I am trying to get at: Will each one of 
these requests for summaries have to go for approval to a Secretary, 
or will there be an overall general release by a Secretary authorizing 
the summary information to be given to the General Accounting 
Office ? 

Mr. Decurrt. My belief is that the result will be a combination of 
what you just said. 

For instance, the Army one says this, in paragraph 8: 

Summaries of the facts set forth in investigation reports of the inspector 
general and criminal investigative division reports should, upon request, be 
prepared and furnished. 

That word “should” in this usage means “shall,” as we have evi- 
denced by changing it in the Department of Defense directive. 

Therefore, in these two fields, the Army has said in advance that 
summaries shall be given. 

Mr. Kircutn. And they do not necessarily have to come back for 
further approval on each individual instance to the Secretary of the 
Department of the Army ? 

Mr. Decuerr. That is right. That is a blanket approval for these 
two classes, and I expect that the other services are going to do the 
same thing. 

Mr. Krrcutn. In other words, you anticipate they will follow the 
same procedure ? 

Mr. Decuert. Yes, although I can’t guarantee that. 

Mr. Krrenrn. Yes. 

Mr. Decuert. I can’t guarantee that, because each service has a 
somewhat different problem. But I believe that they are going to 
do the same thing on this point. 

Mr. Krrcutn. But under this directive of the Secretary of Defense, 
it would be legal and lawful, under this directive, for, say, the Secre- 
tary of the Navy to issue a different directive ? 

Mr. Decuert. That is right, sir. 

Mr. Kircutn. So long as they conform to the directive of the 
Secretary of Defense ? 

Mr. Decuert. That is right. 

Mr. Krrenry. And to carry it to the extreme, the Secretary of the 
Navy could issue directives saying, “No summaries shall be given out 
by anyone except upon my approval.” 

Mr. Decuert. That is right, sir. 

Mr. Krrentn. In each individual instance ? 

Mr. Decuert. That is true, yes, sir. 

Mr. Krrenty. That is all. 

Mr. Hésert. Mr. Courtney. 

Mr. Courtney. I guess we passed the point on inspectors general. 

Maybe we can go to this general question : 

In setting up these regulations and the restrictions on the dissemina- 
tion of documents, the contents of documents—and I use the word 
“eontents”—in considering the contents of the documents, do you 
distinguish between facts as reported therein and opinions and dis- 
cussions as reported therein ? ; 

Mr. Decuert. Mr. Courtney, are you asking me with specific refer- 
ence 
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Mr. Courtney. I am asking you a general question. 

Mr. Decuert. Merely a general question ? 

I think if a particular document were exclusively a statement of 
fact, unless that fell in some special category, that would be quite 
different from a document which was a statement of opinion. 

Mr. Courtney. Well 

Mr. Drecuert. Now, when I speak of “special category,” it might 
well be that these facts were matters that would Soplanets affect our 
international relations or facts that have been given in confidence or 
facts in some category that ought to be protected, even though they are 
facts. 

Mr. Courtney. All right. 

Now, let us suppose that they are facts related to the contractural 
relations of the Government. What have you to say as to whether 
or not you would be privileged to withhold those facts from any 
document in which they might be contained ? 

Mr. Decuert. Well, again, I think that if the document is purely 
factual, those facts ought to be given out, unless they fall in a special 
category where there is some reason why they shouldn’t be given out. 

Mr. Courrney. All right. 

Mr..Drecuert. If facts are mixed up with a lot of opinions and other 
material, then it becomes a much more difficult question. 

Mr. Courrney. But the answer to the question is what we are con- 
cerned with. 

The Comptroller General is charged by law to specifically report 
to the Congress every expenditure or contract made by any depart- 
ment or establishment in any year in violation of law. 

Now, if any document of the Department of Defense contains facts 
which bear upon the validity of a contract or a violation of law with 
respect thereto, what authority is there in the Department of Defense 
to withhold those facts from the General Accounting Office ? 

And the second question will follow from that: 

Does this directive of yours purport, that is, of the Department’s, 
purport to grant such permission to withhold those facts from the 
General Accounting Office ? 

Mr. Decuert. Mr. Courtney, I think the answer to your question 
is that the facts, themselves, ought to be made known to GAO. 

In stating your last question, I think that you changed your lan- 
guage in the middle. You started off speaking about documents that 
had some facts in them, and then you asked for the authority to with- 
hold “facts.” You didn’t ask me for the authority to withhold the 
documents themselves. 

What I say is that the facts which are relevant with respect to a 
contract ought to be made known. 

Mr. Courtney. Well, let me ask you the question : 

Are they to be made known or must they be made known ? 

Mr. Decuertr. Must be made known, unless they fall in a special 
field where there is an internal reason. 

Mr. Courtney. No, Iam asking 

Mr. Decuert. I am answering that. 

Mr. Courtney. No. 

Mr. Decuerr. I am dealing right now in my answer with the kind 
of a fact which involves our relations with a foreign government. 

Mr. Courtney. I am not dealing with that at all. I am dealing 
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with the Comptroller General’s authority and duty, statutory duty 
under section 53, subparagraph (c) of title XX XT: 

Shall specifically report to Congress every expenditure or contract made by 
any department or establishment in any year in violation of law. 

Now, there isn’t any difficulty about that language, in understand- 
ing what it is that is referred to. 

Now, directing your attention specifically to that, is there any au- 
thority contained in this directive, purported authority, which would 
deny the Comptroller access to any facts enabling him to discharge 
that statutory responsibilty ? 

Mr. Decuert. No, sir. 

Mr. Courtnry. Then do you—— 

Mr. Harpy. Now, if that is the case, how would the Comptroller 
General be sure of that? How would he be sure that he has all the 
necessary facts? 

Mr. Decuert. I don’t know. 

Mr. Harpy. Now, as a matter of fact, under this language that you 
have in this directive, there is authority to withhold factual informa- 
tion. 

Mr. Decuerrt. No, sir. 

Mr. Harpy. I don’t see how in the world you can say that. There 
is ample authority to withhold it. There is authority given to the 
Secretaries. There is authority in any number of cases here to with- 
hold facts, provided somebody makes some sort of a determination 
that you are talking about. But it doesn’t say that ae It says that 
they may—the Secretary has to approve the giving of information, 
and how does anybody know that material fact isn’t being hidden in the 
documents that are being withheld ? 

Mr. Decuert. Are you asking mea question, sir? I have been asked 
not to makeaspeech. Are you: ‘aski ing a question ? 

Mr. Hézerr. A very simple question. 

Mr. Harpy. I am asking you a question. I don’t think there is any 
difficulty about it, when I ask you how the Comptroller General can 
be sure that under this directive essential factual information hasn’t 
been withheld. 

Mr. Decuerr. The directive does not give the right to withhold facts 
as facts. 

Mr. Harpy. I don’t care what they are. If they are facts, they are 
facts. 

Mr. Decuertr. You asked me a question. May I answer it? 

Mr. Harpy. I hope you will do so, and I hope you will answer it in 
language I understand, and don’t try to run all around the bush. 

Mr. Decuert. I will try to. 

The directive gives no authority to withhold facts as facts. When 
you say the directive gives authority to withhold facts, you are re- 
ferring to the question of whether information contained in an in- 
spector general’s report shall be given out. That is a different thing 
from giving out the underlying facts, themselves. 

When you asked me a minute ago, or somebody asked me, how could 
the C omptroller General be sure that he had ail the facts relevant, I 
said I don’t know, because nobody can ever be sure under any circum- 
stances that he has all the relevant facts, and there is no way 
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Mr. Harpy. Mr. Dechert, forgive me for being inept in asking my 
questions. I am awfully sorry. But you, of course, knew that I was 
trying to find out how he could be sure that he had all of the facts 
which were available within the Department of Defense, or even 
which were available in the documents which he was not permitted 
to see. 

Mr. Decuerr. Well, as I say, sir, he cannot be sure. Suppose these 
so-called facts are in papers involving 

Mr. Harpy. They are not so-called facts. Either facts or they are 
lies. 

Mr. Decuert. Well 

Mr. Harpy. If they are facts, they are facts. 

Mr. Decuert. I am sorry, Mr. Hardy. The term “facts” has a 
great many gray angles in it, and I believe that nobody can define 
“facts” with the accuracy which you just indicated. 

Mr. Héperr. Let’s not try to define it now. 

Mr. Decuert. Let us say that something which you and I would 
both call facts are in a document relating to the plans for the defense 
of the United States. The GAO representative cannot be sure 
whether he has all those or not, because we will not give the document 
to him, and we will not let him know just what isthere. That is some- 
thing he just can’t know about, so he can’t be sure whether he has all 
the things that you and I might call facts. 

Mr. Harpy. Then you are reserving to yourself the right to deter- 
mine what the facts are, that they shall be available to the Comptroller 
General. You are reserving the right to determine the extent to which 
the law will be carried out. 

Mr. Decuert. No, sir. We say that these facts which are in war 
plans relating to the defense of the United States 

Mr. Hésert. Let’s get off that subject now. 

Mr. Decuert. Are not 

Mr. Hésert. Wait a minute, Mr. Dechert. Don’t get into that. 

Mr. Decuert. I was asked about that. 

Mr. Héverr. No. We already determined that. The war plans are 
not under discussion now. We are talking about a practical thing. 
And I told you this morning already that I am purely, absolutely sym- 
pathetic to the fact that the General Accounting Office does not have 
the right to have access to war plans. So don’t let’s start injecting 
extraneous matter in here now. Answer the questions. 

You understand what Mr. Hardy is saying. 

Mr. Decnert. Well, Mr. Chairman, Mr. Hardy asked me whether 
there is any way in which the Comptroller General can be sure 
that he has secured all the things that Mr. Hardy and I call facts, 
which are in the files of the Department of Defense. 

Mr. Héserr. Facts—— 

Mr. Decuert. And I say there is no way in which he can be sure be- 
cause there are a number of specific areas where we may not give 
documents out to anybody. And I cite—— 

Mr. Hénerr. He is talking about facts as related to an investigation 
by the General Accounting Office, within its statutory instructions and 
powers. That is all he isasking about. 

Now, he is not running all over the outfield. And you know as well 
as I do—don’t let us kid ourselves. You know exactly what we are 
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driving at, and you know exactly what Mr. Hardy is driving at. So 
please try to answer the questions. 

Mr. Decuerr. Mr. Chairman, it isn’t as simple as you have just 
said, I believe. 

Mr. Hénerr. It is even more simple. 

Mr. Decuert. The area which you define as in your judgment the 
proper area for the GAO crosses over into an area of papers which 
have to be protected. Therefore you cannot take the literal words 
of that statute alone and interpret it there without any other con- 
sideration. 

Mr. Harpy. Mr. Chairman, I have served for 12 years on investi- 
gative committees of the House. I have been closely associated with 
the GAO in its work during these 12 years. I have seen a lot of wit- 
nesses and a lot of officials come down from the executive branch to 
appear before various and sundry committees. Asa general thing they 
have all been cooperative and tried to be helpful to C ongress. This is 
the first witness I have ever encountered that it has seemed to me 
deliberately tried to put roadblocks in the way of Congress getting 
the facts. 'E very time you try to get an answer and try to get a little 
help in developing facts that the Congress needs, Mr. Dechert goes 
out of his way to try to throw in extraneous words and technicalities 
to confuse and to mislead us. And I don’t appreciate it at all. 

Mr. Hépsertr. Any further questions, Mr. Courtney ? 

Mr. Courtney. I have this question, Mr. Chairman: 

Referring to the directive of today, No. 7650.1. That directive 
deals with general information within the knowledge of the depart- 
ments, as distinguished from classified information, isn’t that correct ¢ 

Mr. Decuerr. Let mesee. Yes, you are correct. 

Mr. Courtney. That is right. 

Mr. Decuert. The separate, new amendment to the classified direc- 
tive deals with the classified matter. 

Mr. Courtney. So when we refer to the language contained in para- 
graph III, (b) (3), which is in front of you, the one in which the 
Inspectors g general are referred to, we are obviously, since it is a matter 
of general ‘information, referring to inspector generals’ reports deal- 
ing - with nonclassified information. 

Mr. Decuert. Primarily, that is correct, yes, sir. 

Mr. Courtney. Well, can it be both ? 

Mr. Decuert. Yes. It is conceivable that the inspector general’s 
report might contain some classified information, as well as nonclassi- 
fied material. 

Mr. Courtney. But the directive—— 

Mr. Decnert. The question of whether the classified portion should 
be released or not is dealt with by the other directive. 

Mr. Courrney. All right. 

In asking you these questions today, then, I am dealing with the 
directive of tod: vy, and I am concerned in speaking of this directive 
and limiting it to nonclassified information in inspector generals’ 
reports. ; 

Mr. Decuerrt. I have assumed that that is what you are doing, yes, 
sir. 


Mr. Courtney. That is right. 
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Well, that is the assumption. And I would like your answers on 
that basis. 

Mr. Decuerr. Yes, sir. 

Mr. Courtney. Because you do have a different directive and a 
different regulation. 

Mr. Decuert. That is right. 

Mr. Courtney. Relating to classified information. 

Mr. Decuerr. Yes. 

Mr. Courtney. Now, in the circumstances in which the information 
contained in these reports is not classified, how do you say that the 
Department of Defense has any right or authority to withhold such 
information on any grounds from the General Accounting Office 
or for that matter from any committee of the Congress? 

Mr. Decuerr. Mr. Courtney, I thought I had covered that field. 
If you want me to speak of it once more, it is this 

Mr. Courtney. Now, if it is war plans, let me make the assumption 
that that information would be classified, and we are not dealing 
with classified information. 

Mr. Decuert. Mr. Courtney, as I say, I thought I had covered this 
situation. There are a number of types of documents which, while 
not classified, are nevertheless the kind of things that cannot be given 
out. 

I have referred to examples of these in the nonclassified field. They 
may relate to our foreign relations. They may relate to things—— 

Mr. Hésert. Wait a minute. We are not talking about foreign 
relations, Mr. Dechert. 

Mr. Decuert. Mr. Chairman, Mr. Courtney asked me the question, 
and I have to answer it. He asked what nonclassified types of in- 
formation the Department of Defense can possibly justify not giving 
out, in view of the language of the General Accounting and Budget 
Act. That isthe question I am answering. 

Mr. Hésert. And we are excepting that already. We already ex- 
cluded the war plans and information related to foreign nations. 

Mr. Decuert. All right. 

Mr. Hépert. We are confining ourselves to audit account by the 
General Accounting Office. That is all we are talking about. 

Mr. Courtney. Nonclassified information, Mr. Dechert. 

Mr. Héserr. That is right, nonclassified information. 

Mr. Decuert. Mr. Chairman, let me explain something. When I 
give these examples, I don’t doubt that it may be said that I am being 
argumentative. I want to make it plain that we haven’t had this 
trouble. This exaggerates the situation. 

But when I am asked to give examples, I have to give examples. 
And in doing so, I am trying to be responsive to the question. It 
may not be something that other people like, and I may be berated for 
it, but I am doing the best I can to be responsive to the question, as I 
have done—tried to be as good a public servant as I can be since I 
came down here. 

Let me refer to the document which deals with information that 
shall not be given out, types of information that shall not be given 
out. 

Mr. Courtney. That is which one, Mr. Dechert ? 

Mr. Decnert. 5400.4. 
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Mr. Courrney. Yes. And that relates to information to the 
Congress. 

Mr. Decuerr. I think you borrowed my copy of it, Mr. Courtney. 
I don’t have it. 

Mr. Courtney. No. I got one at the back of the room. 

Mr. Hézert. I hope it is not as expansive as your responses. 

Mr. Decuert. Here itis. I gotit back. [Laughter. 1 

Mr. Courtney. Now, let me—I don’t want to qualify your answer 
or interfere with your train of thought. I merely want to suggest to 
pe that the questions I am asking relate to exchanges of information 

tween your Department and the C omptroller General. 

The Directive No. 5400.4, to which you are going to make reference, 
if you do—. 

Mr. Decuert. Yes, sir. 

Mr. Courtney (continuing). Relates to information to the Con- 
gress. 

Mr. Decuert. No—— 

Mr. Courtney. And not to the Comptroller General ? 

Mr. Decuert. Well, actually, that was not the directive to which 
I was going to point attention. The one I was going to point atten- 
tion to was 5200.6. 

This lists certain classes of information which perhaps should not 
be given to anyone—— 

Mr. Courtney. And 

Mr. Decuerr. And this is in turn referred to in the other one re- 
lating to information to the Congress. 

Now, you will find on pages 3 and 4 of Directive 5200.6—— 

Mr. Courtney. Iran out of directives. [Laughter. ] 

Mr. Decuert (continuing). Certain things which should not be 
given out under certain circumstances. 

(Hands to Mr. Courtney.) 

Mr. Courtney. That is all right. 

Mr. Decuerr. The first one of these is information with respect to 
individuals, the release of which might unjustly discredit or injure 
innocent persons or disclose personnel information received in con- 
fidence. 

Now, that is something which is not classified for security purposes, 
but which nevertheless perhaps should not be given to either the Con- 
gress or the GAO. 

The next one is 

Mr. Courtney. Well, how would it be pertinent to an examination 
of a contractual relationship between the Government and 

Mr. Decuert. It might conceivably affect the contractual rela- 
tionship because it might involve the persons who made the contract 
on behalf of the Government or the persons who made it on behalf 
of the contractor. 

We have over 1 million contracts a year, Mr. Courtney. The pos- 
sible variety of them is unlimited. 

Mr. Courtney. Let me ask you this question. If it was a matter 
relating to the responsibility of a contractor dealing with the Gov- 
ernment, would it not only be the right of the General Accounting 
Office to know that information but also the duty of the Defense De- 
partment to disseminate the information ? 
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Mr. Decuert. If the responsibility was called into question in the 
General Accounting Office examination, I think it would be the duty 
to let that information be known, unless, as I say, the receipt of the 
information was under such promises of confidence that we shouldn’t 
break that confidence, lest we hinder future conduct of business. 

Mr. Courtney. Well, may you enter into any engagements which 
will forbid the dissemination of information dealing with respon- 
sibility of contractors? 

Mr. Decuert. Yes,sir. For instance, in the 

Mr. Courtney. Waitaminute. Within the Government? 

Mr. Decuert. Yes,sir. May I give an example? 

Mr. Courtney. Yes, you may. 

Mr. Decuert. This was the one I referred to a while ago. I had 
nothing to do with it at the time. When they were letting certain 
contracts for the conduct of business in the Pentagon, they demanded 
credit statements, to be sure that the person was responsible, and they 
promised that they wouldn’t be made available to them. 

Subsequently, a subcommittee of the Congress sought to obtain 
those credit statements. So far as we could tell, there was no relevance 
of the credit statement to the inquiry. They just wanted them. 

Those credit statements were denied, because they had been received 
under promise that they would be held in confidence. 

That might arise with respect to the GAO. If the question were 
whether the person had given a false statement, then of course, the 
GAO would get it. 

Mr. Hésert. How would they know? 

Mr. Courtney. How would they know ? 

Mr. Decnerrt. I don’t know. 

Mr. Courrnry. Now, another question on just that same area. Then 
we will go back to the directive, if we may. 

If the General Accounting Office were examining into the contract 
for which this information was assembled—supposing the contract 
were ultimately consummated 

(Mr. Dechert nods. ) 

Mr. Courtney (continuing). Under section 53 (c), what right 
would the Department of Defense have to withhold the information 
concerning the credit responsibility of these contractors ? 

Mr. Decuerr. Well 

Mr. Courrnry. Regardless of your promises. 

Mr. Decuerr. I am not sure about that, sir. I would hope we would 
live up to our promises anyway. AsI said—— 

Mr. Courtney. Well—— 

Mr. Decuert. If the matter became of vital relevance, then I think 
it would be essential that the promises be broken. But if it is not of 
vital relevance, I would hope that the promise would be lived up to. 

As I indicated in connection with this subject I have just been dis- 
cussing, we decided that hereafter it was not appropriate to make such 
a promise. Therefore now we do not make any such promise. 

Mr. Courtney. That is all. 

Now, let me see if we can get on to this other question. 

Mr. Decuert. But I have only given you one of the examples. 

Mr. Courtney. Well—— 

Mr. Decuert. If you want more, I will go on. 
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Mr. Courtney. I assume they are in the directive? 

Mr. Decuertr. Most of them are. 

Mr. Courtney. Yes. We could possibly get on with the questions 
that I think the record should show the answer to. 

Now, again with respect to inspectors general reports—we seem 
to be narrowing down to that one question, and that by name, “in- 
spectors general reports.” 

Mr. Decuert. (Nods.) 

Mr. Courtney. Would you say that the Department of Defense 
under this directive would have the right to withhold information 
contained in a survey of procurement matters where the considera- 
tion was advertised and negotiated “Procurement under the Armed 
Services Procurement Act”? = 

Mr. Decuert. I have delayed my answer for a moment because you 
put in the words “under this directive.” I think I must answer the 
question in general, and then come back to this directive. 

Mr. Courtney. Under this directive. 

Answer the question generally, then, if you will. 

Mr. Decuert. Where the matter concerns an investigative report 
made by the inspector general of one of the services to his superior 
for the advice and guidance -e of that superior, even though it relates 
to the field you indics ated, I agree with the inspectors general of the 
three services and with the services themselves that this should not 
be given out tothe GAO. 

The directive gives the right to the service Secretaries to deny its 
being given out. 

I indicated in my initial statement why the inspectors general of 
the three services, and the three Secretaries themselves, feel so strongly 
that these inspectors general investigative and advisory reports have 
to be protected. This is the tool by which the three services are en- 
abled to do their job. They are convinced that if this tool is lost to 
them, they will have a much harder time doing their respective jobs. 

They are also convinced that if all of these investigative and ad- 
visory reports are immediately laid open in the printed documents of 
the Congress, where the whole country can see them—— 

Mr. Courtney. I am not asking you about Congress, now. 

Mr. Decuerr. Well, GAO 

Mr. Courtney. Just General Accounting Office. 

Mr. Decuert. If GAO gets them, they are entitled to go to the Con- 
gress. If the Congress gets them, they are entitled to be printed. 
When they are printed, they are open for the world. 

And the three service Secretaries feel very strongly, and the in- 
spectors general feel strongly that this will destroy the effectiveness 
of the inspector general to get the job done right. This, it seems 
to me, is an approach which is intelligent and proper. 

Mr. Courtney. Then, do you hold that there is authority within 
the Department of Defense, the statutory authority of the Secretary 
of Defense and the military Secretaries, to suppress the contents of a 
document which is an inspector general’s survey of Air Force pro- 
curement dealing with the advertised and negotiated procurement 
policies ¢ 

Mr. Decuert. No, Mr. Courtney, you used a bad word, “suppress.” 

Mr. Courtney. Well, that is what it alludes to. 
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Mr. Decuert. I believe, as I just indicated, that if this report is 
an investigative report of the inspector general—— 

Mr. Courtney. What difference 

Mr. Decuerr (continuing). Intended for the advice of his superior, 
that it falls within the category of those things which are within the 
area of 1 of the 3 departments of Government under the Constitution. 

Mr. Courtney. All right. 

Now, what about the contents of the report as distinguished be- 
tween the facts reported and the opinions and conclusions of the 
investigator ¢ 

Mr. Decuert. The kind of report—— 

Mr. Courtney. Is there the right of the Department of Defense or 
any of the Secretaries to withhold the facts contained in those docu- 
ments as distinguished—facts discovered and reported in those docu- 
ments, as distinguished from the conclusions of the investigator ? 

Mr. Decuerr. Well, I would believe that facts contained in those 
documents would be made available through the summaries of facts 
that we have been talking about. 

Mr. Harpy. Now, might L ask a question right there ? 

You say you believe that the facts would be made available. Isn’t 
there a statutory requirement that those facts are made available ? 

Mr. Decnerr. As I have indicated, Mr. Hardy, there is a statutory 
requirement that facts as facts be made available, yes, sir. 

Mr. Harpy. That is what I am talking about. So that if we are 
talking about what will happen or what might happen under this 
thing, I think we ought to distinguish, and it would seem to me that 
anybody, any Secretary or any General Counsel, who causes the Secre- 
tary, through legal advice or otherwise, to withhold facts from the 
General Accounting Office when they appear in an Inspector Gen- 
eral’s report or elsewhere relating to a matter under investigation by 
the Comptroller General—then that individual is violating the law, 
would that not be correct ? 

Mr. Decuerr. Yes, sir. But as I have indicated, there is no 
evidence that I have been able to discover that any such facts have 
ever been withheld or that there is any intention of withholding such 
facts. 

Mr. Harpy. All right. I am glad to get that statement, that there 
is no intention of doing it. 

But I also want the record to show clearly that any official who does 
withhold such facts, whether they appear in an inspector general’s 
report or elsewhere, is in violation of the law. 

Mr. Decuerr. Unless—I add, sir, with due deference to your ex- 
perience, that one would have to say unless there is a reason under the 
Constitution why these things shouldn’t be 

Mr. Harpy. They might have a long argument about the legitimacy 
of that reason. 

Mr. Decuert. Yes, sir. 

Mr. Hénerr. Don’t let’s have it here, please. : 

We will use up all of Mr. Dechert’s 19 years of experience to explain 
that. Weall havea very short time on this earth. 

Mr. Courtney. Under the statute dealing with the General Ac- 
counting Office which we have been discussing, these directives, do 
you hold it to be the right of any departmental secretary or of the 
Secretary of Defense to withhold unclassified reports rendered by his 
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inspector general or unclassified reports of his investigations until 
approved by the Secretary ? : 

Mr. Decuert. Yes, sir. 

Mr. Courtnry. Now, with respect to the directive which we thus 
far have not discussed again today, dealing with classified informa- 
tion 

Mr. Krrentn. Mr. Chairman, may I ask a question before we leave 
the unclassified section of this inquiry ? 

Mr. Courtney. Yes. 

Mr. Hépserr. Mr. Kitchin. 

Mr. Krrcntn. I don’t understand—and maybe you can enlighten 
me. 

You have said at the outset of your statement that the duties and 
functions of the inspectors general are so varied and sundry that you 
couldn’t catalog them sufficiently. 

Mr. Decuert. That is right, sir. 

Mr. Krrcentn. To include them in a directive? 

Mr. Decuert. That is right, sir. 

Mr. Krrcntn. Does the inspector general of any particular element 
of the Defense Department or the respective Secretaries have the au- 
thority to make investigations on fiscal matters involving contracts or 
contractual relationships? 

Mr. Decuert. Yes, sir. 

Mr. Krrentn. Now 

Mr. Decuert. Let me add to that: There is no inspector general 
other than those in the services. There is no inspector general in the 
Office of the Secretary of Defense. But within the services, although 
it isn’t a general course of action, inspectors general may be called 
upon under particular circumstances to make an investigation which 
does in part affect fiscal matters. 

Ordinarily, the fiscal matters are dealt with outside of the Inspector 
General Office, by the Auditors General or other officials. 

Mr. Krrenr. I can appreciate that. 

Mr. Decuert. That is why I pointed out earlier that the ordinary 
place for them to be dealt with is the Auditor General’s department. 
And when we said that the GAO can have all of the Auditor General’s 
papers, we really cleared this problem out, in the vast percentage of 
cases. 

But in answer to your direct question, there are certain exceptional 
instances where inspectors general might get into fiscal fields. 

Mr. Krrcenr. Then asking the same question that Mr. Courtney has 
propounded on previous occasions, do you hold that the Secretary of 
Defense or a Department Secretary is legally entitled under the law to 
withhold information of that type of investigation now on fiscal af- 
fairs made by the inspectors general from the General Accounting 
Office ? 

Mr. Decnert. We hold, sir, that when this unusual type of investi- 
gation, even though in part it affects fiscal matters, is brought out in 
an investigative report of the inspector general, that the services do 
have the right to withhold that report, because of its investigative and 
advisory nature. 

It isa different type of report from the internal audit reports, which 
are the customary fiscal reports. 
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Mr. Kircuin. I can appreciate that, Mr. Dechert. But it still isa 
responsibility delegated by Congress to the General Accounting Office 
and so delegated by a law, a statute ? 

Mr. Decuert. Yes, sir. 

Mr. Kirenti. Regardless of what agency makes the investigation. 

Mr. Decuerr. That is right. 

Mr. Krren1n. And we can’t draw a line of demarcation between 
morality and legality in our discussion here, when we have something 
in writing that is going to be the law as far as it pertains to the De- 
fense Department and the General Accounting Office. 

The point I am trying to make is that if it is in the Auditor Gen- 
eral’s Department on fiscal affairs, you have resolved that the Gen- 
eral Accounting Office is entitled to and shall have the information. 

Mr. Decuert. That is right, sir. 

Mr. Krrcuin. But if the same type information is in the Inspector 
General’s Department and because it is a different kind of report but 
may contain fiscal facts or facts involving fiscal affairs—because it is 
in a different and separate department, that then you have the author- 
ity to withhold that information from the General Accounting Office? 

Mr. Decuert. I think, Mr. Kitchin, my answer to that must point 
out that the Inspector General’s report is not the same kind of report 
as the Auditor General’s report. 

Mr. Krrcnin. I can appreciate that. 

Mr. Decuert. It is a report made for a different reason and under 
different circumstances. And, incidentally, it may in part involve, 
in few cases, fiscal matters. 

We have never actually had trouble with this question as I have 
indicated, and I think we are not going to. But we can’t I think, on 
account of the extraordinary variety of these inspectors general re- 
ports—we can’t lay down specific rules. 

We tried very hard to do so. That is why we have taken a long 
while in completing this new directive. But we just can’t do it. 

Mr. Kireurn. Well, I can appreciate that thoroughly, insofar as 
the different types of investigative data that might appear in this 
type of Inspector General’s report. 

But I am still trying to distinguish in my own mind the difference 
between the authority in one instance where you say they shall have 
the information from the Auditor General and facts of a similar 
nature involving the same type of investigation though made by the 
Inspector General, the General Accounting Office is not entitled to, 
I will say without the approval of the respective Secretaries. 

Mr. Decuerr. I had thirty-odd military and civilian officials in 
my office for several hours the other day trying to seek the answer to 
the same problem. The nearest I can come in answering you is that 
it isn’t the same type of investigation. 

The Inspector General’s report is a different type of investigation, 
because it is made for a different cause, a different purpose, and under 
different circumstances than the Auditor General’s report. 

Therefore, being a different kind, it can’t be correlated exactly to 
the Auditor General’s reports. 

Mr. Krrent. I am in total agreement with that, having been in the 
FBI for some 13 years myself and having been an experienced in- 
vestigator. I call myself an experienced investigator. 

23511—58——_18 
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Mr. Decuert. I am at a great disadvantage compared to your ex- 
perience. 

Mr. Krrcnry. I can appreciate the difference that you delineate 
here. But my impression of this whole situation evolves itself around : 
here is a set of facts available through the Auditor General, and here 
is a set of facts available or at least would be available through the 
Inspector General. : 

Now, regardless of whether those facts are contained in a different 
type or report, if that set of facts were obtained, not at the instance of 
the Inspector General on a fiscal matter but incidental to another 
investigation—he comes up with this set of facts that involves a 
fiscal matter, a contractual matter. 

Mr. Decuert. Yes. 

Mr. Krrcutn. The facts are the same, whether they come from the 
Auditor Department or the Inspector General’s Department. 

What I am trying to get in my mind is how we can justify the 
Department’s stand that here is a set of facts that because they were 
obtained in a different manner than the other set of facts, you have 
the authority to withhold. 

I mean—I think you understand my question. 

_ Mr. Decuert. I indicated to you, sir, that I think the facts—if the 
situation were as you have indicated, I think the facts in the Inspector 
General’s report ought to be given out. 

Mr. Hésert. Yes, but they could be withheld. 

Mr. Krrceutn. But in this particular directive a Secretary who 
didn’t want to, wouldn’t have to do it. 

Mr. Decuert. The difficulty 

Mr. Krrentn. Although in my opinion he would be violating the 
Jaw not doing it. You say he has the authority under this directive 
and would not be violating the law if he declined it ? 

Mr. Decuert. The difficulty is that it is a question of judgment as 
to whether these things are facts or not facts, as I indicated some 
time ago. 

Mr. Krrcu1n. We were assuming both were facts in my particular 
illustration. 

Mr. Decuert. I know. If in a particular instance the Secretary of 
a Department says “No,” and the GAO believes they should be given 
out—the facts as facts—the GAO has the right to go to the Secretary 
of Defense, and if it doesn’t like his action GAO can go to the 
President. 

Mr. Hésert. I would like to see the GAO walk up the White House 
Jawn and ask the President for it. 

Mr. Decuerr. That can be done, sir. If they don’t get the answer, 
they can come to you gentlemen. You have the power of the purse 
and you have the ultimate control of a great deal of this. 

Mr. Krrcni. Mr. Dechert, we are going a little far afield. In my 
13 years of experience, unless we had the facts, we don’t know what 
they are. So what can we appeal from ? 

Mr. Decuerr. Well, the GAO knows. You will be surprised, sir. 
They know the general nature of things in these files. They have 
experienced men who have worked with this material for years. They 
are wise people and do a fine job. It isn’t as if these were innocents 
who walked in off the street and had no knowledge of the field. 
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Therefore if there is a refusal to give to GAO something which you 
and I would agree ought to be given, the GAO representative on the 
ground is aware of the general nature of the situation. 

Mr. Krrontn. Then I think it is a moot question. 

Mr. Decuert. I think 

Mr. Kircntn. If the GAO investigator knows what is in the con- 
tents of this particular factual thing that they want to get in the 
record, if they know that, then I think we are barking up a leafless tree. 

Mr. Decuerrt. I didn’t mean to say they knew the exact facts that 
were there, but they knew the general nature. Therefore if they met 
with a refusal that they thought was unjustified, they would have the 
basis for moving forward. I am sure this is so. 

Mr. Héserr. It would take a year at least to get an answer, too. 

Mr. Krreurn. I didn’t want to start another argument on that basis. 
I was trying to delineate in my own mind as to how you can justify 
in one instance the giving and in one instance the declination to give, 
under the same set of circumstances and the same set of facts. 

Mr. Decuert. It is a hard point, and it is a point to which we have 
given some days of meetings, discussions, and investigations. But the 
reason we haven’t dealt with this differently than you see in the direc- 
tive of today is that we couldn’t find a definition which would 
automatically decide this hard question of judgment that you and I 
have been discussing. 

Mr. Harpy. You got it fixed so nobody can prove you wrong if you 
hold it back. 

Mr. Decuert. Mr. Hardy, I just tried to indicate why I think that 
isn’t so. 

Mr. Harpy. You have it fixed so you can suppress it if you want 
to and nobody can prove that you have suppressed any ing. 

Mr. Decuert. You and I do not agree about that, Mr. Hardy. 

Mr. Harpy. We certainly don’t. 

Mr. Krrcnr1n. Excuse me, Mr. Courtney. 

Mr. Courtney. No,no. Are we through ? 

Mr. Kircuin. I am through with that portion of the unclassified 
matter. 

Mr. Courtney. This is a question with reference to the classified— 
the directive dealing with classified information. I have in my hand 
a document dated April 11, 1958, which purports to be an amendment 
to paragraph 3 (d), appendix 3, enclosure 1, of Department of Defense 
Directive 5200.1, dated July 8, 1957. ; 

I am going to refer only to the first paragraph, which is (d). 

Mr. Decuert. Subparagraph (d) ¢ 

Mr. Courtney. (d)—“D” as in Daniel—to representatives of the 
General Accounting Office. It deals with classified information being 
disseminated “when such information is relevant to the performance 
of the statutory responsibility of that office’—referring to GAO—“as 
outlined in Department of Defense Directive”—and the line is blank, 
but I have inserted the number “7650.1.” That would be correct as 
of today, would it not ? 

Mr. Decuert. Yes, sir. But I think for the record, Mr. Courtney, 
it ought to be stated that you started to read the middle of the sentence. 

Mr. Courtney. Yes, I did. 

Mr. Decuert. There were three lines before that. 

Mr. Courtney. Yes, I did. 
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Mr. Decuert. And the word that you read as “responsibility” is 
actually plural, “responsibilities.” 

Mr. Courtney. That is right. Well, my first question is this: The 
paper dated April 11, 1958, is a modification of the one that purports 
to modify the one of July 8, 1957, and that is the paper which con- 
tained the words “need to know,” is that correct, versus 

Mr. Decuert. Wait a minute. The original paper which is being 
amended contained the words “need to know.” 

Mr. Courtney. Yes. 

Mr. Decuert. This paper has those words eliminated. It is this 
paper to which I referred to in my opening statement. 

{r. Harpy. Have youa copy of that ? 

Mr. Courtney. This substitutes the word “relevancy.” 

Mr. Decuert. That is right. 

Mr. Courtney. The first question 

Mr. Decuerr. Wait a minute. The word is “relevant,” not “rel- 
evancy.” 

Mr. Courtney. All right. My first question is: What is the status 
of this purported directive so far as signature is concerned ? 

Mr. Decuerr. I do not know, Mr. Courtney. This was supposed 
to be signed with the other one, but I didn’t get a message about this 
amendment this morning, and I neglected to ask at lunchtime. It was 
intended that the two would be signed together, and I believe that 
this has probably been done. 

Mr. Courtney. But it isa companion piece to the directive which we 
have been discussing on nonclassified information ? 

Mr. Decuert. That is correct, sir, as I indicated in my opening 
statement. 

Mr. Courtney. That is all. 

Now, I have a question as to what statutory authority there is for 
the Secretary of Defense or any of the military Secretaries assuming 
to determine the question of relevancy of matters under the jurisdic- 
tion and statutory responsibility of the Comptroller General. 

Mr. Decuertr. Mr. Courtney, I thought I covered this in my open- 
ing statement. 

We are not assuming to interpret the language of the Congress in 
the statute with respect to the activities of the Comptroller General. 

What we are doing, I say again, is dealing with this subject of the 
results of the separation of powers between the three departments of 
Government. 

As I said in my opening statement, there are a vast number of 
employees of the Department of Defense. There are a large number 
of employees of the General Accounting Office. To no one except the 
Secretary of Defense himself and 1 or 2 others is there unlimited 
access to classified papers. 

It would be impossible to maintain the defense of the country if 
that were not so limited. There has to be some relevance between the 
duties of the man and the paper in question, the classified paper in 
question, before he is entitled to have a look at it. AsI said, 1, myself, 
am not entitled to look at a vast number of documents. 

That is all that is meant by this point. 

Mr. Courtney. Mr. Chairman, at this point I should like to insert 
in the record, so far as I know, the only opinion of the Attorney Gen- 
eral on the subject. I have here an opinion from the Honorable John 
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G,. Sargent, Attorney General of the United States (34 Op. Atty. Gen. 
446), dated March 21, 1925. It is a letter to the Secretary of War. 


Your letter of January 2, 1925, states that, under a decision of the Comptroller 
General, your Department is called upon by the General Accounting Office to 
furnish information relative to contracts showing that the lowest bid was ac- 
cepted or, if otherwise, a detailed statement of the reasons for accepting other 
than the lowest bid. The decision referred to is that of March 8, 1924. In it, 
reference is made to the statute providing that all contracts requiring the ad- 
vance of money or in any manner connected with the settlement of public ac- 
counts shall be deposited in the General Accounting Office. 


IT will omit the reference to the statute, but include it in the record. 

You request an opinion “as to whether, according to law,” you are 
bound to furnish this information. 

The Attorney General stated: 


It will be observed that the Comptroller General states that this requirement 
is made necessary in order that a satisfactory audit may be made. What papers 
or data he should have to make such an audit would seem to be a matter solely 
for his determination. Moreover, section 313 of the Budget and Accounting Act 
provides (p. 26)— 


and I have read to you sections 53 and 54 of the Budget and Account- 
ing Act. 

That, I think, is pertinent at this point, Mr. Chairman. 

(The full opinion is as follows:) 


(34 Op. Atty. Gen. 446) 


DEPARTMENT OF JUSTICE, 
March 21, 1925. 
The SECRETARY OF WAR. 

Sir: Your letter of January 2, 1925, states that, under a decision of the Comp- 
troller General, your Department is called upon by the General Accounting 
Office to furnish information relative to contracts showing that the lowest bid 
was accepted or, if otherwise, a detailed statement of the reasons for accept- 
ing other than the lowest bid. 

The decision referred to is that of March 8, 1924 (8 Dec. Comp. Gen. 604). 
In it, reference is made to the statute providing that all contracts requiring the 
advance of money or in any manner connected with the settlement of public ac- 
counts shall be deposited in the General Accounting Office (R. 8S. 3748; sec. 304, 
Budget and Accounting Act of June 10, 1921; 24 Stat. 24), and it was said 
(p. 605) : 

“The requirement of section 3748, Revised Statutes, as amended, that all con- 
tracts shall promptly be deposited in this office is obviously for the purposes of a 
satisfactory audit of the expenditures thereto, and in connection therewith it is 
competent for this office to prescribe the papers which shall constitute or ac- 
company the contracts to be so deposited. 

“The acceptance by an administrative officer of other than the lowest bid 
would, ordinarily, not be questioned if the reasons assigned for that action 
appear satisfactory, but the action in that respect by administrative officers is 
not conclusive on the Accounting Office. It appears, therefore, that a satisfac- 
tory audit of expenditures, whether pursuant to formal or informal contracts, 
requires at least an affirmative showing that the lowest bid was accepted, or, 
if otherwise, a detailed statement of the reasons for accepting other than the 
lowest bid.” 

You request an opinion “as to whether, according to law,” you are bound to 
furnish this information. 

It will be observed that the Comptroller General states that this requirement 
is made necessary in order that a satisfactory audit may be made. What 
papers or data he should have to make such an audit would seem to be a matter 
solely for his determination. Moreover, section 313 of the Budget and Account- 
ing provides (p. 26) : 

“All departments and establishments shall furnish to the Comptroller Gen- 
eral such information regarding the powers, duties, activities, organization, finan- 
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cial transactions, and methods of business of their respective offices as he may 

from time to time require of them, and the Comptroller General, or any of his 

assistants or employees, when duly authorized by him, shall, for the purpose 

of securing such information, have access to and the right to examine any books, 

documents, papers, or records of any such department or establishment * * *” 
Respectfully, 


JOHN G. SARGENT. 

Mr. Héserr. Was that opinion taken—rather, that opinion of the 
then Attorney General taken into consideration, Mr. Dechert, when 
you were figuring out a way how you were going to supplement the 
law, or implement the law, or circumvent the law? We will use all 
the words to be sure we cover everything. 

Mr. Decuerr. Yes, sir. The situation which is presented in that 
opinion is one in which we follow exactly the lines there laid down. 
That opinion arose from a question of whether the proper person had 
received a contract. 

But the problems inherent in this new directive, and particularly 
amendment to the other directive on the question of security informa- 
tion (to which Mr. Courtney was directing my attention), are vastly 
beyond that limited situation. ; : 

Mr. Courtney. But, under the directive 7650.1, which was signed 
today, dealing with unclassified information, you would have the 
right, whether it be intended to be exercised or not—you would have 
the right to withhold the very information which Attorney General 
Sargent said the Comptroller General had the full responsibility for 
determining ? 

Mr. Decuert. Yes, sir; I did that a few days ago, when, in spite of 
the fact that the gentlemen here in the room from the General Ac- 
counting Office said they wanted to see the war plans for the defense 
of the country, and they felt it was essential for their management 
survey, I conveyed the decision of the Department of Defense that 
they couldn’t have them. 

Mr. Hézert. Now, wait, I want you to repeat that. 

Mr. Courtney. That wasn’t the question I was asking. 

Mr. Decuert. Yes, sir, I think you did. The GAO representatives 
said it was relevant. 

Mr. Héserr. Wait a minute. 

Mr. Courtney. Iam sorry. 

Mr. Hépsert. Wait a minute. 

Mr. Courtney. I asked you this specific question. Would you 
permit it, Mr. Chairman ? 

Mr. Hésert. Go ahead. 

Mr. Courtney. My specific question was this: Attorney General 
Sargent stated that it was the duty and responsibility of the Comp- 
troller General alone to determine what papers or data he would 
need to make an audit which would determine whether a contract 
had been awarded to the lowest bidder or, if otherwise, a detailed state- 
ment of the reasons for accepting other than the lowest bidder. 

Now my question to you was this: Under the directive which was 
published and signed today, 7650.1, dealing with unclassified informa- 
tion, would the Secretary of any department or the Secretary of De- 
fense have the right now to withhold such information ? 

Mr. Decuert. No, sir. 

Mr. Héserr. Now. I want to clear up one thing. T understood you 
just now to say—and T am repeating your words as well as I-can re- 
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member them, so the record will show accurately exactly what you did 
say, that, “when the gentlemen in this room asked for the war plans 
of this country, I refused to give it to them.” 

Mr. DecHert. No, sir; I didn’t say that. 

Mr. Hénerr. Read it back. I would like the reporter to read it 
back. 

Mr. Decuert. I said I conveyed the decision that they should not 
receive these papers. 

Mr. Hépert. No, you said, “When the gentlemen in this room asked 
for the war plans of this country”—I think that i is what you said. 

Mr. Decuert. I think I said “certain documents.” 

Mr. Héserr. Let the reporter read that back right now. 

Mr. Decnert. Mr. Chairman 

Mr. Heésert. Wait a minute. Let’s get the exact words right. 

Mr. Decuert. All right. 

(Statement read. ) 

Mr. Hiésert. Now who were those gentlemen who asked to see the 
war plans for the defense of this country ? 

Mr. Decuert. I will tell you their names. But let me say 

Mr. Héperr. No, never mind. I want to know their names right 
now. 

Mr. Decuert. Well, they didn’t ask for the war plans completely. 
I explained that before. They asked for a certain document out of the 
war plans. 

Mr. Héserr. Then you were in error when you made that state- 
ment. You want to retract that statement you just made? You heard 
your words. 

Mr. Decuerr. I am perfectly glad to have it expunged from the 
record ; yes, sir. 

Mr. Héperr. I am not. 

Mr. Decuert. All right. I donot want to retract it, sir. 

Mr. Héserr. Then you don’t want to—all right. 

Mr. Decuert. What I say is—— 

Mr. Héserr. Allright. Wait aminute. Give me the names of those 
people who asked for those plans for the defense of this country as 
stated by you just a few moments ago. 

Mr. Decuerr. Well, Mr. Hébert, the three gentlemen who asked for 
extracts—— 

Mr. Héserr. Now, wait a minute. Now, never mind. Don’t change 
it. [ want to know— 

Mr. Decnert. Now I am telling you what they asked for. 

Mr. Héperr. You didn’t say what they asked for. 

Mr. Decuerr. Then I was wrong when I said that. 

Mr. Heépserr. All right,then you i retract that statement? 

Mr. Harpy. You-— 

Mr. Hess. Let him explain it, please. 

Mr. Héserr. All right 

Mr. Decuerr. “Retract” is the wrong word. 

Mr. Héserr. Make your speech and I will ask you the question 
again. : 

Mr. Decuerr. “Retract” is the wrong word. I explained this 
earlier in the testimony. 

Mr. Hess. Let him explain. 
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Mr. Hépzert. We were listening to a speech for half an hour. 

Mr. Decuert. In this extract which was just read, it sounded as 
if they asked for the whole papers. I was wrong if I gave that im- 
pression. I had carefully explained it earlier. What they asked for 
was certain extracts from those war plans. 

In answer to Mr. Courtney - now, because his first question 
was broader than his final one, I explained that in spite of the fact 
that these gentlemen, exercising their judgment, thought they were 
entitled to some of the extracts from the war plans, the Defense De- 
partment decided that it could not give them. The gentlemen were 
Mr. Keller and Mr, Powers, who are here in the room. And they 
were doing this in the exercise of their best judgment, but it came up 
against the opposing view that I have indicated. Mr. Courtney’s last 
question, however, was I think limited to the express situation of 
data with respect to whether the proper person got the award of the 
high bid, and I said there that you couldn't withhold any information. 

Mr. Héserr. Well, now, Mr. Powers nor Mr. Keller asked for the 
war plans for the defense of this country. They did not ask. 

Mr. Decuert. Not as such. 

Mr. Hészert. They did not? 

Mr. Decuerr. No, sir. 

Mr. Héserr. That was an erroneous statement you made? 

Mr. Decuert. I had made the correct statement earlier, which 
that they only asked for extracts from them designed to let tet 
go back of our first action. 

Now, this last statement I made was perhaps an abbreviation of the 
earlier one. 

Mr. Héserr. It was not an accurate statement. 

Mr. Decuert. To that extent it was not accurate. 

Mr. Hénerr. God, it was hard getting it out of you. 

Now, gentlemen, it is about 3:30 now and I don’t think we will be 
able to go any further on this. 

Thank you, Mr. Dechert, for coming up. 

Mr. Decuerr. Mr. Hébert, may I ask whether Mr. Hardy’s state- 
ment remains in the record ? 

Mr. Héserr. Mr. Hardy’s statement does remain in the record. 

Mr. Harpy. Yes. 

Mr. Decuert. He and I are good friends, but I do not think a man 
who comes down here and who tries to do his job should be subjected 
to that kind of a statement. 

Mr. Héeerr. Then that will be a matter of judgment for those who 
read the record. 

Mr. Decuert. All right, sir. 

Mr. Hésert. The same way the entire testimony will be a matter 
of judgment for people to find out the difficult job we have in 
eliciting facts on which to act. 

I want to associate myself with Mr. Hardy, in saying you are not 
only perhaps the most resourceful and accomplished witness but the 
most difficult we have ever had to get answers out of. 

Now, the General Accounting Office has every right to present its 
side of the testimony given today. However, the committee—we are 





running against time. It will be impossible today. So with the consent 
of the committee, I would suggest that the General Accounting Office, 
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through their representatives, file a formal statement pointing out 
their position and commenting on the testimony as given by the Gen- 
eral Counsel for the Defense Department, which will be made a part 
of the record immediately following Mr. Dechert’s testimony today. 
Is that agreeable to the General Accounting Office ? 

Mr. Kewuer. Yes, sir. 

Mr. Héserr. The record will be—— 

Mr. Courtney. That is right. 

Mr. Heéeverr. That the record will be complete, Because we are 
running into the difficulty of time and other commitments and other 
committees. So if that 1s agreeable to the committee and agreeable 
to the General Accounting Office, you will be permitted to file your own 
statement at this time and it will be part of the complete record, 
because I believe the committee has enough information or lack of 
information at this time, that it can make its own conclusions as to 
this policy. 

Mr. Courtney. Mr. Chairman, I should like, since we are closing 
the record, excepting for the statement of General Accounting Office, 
to point out that we have been speaking generally here—and I am sure 
you agree with me, Mr. Dechert—of Army Guidelines. They are con- 
tained in an existing Army directive or whatever it is called. There 
are likewise instructions or directives or by whatever they may be 
known in the other two departments. 

Under the terms of the directive which becomes effective today, it is 
entirely possible and perhaps is the fact that this directive of today 
may in some ways conflict with existing departmental procedures, but 
in all events the last provision of today’s directive dealing with un- 
classified information provides that within 90 days the Department 
shall submit to the Department of Defense implementing regulations 
for approval. 

I merely point that out for the sake of the record, Mr. Chairman, 
because it is obvious we can’t close the record with respect to the 
several departments. 

Mr. Héperr. That is correct. 

Mr. Courtney. At this time and for that reason. 

Mr. Heserr. The record will not be closed until that is included. 

Mr. Courtney. And for that reason. 

Mr. Héserr. That is correct. 

Mr. Courtney. It does not follow, necessarily, that there will be 
changes, but the opportunity for change is there. And may we leave 
it this way, Mr. Dechert, that when that program is completed, to your 
knowledge, that we might be advised here of the final conclusions of 
the Department as approved by you? 

_Mr. Decuertr. The Department of Defense will be glad to do that, 
sir. 

Mr. Courtnry. As approved by you. So that we will have the 
complete documentation on it for this record. 

Mr. Héserr. And you will get it to us as quickly as possible, Mr. 
Dechert ? 

Mr. Courtney. Well, it is 90 days to be submitted from today. 

Mr. Héserr. Ninety days. 

Well, our report will be written before 90 days, I hope. 
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Mr. Decuert. Mr. Chairman, we will furnish these implementing 
regulations as approved by the Department of Defense as soon as they 
are approved. 

Mr. Hésert. All right. 

Mr. Decuerrt. I know they are going to get to work on them right 
7: I can’t undertake—— 

r. Hésert. If you show such a great speed as you did today, I am 
sure we will have them pretty soon. 

Thank you very much, Mr. Dechert. The committee stands re- 
cessed subject to call. 

Mr. Courtney. Subject to call. 

(The material referred to for inclusion in the record is as follows:) 


B-107366. 
B-134192. 
COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, July 25, 1958. 
Hon. F. Epwarp HE£BERT, 
Chairman, Special Subcommittee No. 6, Committee on Armed Services, 
House of Representatives. 

Deak Mr. CHAIRMAN: During the hearings before your subcommittee on 
July 9, 1958, on the question of access to defense information by representatives 
of the General Accounting Office, you suggested that the General Accounting 
Office file a formal statement pointing out our position and commenting on the 
testimony as given by the General Counsel of the Department of Defense. 

Enclosed are our comments relative to certain points discussed during the 
course of the hearings which are categorized as (1) background concerning the 
issuance of the Department of the Army Guidelines, dated August 20, 1957, 
on access to records by the General Accounting Office, (2) availability of in- 
spectors general reports, (3) work done by the inspectors general, (4) GAO 
request for access to documents and records relating to supply and logistics, (5) 
lack of access to termination studies relative to procurement of 155 millimeter 
ammunition, and (6) right to contractor information in possession of Depart- 
ment of Defense. As indicated by our comments, the basic differences between 
the Department of Defense and the General Accounting Office center around the 
policy of the Department of Defense expressed in paragraphs III.B.3. and 4. 

Paragraphs III.B.3. and 4. of Department of Defense Directive 7650.1, dated 
July 9, 1958, in substance provide that the reports of the inspectors general and 
any information on which a question exists as to being furnished to a member 
or committee of Congress shall not be furnished except upon approval of the 
appropriate departmental Secretary. In our opinion these restrictions could 
seriously hamper the General Accounting Office in performing its statutory re- 
sponsibilities and will impede the performance of our work. Any information 
or factual data directly bearing on a program or activity subject to audit by 
the General Accounting Office should not be withheld or subjected to procedures 
designated to screen official documents, papers, or records by the authority or 
activity being audited. 

We believe the above provisions, together with our comments and testimony 
given by representatives of the General Accounting Office on April 1, 1958, con- 
cerning the matter, should be considered by your subcommittee. 

Also enclosed for the records of your subcommittee are copies of pertinent cor- 
respondence between the General Accounting Office and the chairman, Govern- 
ment Information Subcommittee, House Committee on Government Operations. 
This correspondence is as follows: 

(a) Letter dated October 14, 1947, from the chairman, Government In- 
formation Subcommittee, to the Comptroller General. 

(b) Letter dated November 20, 1957, from the Comptroller General to 
the chairman, Government Information Subcommittee. 

(c) Letter dated March 31, 1958, from the chairman, Government In- 
formation Subcommittee, to the Comptroller General. 

(d) Letter dated April 18, 1958, from the Comptroller General to the 
chairman, Government Information Subcommittee. 
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Department of Defense Directive 7650.1, issued on July 9, 1958, is not sat- 
isfactory to the General Accounting Office and we have so reported in our letter 
to the Secretary of Defense of June 26, 1958, copy of which is attached. In 
the future, the General Accounting Office will report to appropriate committees 
of the Congress, including the House Committee on Armed Services, all cases 
involving a refusal to furnish, or unnecessary delay in furnishing, pertinent in- 
formation or documentation. 

Sincerely yours, 


JOSEPH CAMPBELL, 
Comptroller General of the United States. 


HOUSE OF REPRESENTATIVES, 
GOVERNMENT INFORMATION SUBCOMMITTEE 
OF THE COMMITTEE ON GOVERNMENT OPERATIONS, 
Washington, D. C., October 14, 1957. 
Hon. JosEPH CAMPBELL, 
Comptroller General of the United States, 
Washington, D.C. 


DeAR Mr. CAMPBELL: The Department of Defense Directive 5200.1, dated July 
8, 1957, contains under part 4, III. D., the Department’s regulations for granting 
access to classified defense information to the General Accounting Office. 

The first sentence under D. reads as follows: 

“The Comptroller General of the United States has agreed to the procedures 
set forth in this Section.” 

As chairman of the House Government Information Subcommittee, I would 
like to know whether the General Accounting Office did or did not agree to the 
section. cited above. I would also like to know if the Department of Defense dis- 
cussed this section with any officials of the General Accounting Office before in- 
cluding it in the directive of July 8. 

Section D. Subsections a. and b. separate GAO access to classified defense 
information into so-called sensitive areas and other areas. Subsection a., dealing 
with access to sensitive areas of classified defense information, reads as follows: 

“There should be no frequent need for personnel of the General Accounting 
Office to inquire into such sensitive areas as plans or policies which are the basis 
for determination of requirements concerning the number and disposition of 
units, armament of units, numbers of personnel, etc. When such needs do arise, 
the General Accounting Office will make arrangements for access with the Office 
of the Secretary of the military department or head of other Department of 
Defense agency involved.” 

What approximate percentage of GAO investigations of the Defense Depart- 
ment over the past year has required access to classified information, and of this 
percentage what approximate percentage required access to information in so- 
called sensitive areas? How do these figures compare with the corresponding 
percentages 5 years ago? When need for sensitive information does arise, are 
arrangements for access made directly with the Office of the Secretary of the 
Military Department or the head of other Department of Defense agency in- 
volved? If the answer to this question is negative, how are arrangements for 
such access obtained? 

Subsection b., entitled “Access to Other Areas of Classified Defense Informa- 
tion,” states, in part, that GAO employees must meet the need-to-know criterion 
before being granted access to classified information. 

How do GAO investigators determine beforehand, when undertaking any 
study, what specific information they will actually need to know? 

Finally, the House Government Information Subcommittee would like your 
views on the entire section D, as contained in DOD 5200.1, dated July 8, 1957, 
especially as to how the section compares to GAO’s actual relations with the 
Defense Department today. 

Sincerely, 
JOHN E. Moss, Chairman. 


CoMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, November 20, 1957. 


Honorable JoHn E. Moss, 
Chairman, Government Information Subcommittee, Committee on Govern- 
ment Operations, House of Representatives 
Dear Mr. CHAIRMAN: This is in further reference to your letter dated October 
14, 1957, requesting information in connection with part 4, III.D., of Depart- 
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ment of Defense Directive No. 5200.1, dated July 8, 1957, concerning access to 
classified security information by the General Accounting Office. 

The General Accounting Office did not agree to Part 4, III.D of Department of 
Defense Directive No. 5200.1, dated July 8, 1957. The Department of Defense 
did not discuss the section with any of our officials prior to the issuance of the 
1957 directive. However, provisions similar to those in the 1957 directive were 
included in Department of Defense Directive No. 5210.5, dated March 5, 1953, 
together with a like statement regarding our concurrence. There is no refer- 
ence to the 1953 directive in the references cited in Department of Defense Di- 
rective No. 5200.1 dated July 8, 1957. Presumably, though, the statement in the 
new directive that we have agreed to the procedures has reference to our letter 
to the Secretary of Defense dated February 19, 1953, B—107366, in which we ap- 
proved the earlier directive. A copy of our letter of February 19, 1953, is en- 
closed, You will note that in our letter we also made the following stipulation: 

“However, if a situation should arise in the future which would make the 
present provisions unworkable the General Accounting Office would, of course, 
have to request consideration of a revision of the directive.” 

The provisions in the 1953 directive regarding our access to classified security 
information were based on the auditing then being performed in the defense 
area. Most defense expenditures were audited on a centralized basis in limited 
terms of legality and fiscal propriety, and site or comprehensive audits were 
made of selected industrial funds, defense contract awards and operations, and 
payroll activities. The accent in the earlier Department of Defense directive, 
therefore, was on the relative infrequency with which we then required access to 
classified security information. This was particularly true regarding the so- 
called sensitive areas of classified information, a category intended to relate to 
basic data concerning combat activities. 

There has been a broad expansion and rapid acceleration of our comprehen- 
sive audit coverage of defense programs in the past several years. As a result, 
our need for access to classified security information has expanded considerably. 
We estimate that as much as 80 percent of the activity areas in which we are 
currently devoting our primary efforts involve a need for access to classified 
security information. This is in contrast with an estimated 20 percent of the 
eases under our prior audits. We now require access to classified information 
in a substantial part of our work, whereas 5 years ago we had considerably less 
occasion to use such information. 

Our arrangements for access to classified security information have been made 
with the Office of the Secretary of the military department, or head of other 
Department of Defense agency involved, on the basis of individual needs in con- 
nection with specific audit or review programs. We have followed this practice 
in accordance with the March 5, 1953, directive. 

Our audit and review programing and execution processes provide appro- 
priate controls over the access to and use of only relevant classified security 
information. They include (1) clearly and explicitly defining the audit or re- 
view objectives, the areas to be evaluated for those purposes, and the essential 
elements of the activities involved, (2) identifying in advance, to the extent 
foreseeable, the significant types of information which would be relevant to the 
audit objectives and their elements, (3) assuring adequate testing of the en- 
tire area involved including the detection of need for deeper penetration than 
originally planned in specific segments, (4) developing, as the audit progresses, 
more detailed specifications as to the types of information necessary to ade- 
quately test and evaluate the area involved, and (5) carefully limiting, to the 
extent feasible, the gathering of information to that having a real bearing on 
the audit objectives. 

Our audit responsibilities and interests rest on our responsibility for evaluat- 
ing and reporting to the Congress as well as to management. There are essential 
relationships between the various phases of management’s responsibility for 
defense activities from the policy level down through the actual execution stages. 
The importance of these relationships is accentuated by the scope and com- 
plexity of the activities. In terms of the proper discharge of our audit respon- 
sibilities, these relationships require that our audits and reviews extend to all 
phases of management’s respousibility for supervising and controlling opera- 
tions. In order for our audits and evaluations to be effective and worth while, 
it is essential that all pertinent aspects of management of operations be thor- 
oughly reviewed and critically analyzed. 
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Our present audit approach, therefore, is to make surveys, reviews, and 
analyses and to adapt different types of audits and examinations according to 
significant management and operational features. Department of Defense Di- 
rective No. 5200.1, dated July 8, 1957, is incompatible with our increased audit 
efforts in areas involving classified information and the extent to which we cur- 
rently have a need for classified information. Similarly, any arrangement 
which requires determinations by the various echelons within the military de- 
partments on the so-called need-to-know requirements only results in inordinate 
delays without providing additional safeguards. 

In our present approach, it is essential that emphasis be placed on the general 
necessity for examination or review of all of the basic management data which 
are relevant to evaluation of the manner in which the entire programs are being 
carried out. Such an approach does not conflict with basic security precepts upon 
which departmental regulations are founded. On the contrary, it is completely 
consistent with them because of our coordinate interest in all phases of manage- 
ment’s program responsibilities and the fact that we are governed by the same 
security precepts. Also, as you know, our reporting responsibilities require strict 
adherence to these security requiremets. 

Although the existing arrangements for access to classified security informa- 
tion have been generally adequate—there have been only isolated instances of 
refusal of access by departments or field commanders—these arrangements have 
entailed considerable inconvenience to both our representatives and those of the 
departments. We have been frequently delayed in the accomplishment of our 
objectives. Even when requirements for clearance at the secretarial level have 
been met, determinations have been made which were inconsistent with the 
intent of. the 1953 directive. In our opinion the present directive will continue 
to be subject to misinterpretation until departmental regulations give complete 
and full recognition to our need for all information pertinent to matters under 
examination by us. 

We do not believe that continuation of the sensitive-areas category is desirable 
or necessary in terms of protection of the interests of the United States. It has 
operated in a manner which impairs the efficient accomplishment of our audit 
responsibilities, and on one occasion prevented us from performing our statutory 
responsibility. The need-to-know theory in relation to our audits is largely aca- 
demic. There always is need to know all the information which is relevant to the 
areas of audit interest. In answer to the question on page 2, paragraph 3, of your 
letter, it is not possible for our auditors or investigators to determine beforehand 
all specific information they will need to know. 

In view of the inadequacy of the Department of Defense Directive No. 5200.1, 
dated July 8, 1957, from the standpoint of our needs for access to classified 
security information, we have today requested the Secretary of Defense to amend 
these regulations to provide for generally unrestricted access by our representa- 
tives to such information. We have also suggested that it would be appropriate 
to include in such regulations a reference to the general directive relating to 
General Accounting Office comprehensive audits which they now have in prepa- 
ration. 

We will be glad to furnish any further information on this matter which you 
may desire. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


Hovuse OF REPRESENTATIVES, 
GOVERNMENT INFORMATION SUBCOMMITTEE OF THE 
COMMITTEE ON GOVERNMENT OPERATIONS, 
Washington, D. C., March 31, 1958. 
Hon. JosepH CAMPBELL, 
Comptroller General of the United States, 
Washington, D.C. 

Dear Mr. CAMPBELL: Thank you for your letter of March 26, 1958, enclosing 
a draft of the “proposed new directive dealing with unclassified information,” 
and a draft of the proposed amendment to Department of Defense Directive 
5200.1 dated July 8, 1957. Your letter suggested that any questions concerning 
the proposed directives could be discussed with me or members of the subcom- 
mittee staff. 














202 INVESTIGATION OF NATIONAL DEFENSE 


This is to advise that I read these proposed directives and then instructed 
the staff of the subcommittee to discuss the proposals with GAO officials. A 
number of questions arise from the discussion. 

With respect to the proposed directive entitled “General Accounting Office 
comprehensive audits,” is this directive intended to replace DOD 5210.5 of 
March 1953? The purpose as set forth is not clear as to whether this directive 
covers both “unclassified and classified” records, documents, papers, and mate- 
rial. Your covering letter states that this directive deals with “unclassified 
information” ; however, your representatives left the impression that it covered 
both “unclassified and classified” information and that it was intended to convey 
to field commanders and others that the audit procedure included more than 
just an inspection of vouchers. 

In paragraph D of this directive the following sentence appears: 

“This procedure is in keeping with the General Accounting Office policy to cor- 
rect deficiencies through cooperation with the agency staffs rather than by solely 
reporting such deficiencies to Congress.” 

I wonder whether this sentence might be susceptible of misunderstanding or 
confusion, carrying the implication that the directive instructs Defense officials 
to negotiate correction of deficiencies which will, thus, not be reported to the 
Congress. 

The second directive purports to be an amendment to DOD Directive 5200.1, 
dated July 8, 1957, specifically concerned with “classified” information. - I note 
in paragraph D the word “relevant” apparently is intended to replace “need to 
know.” There is no indication of who determines whether the information is 
“relevant.” Furthermore, the relevancy of information apparently is based 
upon a determination of responsibilities of the GAO “as outlined in” a Defense 
Department directive. Does the insertion of this language indicate that the 
Department will determine responsibilities of the GAO and, thus, have the power 
to limit the scope of GAO activities? Is the substitution of “relevant” for “need 
to know” in any way an improvement? Exactly what is the necessity for any 
language qualifying GAO access to Defense Department information? 

Paragraph D, 1, of the proposed amendment to 5200.1 was interpreted by your 
representatives to mean that the GAO is responsible for the security clearance 
of its own personnel and that once an individual is cleared for “top secret” he 
ean be assigned to any project or mission of the GAO. Is it your interpretation 
of the paragraph that GAO would merely notify the DOD or any of its com- 
ponents that a GAO employee is being assigned to a specific job and is to be ac- 
cepted by DOD without question? 

Paragraph D, 3, b, of the proposed amendment to 5200.1 states that you Have 
agreed “to obtain prior approval from the cognizant military department or other 
Department of Defense agency having cognizance in the matter under considera- 
tion before dissemination outside the General Accounting Office.” I would like 
to know whether this phrase means GAO will get Department clearance before 
transmitting information to Congress or its committees. If not, would clarifying 
language be appropriate to make this point clear? 

Last September I directed that a legal research study be made concerning 
the functions, duties, and responsibilities of the General Accounting Office, as 
established by section 301 of the Budget and Accounting Act of 1921 (Public Law 
No. 13, June 10, 1921; 42 Stat. 23). The primary purpose of this study was to 
ascertain if the President or any department or agency of the executive branch 
could modify, amend, restrict, or qualify the performance by the General Ac- 
counting Office of its statutory responsibility as set forth by the Congress. The 
study clarifies the fact that the GAO is “an arm of the Congress,” completely 
independent of the executive branch, and that there is no authority for the ex- 
ecutive departments or agencies to restrict the functions and activities of 
the GAO. 

Your attention is directed to 34th Opinions of the Attorney General, page 446, 
dated March 21, 1925, from the Attorney General to the Secretary of War, which 
is an opinion on whether information should be made available to the Comp- 
troller General who stated that the material was necessary in order to make a 
satisfactory audit. What papers or data the Comptroller General should have 
to make such an audit would seem to be a matter solely for his determination. 
Moreover. section 313 of the Budget and Accounting Act provides (p. 26): 

“All departments and establishments shall furnish to the Comptroller General 
such information regarding. the powers, duties, activities, organization, financial 
transactions, and methods of business of their respective offices as he may from 
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time to time require of them; and the Comptroller General, or any of his assist- 
ants or employees, when duly authorized by him, shall, for the purpose of se- 
curing such information, have access to and the right to examine any books, 
documents, papers, or records of any such department or establishment * * *,” 

Since there appears to be no doubt of the clear intentions of Congress con- 
cerning the responsibilities of the GAO, no one would want to permit the limit- 
ing of the duties, functions, or responsibilities of the GAO through any admin- 
istrative directive, rule, or regulation. 

The above comments are based on nearly 3 years of subcommittee hearings and 
on many exchanges of correspondence with executive branch officials. They are 
presented in the spirit of assistance and cooperation without, in any way, imply- 
ing an effort to question your judgment in the matter. I sincerely appreciate 
your efforts to keep the subcommittee informed of developments. If the subcom- 
mittee can be of further assistance, please let me know. 

Sincerely, 
JOHN E. Moss, Chairman. 


B-107366. 
B-134192. 
COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, D. C., April 18, 1958. 
Hon. Joun E. Moss, 
Chairman, Government Information Subcommittee, 
Committee on Government Operations, House of Representatives. 


Drak Mr. CHAIRMAN: Reference is made to your letter of March 31, 1958, 
concerning the proposed directives to be issued by the Department of Defense 
dealing with access to defense information by representatives of the General 
Accounting Office. 

There are several questions raised in your letter. The questions and our 
replies follow : 

“With respect to the proposed directive entitled ‘General Accounting Office 
comprehensive audits,’ is this directive intended to replace DOD 5210.5 of 
March 1953?” 

Department of Defense Directive 5210.5 was replaced by Department of De- 
fense Directive 5200.1 dated July 8, 1957. At the time of the issuance of Depart- 
ment of Defense Directive 5200.1 the directive, by apparent inadvertency, made 
no reference to the 1953 directive. However, on December 17, 1957, the Depart- 
ment of Defense canceled directive 5210.5. 

The proposed new directive entitled “General Accounting Office comprehensive 
audits,” is intended to clarify the right of the General Accounting Office to 
defense information generally. It will also replace pages 1 and 2 of appendix 
(3), enclosure 1, to Department of Defense Directive 5200.1, July 8, 1957, which 
deals with safeguarding classified defense information. 

Early in 1956, we began an acceleration of our comprehensive audit work in 
the Military Establishment. As a result, our examinations, reviews, and audits 
at the sites of operations gradually increased and our need for access to records 
generally increased considerably. Our auditors arranged for access to all offi- 
cial documents, records, and reports, including classified defense information, 
with the Office of the Secretary of the military department, or head of other 
Department of Defense agency involved, on the basis of our needs in connection 
with specific examinations or audit programs. In accordance with this practice, 
we advised the Secretary of the. Army in October 1956, that we intended to 
commence an audit of the Ordnance Tank-Automotive Command and requested 
the Secretary’s cooperation in making available all official documents, records, 
and reports to facilitate our audit. ; 

By letter dated December 19, 1956, the Secretary of the Army proposed certain 
procedures under which the records of the Department of the Army would be 
made available to the General Accounting Office for examination in the dis- 
charge of our statutory responsibilities. In brief, those procedures provided : 

(a) The Army not be asked to make available internal audit reports or 
related working papers until they have been analyzed by operating person- 
nel, corrective action has been devised, and sufficient time has elapsed to 
permit the implementation of an orderly program of improvement or cor- 
rective action. : 

(b) Requests for audit reports and working papers be directed to the 
Office of the Secretary of the Army rather than to field installations or 
activities and other staff eléments of the Army. 
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(c) Official documents, records, and reports be cleared by the Office of 
the Secretary before being made available for use in our audits. 

We replied to the Secretary concerning these proposed procedures on February 
7, 1957. In our letter of February 7, we stated the proposed procedures of the 
Department of the Army were inconsistent with those contemplated in the 
Budget and Accounting Act of 1921, and the Accounting and Auditing Act of 
1950, and precluded a proper discharge of our statutory responsibilities. We 
also referred specifically to the impairment to an independent audit and to the 
usefulness of our work both to the departments and agencies and to the Congress. 
We also mentioned that there would be delays in performance of our work, and 
a consequent loss of opportunity for current operating improvements based on 
our findings. 

We forwarded a copy of our reply to the Secretary of Defense on February 8, 
1957, advising that the arrangements proposed by the Secretary of the Army 
were unsatisfactory. We also indicated to the Secretary of Defense that we felt 
there was a need for a more clearly defined policy in the Department of Defense 
relative to internal audit functions and the relationship of such activities and 
resulting reports and working papers to audits being conducted by the General 
Accounting Office. 

Between February and May 1957, a number of discussions were held with 
representatives of the Department of the Army and Department of Defense 
without satisfactory results. Again on May 2, 1957, we advised the Secretary of 
Defense that the withholding of records was contrary to the statutory respon- 
sibilities of both the General Accounting Office and the departments being audited. 
The seriousness of this matter was called to the attention of the Secretary of 
Defense and we insisted that remedial action be taken without further delay and 
our Office notified. On June 5 and July 18, 1957, we advised the Secretary of 
Defense that no replies to our letters had been received and unless the question 
of access to records was resolved we would be required to report the matter to the 
Congress. 

When arrangements proposed on July 23, 1957, by the Assistant Secretary of 
Defense (Comptroller) did not materialize to resolve the problem of availability, 
the chairman, Senate Committee on Government Operations, intervened on Au- 
gust 15, 1957, by requesting a report from the Secretary of Defense on the mat- 
ter. Shortly thereafter, the Secretary of the Army issued a memorandum dated 
August 20, 1957, clarifying the relationships between the Department of the 
Army and the General Accounting Office, and establishing guidelines to be fol- 
lowed by the Department of the Army, including all commands, installations, 
and activities. 

On August 21, 1957, we acknowledged the issuance of the memorandum of 
the Secretary of the Army, and advised the Assistant Secretary of Defense 
(Comptroller) that we understood that the Department of Defense intended to 
issue an overall directive covering access to records by the General Accounting 
Office which would be applicable to all of the military departments, and ex- 
pressed the hope that such a directive could be issued in the very near future. 
The proposed directive entitled “General Accounting Office Comprehensive 
Audits” is intended to clarify the right of the Gen>ral Accounting Office to de- 
fense records and information, generally. 

You will note that the proposed directive in section II A, C, and D sets forth 
the present-day audit activities of the General Accounting Office and our methods 
of operation. We believe that this is highly desirable. There are still many 
individuals who believe the General Accounting Office goes no further in auditing 
than examination of vouchers and related documents. This is not the case. 
Section II B specifically states the basic statutory authority contained in section 
313 of the Budget and Accounting Act of 1921 as to the right of the Comptroller 
General to obtain information of the departments and agencies, and his right of 
access to any books, documents, papers, or other records for the purpose of 
securing information. 

“Section III A directs the cooperation of officials of the Department of De- 
fense, and the military departments, with the General Accounting Office. This 
section directs that GAO personnel be provided with proper working space and 
facilities, and that timely assistance be given in making necessary information, 
records, and personnel available. 

Section III B 1 directs that authorized representatives of the General Ac- 
counting Office should be given access to and allowed to examine such records 
as are necessary to permit them to carry out their duties and responsibilities. 
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Section IIT B 2 provides for the availability of audit reports of the military 
departments’ audit organizations and associated working papers. 

Section III B 3 deals with the availability of budgets for future fiscal years, 
reports of non-Department of Defense agencies (including FBI reports), and 
reports of criminal or personnel investigation reports of the inspectors general 
and criminal investigation organizations of the military departments. 

Your next question deals with paragraph D of the directive entitled “General 
Accounting Office Comprehensive Audits.” You raise a question as to the sen- 
tence reading: “This procedure is in keeping with the General Accounting Office 
policy to correct deficiencies through cooperation with the agency staffs rather 
than by solely reporting such deficiencies to Congress.” 

The policy of the General Accounting Office is to report any matters of signif- 
icance to the Congress. The intent of the sentence referred to was to express our 
policy of reporting matters requiring action to the agency as soon as detected in 
order that immediate action can be taken to correct the deficiencies. This does 
not preclude us from later reporting the matter to the Congress. However, in 
order to avoid any misunderstanding, the sentence has been eliminated from 
the proposed directive. 

Your next question concerns the proposed amendment to Department of De- 
fense Directive 5200.1, dated July 8, 1957. You refer specifically to the use of the 
word “relevant” in section D. 

With reference to section D, which provides for access to information which 
is relevant to the performance of the duties of the General Accounting Office, 
we realize that there is a question as to who determines whether information is 
relevant. 

The-intent of the document and assurance given us was that we would be given 
promptly everything relevant to the performance of our statutory responsibility. 
However, we recognize that there may be records of a highly sensitive nature 
such as war plans which we would not be examining in carrying out our re- 
sponsibilites. In view of this category of information and the basic concept that 
disclosure of information not relevant to the recipients’ responsibilities tends 
to weaken the protection and control of security information, a blanket require- 
ment for submission of any document requested by a General Accounting Office 
representative whether relevant or not was considered unwise. It was, therefore, 
agreed to include in the directive the simple requirement that all information 
relevant to our statutory responsibilities, which are extremely broad, be made 
available. This was accepted with the understanding that it would provide 
us full access to all relevant information, that questions as to relevancy—which 
should be few in number—could be resolved on an individual case basis at top 
levels of the agencies concerned. We did not insist that the document deprive 
Department of Defense of any voice with respect to disclosure of information 
irrespective of its relevancy, with the possible result of delay or nonissuance of a 
needed directive. As a practical matter, it is our understanding that the ques- 
tion of relevancy will be primarily for our determination, but we will be 
expected to have a reasonable basis for such determination. 

We believe that in the great majority of cases, information will be made 
available without question. There may be an occasion where our personnel 
would consider information relevant and there would be disagreement in the 
defense area. In such a case, the matter would be reported immediately to me 
and I, in turn, would take the matter up with the Secretary of Defense, or 
Secretary of the appropriate military department. In the event agreement could 
not be reached at that level, I would report the matter to Congress. We might add 
that, in our opinion, instances of the latter type would be extremely rare. 

Your next question is as follows: 

“Paragraph D, 1. of the proposed amendment to 5200.1 was interpreted by 
your representatives to mean that the GAO is responsible for the security clear- 
ance of its own personnel and that once an individual is cleared for ‘Top Secret’ 
he can be assigned to any project or mission of the GAO. Is it your interpretation 
of the paragraph that GAO would merely notify the DOD or any of its compo- 
nents that a GAO employee is being assigned to a specific job and is to be accepted 
by DOD without question?” 

The General Accounting Office clears its own personnel for access to security 
information. Once an individual is cleared he can be assigned to any work of the 
General Accounting Office in the defense area. The Department of Defense and 
the military departments have no voice as to who is assigned for particular 
work. The only requirement is that one of the officials of the General Accounting 
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Office listed on page 3 of the proposed directive must make a certification that 
the individual assigned has been cleared by the General Accounting Office for 
access to security information. 

You also refer to section D 3 b. of the proposed amendment to 5200.1. 

Section D 3 b. requires approval of the cognizant military department before 
dissemination of classified defense information outside of the General Accounting 
Office. This procedure follows Executive Order 10501 dated November 5, 1953. 
Section 7 C of the Executive order states that clasisfied defense information 
shall not be disseminated outside the receiving department or agency without 
consent of the originating department or agency. In the handling of classified 
defense information in the form of reports to the Congress, we have not had one 
instance where the Department of Defense, or any of the military departments, 
have refused to give their approval for the transmission of a classified report. 

We want you to know that we appreciate your comments concerning the pro- 
posed directives. Certainly there is no intention on our part to dilute the 
authority of the General Accounting Office in any way. The proposed directives 
are intended as a solution to a very difficult operating problem. As you know, 
in giving the Assistant Secretary of Defense (Comptroller) our comments on 
the proposed directives, we said that we believed that both proposed directives, 
if properly implemented, should provide a basis for a satisfactory working re- 
lationship in the defense area. However, we also said that should any situation 
arise in the future which would make the proposed revised procedures unwork- 
able, in that the General Accounting Office would be impeded in carrying out 
its duties and responsibilities, we would have to insist that the procedures be 
reconsidered. 

For your information, we are enclosing the latest drafts of the proposed di- 
rectives. As we have indicated, the sentence in paragraph D of the directive en- 
titled “General Accounting Office Comprehensive Audits,” which deals with co- 
operation with the agency has been eliminated. Also, in both directives, the word 
“should” has been changed to “shall” in all appropirate places. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, June 26, 1958. 


B-107366. 
B-134192. 
The Honorable the SECRETARY OF DEFENSE. 

Dear Mr. Secretary: For a period of several months discussions have been 
carried on between representatives of the Department of Defense and representa- 
tives of the General Accounting Office concerning proposed directives to be issued 
by the Department of Defense dealing with access to defense information by the 
General Accounting Office. 

Our respective representatives reached an understanding on March 7, 1958, 
and by letter date March 14, 1958, the Assistant Secretary of Defense (Comptrol- 
ler) sent to us drafts of the proposed directives requesting our comments or con- 
eurrence. By lettter dated March 21, 1958, we advised the Assistant Secretary 
that except for a technical change the proposed directives were satisfactory, it 
being understood that should any situation arise in the future which would make 
the proposed revised procedures unworkable, in that the General Accounting 
Office would be impeded in carrying out its duties and responsibilities, we would 
have to insist that the procedures be reconsidered. 

The directives were not issued and on June 5 and June 17, 1958, representatives 
of the Department of Defense discussed with us further changes in the directive 
dealing with access to information generally. At these meetings, the Depart- 
ment representatives were advised that the changes proposed were not satis- 
factory to the General Accounting Office. 

The changes in question are in paragraph III.B.3. concerning the availability 
of reports of the Inspector General in the internal audit, inspection, examination, 
and survey areas, and in paragraph III.B.4. relating to the furnishing of infor- 
mation which would raise a question as to whether the information may be fur- 
nished to a Member or a committee of the Congress. 
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We wish to make it clear that our letter of March 21, 1958, to the Assistant 
Secretary of Defense (Comptroller) concerning the prior proposed directives is 
not to be construed in any way as an approval or concurrence in the changes 
recently discussed with us. While we understand that the changes have not been 
finally adopted by the Department of Defense, we believe that if the directive is 
issued with the changes included it will seriously impede the work of the Gen- 
eral Accounting Office. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


BACKGROUND CONCERNING THE ISSUANCE OF THE DEPARTMENT OF THE ARMY GUIDE- 
LINES DATED AuGuUST 20, 1957, ON ACCESS TO RECORDS BY THE GENERAL ACCOUNT- 
ING OFFICE 


During the testimony before your subcommittee on July 9, 1958, Mr. Robert 
Dechert, General Counsel, Department of Defense, in his prepared statement 
discussed the background concerning the issuance of the Department of the 
Army Guidelines dated August 20, 1957, on access to records by the General 
Accounting Office. 

The statement of Mr. Dechert is an oversimplification of the negotiations that 
took place prior to the issuance of the Army Guidelines. 

On October 9, 1956, we addressed a letter to the Secretary of the Army advising 
him that we intended to commence an audit of the Ordnance Tank-Automotive 
Command, and requested the Secretary’s cooperation in making available all 
official documents and reports in order to facilitate the audit. 

By letter dated December 19, 1956, the Secretary of the Army proposed certain 
procedures under which the records of the Department of the Army would be 
made available to the General Accounting Office for examination in the discharge 
of our statutory responsibilities. In brief, those procedures provided : 

(a) The Army not be asked to make available internal audit reports or 
related working papers until they have been analyzed by operating person- 
nel, corrective action has been devised, and sufficient time has elapsed to 
permit the implementation of an orderly program of improvement or cor- 
rective action. 

(b) Requests for audit reports and working papers be directed to the 
Office of the Secretary of the Army rather than to field installations or activi- 
ties and other staff elements of the Army. 

(c) Official documents, records, and reports be cleared by the Office of the 
Secretary before being made available for use in our audits. 

We replied to the Secretary concerning these proposed procedures on February 
7, 1957. A copy of our reply was furnished to the Secretary of Defense on Feb- 
ruary 8, 1957. In our letter of February 7, we stated the proposed procedures 
of the Department of the Army were inconsistent with those contemplated in 
the Budget and Accounting Act of 1921, and the Accounting and Auditing Act 
of 1950, and would preclude a proper discharge of our statutory responsibilities. 
We referred specifically to the impairment to an independent audit and to the 
usefulness of our work both to the department and agencies and to the Con- 
gress. We also cited the delays in performance of our work, and the conse- 
quent loss of opportunity for current operating improvements based on our 
findings. On February 28, 1957, the Secretary of the Army acknowledged our 
letter and suggested that the Assistant Secretary of the Army (Financial Man- 
agement) meet with us. 

On March 26, 1957, a conference was held between Mr. George H. Roderick, 
Assistant Secretary of the Army (Financial Management), Mr. Robert King, 
Deputy Assistant Secretary, and representatives of the General Accounting Of- 
fice to discuss a draft of proposed instructions concerning General Accounting 
Office access to records of the Department of the Army. This draft was not arc- 
ceptable to the General Accounting Office in that it still raised the question as te 
whether we would have complete access to records by reason of the fact that the 
matter of “privilege” communications was set forth in detail, along with men- 
tion of the President’s directive of May 17, 1954. On April 18, 1957, we were 
advised by Mr. King that since the matter of atcess to records would be ap- 
plicable to all of the military services the question was being considered by the 
Department of Defense. In view of this development, 'we addressed a letter to 
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the Secretary of Defense on May 2, 1957, again pointing up the problem, and re- 
questing that remedial action be taken without further delay. 

Since no reply was received from the Secretary of Defense, we wrote to him 
on June 5, 1957, and again on July 18, 1957. By letter dated July 23, 1957, the 
Assistant Secretary of Defense (Comptroller) advised us that it was his purpose 
to arrange for a meeting with us and the “financial vice presidents” of the mili- 
tary departments just as soon as he could dispose of some of the problems aris- 
ing out of the current conference on the Department of Defense appropriation 
act. The letter indicated that the meeting might be held within a week or so. 
We replied to Mr. McNeil’s letter on July 24, 1957, suggesting a meeting on Au- 
gust 1, 1957. On the morning of August 1, 1957, Mr. McNeil’s office called with 
the message that one of the “financial vice presidents” was not in town and 
the meeting could not be held on that day. We suggested that the meeting be 
held on August 2, 1957, but Mr. McNeil’s office reported that it was not known 
whether the “financial vice presidents” would be back on that day. 

Since we were unable to resolve the problem with the Department of Defense, 
we reported the matter to the chairman of the Senate Committee on Government 
Operations on August 13, 1957. On August 15, 1957, the chairman of that com- 
mittee requested a report from the Secretary of Defense by August 20, 1957. 
On August 20, 1957, a satisfactory directive was issued by the Secretary of the 
Army. 

For the record of your subcommittee, there is submitted a copy of the Comp- 
troller General’s letter of August 13, 1957, to the chairman of the Senate Com- 
mittee on Government Operations, with enclosures, which include a chronology 
of events relating to the Army Guidelines from August 17, 1956, to August 2, 
1957, and copies of pertinent correspondence and memoranda relating to the 
matter. 

There are also enclosed the following: 

(a) Copy of letter dated August 15, 1957, from the chairman, Senate Commit- 
tee on Government Operations, to the Secretary of Defense. 

(b) Copy of letter dated August 20, 1957, from the Secretary of Defense to 
the chairman, Senate Committee on Government Operations. 

(c) Copy of letter dated August 20, 1957, from the Assistant Secretary of 
Defense (Comptroller) to the Comptroller General, enclosing a copy of the 
Secretary of the Army’s memorandum dated August 20, 1957, to the Chief of 
Staff concerning the Army Guidelines. 

(ad) Copy of the Comptroller General’s letter dated August 21, 1957, to the 
Assistant Secretary of Defense (Comptroller) acknowledging receipt of letter 
of August 20, 1957, and stating that it is understood that the Department of 
Defense intends to issue an overall directive covering the access to records by 
the General Accounting Office which will follow the pattern established in the 
Department of Defense. 

(e) Copy of the Comptroller General’s letter dated August 21, 1957, to the 
chairman, Senate Committee on Government Operations. 

Notre.—Enclosures (a) and (6) above made from copies of the correspondence 
furnished the General Accounting Office by the Senate Committee on Government 


Operations. 


B-45101. 
COMPTROLLER GENERAL OF THE UNITED STATES, 


Washington, August 13, 1957. 


Hon. JoHN L. McCrerian, 
Chairman, Committee on Government Operations, 
United States Senate. 

DearR Mr. CHarnMAN: There has developed a situation between the Department 
of Defense and the General Accounting Office concerning the availability of 
records of the Department of the Army which has most serious implications. 

Under date of October 9, 1956, we addressed a letter to the Secretary of the 
Army advising him that we intended to commence an audit of the Ordnance-Tank 
Automotive Command, and requested the Secretary’s cooperation in making 
available all official documents and reports in order to facilitate the audit. 

By letter dated December 19, 1956, the Secretary of the Army proposed certain 
procedures under which the records of the Department of the Army would be 
made available to the General Accounting Office for examination in the discharge 
of our statutory responsibilities. In brief, those procedures provided : 

(a) The Army not be asked to make available internal audit reports or 
related working paper until they have been analyzed by operating personnel, 
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corrective action has been devised, and sufficient time has elapsed to permit 
the implementation of an orderly program of improvement or corrective 
action. 

(b) Requests for audit reports and working papers be directed to the 
Office of the Secretary of the Army rather than to field installations or 
activities and other staff elements of the Army. 

(c) Official documents, records, and reports be cleared by the Office of 
the Secretary before being made available for use in our audits. 

We replied to the Secretary concerning these proposed procedures on Feb- 
ruary 7, 1957. A copy of our reply was furnished to the Secretary of Defense 
on February 8, 1957. In our letter of February 7, we stated the proposed pro- 
cedures of the Department of the Army were inconsistent with those contem- 
plated in the Budget and Accounting Act of 1921, and the Accounting and Audit- 
ing Act of 1950, and precluded a proper discharge of our statutory responsi- 
bilities. We referred specifically to the impairment to an independent audit 
and to the usefulness of our work both to the departments and agencies and to 
the Congress. We also cited the delays in performance of our work, and the 
consequent loss of opportunity for current operating improvements based on 
our findings. On February 28, 1957, the Secretary of the Army acknowledged 
our letter and suggested that the Assistant Secretary of the Army (Financial 
Management) meet with us. 

On March 26, 1957, a conference was held between Mr. George H. Roderick, 
Assistant Secretary of the Army (Financial Management), Mr. Robert King, 
Deputy Assistant Secretary, and representatives of the General Accounting 
Office to discuss a draft of proposed instructions concerning General Accounting 
Office access to records of the Department of the Army. This draft was not 
acceptable to the General Accounting Office in that it still raised the question 
as to whether we would have complete access to records by reason of the fact 
that the matter of privileged communications was set forth in detail, along 
with mention of the President’s directive of May 17, 1954. On April 18, 1957, 
we were advised by Mr. King that since the matter of access to records would 
be applicable to all of the military services the question was being considered 
by the Department of Defense. In view of this development, we addressed a 
letter to the Secretary of Defense on May 2, 1957, again pointing up the prob- 
lem, and requesting that remedial action be taken without further delay. 

Since no reply was received from the Secretary of Defense, we wrote to him 
on June 5, 1957, and again on July 18, 1957. By letter dated July 23, 1957, the 
Assistant Secretary of Defense (Comptroller) advised us that it was his purpose 
to arrange for a meeting with us and the “financial vice presidents” of the mili- 
tary departments just as soon as he could dispose of some of the problems aris- 
ing out of the current conference on the Department of Defense Appropriation 
Act. The letter indicated that the meeting might be held within a week or so. 
We replied to Mr. MecNeil’s letter on July 24, 1957, suggesting a meeting on 
August 1, 1957. On the morning of August 1, 1957, Mr. McNeil’s office called 
with the message that one of the “financial vice presidents” was not in town 
and the meeting could not be held on that day. We suggested that the meeting 
be held on August 2, 1957, but Mr. MeNeil’s office reported that it was not known 
whether the “financial vice persident” would be back on that day. 

The procedures proposed by the Department of the Army became operative, 
at least to some degree, in advance of the letter from the Secretary of the Army 
dated December 19, 1956—as early as August 1956, records were screened at 
the installation and Washington levels. Since that time, serious operating diffi- 
culties have been encountered and the effectiveness of our work has been im- 
paired. In certain cases, our review of important programs and activities at 
defense contractors’ plants and at Army commands and installations in the United 
States and overseas have been delayed, or have had to be undertaken without 
the availability of pertinent records. 

Since we have been unable to resolve this matter with the Department of 
Defense, we are reporting it to your committee for such action as may be deemed 
appropriate. 

There are attached (a) a chronology of events relating to this matter, and 
(b) copies of pertinent correspondence and memoranda. 

Sincerely yours, 

JOSEPH CAMPBELL, 
Comptroller General of the United States. 
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Chronology of correspondence relating to GAO’s access to defense records 


Date To— | From— Purpose 


Aug. 17, 1956 





Draft of Department |_-- Beare 
of Defense instruc- 
tion. 


Secretary of the 
Army. 
| 
| 
| 


Availability of audit working papers to 
representatives of GAO, 


Oct. 9, 1956 | Comptroller General__| Advising of our proposed audit of the 


Ordnance Tank-Automotive Com 
mand and requesting all official docu- 
ments be made available to GAO. 
Acknowledgment of our letter of Oct. 9 
and advising that Army should not be 
asked to make available internal audit 
reports and advising that all requests 
for such should be directed to his office 
| Transmitting copy of Army letter of Dec. 
19 and advising that reply is not accept- 
able to GAO and that we propose to 
initiate prompt action on matter 
| Advising that certain arrangements 
proposed by Army are unsatisfactory 
to GAO. 
| Transmitting copy of letter of Feb. 7 to 
Secretary of Army and requesting 
consideration of our views and the need 
| to establish a more clearly defined 


Dec. 19,1956 | Comptroller General___| Secretary of the 


Army. 





Dec. 27,1956 | Mr. Bordner......__._.| Mr. Powers 


} Feb. 


Secretary of Army Comptroller General. 


Feb. 8, 1957 Secretary of Defense __| do 


Feb. 


Mar. 


Mar. 


Apr. 


Apr. 


May 


June 


July 


July 


12, 1957 





26, 1957 | 


15, 1957 


22, 1957 


2, 1957 


5, 1957 


18, 1957 


23, 1957 


Comptroller General 


Memo to files 


do 


File... 


Secretary of Defense 


.do 
do.. 


|} Comptroller General 


Secretary of the Army 


Mr. Robert Rasor 


ao. 


Mr. R. F. Keller... 


do.. 


.do 


Comptroller General 


a 
do 


Assistant Secretary of 
Defense (Mr 
McNeil 


policy in the Department of Defense 

Acknowledgment our letter of Feb. 7 and 
advising that Army is anxious to assist 
us and suggests personal call to GAO 
by Assistant Secretary of Army for 
Financial Management 

Conference with Mr. Robert King, Offic 
of Secretary of Army at Secretary 
Brucker’s request in reply to Comp 
troller General’s letter of Dec. 19, 1956 
access to reecrds. (Original memoran 
dum in files of GAO 

Conference with Mr. Kilgore, Office of 
Secretary of Defense, relative to access 
to records. Discussed difficulties with 
Army. 

Conference between Roderick and King, 
Department of Army, and Keller, 
Morse, Powers, GAO, on proposed 
instructions of Army. Proposed in- 
structions unacceptable to GAO 
Army to reconsider. 

Call to Robert King to check on status 
of access to records problem between 
GAO and Army. Advised that mat- 
ter had been sent to General Counsel 
of Department of Defense. 

Report on call from Mr. King who ad- 
vised that reply to Comptroller Gen- 
eral’s letter would be applicable to all 
the military services. Army was ad 
vised that if reply was restrictive, 
representatives of Defense should meet 
with the Comptroller General 

Reporting meetings held with representa- 
tives of Army and Defense and advising 
that our statutory responsibility will 
not permit us to accept the continued 
existence of restrictions to our access of 
records. 

Requesting advice as to when we may 
expect reply to our letter of May 5, 1957 

Advising that no replies to our letters of 
May 2 and June 5 have been received 
and that unless question of access to 
records is resolved in immediate future 
we will report matter to the Congress 

Advising that they are willing to meet 
with GAO to discuss access to records 
in week or so. 
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Chronology of correspondence relating to GAO’s access to defense records—Con. 


Date | To— | From— Purpose 


July 24, 1957 | Mr. McNeil. . --- ..| Comptroller General__| Requesting that proposed meeting on 
| access to records be held in Comptroller 
General’s office on Aug. 1, 1957, and 


| | requesting that they choose time of day. 
Do. ---| a aes . Mr. R. F. Keller....._| Report on call to Mr. Lanman, Assistant 
eneral Counsel, Department of De- 
| fense, in which Defense said they hoped 
| to arrange a meeting in the next week 
| | or 10 days. Mr. Lanman was advised 
that we wanted to get this matter 
| settled immediately. 

Aug. 2, 1957 he wai Comptroller General_.| Telephone call from MeNeil’s office, 
| stating one of the “‘vice presidents”’ is out 
of town, so meeting of Aug. 1, 1957 
| postponed indefinitely. Comptroller 
| | General called McNeil at 2:30 p. m. on 

} 

| 





Aug. 1, 1957 but could not contact. 
McNeil has not returned call. 


DEPARTMENT OF DEFENSE INSTRUCTION 


Subject: Availability of audit working papers to representatives of the General 
Accounting Office. 


I. PURPOSE 


To establish a policy with respect to granting representatives of the General 
Accounting Office access to audit working papers and to state the circumstances 
and conditions under which working papers may be removed from the custody 
of the audit agencies on a loan basis. 


II. BACKGROUND 


The Comptroller General is required by law to give due regard to the effective- 
ness of internal audit in the discharge of his responsibilities. To do this it is 
necessary that his representatives have access to and be allowed to examine 
audit working papers of the military department audit agencies. In accordance 
with Department of Defense policy, the departmental audit agencies should co- 
operate with representatives of the General Accounting Office in this and other 
audit matters. 

III. ACCESS TO AUDIT WORKING PAPERS 


Authorized representatives of the General Accounting Office normally will be 
granted access to and will be allowed to examine contract and internal audit 
working papers upon request, whenever such request is reasonable as to time 
and place. Custody of the working papers, however, will be retained by the 
appropriate audit agency, except under circumstances which are set forth in 
paragraph IV below. In those cases where working papers contain classified 
information, departmental representatives will be guided by Department of 
Defense Directive 5210.5 of March 5, 1953 (Dissemination of classified security 
information to representatives of the General Accounting Office) and depart- 
mental implementations thereof. [The only cases where access to working papers 
should be denied involve those situations where higher authority rules that the 
working papers contain information the release of which would be incompatible 
with the concept of separation of powers between the executive, legislative, and 
judicial branches of Government as provided by the Constitution.] * 


IV. LOAN OF AUDIT WORKING PAPERS 


Representatives of the General Accounting Office have, on a number of occa- 
sions, requested the loan of audit working papers for use at the related audit 
site which is removed from the audit office where the working papers are nor- 
mally retained. It has been the usual practice to deny such requests on the basis 
of policies not to allow working papers out of agency custody. This policy will 
be continued for contract audit working papers because of certain legal im- 


1 Brackets indicated material not acceptable to the General Accounting Office. 
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plications and the necessity for frequent referral to these papers. However, to 
facilitate General Accounting Office site-audit of Defense activities and to re- 
duce disruption of installation operations to a minimum, this restriction is 
modified with respect to internal audit working papers. 

Upon request by authorized General Accounting Office representatives, internal 
audit working papers may be loaned at the discretion of their custodians, subject 
to the following conditions : 

A. The related audit is completed and the formal report has been issued. 
Conferences and discussions resulting from the audit and audit report are also 
completed. (In cases where operating activities are required to submit a formal 
report of action taken on audit recommendations within a specified period of 
time the audit agency may, according to the circumstances, retain working papers 
in its custody until such reports have been received and matters at issue have 
been resolved. ) 

B. The next subsequent audit of the installation or activity involved is not 
scheduled for the immediate future. 

C. Agreement by the General Accounting Office representatives has been 
made: 

1. To return working papers intact within a specified period of time, or 
immediately upon request ; and 

2. To accept full responsibility for protection of working papers while 
in their custody. 

In lieu of the above procedure the audit agencies may, at their discretion, 
send one of their own representatives as custodian of working papers which 
are made available at locations other than the audit office where usually retained. 


V. EFFECTIVE DATE 


This instruction is effective upon receipt. 
W. J. McNEIL, 
Assistant Secretary of Defense (Comptroller) 


B-45101. 
COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, October 9, 1956. 
The Honorable the SECRETARY OF THE ARMY. 

DEAR Mr. SECRETARY: Our program for the audit and accounting system de- 
velopment work in the Department of the Army is being expanded to cover all 
significant activities on a more comprehensive basis, rather than to limit our 
coverage to selected industrial fund activities and other restricted areas of 
operation. 

We intend to review concurrently the activities at several selected installa- 
tions having a coordinate responsibility in a basic program in order to perform 
a comprehensive review of the program as well as to audit the individual instal- 
lations. Our audits will be conducted in full recognition of all internal review 
activities, and will evaluate their effectiveness and eliminate the necessity for 
duplicating much of their efforts. In this connection we intend, except in the 
most unusual circumstances, to allow a reasonable period of time to elapse prior 
to our starting an audit at the site of activities which have been recently sub- 
jected to internal audit, review, or inspection. This approach affords responsible 
officials the opportunity to initiate or effect corrective action where appropriate. 

During the course of our work we will discuss matters of significance, as they 
arise, with the responsible officials affected. We feel that our efforts, within the 
scope of our capabilities, can be of inestimable assistance to responsible man- 
agement in the identification of operating deficiencies and problems and cooper- 
atively developing appropriate solutions. Upon completion of our work, draft 
copies of our reports will be submitted to responsible officials for the purpose of 
such clarifying discussions and comment as may be desired. We intend to ad- 
dress our final audit reports to the appropriate management level depending on 
the significance of the findings and recommendations involved. In this connec- 
tion we would appreciate advice as to your desires in the matter of transmit- 
ting copies of reports. 

Recently we have completed a preliminary survey of the operations of the 
Office of the Deputy Chief of Staff for Logistics and are currently conducting 
an audit of logistics activities in the Signal Corps. We appreciate fully the 
cooperation received in the conduct of our efforts in these areas. We are in the 
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process of developing a program for the audit of the Ordnance Tank-Automotive 
Command. Our present plans are to start the audit of this activity at the site 
of selected installations in January 1957. 

Your cooperation in making available all official documents, records, and 
reports and in establishing arrangements which will facilitate our audit of the 
Ordnance Tank-Automotive Command and our future work in your Department 
will be appreciated. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


DEPARTMENT OF THE ARMY, 
Washington, D. C., December 19, 1956. 
The honorable the ComMpTROLLER GENERAL OF THE UNITED STATES. 


DEAR MR. COMPTROLLER GENERAL: I have received your letter of October 9, 
1956, advising of the contemplated expansion of your program for the audit 
and accounting system development work in the Department of the Army. I 
view with much satisfaction your intention to give full recognition to internal 
review activities performed within the Army. The work of the Army Audit 
Agency has improved consistently in quality and scope and I believe it to be an 
effective element of our complete program for financial management and con- 
trol. Your plan to evaluate the effectiveness of the internal review and con- 
current elimination of duplication of the detailed review activity will contribute 
significantly to the overall effectiveness of the Army Audit Agency and to 
strengthening of the internal review function which it performs. 

Of importance, in this connection, is your proposal to allow a reasonable period 
of time to elapse prior to starting an audit at the site of activities which have 
been recently subjected to internal audit, review or inspection. The Army has 
approached the function of internal audit as affording advice and protection to 
the operator as well as providing an independent appraisal of control and 
application of resources for the Secretary and the Chief of Staff. It is our de- 
sire to foster and maintain both of these benefits of internal audit. The inter- 
relationship between the operating officials and the auditors is a matter requiring 
special and thoughful consideration, since the effectiveness of the internal audit 
and review function is largely a function of the responsiveness of the operating 
officials to the recommendations arising out of the audit or review based upon 
their understanding and acceptance of such recommendations. The Army’s pro- 
cedures, therefore, provide that a period of time be allowed for the careful 
review and study by responsible staff and operating officials of reports of audit 
in order that they may formulate plans for implementing recommendations and 
taking corrective action as well as indicate areas in which justifiable differences 
in viewpoint may exist. We consider this phase in the audit process to be a 
most important one since it assures consideration of the findings and judgments 
expressed in the report by all levels of management responsible for the operations. 
With this in mind, I am of the opinion that the Army should not be asked to 
make available internal audit reports or any related working papers until this 
important phase of the audit process has been completed and until sufficient 
time has elapsed to permit the implementation of an orderly program of im- 
provement or corrective action on the part of the responsible operating officials. 

I believe, also, that it would facilitate action and coordination between your 
office and the Department of the Army if any requests for audit reports or work- 
ing papers desired by General Accounting Office personnel were directed to my 
office rather than to field installations or activities or other staff elements of the 
Army. 

Prompt review and appropriate implementation of recommendations contained 
in the reports of audit conducted by General Accounting Office personnel is es- 
sential if the full potential benefits visualized as resulting from your expanded 
program are to be realized. Effective implementation of recommendations, how- 
ever, will in many instances require consideration of basic policies to the extent, 
in some cases, of actual revision thereof. For this reason, I believe that coordina- 
tion can best be effected if draft reports are furnished for comment not only to 
the installation or activity commander and the supervising command (i. e. 
Technical Service and intermediate command, if any, or the appropriate ZI Army 
Headquarters) but also to the appropriate management echelons in the Depart- 
ment of the Army, including Deputy Chief of Staff for Logistics, Comptroller 
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of the Army and my office. Similarly, our mutual management objectives will 
7 — served in final audit reports are furnished to each of these management 
evels. 

I appreciate being advised of the planned audit of the Ordnance Tank-Automo- 
tive Command. Subject to the foregoing, I shall assure that all official documents, 
records and reports not otherwise prohibited for release are made available as 
necessary in the conduct of the audit after clearance by my office. You may be 
assured that the Department of the Army will continue to cooperate to the 
fullest possible extent with you and the members of your staff. 

Sincerely yours, 
WILBER M. BRUCKER, 
Secretary of the Army. 


UNITED STATES GENERAL ACCOUNTING OFFICE, 
DEFENSE ACCOUNTING AND AUDITING DIVISION, 
December 27, 1956 
Mr. Bordner. 
Lawrence J. Powers. 
Access to Army records. 


In accordance with our discussion this morning, I am transmitting a copy 
of a letter dated December 19, 1956, from the Secretary of the Army to the 
Comptroller General of the United States concerning (1) availability of internal 
audit reports or any related working papers, (2) the direction of the requests 
for such reports or working papers to the Office, Secretary of the Army, and (3) 
distribution of draft reports of the General Accounting Office for consideration 
by the various installations, headquarters, and offices within the Department of 
the Ariny. 

Since the Secretary’s reply is not acceptable to this Office, we propose to initi- 
ate prompt action on this matter. 


LAWRENCE J. POWERS. 


B-45101. 
COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, D.C., February 7, 1957. 
The honorable the SECRETARY OF THE ARMY: 

‘DeaR Mr. Secretary: This is in reference to your letter dated December 19, 
1956, replying to our letter of October 9, 1956, which announced the expansion 
of our accounting and auditing programs in the Department of the Army. Our 
letter also asked that the necessary arrangements be established to make avail- 
able the records and to otherwise facilitate the effective accomplishment of our 
work. 

After careful consideration of your reply we believe that the arrangements 
which you propose would result in such limitations on the availability of docu- 
ments, papers, records, and reports that the effective performance of the statutory 
responsibilities of the General Accounting Office would be seriously impaired. 
Accordingly, we would like to set forth our views in this matter and indicate the 
problems which we feel are inherent in the working relationships proposed in 
your letter. 

In this connection we believe it important to recognize the comprehensive 
nature of our audit work and the general manner contemplated for its accom- 
plishment as indicated in the legislative provisions which establish our statutory 
responsibility and authority and which require the departments and agencies to 
furnish information and access to their records. 

Section 117 (a) of the Budget and Accounting Act of 1950, provides for audits 
to be made by the General Accounting Office as follows: 

“Except as otherwise specifically provided by law, the financial transactions 
of each executive, legislative, and judicial agency, including but not limited to 
the accounts of accountable officers, shall be audited by the General Accounting 
Office in accordance with such principles and procedures and under such rules 
and regulations as may be prescribed by the Comptroller General of the United 
States. In the determination of auditing procedures to be followed and the 
extent of examination of vouchers and other documents, the Comptroller Gen- 
eral shall give due regard to generally accepted principles of auditing, including 
consideration of the effectiveness of accounting organizations and systems, inter- 
nal audit and control, and related administrative practices of the respective 
agencies.” 
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This broad authority for the Comptroller General to determine the scope and 
manner in which the audits will be conducted recognizes their comprehensive 
nature. It also imposes upon us a responsibility to conduct these audits in the 
best and most expeditious manner. You will note that we are specifically re- 
quired, in determining our audit procedures, to consider among other things, 
the es * * internal audit and control, and related administrative practices 

* ” 

Section 313 of the Budget and Accounting Act of 1921 contains the legislative 
requirements for the departments and agencies to furnish information and grant 
access to their records as follows: 

“All departments and establishments shall furnish to the Comptroller Gen- 
eral such information regarding the powers, duties, activities, organization, 
financial transactions, and methods of business of their respective offices as he 
may from time to time require of them; and the Comptroller General, or any 
of his assistants or employees, when duly authorized by him, shall, for the pur- 
pose of securing such information, have access to and.a right to examine any 
books, documents, papers, or records of any such department or establishment. 
*> **” 

The foregoing provisions and their legislative backgrounds clearly contemplate 
that the General Accounting Office shall conduct compreheneive audits and have 
free access to any information and records as may be required by the Comp- 
troller General for this purpose. We believe you will also agree that the inde- 
pendent appraisal contemplated would require that all available information 
pertinent to any matter under study be considered. This information is neces- 
sary to assure that our findings and reports will be as complete, accurate, and 
objective as possible and will thus be of maximum usefulness to interested of- 
ficials and agencies concerned. 

Your letter proposes that— 

(a) The Army not be asked to make available internal audit reports or 
related working papers until they have been analyzed by operating person- 
nel, corrective action has been devised, and sufficient time has elapsed to 
permit the implementation of an orderly program of improvement or cor- 
rective action. 

(b) Requests for audit reports and working papers be directed to your of- 
fice rather than to field installations or activities and other staff elements 
of the Army. 

Your last paragraph also requires that all official documents, records, and re- 
ports be cleared by your office before being made available for use in our audits. 

We believe that the above procedures are not consistent with those contem- 
plated in the law and which are necessary to effectively discharge our statutory 
responsibilities. They would preclude the independent and effective evaluations 
required of us and thereby materially lessen the usefulness of our work and 
reports both to the departments and agencies concerned and to the Congress. 

The delay in making reports and workpapers available pending implementa- 
tion of corrective action would result in important information not being avail- 
able to us for long periods of time. As you know, the magnitude and complexity 
of your Department’s activities sometimes require many months for recommended 
improvements to be evaluated, devised, and implemented. We cannot, of course, 
delay our examinations of important activities until such improvements are 
effected. However, for the purpose of effective evaluation and objectivity, we 
believe it necessary to consider in our examination all of the information which 
has been developed pertinent to the subject and particularly the actions planned, 
in process, or partially completed to remedy situations requiring improvements. 
This is clearly in accord with the concept expressed in the law that in the conduct 
of our audits we must give due regard to the internal audit and control and 
related administrative practices. These include all management evaluations 
and internal reviews regardless of the organizational units responsible for their 
performance. It is also compatible with the objectivity of our auditing and 
reporting processes. 

Asa practical matter, the lack of access to these reports and workpapers would 
probably mean that your latest and most significant information would not be 
available to us. This appears to be a particularly serious matter considering 
that much of vour internal audit work is probably focused on the more important 
activities. as is trne with our work. It is likely also that the larger and more 
important activities will frequently pose greater problems and require more 
time for corrective action. It is also clear that the lack of this information will 
rreclude adequate recognition of your internal audit work when we are planning 








216 INVESTIGATION OF NATIONAL DEFENSE 


and carrying out our own audits. This will result in unnecessary duplication of 
audit effort and, in some cases, will impose a dual burden on the operating 
personnel in having to undergo similar reviews by two groups of auditors. Nor- 
mally we would utilize your internal audit work as well as other internal control 
work as much as possible and supplement them only to the extent we considered 
necessary. These internal control mechanisms and management appraisals, as 
well as the action on the findings and resultant recommendations, are themselves 
integral parts of the agency’s financial management system. As such, they 
warrant particular consideration as contemplated in the Budget and Accounting 
Act of 1950. 

We heartily endorse your stated and laudable objective of establishing a process 
which will provide for a careful study and formulation of plans for the imple- 
mentation of internal audit findings and recommendations. We also appreciate 
the importance of the interrelationships between the operating officials and the 
internal auditors as well as the need for responsiveness of the operating officials 
to the auditors’ recommendations. However, we also believe you will agree that 
sound and effective management must insist upon fairness and objectivity in the 
acceptance, as well as in the preparation, of operating evaluations. Resistance to 
disclosure or other improper defensive measures or attitudes should not be per- 
mitted to impair accurate and expeditious appraisals for the responsiveness of 
operating officials to recommendations. 

The suggestion that audit reports and workpapers be requested only through 
your office and the requirement that clearance by your office be obtained prior 
to making documents, papers, and records available, would seriously impair our 
audits. Even if immediate and complete access were granted, and such is un- 
likely if the clearance process is to serve any purpose, the mere processing of re- 
quests and approvals would result in a loss of audit time. Of even greater im- 
portance, however, is the fact that this control over the information to be made 
available is inconsistent with the concept of complete access to all pertinent in- 
formation which is contemplated and is necessary for the independent and ob- 
jective evaluations of the agency’s activities required of us under existing laws 

We are convinced, irrespective of the legal requirements, that the proposed 
procedures would produce far more disadvantages than benefits. It appears that 
little purpose would be served by such restrictions under a cooperative effort to 
improve Government operations. The General Accounting Office has always rec- 
ognized its responsibility to avoid the improper release of information, and has 
successfully fulfilled this responsibility without restrictions being placed by the 
agency under audt on the availability of any documents, papers, records, and re- 
ports needed in the conduct of its audit. As you know, draft copies of reports 
which result from our normal audit activities have in the past been made avail- 
able to your Department for review and comment prior to their release. This 
procedure has been found to be satisfactory by various operating officials in your 
Department and has resulted in the expeditious consideration and adoption of 
many important recommendations. We expect to continue this process and it 
should afford ample opportunity to avoid inappropriate release of information. 

Accordingly, in view of the statutory responsibilities of our respective agencies 
and the practical effects of the proposed procedure, we cannot agree that audit 
reports and workpapers, as well as other books, documents, papers and records, 
should not be made available until after corrective action has been taken and 
clearance has been granted by your office. 

We shall be glad to furnish, in accordance with your request, such additional 
copies of our report drafts as you consider desirable for the use of various or- 
ganizational components. Our objective is to facilitate your review and obtain 
the comments of your Department as expeditiously as possible. We would sug- 
gest, however, that you consider establishing a basis for expeditious coordination 
of the comments of all interested echelons of command and for the conduct of 
such discussions as may be desired in connection with the draft reports at a 
single point in your Department. 

In view of the importance of this matter and the need for a more clearly 
defined policy in the Department of Defense relative to internal audit functions 
and the relationship of such activities and resulting reports and working papers 
to audits being conducted by the General Accounting Office, a copy of this letter 
is being forwarded to the Secretary of Defense for his information. 
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This is a matter of serious concern to me and I hope that it will receive your 
personal consideration and result in prompt action to facilitate and coordinate 
the necessary arrangements to insure the successful accomplishment of our 
respective responsibilities. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United Stutes. 


COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, February 8, 1957. 
The honorable the SECRETARY OF DEFENSE. 

DEAR Mr. Secretary: There is attached for your information a copy of my 
letter dated February 7, 1957, to the Secretary of the Army concerning certain 
arrangements proposed by the Department of the Army relative to the per- 
formance of audits being conducted by the General Accounting Office. 

I have advised the Secretary of the Army that the arrangements which have 
been proposed are unsatisfactory. We feel that it is of utmost importance that 
prompt action be taken to facilitate and coordinate this matter, which is of serious 
concern to me, to insure the successful accomplishment of our respective respon- 
sibilities. 

Moreover, we believe that there is a need for a more clearly defined policy in 
the Department of Defense relative to internal audit functions and the relation- 
ship of such activities and resulting reports and working papers to audits being 
conducted by the General Accounting Office. I would appreciate your considera- 


tion of our views and the need to establish a more clearly defined policy in the 
Department of Defense. 


Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


DEPARTMENT OF THE ARMY, 
Washington, D. C., February 28, 1957. 
The honorable the CoMPTROLLER GENERAL OF THE UNITED STATES. 


DEAR Mr. COMPTROLLER GENERAL: Your letter of February 7 has been received, 
outlining your suggestions to the Army for the expeditious handling of our mutual 
interests. 

The Army is most anxious to assist your office in every way possible to accom- 
plish your mission delegated to you by statute. Any rules, regulations, or pro- 
cedures which will expedite the performance of the duties of your office in con- 
nection with your audits of Army installations will be given our immediate con- 
sideration. It is my understanding, the Assistant Secretary of Defense (Comp- 
troller) is at this time also studying methods and procedures to further aid 
your office in its audits of all three services. 

May I suggest a personal call to your office by Acting Assistant Secretary of 
the Army for Financial Management, Mr. Robert King, to the end that procedures 
satisfactory to your office may be incorporated in the Army by regulation. 

Sincerely yours, 
WILBER M. BRUCKER, 
Secretary of the Army. 


Marcu 12, 1957. 
MEMORANDUM TO THE FILES 


Subject: Conference with Mr. Kilgore, Department of Defense, relative to access 
to audit reports and workpapers of military agencies. 

On March 11, 1957, Mr. Powers and I had a meeting with Mr. Kenneth Kilgore 
of the Department of Defense, Comptroller’s Office, arranged at Mr. Kilgore’s 
request. 

Mr. Kilgore confirmed our understanding that the initial draft of the Army’s 
reply to our letter calling for complete and immediate access to the records of 
the Army had in effect conceded such access but the Army General Counsel and 
Assistant Secretary (Procurement) had raised objections leading to Mr. King’s 
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visit to us. Mr. Kilgore said he had been asked to prepare a further reply to the 
General Accounting Office and in this connection was preparing a paper to the 
joint Secretaries for the purpose of resolving this matter. 

Mr. Powers outlined the seriousness of the problem and the delays we are 
encountering. He stressed the need for prompt action, indicating that the situ- 
ation was becoming so critical that unless there was early prospect of a satis- 
factory solution we would have to consider additional measures. He cited spe- 
cifically the 1- to 3-day delays on each document requested by our European 
Branch and also mentioned the problems arising from the practice in Pennsy]- 
vania of assigning monitors to our audit staff. In response to Mr. Kilgore’s 
request he confirmed that our only trouble was with Army. He also called Mr. 
Kilgore’s attention to the Secretary of the Navy’s Regulation No. 5700.2 dealing 
with relationships between our organizations. 

Mr. Kilgore had a draft dated January 28, 1957, of a proposed policy statement 
dealing specifically with this subject as it related to audit workpapers and re- 
ports. He stated that Navy had no objection to the document and that the Air 
Force generally accepted it but would like the word “complete” to be removed as 
an adjective of cooperation. 

On reviewing the document our most serious objection was to the use of the 
word “generally” in a phrase indicating that the General Accounting would gen- 
erally be given access to audit reports, etc. Mr. Powers expressed the view that 
he did not think this would be acceptable to the General Accounting Office and 
I concurred in that view. After some discussion Mr. Kilgore indicated that the 
word “generally” would be removed but there would be inserted the thought that 
such access would be granted to the General Accounting Office “in the perform- 
ance of their statutory responsibilities.” Mr. Kilgore seemed to think this would 
help meet the opposition to complete access when GAO was on a special mission 
for the Congress. No commitments were made to Mr. Kilgore on this score ; how- 
ever, we did explain that it was our normal practice to indicate the nature and 
purpose of our various audit assignments to the agency. 

Mr. Powers also asked that the introductory phrase labeling GAO as the repre- 
sentative of Congress be deleted. The thought was that this unnecessarily iden- 
tified our work with those inquiries aimed at in the President’s privileged docu- 
ment directive. Mr. Kilgore stated that he would try to remove this but could 
not promise success since it was simply a statement of fact. He agreed to add, 
also, reference to the fact that the agencies have a responsibility to furnish infor- 
mation to the General Accounting Office. 

Mr. Kilgore stated that he didn’t think there was much of a question as to the 
general tenor of the reply. It was just a matter of wording. He also stated 
that he thought he could get secretarial approval on the document revised as in- 


dicated above. 
Rosert L. Rasor. 


Marcu 26, 1957. 
MEMORANDUM FOR FILE 


On March 26, 1957, a conference was held in the General Accounting Office 
with Mr. George H. Roderick, Assistant Secretary of the Army (Financial 
Management), Mr. Robert King, Deputy Assistant Secretary, Mr. L. J. Powers, 
Director, Defense Accounting and Auditing Division, Mr. E. H. Morse, Jr., 
Director, Accounting and Auditing Policy Staff, and Mr. R. F. Keller, Assistant 
to the Comptroller General, concerning the question of access to records of the 
Department of the Army. 

Mr. Roderick and Mr. King presented a draft of proposed instructions con- 
cerning GAO access to records of the Department of the Army. Representatives 
of the General Accounting Office reviewed the draft and came to the conclusion 
that it was not acceptable in that it still raised the question as to whether GAO 
would have complete access by reason of the fact that the matter of “privileged” 
communications was set forth in detail along with mention of the President's 
directive of May 17, 1954. Mr. Roderick and Mr. King were advised that the 
draft would not be acceptable. Mr. Roderick and Mr. King agreed to consider 


the matter further. 
Rosert F’. KELLER. 
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B-45101-O0.M. 


Aprit 15, 1957. 
MEMORANDUM FOR FILE 


I called Mr. Robert D. King, Deputy Assistant Secretary of the Army (Finap- 
cial Management), today to inquire as to the status of the access to records 
problem between the General Accounting Office and the Department of the 
Army. Mr. King said that the matter had been discussed several times with 
Secretary Brucker, and that before Mr. Brucker made a “unilateral decision’”’ 
on the matter he had decided to refer the question to the Department of De- 
fense where it is being considered by the General Counsel. Mr. King told me 
that both Mr. Roderick and he are very anxious to have the matter settled and 
that Mr. Roderick had called the Defense Department General Counsel this 
morning in an effort to get it expedited. 

Mr. King said that they would make every effort to have the matter resolved 
as soon as possible. 


I will follow up again with Mr. King on Friday, April 19, 1957. 


Ropert F. KELLER. 
ec: Mr. L. J. Powers. 


APRIL 22, 1957. 
MEMORANDUM FOR FILE 


On April 18, 1957, Mr. Robert D. King, Deputy Assistant Secretary of the 
Army (Financial Management), called me by telephone to give me the present 
status of the access to records problem between the General Accounting Office 
and the Department of the Army. 

Mr. King said the matter was being considered by the Department of Defense 
and that the reply to be made to the Comptroller General’s letter would be ap- 
plicable to all of the military services. 

I asked Mr. King whether the Comptroller General would be consulted before 
the reply was sent to us. He said that he was not sure. I told Mr. King that 
in the event the reply was to restrict our access to records I thought it would 
be highly desirable that appropriate officials of the Department of Defense meet 
with the Comptroller General before the reply was made. I also told Mr. 
King that in the event the reply was restrictive the General Accounting Of- 
fice may have no alternative but to report the matter to the Congress. 

Mr. King said that he would suggest to the appropriate officials of the Depart- 
ment of Defense that a meeting be held with the Comptroller General in the 
event the action proposed would restrict the activities of the General Accounting 
Office. 


Rospert F’. KELLER. 
ce: Mr. L. J. Powers. 


B-45101. 
COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, May 2, 1957. 
The honorable the SEcRETARY OF DEFENSE. 

Deagw Mr. SecreTary: In December 1956 the Department of the Army pro- 
posed to us certain procedures under which the records of the Department of 
the Army would be made available to the General Accounting Office for examina- 
tion in the discharge of our statutory responsibilities. In brief, those procedures 
provided that— 

(a) The Army not be asked to make available internal audit reports or 
related working papers until they have been analyzed by operating per- 
sonnel, corrective action has been devised, and sufficient time has elapsed 
to permit the implementation of an orderly program of improvement or 
corrective action. 

(b) Requests for audit reports and working papers be directed to the 
Office of the Secretary of the Army rather than to field installations or 
activities and other staff elements of the Army. 

(c) Official documents, records, and reports be cleared by the Office 
of the Secretary before being made available for use in our audits. 

We replied to the Secretary of the Army relative to these proposed procedures 
on February 7, 1957, and on February 8, 1957, wrote to you concerning this 
matter and enclosed a copy of our letter to the Secretary of the Army. As stated 
in our letters, the proposed procedures are inconsistent with those contemplated 
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in the Budget and Accounting Act of 1921 and the Accounting and Auditing Act 
of 1950 and preclude a proper discharge of our statutory responsibilities. We 
referred specifically to the impairment to an independent evaluation and to the 
usefulness of our work both to the departments and agencies and to the Con- 
gress. We also cited the delays in performance of our work and the consequent 
loss of opportunity for current operating improvements based on our findings. 
These and other matters are more fully explained in our letter to the Secretary 
of the Army. 

The proposed procedures became operative, at least to some degree, in advance 
of our receipt of Secretary Brucker’s letter—as early as August 1956. Since 
that time serious operating difficulties have been encountered, and our operations 
have been impaired. In certain cases our review of important programs and 
activities at defense contractors’ plants and at Army commands and installa- 
tions in the United States and overseas have been delayed by the application of 
these objectionable procedures, or have had to be undertaken without the 
availability of audit reports and working papers because our work could not be 
rescheduled. This, of course, has hampered our work, resulted in unnecessary 
duplication of audit efforts, and imposed a dual burden on the operating per- 
sonnel in having to undergo similar reviews of two groups of auditors. 

In accordance with the wishes of the Secretary of the Army to develop proce- 
dures satisfactory to our Office for incorporation in Army regulations, a number 
of discussions were held in March 1957 with representatives of the Department 
of the Army and Department of Defense. The Honorable George H. Roderick, 
Assistant Secretary of the Army (Financial Management), Mr. Robert D. King, 
Deputy Assistant Secretary of the Army, and Mr. Kenneth K. Kilgore, Office of 
the Assistant Secretary of Defense (Comptroller), were very cooperative and 
considerate in those discussions and they, as well as others in these departments, 
appear to recognize the problems occasioned by the foregoing procedures. How- 
ever, it appears that issues have been injected and positions have been taken 
which are not directly related to the matter. These remain unresolved, and 
a satisfactory resolution of this problem is imperative. Although some concern 
has been expressed by certain officials in the Army over making the records 
available to the General Accounting Office, the withholding of records is con- 
trary to the statutory responsibilities of both the General Accounting Office and 
the departments being audited. Moreover, the working relationships and proce- 
dures for discussion and review of our audit findings should assure proper 
handling of all information just as has been the case with the highest classifica- 
tions of national security information. 

We believe that you will appreciate the seriousness of this matter and that 
our statutory responsibility will not permit us to accept the continued existence 
of the above restrictions. We must insist, therefore, that remedial action be 
taken without further delay and our Office so notified. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


B-45101. 
COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, D. C., June 5, 1957. 
The honorable the SEcRETARY OF DEFENSE. 

DEAR Mr. Secretary: It would be appreciated if you would advise us when 
we may expect a reply to our letter of May 2, 1957, and prior correspondence 
with respect to the establishment of Department of Defense policy to assure 
compliance with the provisions of section 313 of the Budget and Accounting Act 
of 1921. 


Sincerely yours, 
sci ; JOSEPH CAMPBELL, 


Comptroller General of the United States. 


COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, July 18, 1957. 


The honorable the SECRETARY OF DEFENSE. 

Dear Mr. SEcRETARY: Reference is made to my letters to you of May 2 and 
June 5, 1957, concerning the problem of General Accounting Office access to 
records of the Department of the Army. 
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No replies to my letters have been received. On June 10, 1957, Mr. M. H. Lan- 
man, Assistant General Counsel, Department of Defense, called my assistant, 
Mr. R. F. Keller, stating that Mr. W. J. McNeil, Assistant Secretary of Defense, 
wished to meet with me to discuss the matter. I have heard nothing from Mr. 
McNeil. Since that time Mr. Keller has made several efforts to bring this matter 
to a conclusion by speaking to Mr. Lanman on June 24, by placing a call for 
Mr. McNeil on July 1, and by placing calls for Mr. Lanman on July 8 and 9. 
The calls of July 1, 8, and 9 have not been returned. 

The right of the General Accounting Office to examine records of the executive 
agencies, without restriction, is not only provided for by section 313 of the Budget 
and Accounting Act of 1921, but is essential in order for the Office to carry out 
its duties. Consequently, it is felt that unless the question of access to records 
of the Department of the Army is resolved in the immediate future, it is our 
responsibility to report the matter to the appropriate congressional committees. 

Sincerely yours, 


JOSEPH CAMPBELL, 
Comptroiler General of the United States. 


ASSISTANT SECRETARY OF DEFENSE (COMPTROLLER), 
Washington, D. C., July 28, 1957. 
The honorable the COMPTROLLER GENERAL OF THE UNITED STATES. 


DEAR Mr. COMPTROLLER GENERAL: Reference is made to your letter to the Secre- 
tary of Defense dated July 18, 1957, on the availability to your staff of certain 
audit information. 

As you may know, we are in the process of adjusting our many programs so 
that we may operate, during fiscal year 1958, within the expenditure objectives of 
the executive branch. This has completely occupied the time of the Secertaries 
and the Assistant Secretaries, particularly the Assistant Secretaries for Finan- 
cial Management, and will for the next week or two. 

It is thy purpose to arrange for a meeting with you and the “financial vice 
presidents” of the military departments just as soon as I can dispose of some of 
the problems arising out of the current conference on our appropriation act, the 
reduction in military personnel, approved this past week by the President, and 
the related decisions as to program levels for fiscal year 1958. 

If you could bear with me for a week or so, I believe that a discussion such as 
mentioned above could resolve the problem of the availability of information to 
the satisfaction of all concerned. 

Sincerely, 
W. J. MoNEI1, 
Assistant Secretary of Defense. 


COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, July 24, 1957. 
B-45101. 
Hon. W. J. McNEIL, 
Assistant Secretary of Defense (Comptroller), 
Department of Defense. 

Dear Mr. McNeIL: Receipt of your letter dated July 23, 1957, in response to my 
letter of July 18, to the Secretary of Defense, concerning General Accounting Of- 
fice access to records of the Department of the Army, is acknowledged with 
thanks. 

To resolve the problem, you suggest that you and I meet with the Assistant 
Secretaries for Financial Management of the military departments. I agree and 
I would like to have the proposed meeting here in my office on Thursday, August 
1, 1957, at any time during that day convenient to you. 

Will you please let me know at what time on August 1 I may expect you? 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 
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JULY 24, 1957. 
B-45101-O. M. 


MEMORANDUM FOR FILE 


Mr. M. H. Lanman, Assistant General Counsel, Department of Defense, called 
me on July 22, 1957. I returned Mr. Lanman’s call on July 23. Mr. Lanman said 
that he wished to apologize for not returning my calls of July 8 and 9. He said 
that he did not do so for reason that there was nothing he could do about 
the access to records problem, which he assumed was the subject of my calls. 

Mr. Lanman said that the Comptroller General’s letter of July 18, 1957, to See- 
retary Wilson, had been referred to Mr. McNeil. Mr. Lanman then read to mea 
letter to be sent by Mr. McNeil to the Comptroller General. The letter read to 
the effect that Mr. McNeil had been extremely busy with appropriation hearings, 
and other matters pending in Congress, and that he hoped to arrange a meeting 
within the next week or 10 days with the Comptroller General, and the various 
assistant secretaries of the military departments to resolve the access to records 
problem. 

I told Mr. Lanman that the matter was out of my hands, but I thought that 
the reply would be unsatisfactory to the Comptroller General. I told Mr. Lanman 
that we had been attempting to get this matter settled since last fall, and that I 
was of the opinion that any further delay would not be acceptable. I also 
told Mr. Lanman that we could see no reason why a letter from Mr. Wilson at 
this time could not settle the matter. Mr. Lanman indicated that he could ap- 
preciate our position but that he felt there was nothing he (Mr. Lanman) could 
do about it. 

Rosert F, KeEwwer. 
ec: Mr. L. J. Powers. 


Aveust 2, 1957. 
B-45101-O. M. 
MEMORANDUM FOR FILE 


Early on August 1, 1957, a call was received by Miss Garlick in the Comptroller 
General’s office from Mr. McNeil’s office. The caller said that one of the “finan- 
cial vice presidents” was out of town and it was not known when he would 
return; therefore, a meeting with the Comptroller General would not be possible 
on August 1, 1957. Miss Garlick then asked as to whether the meeting could be 
held on August 2, 1957, and the reply was to the effect that it was not known 
whether or not the “financial vice president” would be back on August 2 and Mr. 
MeNeil would get in touch with the Comptroller General concerning the meeting 
at a later date. 

The Comptroller General called Mr. McNeil at about 2:30 p. m. August 1, 1957. 
Mr. MeNeil’s secretary said that Mr. McNeil was out of the office but would 
return in about 30 minutes, Miss Garlick asked that Mr. McNeil call the Comp- 
troller General as soon as he could after his return. Mr. McNeil has not returned 
the Comptroller General’s call. 


UNITED STATES SENATE, 
COMMITTEE ON GOVERNMENT OPERATIONS, 
August 15, 1957. 
Hon. CHaArtes E. WILson, 
Secretary of Defense, 
Washington, D.C. 

Dear Mr. Secretary: The Comptroller General of the United States has sub- 
mitted the attached report, in confirmation of recent consultations with repre- 
sentatives of the General Accounting Office, concerning a situation which has 
developed between the Department of Defense and the General Accounting Office 
relative to the availability of records of the Department of the Army, which the 
Comptroller General reports “has most serious implications.” 

As you know, the Legislative Reorganization Act vests jurisdiction over all 
budget and accounting measures, other than appropriations in this committee as 
well as the duty of receiving and examining reports of the Comptroller General 
of the United States and of submitting such recommendations to the Senate as 
it deems necessary or desirable in connection with the subject matter of such 
reports. In conformity with this responsibility, this committee initiated, during 
the 80th Congress, the joint accounting project, composed of the Comptroller 
General, the Director of the Bureau of the Budget, and the Secretary of the 
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Treasury, and, in accordance with recommendations of these officials, drafted 
and recommended to the Congress legislation which resulted in the enactment of 
the Accounting and Auditing Act of 1950 to which the Comptroller General makes 
reference in his communication. 

Accordingly, the committee is most anxious to develop all the facts relating to 
the difficulties that have been encountered in connection with certain accounting 
procedures which are being followed by the Department of Defense, particularly 
the Department of the Army. I will therefore appreciate it if you will advise me 
fully concerning the various points raised in the Comptroller General’s letter, 
based on information which has already been developed by the Comptroller of 
the Department. 

In view of the impending adjournment of the present session of Congress, I will 
appreciate it if you will forward a tentative report not later than Tuesday, August 
20, 1957, based upon which the committee may make a determination as to 
whether it will be necessary to hold hearings to develop further essential facts 
before adjournment. 

In view of the pressure of other matters, I know that it will be difficult to sub- 
mit a complete and detailed report by August 20, but, in view of the interest 
the committee has manifested in matters of this kind in the past, I feel that it 
is incumbent upon me, as chairman, to submit a report setting forth the available 
facts before the Congress adjourns. 

Thanking you in advance for your cooperation in attaining this objective, and 
with high regards, I am 

Sincerely yours, 
JOHN L. McCLetian, Chairman. 


THE SECRETARY OF DEFENSE, 
Washington, August 20, 1957. 
Hon. Joun L. McClean, 
Chairman, Committee on Government Operations, 
United States Senate. 

DEAR Mr. CHAIRMAN: Reference is made to your letter of August 15, 1957, 
concerning a situation which has developed between the Department of Defense 
and the General Accounting Office relative to the availability of records of 
the Department of the Army. 

As stated in Mr. Campbell’s letter to you, this matter has been under dis- 
cussion by representatives of his Office and the Department of Defense for the 
past several months. The unresolved points were finally resolved yesterday with 
the Comptroller General. 

It is unfortunate that this matter was not resolved at an earlier date. 
However, personnel of the Department of Defense who were immedialy concerned 
with this matter have been devoting practically their full time for the past 
month or more to problems of expenditure ceilings for fiscal year 1958, apportion- 
ments, changes in maximum percentage of progress payments, and other pressing 
matters relating to implementation of the 1958 Department of Defense Appro- 
priation Act. 

Sincerely yours, 


C. E. WILson. 





ASSISTANT SECRETARY OF DEFENSE (COMPTROLLER), 
Washington, D. C. August 20, 1957. 
The honorable the COMPTROLLER GENERAL OF THE UNITED STATES. 

Dear Mr. ComMprroLLeR GENERAL: At the request of Mr. Robert Keller of your 
staff, I am enclosing a copy of the Secretary of the Army’s memorandum to the 
Chief of Staff concerning the guidelines relative to the release of audit reports 
and working papers to representatives of the General Accounting Office. The 
guidelines were agreed to yesterday by representatives of our respective offices. 

It is most unfortunate that this matter was not resolved at an earlier date. 
However, as you know, we have been engaged during the past month or so 
on problems of expenditure ceilings, apportionments, changes in maximum per- 
centage of progress payments and other matters relating to the implementation 
of the 1958 Appropriation Act. 

Sincerely, 


W. J. McNEIL. 
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DEPARTMENT OF THE ARMY, 
Washington, D. C., August 20, 1957. 
Memorandum for the Chief of Staff. 
Subject : General Accounting Office expanded audit program. 

In my memorandum of December 19, 1956, I referred to my correspondence 
with the Comptroller General of the United States on this subject intended to 
clarify the relationships between the Department of the Army and the General 
Accounting Office. In an effort to fully respond to the cooperative attitude of 
the General Accounting Office and facilitate their work as well as to gain maxi- 
mum benefit to the Army from the expanded audit program, I have agreed that 
requests for the release of internal audit reports and working papers at the field 
level will be honored and such release effected at that level. In addition, I have 
agreed that internal audit reports may be released prior to the formulation of 
an Army position and the establishment of a program for corrective action as I 
had previously requested. We have, however, agreed that, in recognition of the 
principle that the internal audit report will be of limited value until such time 
as responsible operating officials have reviewed it thoroughly and an appropriate 
program of corrective action has been devised, internal audit reports upon which 
the Army position has not been established will be made available upon request 
but that the Army position thereon will be furnished the General Accounting 
Office at a subsequent date. 

The guidelines relative to General Accounting Office comprehensive audits 
are enclosed and I desire that they be disseminated to all commands, installa- 
tions, and activities. 

WILBER M. BRUCKER, 
Secretary of the Army. 


GUIDELINES RELATIVE TO GENERAL ACCOUNTING OFFICE COMPREHENSIVE AUDITS 


1. The General Accounting Office has broad authority for conducting audits 
and investigations in the executive departments and agencies. The purpose 
of this authority is to enable the Comptroller General, as an agent of the Con- 
gress, to determine how each agency under audit discharges its financial re- 
sponsibilities. In this connection, the financial responsibilities of an agency are 
to be construed as including the expenditure of funds and the utilization of prop- 
erty and personnel in the furtherance only of authorized programs or activities 
and the conduct of programs or activities in an effective, efficient, and economical 
manner. 

2. Section 313 of the Budget and Accounting Act of 1921 provides that: 

“All departments and establishments shall furnish to the Comptroller Gen- 
eral such information regarding the powers, duties, activities, organizations, 
financial transactions, and methods of business of their respective offices as he 
may from time to time require of them; and the Comptroller General, or any 
of his assistants or employees, when duly authorized by him, shall, for the pur- 
pose of securing such information, have access to and a right to examine any 
books, documents, papers, or records of any such department or establishment. 
* * *° 

3. The General Accounting Office is departing as rapidly as practicable from 
the centralized and detailed examination of vouchers and is performing as many 
audits as possible at the sites of operations. These audits, which are on a com- 
prehensive basis, are performed by personnel from the various General Account- 
ing Office regional offices and the Defense Accounting and Auditing Division in 
Washington, D. C. The regional offices are in 19 locations in the United States 
and in overseas areas. 

4, General Accounting Office audits are designed to cover Government agencies 
and their activities as a whole. The extent of detailed examination work in 
such audits is determined by the adequacy of the management control exercised 
by the agency under audit. In order to evaluate internal management controls, 
General Accounting Office personnel examine the history, purpose, authorities, 
organization, activities, policies, and procedures of an agency and its component 
activities, and then review the operating results in the light of the intended pur- 
pose and authorities. In making an evaluation of internal control, auditors 
from the General Accounting Office will necessarily perform various audit steps 
such as reviewing, analyzing, and testing accounting and operating data prop- 
erty records, budgetary statements, and other supporting evidence covering busi- 
ness operations. The results of comprehensive audits will be covered by reports 
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which will be made available to the head of the agency involved. This proce- 
dure is in keeping with the General Accounting Office policy to correct deficiencies 
through cooperation with the agency staffs rather than by solely reporting such 
deficiencies to Congress. 

5. The Comptroller General, in his letter to the Secretary of the Army dated 
October 9, 1956, has indicated his ‘audits will be conducted in full recognition 
of all internal review activities, and will evaluate their effectiveness and elimi- 
nate the necessity for duplicating much of their efforts.” The General Account- 
ing Office intends, within the terms of this statement, as a part of its comprehen- 
sive audit procedure, to review the internal audit work accomplished within the 
Department of the Army. This review will serve to enable the General Account- 
ing Office to give “due regard to * * * consideration of the effectiveness of 
* * * internal audit and control’ and thereby minimize the effort devoted by 
the General Accounting Office to detailed review of installation activities. From 
this point of view, considerable benefit may be realized by the Army from a re- 
lease to the General Accounting Office, upon request, of reports of internal audit 
and associated working papers. To the extent that the internal audit program 
has been the successful and effective aid to management, which it is designed to 
be, a corresponding reduction in the disruption of normal operations at the in- 
stallation or activity by the General Accounting Office should result. As a 
corollary, the General Accounting Office auditors will be able to devote more 
time to furnishing assistance to all levels of Army management in areas in which 
such assistance will be most beneficial. 

6. Comprehensive audits will be directed only to the nontactical operations of 
the Army. Primarily, the effort by the General Accounting Office auditors will 
be for the purpose of evaluating the results of financial management within the 
Department of the Army. 

7. It is incumbent upon officials of all levels within the Army to cooperate 
fully with General Accounting Office auditors in order to facilitate their work 
and reduce to a minimum the disruption of normal operations. Care should be 
taken to assure that proper working space and facilities are provided for the 
auditors as well as timely assistance in making necessary information, records, 
and personnel available. 

8. Budgets for any future fiscal year will not be released. Reports of non- 
Army agencies (including FBI reports) should not be released unless the writ- 
ten consent of such agency has been obtained. Summaries of the facts set forth 
in investigation reports of Inspector General and of Criminal Investigative Divi- 
sion reports should, upon request, be prepared and furnished. If any question 
should arise concerning access to the reports themselves, the matter will be 
immediately referred to the Assistant Secretary of the Army (FM). 

9. Internal audit reports of the Army Audit Agency and associated working 
papers should be made available to the General Accounting Office auditors by 
the regional office of the Army Audit Agency as requested. To the extent pos- 
sible, Army Audit Agency reports when made available should be accompanied 
by a statement summarizing the official Army position with respect to each of 
the several recommendations of the report together with, as appropriate, a state- 
ment of the planned program of corrective action. The period required for 
review and study of an Army Audit Agency report and the formulation of an 
action program to correct deficiencies shown to exist should, under normal cir- 
cumstances, not exceed 90 days from the date of issuance of the report. Should 
the General Accounting Office request a report prior to the establishment of the 
Army position with respect to the several recommendations, the transmittal let- 
ter forwarding the report to the General Accounting Office will clearly identify 
this fact and, as soon as possible thereafter, the established Army position with 
respect to the several recommendations will be furnished separately to the 
General Accounting Office. 


B-45101, 
COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, August 21, 1957. 
Hon. W. J. McNEIL, 
Assistant Secretary of Defense (Comptroller). 

DEAR Mr. McNEIL: I have received your letter dated August 20, 1957, enclosing 
a copy of the Secretary of the Army’s memorandum to the Chief of Staff concern- 
ing guidelines relative to the release of audit reports and working papers to 
representatives of the General Accounting Office. Iam glad that this matter has 
been satisfactorily settled. 
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It is understood that the Department of Defense intends to issue an overall 
directive covering access to records by the General Accounting Office which will 
follow the pattern established in the case of the Department of the Army, and 
that this directive will be applicable to all of the military departments. It is 
hoped that this directive can be issued in the very near future. Our representa- 
tives will be glad to meet with representatives of the Defense Department to 
consider drafts of the directive at any time. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, August 21, 1957. 
B-45101. 
Hon. JoHN L. McCLeLLAN, 
Chairman, Committee on Government Operations, 
United States Senate. 


DeaR Mr. CHAIRMAN: Under date of August 13, 1957, I wrote to you concern- 
ing a situation which had developed between the Department of Defense and 
the General Accounting Office concerning the availability of records of the De- 
partment of the Army. 

I am glad to report to you that as a result of your letter to the Secretary of 
Defense, dated August 15, 1957, the matter has been resolved. 

I want you to know that I greatly appreciate your assistance in bringing this 
matter to a satisfactory conclusion. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States, 


AVAILABILITY OF INSPECTORS GENERAL REPORTS 


Mr. Robert Dechert in both his prepared statement (pp. 957-960) and his 
testimony (pp. 1025-1038), indicated that access to inspectors general reports 
had not been fully discussed until the April 8, 1958, draft and that because of 
the ambiguity of the April 8 draft and other considerations this section was 
clarified in the July 3, 1958, draft. As a matter of fact, the question of access 
to inspectors general reports had been discussed fully, and a clear understanding 
had been reached in discussions that access would be provided for all inspectors 
general reports except those dealing with personnel or criminal investigations for 
which summaries would be furnished upon request. 

The July 9, 1958, directive of the Secretary of Defense constituted a definite 
reversal of the position of the Department of Defense by denying access to all 
inspectors general reports or summaries thereof, except on approval of the ap- 
propriate departmental Secretary. 

In that part of his testimony (pp. 957-960) concerning the revision of the 
provisions in the overall Department of Defense directive relating to availability 
of reports of inspectors general to the General Accounting Office, Mr. Dechert 
stated : 

“In other words, what he wanted was an overall directive which related to 
internal audit functions. Other things were not mentioned at that time. And 
this document gives him 100 percent access to the internal audit reports. 

“Since the only mention in the proposed directive relating to reports of ‘inspec- 
tion, examination, and survey reports’ of the inspectors general was contained 
in the parenthetical phrase in paragraph III. B. 3., as quoted above, the military 
departments thought the directive was ambiguous as to whether inspectors gen- 
eral reports, summaries thereof, or either, would be furnished representatives 
of the General Accounting Office. I must agree with the military departments 
that this part of the April 8 draft of the proposed directive is not clear. It could 
be read, particularly in view of the fact that internal audit reports (which are 
usually made by the audit agencies rather than inspectors general) are specifi- 
cally made fully available in paragraph III. B. 2., that inspection, examination 
and survey reports of the inspectors general also would be made fully available. 
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“On the other hand, it has been interpreted by some of those in the services 
to mean that not even summaries of such inspection, examination and survey 
reports should be made available. 

“It was because of this ambiguity and other considerations brought up in fur- 
ther discussions with the military departments that paragraph B. 3. was re- 
drafted in the July 3 draft * * *.” 

It had been generally agreed in discussions between Defense and General 
Accounting Office representatives that the broad language contained in para- 
graph III. B. 1. of the April 8, 1958, and prior drafts, directed, in accordance 
with the provisions of section 313 of the Budget and Accounting Act of 1921, the 
military departments to provide ready access to all such records as were neces- 
sary to permit us to carry out our duties and responsibilities, excepting for the 
special procedures as covered in paragraphs II. B. 2., relating to internal audit 
reports and working papers, and III. B. 3., relating to (1) budgets for future 
fiscal years, (2) reports of nondefense agencies, and (3) “criminal or per- 
sonnel investigation reports.” 

With the expansion of our accounting and auditing programs in the De- 
partment of the Army, the necessity for access to all books, documents, papers 
and records, including inspectors general reports, bad become increasingly im- 
portant and had been comprehensively covered in both the official correspondence 
and discussions with representatives of the Department of Defense and the 
Department of the Army. In commenting upon certain procedures initially 
proposed by the Army (see letter dated December 19, 1956, from Secretary of 
the Army to Comptroller General of the United States) which not only restricted 
our access to internal audit reports and related working papers but required 
that all official documents, records and reports be cleared by the Office of Sec- 
retary before being made available for use in our audits, the Comptroller Gen- 
eral in his letter of February 7, 1957 (B-45101), advised the Secretary of the 
Army, in part, as follows: 

“We believe that the above procedures are not consistent with those contem- 
plated in the law and which are necessary to effectively discharge our statutory 
responsibilities. They would preclude the independent and effective evaluations 
required of us and thereby materially lessen the usefulness of our work and re- 
ports both to the departments and agencies concerned and to the Congress. 

“The delay in making reports and workpapers available pending implementa- 
tion of corrective action would result in important information not being avail- 
able to us for long periods of time. As you know, the magnitude and complexity 
of your Department’s activities sometimes require many months for recommended 
improvements to be evaluated, devised, and implemented. We cannot, of course, 
delay our examinations of important activities until such improvements are ef- 
fected. However, for the purpose of effective evaluation and objectivity, we 
believe it necessary to consider in our examination all of the information which 
has been developed pertinent to the subject and particularly the actions planned, 
in process, or partially completed to remedy situations requiring improvements. 
This is clearly in accord with the concept expressed in the law that in the conduct 
of our audits we must give due regard to the internal audit and control and related 
administrative practices. These include all management evaluations and internal 
reviews regardless of the organizational units responsible for their performance. 
It is also compatible with the objectivity of our auditing and reporting processes. 
[Italic supplied for emphasis. ] 

* At * ce * ok oe 

“Accordingly, in view of the statutory responsibilities of our respective agen- 
cies and the practical effects of the proposed procedure, we cannot agree that 
audit reports and workpapers, as well as other books, documents, papers, and 
records, should not be made available until after corrective action has been 
taken and clearance has been granted by your office.” [Italic supplied for em- 
phasis. | 

These same matters which would have prevented us from discharging our 
stautory responsibilities were also reported to the Secretary of Defense on 
February 8, 1957, and again on May 2, 1957 (B-45101), in which the Comptroller 
General advised “our statutory responsibility will not permit us to accept the 
continued existence of the above restrictions.” 

On April 18, 1957, Mr. Robert D. King, Deputy Assistant Secretary of the 
Army (Financial Management) advised Mr. Robert F. Keller, Assistant to the 
Comptroller General, that the records problem was being considered by the 
Department of Defense and the reply to be made to the Comptroller General's 
letter would be applicable to all of the military services. 











228 INVESTIGATION OF NATIONAL DEFENSE 


As previously mentioned, when the Army failed to resolve the problem, we 
reported the entire situation on August 13, 1957, to the chairman, Senate Com- 
mittee on Government Operations. 

In developing the Army Guidelines Relative to General Accounting Office 
Comprehensive Audits the matter of GAO accessibility to inspectors general 
reports, together with internal audit or any other reports on internal reviews, was 
thoroughly considered by the General Accounting Office and the Department of 
Defense, including the Department of the Army. The resolution of the problem, 
as reported by the Secretary of Defense on August 20, 1957, to the chairman, 
Senate Committee on Government Operations, was made with the intent and in 
full recognition that all inspectors general reports excepting “investigative-type 
reports” would be made available to the General Accounting Office. Because of 
the confidential and disciplinary nature of certain types of inspectors general 
reports involving personnel investigations or possible criminal matters, pro- 
cedures established in these guidelines by the Department of the Army and con- 
curred in by the Department of Defense provided that: 

“Summaries of the facts set forth in investigative reports of inspector general 
and of Criminal Investigative Division reports should, upon request, be prepared 
and furnished. If any question should arise concerning access to the reports 
themselves, the matter will be immediately referred to the Assistant Secretary of 
the Army (FM).’? 

Representatives of the Department of Defense and the Department of the 
Army assured the representatives of the General Accounting Office on August 19, 
1957, during discussions of the proposed guidelines that all other inspectors 
general reports involving internal audits, inspections, surveys or other internal 
reviews, irrespective of the organizational unit performing such reviews, would 
be made available during the performance of our audits. 

As a matter of fact, in discussion of the drafts of the proposed Department of 
Defense directive which were concurred in by the Department of Defense repre- 
sentatives as late as April 8, 1958, the position of the Department, as evidenced by 
these drafts, was that all inspectors general reports covering inspections, ex- 
aminations, surveys and other internal reviews would be made available to the 
General Accounting Office in the performance of our audits, as contrasted with 
“criminal or personnel investigation reports.” 

The question of availability of inspectors general reports was the subject of 
considerable discussion between representatives of the Department of Defense 
and the General Accounting Oflice during early negotiations of the proposed 
directive. At a meeting on March 7, 1958, the Department of Defense represen- 
tatives presented a draft of paragraph III. B. 3. reading as follows: 

“3. Budgets for any future fiscal year will not be released. Reports of non- 
Department of Defense agencies (including FBI reports) should not be released 
unless written consent of such agency has been obtained. Summaries of facts 
set forth in ‘investigative-type’ reports of the departmental inspection and 
investigative organizations (such as inspector general and criminal investigation 
organization) may, upon request be prepared and furnished.” 

In the discussions it was brought out that the phrase “investigative-type” 
might be subject to varying interpretations within the various services. Since 
the only type of inspectors general reports which was considered requiring 
special arrangements for access was that type concerning criminal or personnel 
investigation, it was agreed by both Defense and General Accounting Office 
representatives that it was desirable to revise the wording so as to clarify more 
specifically the types of inspectors general reports which were to receive Spe- 
cialized handling. After considerable discussion of this point it was agreed 
between the respective representatives that the language of paragraph III. B. 3. 
would be revised to read as follows: 

“8 Budgets for any future fiscal year will not be released. Reports of non- 
Department of Defense agencies (including FBI reports) should not be released 
unless the written consent of such agency has been obtained. Summaries of 
facts set forth in criminal or personnel investigation reports (as distinguished 
from internal audit, inspection, examination, and survey reports) of the inspec- 
tor general and criminal investigation organizations should upon request be 
prepared and furnished. If any reasonable doubt arises as to access to the 
reports themselves the matter may be immediately referred to the appropriate 
departmental secretary or assistant secretary.” 





1 Quotation from guidelines enclosed with memorandum of August 20, 1957, from Hon, 
Wilber M. Brucker, Secretary of the Army, for the Chief of Staff, requesting dissemination 
of subject guidelines to all commands, installations, and activities. 
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The intent of the revised language was to make it clear that reports of the 
inspectors general, other than those dealing with criminal or personnel investi- 
gation matters would be available to General Accounting Office without restric- 
tion. This was a clear understanding by General Accounting Office representa- 
tives and the Department of Defense representatives as to the intent of the 
wording agreed upon. 

Notwithstanding the agreement which was reached on March 7, 1958, and a 
communication dated March 21, 1958, from the Comptroller General to the 
Assistant Secretary of Defense (Comptroller) stating the proposed directive was 
satisfactory, the Department of Defense .did not issue the directive. 

On June 5 and 17, 1958, representatives of the Department of Defense dis- 
cussed with the General Accounting Office representatives further changes in 
the proposed directive. The changes proposed (1) limited the availability of 
reports of the Inspectors General in the internal audit, inspection, and survey 
fields, and (2) added a new paragraph III. B. 4., relating to the furnishing of 
information which would raise a question as to whether the information may 
be furnished to a Member or a committee of the Congress. At these meetings, 
the Department of Defense representatives were advised that the changes pro- 
posed were not satisfactory to the General Accounting Office. Also, the Comp- 
troller General on June 26, 1958, advised the Secretary of Defense that the 
proposed changes were not satisfactory, and that his letter of March 21, 1958, 
concerning the prior proposed directive, was not to be construed in any way as 
an approval or concurrence in the changes proposed. 

We do not believe there was any misunderstanding between the Department of 
Defense representatives and the General Accounting Office representatives on 
March &, 1958, concerning the intent of the wording regarding inspectors 
general reports, nor do we believe that the language agreed to at that time can 
reasonably be interpreted otherwise since the paragraph here concerned set 
forth the exceptions to the general requirements of paragraph III. B.1. Rather, 
it is our opinion that the changes proposed, and finally adopted by the Depart- 
ment of Defense over our objection, resulted from a change in the departmental 
position some time after March 7, 1958. 

For the record of the subcommittee there is submitted a copy of letter dated 
June 26, 1958, from the Comptroller General to the Secretary of Defense, referred 
to above. 


— 


COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington June 26, 1958. 
B-107366. 
B-134192. 
The honorable the SECRETARY OF DEFENSE. 

DrearR Mr. Secretary: For a period of several months discussions have been 
carried on between representatives of the Department of Defense and representa- 
tives of the General Accounting Office concerning proposed directives to be issued 
by the Department of Defense dealing with access to defense information by the 
General Accounting Office. 

Our respective representatives reached an understanding on March 7, 1958, 
and by letter dated March 14, 1958, the Assistant Secretary of Defense (Comp- 
troller) sent to us drafts of the proposed directives requesting our comments 
or concurrence. By letter dated March 21, 1958, we advised the Assistant Secre- 
tary that except for a technical change the proposed directives were satisfactory, 
it being understood that should any situation arise in the future which would 
make the proposed revised procedures unworkable, in that the General Accounting 
Office would be impeded in carrying out its duties and responsibilities, we would 
have to insist that the procedures be reconsidered. 

The directives were not issued and on June 5 and June 17, 1958, representatives 
of the Department of Defense discussed with us further changes in the directive 
dealing with access to information generally. At these meetings, the Department 
representatives were advised that the changes proposed were not satisfactory 
to the General Accounting Office. 

The changes in question are in paragraph III.B.3. concerning the availability of 
reports of the inspector general in the internal audit, inspection, examination, 
and survey areas, and in paragraph III B.4. relating to the furnishing of in- 
formation which would raise a question as to whether the information may be 
furnished to a Member or a committee of the Congress. 
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We wish to make it clear that our letter of March 21, 1958, to the Assistant 
Secretary of Defense (Comptroller) concerning the prior proposed directives is 
not to be construed in any way as an approval or concurrence in the changes 
recently discussed with us. While we understand that the changes have not 
been finally adopted by the Department of Defense, we believe that if the directive 
is issued with the changes included it will seriously impede the work of the 
General Accounting Office. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States, 


WorK DONE BY THE INSPECTORS GENERAL 


Much of the discussion during the hearings before your subcommittee con- 
cerned reports of the inspectors general of the services, the confidential nature 
of such reports and the reasons why the Department of Defense did not feel 
that such reports should be released to the General Accounting Office unless 
prior approval for each report was obtained from the Secretary of the Depart- 
ment concerned. In essence, it was stated that the reports contained informa- 
tion and statements obtained in confidence and if the sources of such informa- 
tion were aware that their statements were subject to review they would be 
reluctant to be completely candid in their statements. In addition the reports 
of the inspectors general are considered to be primarily for the information of 
management in order to provide a background and basis for management de- 
cisions and therefore are similar to internal staff memorandums and other docu- 
ments of a privileged nature. 

The General Accounting Office recognizes that certain of the functions of the 
inspectors general, such as criminal and personnel investigations, are of a con- 
fidential nature and therefore agreed to accept summaries of facts contained 
in such reports to the extent they were needed in connection with its work dur- 
ing our discussions of the Army guidelines issued in 1957, and discussions of the 
earlier drafts of the Department of Defense directive. However, inspectors gen- 
eral have as a part of their respective missions and duties responsibility for 
conducting inspections, surveys and examinations of the effectiveness of opera- 
tions and Overall efficiency of a command, installation, or activity. These func- 
tions may be performed on a periodic or special basis as directed by competent 
authority. The performance of these functions constitutes an important part 
of the process of management evaluations and internal reviews. They provide 
officials and appropriate personnel of authority with an independent appraisal 
of the effectiveness of operations and overall efficiency. Moreover, a very con- 
siderable part of the inspections and reviews made by the inspectors general 
involve reviews of procedures and policies and as such are an important seg- 
ment of the internal reviews and control which the General Accounting Office, 
under section 117 (a) of the Budget and Accounting Act of 1950 is required to 
consider and recognize in determining the audit procedures to be followed in 
its reviews. 

The scope of inspection and survey programs of the inspectors general is 
similar in character to much of that we have scheduled in requirements, pro- 
curement, supply management, and research and development areas. For ex- 
ample, the programs of the Deputy Inspector General for Inspection of the Air 
Force covering the period July 1, to December 31, 1958, include (1) a survey of 
Air Force procurement methods (advertising versus negotiation), (2) a survey 
of procurement quantitative and qualitative program changes; (3) a survey of 
procurement of commercial communications and utility services; (4) a survey 
of contract cost overruns; (5) a survey of maintenance programs; (6) a sur- 
vey of modification programs; (7) a survey of the application of electronic data 
processing systems and other like subjects. All of these subjects represent in- 
ternal and management evaluations which would clearly be a part of “internal 
audit and control” within the meaning of section 177 (a) of the Accounting and 
Auditing Act of 1950. It is essential that such reports be made available to 
the General Accounting Office in order that we can evaluate the effectiveness of 
the Department’s system of internal control and to preclude unwarranted and 
unnecessary duplication of effort in the internal audit and the independent re- 
view made by this Office. 

There is no basis why reports on the subject of the types pointed out above 
should not be made available to the General Accounting Office unless the pur- 
pose is to delay or hamper the efforts of the Office to disclose all facts bearing 
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upon the activity or area under audit. We believe that any departmental regu- 
lation denying to the General Accounting Office access to any report relating to 
“internal audit and control” is contrary to law. 


GENERAL ACCOUNTING OFFICE REQUEST FOR ACCESS TO DOCUMENTS AND RECORDS 
RELATING TO SUPPLY AND LOGISTICS 


At several times during the course of the hearings (pp. 995-998 and 1084-1090), 
Mr. Dechert stated that representatives of the General Accounting Office had re- 
quested the war plans for the defense of the United States, or excerpts from the 

yar plans. Beginning on page 995, Mr, Dechert stated : 

“Then there arose the question as to whether the GAO in connection with its 
general review of management planning in the Department of Defense for the 
future to secure access to the war plans papers, secret plans for the defense 
of the United States in case war is forced upon us—these plans not only involving 
ammunition and personnel but also possible events of any attack that we might 
have. 

“Such papers may originate in the National Security Council and in the Office 
of Defense Administration and the Joint Chiefs of Staff or in certain other places. 

“T think the GAO people have recognized—they so stated—that they could not 
attempt to audit the competency of our top defense planners in their strategic 
planning, and they didn’t want them for this purpose, but they asked whether 
they couldn’t have made available to them extracts from these papers which 
would make it possible to determine whether the first person who deals in the 
Department of Defense with the number of machineguns or tanks or trousers 
we may need in 1962 is being properly forecast. 

“We considered this very carefully and it was determined that these papers, 
most of which we don’t control, as a matter of fact—they are papers from 
people from outside. We could not furnish them. 

“Therefore, I wrote a letter to the Comptroller General saying that these 
papers we could not give them.” 

Mr. Dechert also stated (pp. 997 and 998) : 

“But there is no doubt they said they would like to have—not the whole papers. 
I don’t want to implicate that. They never said they wanted the whole papers. 
They said they would like to have access to a certain part of these papers to see 
whether our man who first dealt with it correctly interpreted the other document 
and to make certain other determinations. 

aK cad ” * * » * 


“Tt came finally to a formal request, and we met several times about it. Let 
me make clear again. Not for the total of the plans, but they wanted extracts 
from the Defense war plans which they felt would enable them to go back of 
our first action in the Department of Defense.” 

Mr. Dechert later stated (p. 1084) : 

“Yes, sir; I did that a few days ago, when, in spite of the fact that the gentle- 
men here in the room from the General Accounting Office said they wanted to see 
the war plans for the defense of the country, and they felt it was essential for 
their management survey, I conveyed the decision of the Department of Defense 
that they couldn’t have them.” 

Subsequently, Mr. Dechert explained (p. 1987) : 

“Well, they didn’t ask for the war plans completely. I explained that before. 
They asked for a certain document out of the war plans.” , 

It is believed to be necessary, in order to place the request by the General 
Accounting Office representatives in perspective, to provide some background on 
this matter. Our request was not for the war plans, but for access to the basic 
authoritative data which regular career personnel of the Office of the Assistant 
Secretary of Defense, Supply and Logistic (OASD/S. and L.) used as a basis 
for its development of procurement planning and material requirements policy 
guidance for ultimate issuance by the Secretary of Defense to the services. 
It was limited as a result of our discussions with the Defense staff to a document 
issued by the Joint Chiefs of Staff and a specific National Security Council policy 
guidance document, excerpts from such documents or any other documents used 
by the regular staff of OASD/S. and I. in developing logistic guidance. Based 
upon these discussions with OASD/S. and L. staff members, it was beileved this 
information was essential to make an informed and comprehensive review of the 
development and promulgation of logistics guidance by the Office of the Assistant 
Secretary of Defense for Supply and Logistics, and the implementation of such 
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guidance, including the determination of materiel requirements by the respective 
services. 

On April 30, 1958, we were advised by the Director for Planning and Require- 
ments, OASD/S. and L., that the papers involved were “privileged information” 
and it would be necessary to obtain specific approval to make these or related 
documents available to us. He suggested a further discussion between repre- 
sentatives of the Department of Defense and the General Accounting Office. 

This discussion was held on May 5, 1958, at which time Mr. L. J. Powers, Di- 
rector, Defense Accounting and Auditing Division, General Accounting Office, 
pointed out to Mr. E. Perkins McGuire, Assistant Secretary of Defense (S. and 
L.), that the General Accounting Office was not interested in the strategic as- 
spects of these decisions or the bases on which the National Security Council 
(NSC) or Joint Chiefs of Staff (JCS) had arrived at their determinations. How- 
ever, Mr. Powers pointed out that we did need to be informed of basie decisions 
which are relevant to our evaluation of the development and implementation of 
the logistics, planning, and basic programing material. Mr. McGuire stated he 
would discuss the problem with Mr. Dechert in an attempt to resolve the matter. 

A subsequent discussion was held on May 13, 1958, between Mr. McGuire, Mr. 
Dechert, Mr. Powers, and other representatives of the Department of Defense 
and the General Accounting Office. During this discussion, Mr. Powers again 
advised Department of Defense representatives that the General Accounting 
Office was not qualified, and did not propose, to question these strategic or policy 
decisions, but did feel it necessary to review the implementation of those de- 
cisions in logistical and procurement areas. It was emphasized to the Defense 
officials that, in conducting our audits and examinations, it was necessary for 
us to have access to all relevant and authoritative information available to the 
responsible officials of the activity or program under review. Otherwise, we 
would be placed in the untenable position of only auditing information that was 
screened by the authority being audited. It was further pointed out that we 
were particularly concerned over any position to the effect that certain categories 
of information, viz, staff papers, Cabinet papers, National Security Council 
papers, Joint Staff papers, etc., all constitute privileged information and were 
not to be made available to GAO staff members. It was also emphasized that the 
same security controls as exercised by Defense personnel would be observed by 
GAO personnel. Upon conclusion of a rather extended discussion of the di- 
vergent positions of the participants, Mr. Dechert stated that he would look into 
the matter further and would advise us on the matter. 

A further discussion was held on June 3, 1958, during which the participants 
restated their respective positions. At this time, Mr. Dechert stated that the 
position of the Department of Defense was that there were three main categories 
of papers, viz, National Security Council papers, Joint Chiefs of Staff papers, 
and internal staff memorandums which would not be made available to General 
Accounting Office representatives. Following further discussions concerning the 
reasonability of the position of the Department of Defense, Mr. Dechert stated 
that, if we (GAO) were to confine our request to that information relevant to 
the audit we were making in Supply and Logistics, Defense could probably work 
out an amicable solution to the problem. He was agreeable to us having access 
to those parts of the documents that directly related to our review of logistics 
planning and materiel requirements, providing we did not request to have free 
access to all NSC, JCS, or ODM papers. He was assured by Mr. Powers that we 
did not need and were not interested in any information not related to the scope 
of our audit. 

However, on June 19, 1958, Mr. Dechert formally advised this Office that. after 
further review of this matter, it had been decided that documents originating 
in the Cabinet, the NSC, the JCS, the Office of Defense Mobilization, which relate 
to war planning; quotations or summaries from such documents contained in 
other official memorandums; and staff memorandums of the nature of internal 
briefing papers, recommendations and statements of position preceding and 
leading up to the formulation of an official Department of Defense position are 
not, generally, subject to release to the General Accounting Office. 

As pointed out in our letter of April 18, 1958, to the chairman of the Govern- 
ment Information Subcommittee, House Committee on Government Operations, 
the General Accounting Office recognizes that there may be records of a highly 
sensitive nature, such as war plans, which we would not require or examine in 
earrying out our responsibilities. We feel that access to war plans is not neces- 
sary for the proper discharge of our statutory responsibilities, but that basic in- 
formation and specific data used by logistics or procurement planning personnel 
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of the Department of Defense are necessary to the proper review and evaluation 
by the General Accounting Office of those actions and decisions. Timely and ef- 
fective implementation of basic management decisions is of major importance. 


LACK OF ACCESS TO TERMINATION STUDIES RELATIVE TO PROCUREMENT OF 
155-MILLIMETER AMMUNITION 


On pages 973-985 of the record, there is a discussion of an instance in which 
personnel of the General Accounting Office were denied access to certain studies 
made by United States Army, Europe (USAREUR), to determine the feasibility 
of terminating certain contracts covering the procurement of 155-millimeter am- 
munition as a complete round and the repurchase of such ammunition as separate 
components at substantially lesser cost. We feel the record requires clarification 
to reflect the following facts: 

1. The termination study was undertaken by USAREUR pursuant to a dis- 
cussion on October 7, 1954, between representatives of the General Accounting 
Office and Generals August Schomburg and Gardes and Ordnance procurement 
personnel, on the possibility of recovering all or a portion of the excess cost of 
the 1953 procurement. This discussion was confirmed by a letter dated October 
28, 1954, addressed to the commander in chief, United States Army, Europe, by the 
Acting Director, European Branch, General Accounting Office. 

2. On November 24, 1954, the commander in chief, United States Army, Europe 
(CINCUSAREUR), acknowledged that the study was being made, and requested 
GAO assistance in obtaining cost statements and other data from the contractors. 

3. On February 25, 1955, the deputy chief of staff, USAREUR, advised the 
study and analysis had been made, acknowledged the assistance which had been 
rendered by GAO personnel, and stated that, while it appeared then there would 
have been some difference in cost of procurement by components, it had been 
decided that it was not feasible to terminate the contracts for complete rounds. 

1. Shortly thereafter, the Director, European Branch (Charles M. Bailey), 
and members of his staff made requests for access to the termination study of 
the Chief, Procurement Branch, G4, USAREUR (Brig. Gen. August Schomburg) 
and the Judge Advocate General, USAREUR (Brigadier General Gardes), who 
informed the General Accounting Office personnel that Major General Newman’s 
letter of February 25, 1955, above, stated the command position on the matter 
and, since the study had been made for the purpose of arriving at that position, 
they were considered internal working papers and were not available for review 
by the General Accounting Office. 

5. On August 25, 1955, a report on the procurement of 155-millimeter ammu- 
nition was forwarded to the Assistant Secretary of the Army (Logistics) by the 
Assistant Comptroller General of the United States in which it was pointed out 
that the termination studies, especially those relating to delays in contract per- 
formance, should have been made available to our staff. 

6. On October 19, 1955, the Assistant Secretary of the Army (Logistics) re- 
plied that the Department of the Army was of the opinion that the studies 
were made for the development of a USAREUR position and did not, of them- 
selves, express the command viewpoint. It was also stated that the termination 
studies were considered internal working papers for use by those charged with 
the preparation of the command position which had been set forth in the letters 
forwarded to the General Accounting Office. 

7. Later, on June 14, 1957, when we transmitted our formal report on this 
procurement to the Secretary of the Army and the Secretary of Defense, it 
was pointed out that the Army’s action in denying us access to the studies pre- 
vented us from adequately discharging our statutory responsibilities under the 
Budget and Accounting Act of 1921 and related legislation. 

8. In response to Congressman Wilson's inquiry of Mr. Edward Roney during 
the testimony of Department of Defense representatives (p. 1000) as to what 
time informally the GAO was informed that we could have these reports, Mr. 
Roney testified that it was after the April 1, 1958, hearings that he stated to 
Mr. Powers: “We assumed that with the issuance of the Army Guidelines on 
August 20, 1957, this being an Army matter, that if you still needed these papers 
that they would be made available pursuant to the Army Guidelines.’ We 
believe that this testimony requires some Clarification so as to be completely 
responsive to Congressman Wilson’s interrogation. After the April 1, 195s, 
hearings involving testimony given by GAO representatives on access to records 
Within the Department of Defense, Mr. Roney was advised by Mr. L. J. Powers, 
Director, Defense Accounting and Auditing Division, General Accounting Office, 
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that he had testified that the Army had refused our representatives in Europe 
access to termination studies on the procurement of 155 millimeter ammunition 
and that the matter had not only been reported to the Secretary of the Army 
but also to the Secretary of Defense on June 14, 1957, and the Comptroller 
General had received no reply to these letters. Mr. Roney was furnished file 
references by Mr. Powers to these letters for the purpose of ascertaining what 
action, if any, Department of Defense had taken on the matter. Later, Mr. 
Roney called Mr. Powers, Director, Defense Accounting and Auditing Division, 
and inquired whether the General Accounting Office still wanted the studies 
(as of April 1958). Mr. Roney was informed that the Comptroller General 
expected a reply to his letters of June 14, 1957, as to what action Defense or 
Army proposed to take in this case. As a result of this discussion, the Director, 
Defense Accounting and Auditing Division, was finally advised on July 8, 1958, 
that the General Accounting Office representatives would be granted access to 
the USAREUR termination studies relating to the procurement of 155 millimeter 
ammunition pursuant to the provisions of the Army 1957 directive. 

9. Additionally, beginning on page 977, Mr. Roney made reference to an in- 
stance discussed in the 17th report of the House Committee on Government Oper- 
ations, in which a General Accounting Office representative was denied access 
to certain classified information as being relevant to the termination studies 
prepared by USAREUR in connection with the procurement of 155 millimeter 
ammunition. The instance referred to in the 17th report of the Committee on 
Government Operations concerned an instance in which the Air Force com- 
mand in the United Kingdom did not make certain documents relating to Air 
Force base rights in the United Kingdom available to our representative. This 
necessitated a request to a higher command, the United States Air Force, Europe, 
which, after a delay of several months, authorized release of the information to 
our staff. This instance is not the case which was being discussed before the 
committee involving termination studies made by the United States Army, 
Europe. 

There is submitted for the record a copy of our report to the Secretary of the 
Army dated June 14, 1957, on procurement of 155 millimeter ammunition as a 
complete round by the Ordnance Procurement Center, Sandhofen, Germany. 
Included in this report are copies of the pertinent correspondence. There is 
also submitted a copy of our letter dated June 14, 1957, to the Secretary of 
Defense transmitting a copy of the report and pointing out that we had been 
denied access to pertinent records of the Army. Also, there is submitted a copy 
of letter dated July 8, 1958, from Mr. Robert D. King, Deputy Assistant Sec- 
retary of the Army (Financial Management) to the Director, Defense Accounting 
and Auditing Division, General Accounting Office. 





DEPARTMENT OF THE ARMY, 
OFFICE OF THE ASSISTANT SECRETARY, 
Washington, D. C., July 8, 1958 
Mr. LAWRENCE J. POWERS, 
Director, Defense Accounting and Auditing Division, 
General Accounting Office 

DEAR Mr. Powers: It has come to my attention that the General Accounting 
Office may desire access to certain termination studies which were not made 
available in 1955 during the course of its consideration of the procurement of 
155 millimeter ammunition by the Ordnance Procurement Center, Sandhofen, 
Germany. 

It was assumed, perhaps erroneously, that your office knew that General Ac- 
counting Office representatives, if they desired, would be granted access to such 
termination studies pursuant to the provisions of the Army Guidelines relative 
to General Accounting Office comprehensive audits issued with the concurrence 
of the General Accounting Office on August 20, 1957. In order to insure that no 
question exists, I have taken this opportunity to advise you of our understanding 
in this matter. 

Sincerely yours, 


Rosert D. KING, 
Deputy Assistant Secretary of the Army (Financial Management). 
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COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, D.C. June 14, 1957. 


B-125048. 
B-125316. 
The honorable the SECRETARY OF DEFENSE. 


DEAR Mr. SECRETARY: Herewith are four copies of our report on the review 
of the procurement of 155 millimeter ammunition as a complete round by the 
Ordnance Procurement Center, Sandhofen, Germany, at a cost in excess of the 
cost of purchasing separately the major components which are assembled at the 
time of firing. This matter was developed during our review of the military off- 
shore procurement program. 

Your attention is called to the fact that this is another instance in which we 
have been denied access to records contrary to section 313 of the Budget and 
Accounting Act of 1921 (31 U. S. C. 54) and related legislation. We are sure 
that you will agree that this demonstrates the necessity for immediate remedial 
action as requested in our letter of May 2, 1957, to you. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


REPORT ON PROCUREMENT OF 155-MILLIMETER AMMUNITION AS A COMPLETE RoUND 
BY THE ORDNANCE PROCUREMENT CENTER, SANDHOFEN, GERMANY 


UNITED STATES GENERAL ACCOUNTING OFFICE 


CoMPTROLLER GENERAL OF THE UNITED STATES, 


Washington, June 14, 1957. 
B-125048. 


3—125316. 
The Honorable the Secretary of the Army. 

Dear Mr. SECRETARY: Herewith is our report on the procurement in Europe 
of 155-millimeter ammunition as a complete round by the Ordnance Procurement 
Center at Sandhofen, Germany. 

During our review of the military offshore procurement program, it developed 
that the component parts, i. e., the shell body, propelling charge, and fuse, of the 
155-millimeter round are assembled at the time of firing and that prices paid 
for separately purchased components resulted in a cost per round substantially 
less than the prices at which complete rounds were purchased. While the exact 
savings which might have been realized had components been procured ob- 
viously cannot be determined, the price difference, projected over the substan- 
tial number of complete rounds procured, is in excess of $20 million. 

In response to our inquiries as to the reasons for procuring complete rounds, 
United States Army, Europe, advised that this was Department of the Army 
policy and was necessitated by the pressing need to establish a production base, 
the lack of tooled-up facilities in Europe, and limited Ordnance Procurement 
Center personnel. However, subsequent to procurement of the complete rounds, 
the Ordnance Procurement Center requested and received permission to pur- 
chase any additional requirements on a component basis. Also separate pur- 
chases of components would serve the objectives of broadening the production 
base and establishing sources of supply equally well as the purchase of com- 
plete rounds. 

We believe that this case illustrates the serious consequences of hasty pro- 
curement, and it is suggested that procurement officials be instructed to explore 
alternative methods of satisfying a requirement in order to achieve the most 
economical results practicable. 

United States Army, Europe, also studied the possibility of terminating the 
contracts for complete rounds and repurchasing by components but decided that 
such action was not feasible; however, we were denied access to their termina- 
tion studies on the basis that the studies are internal working papers and the 
command’s reply fully expressed its position. Consequently we were unable to 
evaluate the considerations on which the United States Army, Europe, based its 
position, although we recognize there may have been problems relating to our 
country’s foreign relations involved in the decision. This action prevented us 
from discharging our statutory responsibility under the Budget and Accounting 
Act of 1921 (31 U.S. C. 54), and related legislation. 
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On May 2, 1957, we advised the Secretary of Defense (B-45101) that the 
withholding of records is contrary to the statutory responsibilities of both the 
General Accounting Office and the departments being audited. We insisted that 
remedial action be taken without further delay and our office so notified. 

Sincerely yours, 
JOSEPH CAMPBELL, 
Comptroller General of the United States. 


REPORT ON PROCUREMENT OF 155-MILLIMETER AMMUNITION AS A COMPLETE ROUND 
BY THE ORDNANCE PROCUREMENT CENTER, SANDHOFEN, GERMANY 


INTRODUCTION 


© 


During the latter part of the fiscal year 1953, the Ordnance Procurement 
Center (OPC), United States Army, Europe (USAREUR), negotiated 5 con- 
tracts amounting to approximately $150 million for the procurement of 155- 
millimeter ammunition. These contracts were awarded to the following Euro- 
pean firms after bids were solicited and negotiations were conducted by OPC. 


Contract No. Firm | Rounds Unit Amount 
DA-91-557- price 

EUC-113 | SIGME_-.. Saba sad 1, 000, 000 $54.40 | $54, 400, 000 
EUC-133 | DePompey----.--- : ° 828, 000 53. 75 $4, 505. 000 
EUC-265 | Morel Freres - 7 350, 000 53. 75 18, 812, 500 
EUC-114 | United Kingdom.-. 321, 795 54. 40 17, 505, 648 
EUC-78 Greek Powder & Cartridge ; 320, 000 52. 60 16, 832, 000 

en. boned én : 2,819, 795 | 53. 92 152, 055, 148 


Negotiations on the foregoing contracts were conducted on the basis of a 
complete-round procurement, as opposed to procurement separately of the three 
component parts, i. e., shell body, propelling charge, and fuze. The three com- 
ponents, in both cases, are manufactured, packaged, and shipped separately and 
are assembled only at the time of firing. 

At about the same time that these five contracts were awarded for complete 
rounds, the following contracts were let for component parts of the same shell: 


Contract No. Firm Component Rounds Unit 

DA-91-557- price 
EUC-131 | SIME Shell body 271, 850 $25, 87 
EUC-129 | Norsk Spraengstoff Industrie__._| Propelling charge 100, 000 16.05 
EUC-115 | Hoyer-_-- ‘ Fuse 300, 000 4.60 
Total. _- 46, 52 


The fiscal year 1954 mutual defense assistance offshore procurement program 
assigned to OPC by the Department of the Army specified the procurement of 
155-millimeter ammunition as complete rounds, as had been done in fiscal years 
1952 and 1953. However, when OPC pointed out to the Department of the 
Army that purchase of 155-millimeter ammunition by component parts would be 
more economical than the purchase of this ammunition as a complete round, 
the Department of the Army concurred in the less expensive method of 
procurement. 

The fiscal year 1954 solicitation of bids for 155-millimeter components resulted 
in the following lowest quotations: 


Firm Component | Quantity Unit 
price 





SS ae - Shell body- ai eS 8 es : 628, 000 $18. 96 
Dennis Ferranti-- Ba , Fuse : E ea 962, 000 3. 48 
DONE ON oc i casa conte cisenweene inked Propelling charge gas 728, 000 15. 96 

ie eee ee ee eeaeaahennednownieeon 38. 40 
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However, no contracts for 155-millimeter ammunition were awarded in fiscal 
year 1954 in accordance with Department of Defense policy to defer this, and 
other large caliber ammunition procurements, until the following year. 


SUMMARY OF FINDINGS 


As shown by the foregoing summary of contracts awarded, the difference in 
cost between the complete-round and the component-part methods of procure- 
ment was $7.40 per round (53.92—46.52). Projected over the 2,819,795 rounds 
procured in 19538, the difference is in excess of $20 million. The exact savings 
which would have accrued, had bids been solicited and the procurement placed 
on a component basis, obviously cannot be determined. The 1954 component 
bids were substantially lower than the prices at which the $20 million difference 
was computed. Conversely, in view of the large quantities involved, it is quite 
possible that the inclusion of higher cost procedures would have been neces- 
sary. There is no question, however, that procurement on a component basis 
would have provided substantial savings. Also, in view of the fact that the 
components are assembled as a complete round only at the time of firing, there 
does not seem to be a significant difference in the 2 methods of procuring 155- 
millimeter ammunition except for price considerations and contract adminis- 
tration. 

We brought the foregoing matters to the attention of USAREUR at a con- 
ference with procurement and legal personnel on October 7, 1954, and in a 
letter to the commander in chief, USAREUR, dated October 28, 1954 (exhibit 
1), we made the following recommendations with respect to existing contracts 
let under the 1953 program. 

1. That negotiations be undertaken with prime contractors to eliminate 
excess costs. Subcontract costs should be examined, and prime contractors 
should be urged to negotiate for component prices which would be in line 
with those obtained by OPC. 

2. That, where no substantial savings could be effected through negotia- 
tion with prime contractors or subcontractors, the feasibility of terminating 
existing contracts be explored with the view of awarding new contracts. 

3. That consideration be given to the possibility of termination for default, 
at no cost to the Government, since all the prime contractors on the 155- 
millimeter procurement were substantially behind on their delivery 
schedules. 

In the interim reply from the commander in chief, USAREUR, dated Novem- 
ber 24, 1954 (exhibit 2), we were informed that the problem was being con- 
sidered in the light of a determination of the extra costs incurred, if any, by 
contracting for complete rounds; value of services received by contracting for 
complete rounds, costs to terminate and repurchase; recapture of any possible 
overcharges by the United Kingdom; and the elimination of unnecessary trans- 
portation costs. 

As a result of our comments on the 155-millimeter procurement, and because 
of other comments we had transmitted to USAREUR on fiscal year 1953 ordnance 
procurements, a team from the Department of the Army, headed by the Chief, 
Legal Office, Office of the Chief of Ordnance, was sent to USAREUR in Febrnu- 
ary 1955. The final USAREUR position on the fiscal year 1953 procurement 
of 155-millimeter ammunition as a complete round was developed, we under- 
stand, in line with advice of this team. 

USAREUR’s findings were reported to us in their letter dated February 25, 
1955. (See exhibit 3.) These findings may be summarized as follows: 

1. Procurement of the complete round was established Department of 
the Army policy. 

2. Procurement of the complete round was necessitated by (a) need to 
establish most quickly a production base, (b) lack of tooled-up facilitites in 
Burope, and (¢c) limited OPC personnel. 

3. Excess costs of complete-round procurement were not considered signi 
ficant in view of the other factors. 

4. Termination of existing contracts would admittedly result in different, 
and presumably lower, costs. 

5. Any monetary advantages in terminating existing contracts would be 
outweighed by other considerations. 

6. Certain contracts have been amended to extend price-redetermination 
features to subcontractors. 

23511—_58——_16 
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ANALYSIS AND EVALUATION OF 155 MILLIMETER PROCUREMENT 
USAREUR’s contentions, and our comments thereto, follow. 


1. Department of the Army policy 


USAREUR stated that procurement of the 155 mm. ammunition by complete 
round was established as a general policy by the Department of the Army. This 
contention is based on the fact that the procurement directives received from 
the Department of the Army in fiscal year 1953 so described the ammunition as 
to infer that a complete round was being specified. The fiscal year 1953 mutual 
defense assistance—offshore procurement program, Europe, dated December 9, 
1952, which constituted the initial procurement directive for USAREUR, specified 
the ammunition as shell, HE, M107, w/f P.D, M51A5, 155 mm., HOW C/R. C/R 
is the common abbreviation for complete round. 

In our opinion this description of the shell did not constitute a clear and firm 
Department of the Army policy. Our opinion is supported by the following 
excerpts from a letter dated November 5, 1954, from the Deputy Ordnance Officer, 
USAREUR, to General Colby, formerly Commanding Officer, OPC: 

“The inclosed letter speaks for itself [GAO letter of October 28, 1954]. Can 
you shed any light on the reason why we bought the 155 mm. ammunition as 
complete rounds outside the fact that the items appeared on the program as 
complete rounds? It would only seem natural that someone would at least 
question such a procedure, since that is not the normal way of buying 155 ammu- 
nition. 

“We have looked through our files and do not have any record of questioning 
the procedure until January 1954 when you initiated a cable on the subject. We 
are trying to reconstruct the reasoning behind the decision to program the 
items as complete rounds and our decision to buy them as complete rounds 
instead of by components which is traditional. There must be some strong 
reason but we do not seem to be able to come up withit * * *.” 

As indicated in this letter, the record at USAREUR failed to justify the 
purchase of the ammunition as a complete round. Further, it does not appear 
that the reviewing and approving authorities in USAREUR, i. e., Ordnance 
Officer, Chief, Procurement Branch, G-4, were cognizant of such justification. 

In addition, USAREUR’s contention that the procurement of 155 mm. am- 
munition was made as a complete round in accordance with Army policy does 
not explain the basis for such policy, nor did our review of available records 
indicate any reason for the Army to establish such a policy. In any event 
such a policy, if it existed, should not be so rigid as to prevent the more 
economical procurement of the ammunition by components. 

It should be noted that in the fiscal year 1954 OPC received a procurement 
directive for 155 mm. ammunition as complete rounds. However, OPC requested 
the Department of the Army to permit the procurement of components in order 
that a more economical procurement could be made. On January 8, 1954, the 
Department of the Army replied: 

“1. Concur in proposed method of procurement providing: 

“(a) Inspection system is adequate to insure satisfactory quality of compo- 
nents. 

“(b) Present and probable future procurement organization can assume addi- 
tional administrative burden of contract administration. 

“(c) Material savings in funds can be obtained by this method of procurement.” 

Accordingly, OPC solicited bids in fiscal year 1954 for 155 mm. ammunition 
components rather than as a complete round. 


2. Other consideration in procuring the complete round 


USAREUR stated also that (a) the purchase of this ammunition as a com- 
plete round was the most feasible and expeditious means of accomplishing 
the primary objectives of establishing a production base and insuring earliest 
possible delivery, (b) it was not possible to use traditional United States meth- 
ods of procurement because the command knew of no tooled-up facilities with 
production know-how covering the types of items to be procured, and (c) 
OPC, being limited in qualified personnel at the time, would have been unable 
to accomplish the objectives of the offshore procurement program on a com- 
ponent basis within the time limitations imposed. 

(a) USAREUR contends that complete-round procurement was the most 
feasible and expeditious means of accomplishing the primary objectives of 
establishing a production base and insuring earliest possible delivery. How- 
ever, the components of 155 mm. ammunition are manufactured and shipped 
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separately. Consequently, the placement of contracts for components estab- 
lishes the same production base as the placement of contracts for complete 
rounds, and delivery of the complete round is contingent upon the delivery 
of the components. 

In view of the additional costs involved, it would seem reasonable that a 
written record would be maintained of the reasons for the method of procure- 
ment employed. This would be more in consonance with military procure- 
ment regulations which require that articles be generally obtained at the 
lowest reasonable price. 

Further clarification of this matter was obtained subsequent to the receipt 
of USAREUR’s letter of February 25, 1955, in discussions with the Chief, Pro- 
curement Branch, G-—4, who informed us that USAREUR had received no di- 
rective or policy which required the establishment of a production base for 
ammunition. He stated also that USAREUR contracting officers were respon- 
sible for making the most economical procurements in accordance with the pro- 
curement regulations, without regard to any concept of production base. 

(0) USAREUR contends also that the command knew of no tooled-up facili- 
ties with production know-how covering the types of items to be procured. 
Contracts for 155 mm. ammunition, totaling over 37 million dollars, had been 
placed in fiseal year 1952 with contractors in the United Kingdom and Italy. 
The fiscal year 1958 solicitation for the 155 mm. ammunition components, shown 
in the following table, indicates that OPC had developed comprehensive bidders’ 
lists on facilities capable of manufacturing 155 mm. components. 


Number of bids 





Component |. aan le 
| 
Solicited Received 
Shell... i te ln ed cg ek Ti i ee ee aa aes 35 15 
FEOPCIURE COBB. 0 nc cnccbectneqenresscousdidstepdctnind <dhidabbcctiébouconcoes 14 4 


(c) It is undoubtedly true that procurement of the 155 millimeter round by 
component would have been more time consuming than complete-round procure- 
ment. However, the contention that it was not feasible for the OPC staff to 
procure on a component basis because of the heavy workload should be weighed 
in the light of the following matters: 

(1) In fiscal year 1953 OPC was given the job of making numerous time- 
consuming small purchases. From a review of the items involved, it is 
difficult to understand why they were scheduled for procurement in Europe 
rather than stateside or what production base was thereby established. 

(2) Procurement directives were received by OPC late in the fiscal year. 
On June 4, 1953, a cable was received from the Chief of Staff directing the 
procurement, as part of the fiscal year 1953 offshore procurement program, 
of 1 million rounds of 155 millimeter to be applied against fiscal year 1954 
requirements. For the fiscal year 1953, OPC obligated over $500 million in 
May and June out of a total for the year of $880 million. 

(3) At about the time OPC initiated procurement of 155-millimeter shells 
on a complete-round basis, total personnel strength was 609. One year later, 
at about the time OPC requested and received approval to procure 155-milli- 
meter ammunition by component parts, the total strength had been reduced 
to 589 and the organization workload had increased substantially. Our re- 
view of available documents in USAREUR did not disclose any evidence that 
OPC advised higher headquarters, including the Department of the Army, 
that personnel shortages prevented the accomplishment of the most eco- 
nomical procurement of this ammunition. 

The letter of November 5, 1954, cited above, indicates that no one in the 
USAREUR Command, including the contracting officer on the 155-millimeter 
ammunition procurement, was able to justify procurement on a complete-round 
basis. Our review of available documents did not disclose any record of an 
analysis and evaluation of the two methods of procurement which might have 
heen made in fiscal year 1953. 
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8. Excess costs of complete-round procurement 


We pointed out to USAREUR that, based on contracts awarded in fiscal year 
1953 for 155-millimeter ammunition components, substantial excess costs on com- 
plete-round procurement of the same item were indicated. USAREUR undertook 
a study to determine the excess costs on this procurement and subsequently in- 
formed us that, although it appeared there could have been some difference in 
costs, additional administrative costs would also have been incurred and, when 
such costs and other contract adjustments in process are deducted, the difference 
in cost to the Government by complete-round procurement is substantially re- 
duced. USAREUR did not, however, allow us to examine and evaluate this 
study of excess costs. 

Undoubtedly additional administrative costs would have been involved in the 
procurement and administration of 155-millimeter component parts. The Chief, 
Procurement Branch, G—4, informed us, however, that OPC was unable to de- 
velop firm data on contract administrative costs which could be cited in answer 
to our comments on this procurement. 

The added cost of administering component contracts is of little significance 
when compared to the excess cost of this procurement, even considering the 
price reduction of about $370,000 for transportation and other expenses saved 
by amending the contracts to provide for acceptance of components at sub- 
contractors’ plants. 


4and 5. USAREUR study of termination and repurchase costs 


Our attempt to evaluate the termination studies made by OPC met with the 
objection of the Chief, Procurement Branch, G—4. The position that the studies 
are internal working papers was also maintained by the Assistant Secretary of 
the Army (Logistics). We believe that the termination studies, upon which 
the Army command position was partially based, should have been made available 
to the General Accounting Office for evaluation. 


6. Action taken by USAREUR to obtain fair and reasonable prices 


In the letter of February 25, 1955, USAREUR reported that additional action 
had been taken to provide maximum protection of the Government’s interests. 
Contracts DA-91-557—EUC-133 and —265, as originally written, contained Form 
IIb: Price Redetermination Articles. As part of the package of amending points 
of delivery, these contracts were also amended to include subcontract price re- 
determination which will allow these contracts to be redetermined on a compo- 
nent basis. In USAREUR’s opinion this action should insure that on four of 
the contracts the final price will be fair and reasonable. On the fifth contract, 
with the United Kingdom, redetermination action could not be taken and 
USAREUR must rely on the no-profits provision of the memorandum of under- 
standing between the two Governments. 

A price-redetermination audit completed on one of the prime contracts dis- 
closed that actual production costs were substantially in excess of the contract 
price. Thus there would be no reduction in contract price. Preliminary in- 
formation developed in the audit of the second prime contract, subject to re- 
determination, indicated little possibility of substantial savings. 

We had previously suggested to USAREUR that consideration be given to 
negotiating with prime contractors to permit USAREUR to take over from them 
the existing subcontracts for the 155-millimeter component parts. This recom- 
mendation was based on our review of contractors’ cost data which disclosed 
that substantial savings might be obtained through elimination of general and 
administrative expense and profit currently being charged by certain prime con- 
tractors on subcontracted components. 

The Assistant Chief of Staff, G-4, had concurred with our suggestion and had 
directed OPC to undertake the necessary negotiations. However, our review 
disclosed that OPC had undertaken no negotiations along this line. We were 
informed by OPC personnel that any plan to take over existing 155-millimeter 
subcontractors under prime contracts would involve termination of existing con- 
tracts; and since termination had been ruled out by USAREUR there could be 
no negotiations with existing prime contractors on this subject. 

Position of the Department of the Army 

A report was transmitted to the Assistant Secretary of the Army (Logistics) 
covering our findings and recommendations concerning the procurement of 155- 
millimeter ammunition on a complete-round basis, the contention of USAREUR, 
and our comments thereon. (See exhibit 4, Comptroller General transmittal 
letter.) 











INVESTIGATION OF NATIONAL DEFENSE 241 


In the reply of the Assistant Secretary (see exhibit 5) the justification for 
procurement of the ammunition on a complete-round basis was essentially the 
same as that of USAREUR previously covered in this report. One additional 
factor was indicated in the statement that: 

“* * * in fiscal year 1953 government level negotiations were still being con- 
ducted with many of the European countries which eventually led to agreements 
providing for inspection and tests by the government in the country of manu- 
facture (OSP Memoranda of Understanding) .” 

Provision for inspection and acceptance had to be made for the complete-round 
procurement which was contracted with firms in Italy, France, the United King- 
don, and Greece. It would appear that essentially the same procedures could 
have been worked out for component procurement. 

In summary, corrective action was taken by the Army in authorizing 155- 
millimeter procurement on a component basis in fiscal year 1954. However, 
replies received from the Department of the Army have not signified acceptance 
of the concept that procurement of complete rounds under circumstances such 
as those cited above is unwise and it has not provided reasonable assurance that 
future procurement programs will be so conducted as to avoid the waste so 
strongly indicated in the above-cited cases. 


EXHIBITS 
ExnursiT 1 


UNITED STATES GENERAL ACCOUNTING OFFICE, 
EUROPEAN BRANCH, 
Paris, France, October 28, 1954. 
Gen. WILLIAM M. Hoegr, 
Commander in Chief, 
United States Army, Europe. 
(Attention : Comptroller. ) 

DEAR GENERAL HoGE: Our review of the procurement of 155-millimeter ammu- 
nition by the Ordnance Procurement Center, USAREUR, has disclosed certain 
matters which we would like to bring to your attention. 

During the fiscal year 1953 the Ordnance Procurement Center received a pro- 
curement directive for the purchase of 155-millimeter howitzer shells, HE, 
M107, w/f PD M51A5. Under the policy established by Col. Joseph M. Colby, 
then commanding OPC, bids were solicited and negotiations undertaken for the 
procurement of this ammunition as a complete round, and the following five 
contracts were awarded : 


Contract No. Firm Rounds Unit price 
DA 9{-557-EUC-113 | SIGME_. 1, 000, 000 $54. 40 
DA 91 7-EUC-133 | DePompey-. . 828, 000 53. 75 
DA 91-557-E UC-265 | Morel Freres ieee 350, 000 53. 75 
DA-91 7-EUC-114 | United Kingdom. _. : aie ai | 321, 795 | 54. 40 
DA-9 7-EUC-78 Greek Powder & Cartridge... - ; | 320, 000 52. 60 

= — — 
| 
Total. 2, 819, 795 |_.-.- 
| 


At about the same time this above procurement was effected, the Ordnance Pro- 
curement Center also completed the award of the following sizable contracts for 
component parts of the 155-millimeter round: 


Contract No. Firm Component | Unit price 
DA 9 7-EUC-131 | SIME era 7 Shell body $25. 87 
DA 91-557-EUC-129 | Norsk Spraengstofindustrie - - - - Propelling charge 16.05 
DA § 7-EU( 


‘-115 | Hoyer - sine tet se ‘ Fuze_- aut ; 4.60 


Total_. een ine oe aa ok ag tes. 46.52 
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Ordnance procurement personnel have informed us that 155-millimeter am- 
munition is a separately loaded round in which the three components, shell 
body, propelling charge, and fuse, are manufactured, packaged, and shipped 
separately, and assembled only at the time of firing. Consequently, the only 
difference between the procurement of the three components under separate 
contracts and the procurement of the complete round is one of price. Realizing 
the reduction in price which could be effected through the saving of transporta- 
tion costs by contracting for, and taking delivery of, each component at the plant 
where manufactured, the Ordnance Procurement Center in the fiscal year 1954 
adopted the policy of soliciting bids for separately loaded ammunition on a 
component-part basis rather than as a complete round. 

Based on a comparison of prices cited above, it can be seen that the policy of 
procuring 155-millimeter ammunition as a complete round resulted in a cost 
of from $16 million to $21 million above that for which the procurement might 
have been accomplished had the components been purchased separately. More- 
over, during the fiscal year 1952, contracts amounting to over $36 million for 
155-millimeter ammunition were awarded for complete rounds. The excess costs 
on the total procurement of 155-millimeter ammunition for the 2 years, which 
amounted to about $200 million may approximate $25 million. 

On October 7, 1954, representatives of this office met with General Schomburg, 
General Gardes, and Ordnance procurement personnel to discuss the possibility 
of recovering all or a portion of the excess cost of the 1953 procurement. At 
this meeting it was generally agreed that while each of the five contracts must 
be considered individually, positive action should be taken immediately in an 
attempt to achieve a reduction in price. We made the following recommenda- 
tions: 

1. That negotiations be undertaken with prime contractors to eliminate excess 
costs. That subcontract costs be examined, and prime contractors urged to 
negotiate for component prices which would be in line with those obtained by 
OPC. 

2. That where no substantial savings can be effected through negotiation with 
prime contractors or subcontractors, the feasibility of terminating existing con- 
tracts be explored with the view of awarding new contracts. 

3. That consideration be given to the possibility of terminating for default, 
at no cost to the Government. We understand that all prime contractors are 
substantially behind on their delivery schedules. 

While we recognize the difficulties involved in renegotiating or terminating 
contracts executed over a year ago, we believe the size of the possible recovery 
in this case demands aggressive action by your procurement personnel. We 
would appreciate your comments on this matter, and we would like to be apprised 
of the progress of negotiations with each of the aforementioned contractors. 

Sincerely yours, 
THomas E, NuNNALLY, 
Acting Director. 





ExHisiT No. 2 


HEADQUARTERS, UNITED STATES ARMY, EUROPE, 
OFFICE OF THE COMMANDER IN CHIFF, 
November 24, 1954. 
Mr. C. M. BAILEY, 
United States General Accounting Office, 
European Branch, United States Air Force. 

Dear Mr. Bartey: This is in response to Mr. Nunnally’s letter of October 28, 
1954, regarding the procurement of 155-millimeter howitzer ammunition in fiscal 
year 1952 and fiscal year 1953 as complete rounds, in which you indicated that such 
action was more costly than procurement by separate components. 

In attacking this problem, we have divided it into several categories, to in- 
clude determination of extra costs incurred, if any, by contracting for complete 
rounds; value of services we received by contracting for complete rounds; costs 
to terminate and repurchase; recapture of any possible overcharges by the United 
Kingdom ; and the elimination of unnecessary transportation costs. 

Progress has been made toward the elimination of unnecessary transportation 
costs. Negotiations with contractors have been initiated in an effort to arrange 
for acceptance of components at subcontractors’ plants rather than having the 
components brought to a central point prior to acceptance by the United States; 
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however, negotiations have not yet progressed to a point wherein I can advise you 
of firm results. 

Concerning the possible overcharge by the United Kingdom, inquiries have been 
directed to that Government requesting information as to these possible over- 
charges. We have not yet received a reply. 

Although we have initiated action to explore the amount of extra costs which 
may have been incurred by contracting for complete rounds of separate loading 
ammunition, we have not yet developed sufficient data for presentation to you. 
Tied directly to this is the matter of evaluating prime contractor services we 
received by placing contracts for complete rounds, as opposed to any extra cost 
which may have been incurred by such action. Data in this area is also in- 
sufficiently developed to inform you of our findings at this time. We have how- 
ever arrived at the conclusion that our Ordnance Procurement Center was inade- 
quately staffed during fiscal year 1952 and fiscal year 1953, both quantitatively 
and qualitatively, to effect contract placement and administration of separate 
loading ammunition contracts on a separate component basis. Therefore, a por- 
tion of the costs incurred by contracting for the complete round was justified by 
this condition. 

In connection with your recommendation that we consider termination of 
existing contracts and repurchase of terminated quantities during fiscal year 
1955, we are presently developing information in this matter, concurrently with 
other portions of the overall problem. It will be necessary that we obtain cost 
statements from the various contractors before reaching a conclusion regarding 
the advisability of terminating any contracts. I would appreciate your assistance 
in obtaining cost statements, since, in some instances, you are in a better position 
to obtain this information and time will be saved. 

It is my intention to pursue this entire matter in all its facets and to take any 
actions indicated which will be in the best interests of the United States. If all 
goes as anticipated, I hope to have my final conclusions and recommendations 
before January 1, 1955. 

I appreciate your calling this matter to my attention. I will inform you of 
my findings as they are developed. 

Sincerely, 
W. M. Hoce, 
General, United States Army, Commander in Chief. 





HEADQUARTERS, UNITED STATES ARMY, Europe, 
OFFICE OF THE CHIEF OF STAFF, 
February 25, 1955. 
Mr. C. M. BAtILey, 
General Accounting Office, European Branch, 
United States Air Force. 

Dear Mr. Baitey: Letters of Mr. Nunnally and Mr. Montgomery, dated Octo- 
ber 28, and November 23, addressed to General Hoge, concerning fiscal year 1953 
procurements of 155-millimeter ammunition and 3.5-inch rockets, have been re- 
ferred to me for reply. 

The matters outlined therein have been carefully reviewed by cognizant ord- 
nance procurement center personnel and members of the USARBEUR staff, and 
detailed comments are attached hereto. 

The thorough investigation and analysis made, and other assistance which 
your Office has reendered, are appreciated. You may be assured that such con- 
ditions as appear to require corrective action will have continuing consideration 
of appropriate staff agencies of this headquarters. 

Comment concerning letter of November 23 has been regarded unclassified, in 
accordance with your cable, State GR-30, February 4, 1955. 

A copy of this letter is being furnished the Department of the Army. 

Sincerely, 
O. P. NEWMAN, 
Major General, GS, Deputy Chief of Staff for Adnvinistration. 


1. The contents of this enclosure, together with an interim reply dated Novem- 
ber 24, 1954, are in reply to letter GAO, European Branch, dated October 28, 1954, 
regarding the fiscal year 1953 procurement of 155-millimeter howitzer ammuni 
tion. 
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2. The subject of ammunition, particularly production sources, procurement 
policy, acceptance, testing, proofing, storage, supply, and issue, is a matter of 
major concern to this and to any other military command. The 155-millimeter 
round is a high-combat mortality item of ammunition, and is one of the rounds 
about which the Armed Services Committee of the Senate expressed great inter- 
est and concern, particularly with respect to the production and supply thereof 
for the Korean action. It is still of concern to the Senate Armed Services Com: 
mittee, as is indicated in the final report of that committee to the 838d Congress, 
when the committee expressed its reaction and concern to the status of ammuni- 
tion supply in Europe. 

8. Procurement of 155-millimeter ammunition by complete round was es- 
tablished as a general policy by the Department of the Army. Pursuant to that 
policy, the fiscal year 1953 program, which USAREUR was directed to procure, 
specified this ammunition in the main as “complete round.” There were also 
small allocations on a component basis. The procurement center at that time, 
faced with the placement of a program of tremendous magnitude, considered the 
procurement of the complete round the most feasible and expeditious means of 
accomplishing the primary objectives of establishing a production base and 
insuring earliest possible delivery of the complete round for the equipping of 
NATO forces. 

4. The decision to effect procurement in the main by the complete-round method 
was based, in large part, upon exigency considerations, i. e., that the delays in- 
volved in establishing procurement sources in Europe would be much greater 
if the component method were to be utilized on an overall basis. It was not possi- 
ble to use traditional United States methods of procurement, as there were no 
tooled-up facilities with production know-how covering the types of items to be 
procured known to this command. Further, ordnance procurement center was 
limited in personnel, both as to numbers and qualifications, to efficiently man the 
procurement organization at that time. The center would have been unable to 
accomplish the objectives of the offshore procurement program on a component 
basis within the time limitations imposed. Therefore, the selection and establish- 
ment of facilities for fuse, shell, propellents, powder bags, and power-bag con- 
tainers, of necessity, had to be contracted out to prime contractors in order to 
accomplish the objectives of the program upon a timely basis. 

5. The action of OPC in moving in fiscal 1954 to procurement by components 
was taken after establishment of sources had been effected and after evaluation 
of previous methods of procurement had been accomplished. 

6. Without regard to the above factors, however, analysis has been made of 
the cost of fiscal year 1953 complete-round procurement as opposed to what the cost 
might have been had component parts been purchased separately. Viewed purely 
in this regard, it appears there could have been some difference in cost. Addi- 
tional administrative costs, however, would have been incurred and, when such 
costs, together with other contract adjustments now in process are deducted, the 
difference in cost to the Government by complete-round procurement is substan- 
tially reduced. This, when measured against time gained in the offshore procure- 
ment program and the fact that the entire program could not have been placed 
on a component basis in any event, is believed to be fully justified. 

7. The ordnance procurement center in the conduct of its procurement ac- 
tivities had, prior to receipt of your letter, initiated action to eliminate excess 
transportation costs and proportionate share of the general and administrative 
expense incurred in delivery of complete rounds over cost of acceptance of com- 
ponents at subcontractors’ plants. Asa result of this ordnance procurement cen- 
ter action, supplemental agreements to contracts DA-91-557-EUC-133 and 265 
have been executed and will effect savings of $198,548. Greek Powder & Cartridge 
has offered a reduction of $175,605.30 in contract DA-91-557—-EUC-78 as considera- 
tion for amending the delivery schedule and the option to deliver 2 separate 
components should production become in imbalance. In the SIGME contract 
(DA-91-557-EUC-115), the amount of crosshaul is negligible. No transporta- 
tion savings have so far been effected in contract DA—91-557—-EUC-114. As is 
evidenced by attached letter from Her Majesty’s Government (enclosure 1), other 
negotiations with the Ministry of Supply to reduce the price of the round have 
likewise proven fruitless thus far. We do not, however, consider these nego- 
tiations as closed. 

8. While current schedules and requirements are not such that termination, 
stretchout, or cutback action is envisioned, the ordnance procurement center has 
prepared estimates of the costs of terminating these contracts. There are vari- 
ous methods of terminating contracts and arriving at termination costs: e. g., 
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inventory basis, total-cost basis, percentage-of-completion basis. However, this 
computation of costs was made on the material-inventory basis, with various 
assumptions as the percent of the termination material-inventory value estimated 
to be recoverable. The study, originaly made as of December 31, 1954, has been 
extended to reflect estimated undelivered quantities as of April 1, 1955, which 
is, practicably speaking, the earliest target date upon which termination action 
could be predicated. To such termination costs have been added the estimated 
costs of repurchase, based on fiscal year 1954 proposals covering separate com- 
ponents. Because the SIGME contract will be 80 percent completed by April 1, 
it is not considered that any savings in that contract could be effected by termi- 
nation and repurchase at fiscal year 1954 prices. Disregarding military, polit- 
ical, and other factors which, of course, cannot be so disregarded or evaluated in 
terms of dollars and cents, the study indicates that some difference in total costs 
might be occasioned through the termination of the other four contracts and 
initiating repurchase procedure. The amount would depend on estimates, not 
now capable of determination, as to recoverability of materials, and termination 
costs. 

%. It is a fact, too, that the money obtained by termination for convenience 
would not be available for reobligation and funds for repurchase could be 
obtained only from a new appropriation. Under the most optimistic estimate, 
more than a year would elapse before new contracts could be placed, with an 
additional period prior to start of production. During this period, the recovered 
materials and components would present storage and maintenance problems and 
expense, including expense of transportation to Government storage and, later, 
to new contractors’ plants. All this is further complicated by the fact that there 
is no-.assurance that fiscal year 1956 prices would be as low as fiscal year 1954 
offers used in estimating the contract-price difference referred to above. A policy 
of terminating contracts when lower prices are available by repurchase will be 
countered by contractors’ action, in that contingency factors will increase mate- 
rially and we will pay substantially higher prices, not only on this repurchase 
but on all future contracts. Concomitant to considerations of terminating for 
convenience, analysis of section 107 of the fiscal year 1955 Mutual Security 
Appropriation Act indicates that the replacement contracts might be placed, not 
in Europe, but in the United States. Unit costs delivered in Europe would 
probably be considerably in excess of the fiscal year 1954 proposals, since ship- 
ping costs would be substantial and inventory loss arising under terminated 
contracts would be materially increased. 

10. Termination of these contracts for default because of slippages in delivery 
schedules is also not deemed to be in the best interest of the United States. 
There would be a delay in excess of a year before any deliveries could be made 
under purchases against these contractors’ accounts. This headquarters has 
been given no indication that the requirement for this ammunition is not as 
urgent as when originally programed and provided for in the present delivery 
schedules. In fact, a letter was recently received from CINCEUR wherein it 
Was pointed out that certain end items of MDAP equipment and ammunition 
(including 155-millimeter) were urgently needed by the various recipient coun- 
tries and requesting that this headquarters explore the possibility of speeding 
up production, even to the extent of paying a premium to obtain such increase. 
In any event, default action is not possible in the case of Her Majesty's Govern 
ment, as that contract contains no termination-for-default provision. The 
SIGMBE contract also cannot be terminated for default, inasmuch as that com- 
pany will have erased its delinquency by April 1, 1955. As to the other three 
contracts, which will still be delinquent on April 1, 1955, consideration has to 
be given to engineering and other change orders issued after entry into the 
contracts, as well as possible excusable delays in their performance, thereby 
meriting revised and more realistic delivery schedules. Substantial defaults on 
such revised delivery schedules are not anticipated, based on analysis of con- 
tractor performance on these contracts. 

11. In addition to the above, there are serious political and ethical questions 
as to the propriety of using the termination clauses for the sole purpose of 
obtaining lesser prices because of market fluctuations. Therefore, we must 
continue to regard earliest possible delivery as the factor everriding all others 
and cannot consider termination for convenience or default to be practicable. 

12. Action to provide maximum protection of the Government's interest has 
been taken in the following respects. Contracts DA—91-557-EUC-133 and -265 
as originally written contain Form IIb: Price Redetermination Articles. As 
part of the package of amending points of delivery, these contracts were also 
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amended to include subcontract price redetermination which will allow these 
contracts to be redetermined on a component basis. Due to the nearness of 
completion of contract DA-91-557-—EUC-113, no further effort is warranted. We 
are still negotiating an amendment to contract DA-91-557-EUC-78 in an effort 
to obtain the best results for the United States Government and the outlook 
is optimistic. This action should insure that on all four contracts, the final price 
paid will be fair and reasonable. Redetermination action cannot be taken with 
reference to contract DA-91-557-EUC-114 with Her Majesty’s Government, 
therefore, we must rely in that case, on the no-profits provisions of the memo- 
randum of understanding. 

13. In addition to the action being taken as outlined above, this command is 
also currently considering other possible contract adjustments. 


Ministry oF Suppiy, A. D/H. Sates 2, 
Shell Mex House, Strand, W. C. 2, November 24, 1954. 
E. P. Grrarpt, Esq., 
Ordnance Procurement Center, care of Embassy of the United States of 

America, 1 Grosvenor Square, W. 1. 

DEAR Mr. GrRARDI: We have given careful attention to your letter of No- 
vember 10, and we would be grateful if you would reconsider your request for 
a detailed review of the cost factors involved on contracts 60, 114, 147, and 182 
to determine whether our prices should be reduced. 

The grounds for your request appear to be twofold, namely: 

(a) The price, $54.40, of the complete round on contract 114 exceeds by 
$3.28 the aggregate of the prices of the components of the same round on 
contracts 147 and 182, therefore, $54.40 is excessive. 

(b) In view of (a) and the lower prices quoted in 1954, the price of 
$54.79 on the 1952 contract is also excessive. 

Dealing with (0b) first, we suggest, with respect, that the quotation of low 
prices in 1954 certainly does not mean that higher prices quoted in previous 
years were excessive. There are a great many factors affecting price which 
inevitably result in variations from year to year but I will mention only three: 

(i) The 1952 contracts for 90-millimeter and 155-millimeter ammunition 
were our first contracts for these natures and production difficulties were 
to be expected. In 1953 and 1954 we were confident that greater experience 
and increased know-how would enable us to reduce costs hence the lower 
prices agreed and quoted in those years. 

(ii) Special tools were necessary for many components and the cost of 
tooling was recovered in the 1952 prices. Where these tools were still fit 
for use in the production of the further quantities ordered in 1953 we were 
able to agree lower prices. 

(iii) As we have explained on previous occasions, numerous subcontracts 
and sub-subcontracts are placed with many different firms to meet your 
orders. The price of the complete round depends to a large extent on the 
pattern of subcontract prices and no two separate tenderings produce pre- 
cisely the same final price. 

With regard to (a), we estimated the cost of producing Shell, H. E., K—107 
with supplementary charge would be $31.30 but you informed us we would have 
to beat $27.50 to get a contract and we, therefore, decided to quote $27.45. If 
the cost of $31.30 is added to the difference in cost of $23.67 between items II 
and III of contract 147, the cost of the complete round with fuze PD M51A5 and 
primer Mk.2A4 is $54.97. 

We trust that the foregoing will convince you that there is no case for re- 
duction in the prices on contracts 60 and 114 but if there are any further points 
you wish to make we shall be happy to discuss them with you. 

Yours sincerely, 

[Signature illegible. ] 
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EXHIBIT 4 


ASSISTANT COMPTROLLER GENERAL OF THE UNITED STATES, 
Washington, D.C. Aug. 25,1955. 
B-125316. 
Hon. F. H. Hieerns, 
Assistant Secretary of the Army (Logistics and Research and Development). 

DEAR Mr. Hiee1ns: Enclosed is a report on the fiscal year 1953 procurement of 
155-millimeter ammunition by the Ordnance Procurement Center, Sandhofen, 
Germany. The report was prepared by the European branch of the General Ac- 
counting Office. 

The report indicates that excess costs of about 16 to 21 million dollars were 
incurred because the ammunition was procured on a complete-round basis, rather 
than by the usual method of procuring this type of ammunition on a component- 
part basis. We understand that the component parts of 155 millimeter ammuni- 
tion are manufactured, packaged, and shipped separately and assembled only at 
the time of firing. 

The principal reasons cited by USAREUR for producing the ammunition on a 
complete round basis are that (1) this method of procurement was a general 
policy of the Department of the Army, and (2) this was the best method of 
establishing a production base and insuring early delivery. 

However, the latter reason seems to be questionable since a production base had 
already been established when fiscal year 1952 contracts were awarded in the 
United Kingdom and Italy, and the placement of contracts for components estab- 
lishes the same production base as the placement of contracts for complete 
rounds. 

If the primary reason for procurement on a complete-round basis was because 
of departmental policy, clarification of this policy should have been requested, 
as was done in fiscal year 1954, when permission was given to procure on a 
component-part basis. 

The reasons presented by USAREUR for not terminating the fiscal year 1953 
contracts are reasonable, and action has been taken to protect the Government’s 
interest by amending the contracts to allow redetermination of subcontracts on 
a component basis. Based on the available facts, however, the soundness of the 
initial decision to procure the ammunition on a complete round basis appears 
questionable. Moreover, we believe that the termination studies made by OPC, 
especially those relating to delays in contract performance, should have been 
made available to our staff. 

We would appreciate receiving your comments on this procurement, especially 
the basis for the reported general policy of the Department of the Army to 
procure 155 millimeter ammunition as a complete round in fiscal year 1953. If 
such a policy was in effect, we would also like to know if it was the intention 
of the Department that the policy be rigidly observed wilhout regard to cost. 

We will reevaluate the report when we receive your reply and then, because 
of the significance of this procurement, decide whether this matter warrants the 
attention of the Congress. 

Sincerely yours, 
FRANK H. WEITZEL, 
Assistant Comptroller General of the United States. 


EXHIpItT 5 


DEPARTMENT OF THE ARMY, 
OFFICE OF THE ASSISTANT SECRETARY, 
Washington, D. C., October 19, 1955. 
The honorable the COMPTROLLER GENERAL OF THE UNITED STATES. 
DEAR Mr. COMPTROLLER GENERAL: This is written in response to the letter from 
Mr. Weitzel, Assistant Comptroller General, dated August 25, 1955, file No. 
3125316, regarding procurement of 155-millimeter ammunition by the Ordnance 
Procurement Center, Sandhofen, Germany, during fiscal year 1953. 
A thorough study has been made of the points raised by your report and I 
am satisfied that procurement of the 155-millimeter ammunition by complete 
round, under the fiscal year 1953 offshore procurement program, was the only 
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means feasible; that it was completely justified, and was in the best interests 
of the Government. The attached summary (enclosure 1) furnishes an outline 
of the major considerations upon which this procurement was based. The ques- 
tion was asked as to whether or not procurement in this manner was a matter 
of general Army policy. Although the method of procuring ammunition either 
by complete round or by component is not of such nature as would ordinarily 
be covered by a formal or written policy, in the instance in question responsible 
Army authority was aware of the impelling circumstances and gave full approval 
to the decision to procure by complete round. 

I am in agreement with the expression by Mr. Weitzel that the action of 
amending the contracts to allow price redetermination was an appropriate 
measure in protecting the Governments’ interests. Please accept my apprecia- 
tion for the opportunity of reviewing your report and commenting on the subject 
matter. 

Sincerely yours, 
F. H. Hicains, 
Assistant Secretary of the Army (Logistics). 


SUMMARY OF PROCUREMENT BY COMPLETE ROUND 


In order to place proper emphasis on the questions raised by Mr. Weitzel, it is 
important that consideration be given to the world situation existing at the time 
this program was released for procurement. The fiscal year 1953 offshore pro- 
curement program was initiated while the Korean war was in progress. At that 
time a major share of the productive effort of United States producers was re- 
quired to support allied ammunition requirements in the tea East. eee 
policy had directed the utilization of offshore procurement for the multiple pur 
pose of meeting firm commitments by the United States to eae N ATO. Soucee, 
to reduce the logistic burden upon the United States, and to assist NATO nations 
in contributing to their own support at the site of need. The Army’s European 
program for fiscal year 1953 was quadrupled in size over the program for the 
prior year, indicating the urgency for rapid establishment of this productive 
capacity. The 1953 program amounted to a total of $793 million of Which $763 
million was for ordnance items to be procured by the ordnance procurement 
center to which reference is made in the report. 

The organization required to place the ordnance portion was faced with the 
problem of putting out on contract approximately four times as much work as 
had been handled the year before. The task of balancing production by coun- 
tries, soliciting bids, evaluating proposals, surveying plants as to technical quali- 
fications, financial status, ability to produce in quantity and all the other per- 
tinent considerations was on a scale that could not be accomplished on a com 
ponent basis with the degree of timeliness imposed by the situation. The only 
practicable means of accomplishing this program was to award contracts b) 
logical groupings of items which would permit private industry to take respon- 
sibility for a major share of the administrative burden. 

The conditons under which the procurement was being effected in Europe 
differed markedly from those existing in the continental United States where 
procurement of artillery ammunition has been largely on a component basis. In 
the United States; industry is thoroughly familiar with manufacture f all 
metal parts of the items in question. There is no problem of language barrier, 
interpretation of specifications, or conversion to the metric system. Propellents 
and explosives are manufactured in Government-owned contractor-operated fa- 
cilities; the loading of propelling charges, shell and fuses is also accomplished 
in Government-owned loading plants and proof testing is accomplished at Govern 
ment-owned proving grounds. The factors present in the fiscal vear 1953 off- 
shore program were in no way comparable and it was recognized that if the 
program were to meet the desired objectives, procurement by complete round 
was the only feasible means. 

With respect to price considerations, the awards definitely took into account 
the factor of cost, along with such other considerations, as ability to produce in 
required quantities, financial status, adequate organizational structure, ability to 
meet early delivery schedules, suitablity as a production base, and other factors 
considered vital in making the most favorable awards. 

With regard to the termination studies to which reference is made, the Depart- 
ment of the Army is of the opinion that such studies made by the Ordnance Pro- 
curement Center for the development of a USAREUR position, do not of them- 
selves express the command viewpoint of USAREUR. These termination studies 
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are considered internal working papers for use by those charged with the prepa- 
ration of the command position. The command position of USAREUR was set 
forth in the letters forwarded to the General Accounting Office. 

The Department of the Army believes that offshore procurement of the 155- 
millimeter ammunition by complete rounds in fiscal year 1953 was completely 
justified and was in the best interest of the Government. 


JUNE 26, 1956. 
The honorable the COMPTROLLER GENERAL OF THE UNITED STATES. 

DEAR Mr. COMPTROLLER GENERAL: Reference is made to our letter dated 
October 19, 1955, written in response to a letter from the Assistant Comptroller 
General dated August 25, 1955, file No. B—125316, concerning the procurement of 
155-millimeter ammunition by the Ordnance Procurement Center, Sandhofen, 
Germany, during fiscal year 1953. 

At a recent conference in my office members of your staff requested additional 
information concerning the fiscal year 1953 procurement of 155-millimeter am- 
munition in Europe. The following information concerning the points raised 
by your staff is submitted as a supplement to our October 19, 1955, letter. 

I have been advised that the commanding officer of the Ordnance Procurement 
Center, Sandhofen, Germany, in considering the feasibility of procurement by 
complete rounds as against procurement by components discussed the matter 
with various officials of the Army and other pertinent agencies. As stated in 
our previous letter, responsible Army authority was aware of the impelling 
circumstances and gave full approval to the decision to procure by complete 
rounds, 

In reviewing the circumstances involved in this 1953 procurement, it is im- 
portant to emphasize that the Ordnance Procurement Center at the time lacked 
adequate laboratories, proving grounds, assembly plants, storage space, and in- 
spection organizations. These are the type of facilities which are normally 
available under Government control in the United States. While the Army did 
find it feasible to procure 155-millimeter ammunition by components in fiscal year 
1954 after establishment of sources had been effective, in fiscal year 1953 Govern- 
ment-level negotiations were still being conducted with many of the European 
countries which eventually led to agreements providing for inspection and tests 
by the government in the country of manufacture. (OSP Memorandum of 
Understanding. ) 

As to whether the complete requirements for components could have been 
placed with the three firms cited as having separate contracts for these com- 
ponents in fiscal year 1953 (SIME, Norsk Spraengstoff Industrie, and Hoyer), 
it should be recognized that these firms were marginal producers whose capaci- 
ties were saturated. Had further component buying been extended to the large 
quantities involved in the complete rounds, the inclusion of higher cost pro- 
ducers would have been necessary. 

The cooperation of your office in this matter has been appreciated. We trust 
this additional information will be of assistance to you. 

Sincerely yours, 
HENRY N. MARSH, 
Deputy Assistant Secretary of the Army (Logistics). 


RIGHT TO CONTRACTOR INFORMATION IN POSSESSION OF DEPARTMENT OF DEFENSE 


In his testimony, Mr. Dechert pointed out that the Department of Defense 
feels information (such as financial data and credit statements) furnished in 
confidence by contractors incident to obtaining the award of a contract should 
be treated as confidential information and not made available to the General 
Accounting Office unless, as stated by Mr. Dechert: 

“* * * the matter became of vital relevance, then I think it would be essen- 
tial that the promises (of confidence) be broken. But if it is not of vital rel- 
evance, I would hope that the promise would be lived up to.” [Material in 
parenthesis supplied. ] 

While it is recognized that information of this nature is to be treated in con- 
fidence, the General Accounting Office believes that this position (withholding 
of information from General Accounting Office) by the Department of Defense 
is contrary to both the intent and purpose of section 313 of the Budget and 
Accounting Act of 1921 (31 U. 8. C. 54), which provides that : 
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“All departments and establishments shall furnish to the Comptroller Gen- 
eral such information regarding the powers, duties, activities, organization, 
financial transactions, and methods of business of their respective offices as 
he may from time to time require of them; and the Comptroller General, or 
any of his assistants and employees, when duly authorized by him, shall, for 
the purpose of securing such information, have access to and the right to examine 
any books, documents, papers, or records of any department or establish- 
meat > >=. 

We also believe such a position is unwarranted in view of the provisions of 
title 10, United States Code, section 2313 (b) requiring contractors holding nego- 
tiated defense contracts to grant to the Comptroller General or any of his au- 
thorized representatives free access to any books, records, documents, files, or 
other information pertinent to the negotiation and performance of the contract. 
Title 10, United States Code, section 2313 (b) provides as follows: 

“Each contract negotiated under this chapter shall provide that the Comptroller 
General and his representatives are entitled, until the expiration of 3 years 
after final payment, to examine any books, documents, papers, or records of the 
contractor, or any of his subcontractors, that directly pertain to, and involve 
transactions relating to the contract or subcontract.” 

Such a position would result in denying information which the General Ac- 
counting Office could, in its own right, demand and obtain from contractors 
holding negotiated defense contracts and the contractor could be required to 
furnish duplicate information to two agencies of the Government. 

In this connection, Congressman Porter Hardy who sponsored this legislation 
made the following statement during its consideration on the floor of the House— 
Congressional Record, October 15, 1951, page 13197 (vol. 97, pt. 10): 

“There has been some suggestion that the representatives of GAO would be in 
a position to disclose Government information from the contractors’ books and 
records to competitors of the contractors. I see no reasonable basis for such a 
fear. At the present time the General Accounting Office does get to see many 
contractors’ books and records. I am advised that in 9 out of 10 cases, contractors 
voluntarily make their records available for inspection by GAO upon request. 
This has been going on for years, and I have heard of no single instance where 
the GAO has violated its trust, or has used the information secured from the 
contractors’ books for other than the authorized duties of the General Accounting 
Office. 

“This brings up another point. As I have indicated, the authority contained 
in this bill is really only necessary to cover those cases where the contractors 
refuse to permit the General Accounting Office to inspect their books and records. 
As I have already pointed out, the vast majority of contractors do make their 
books available on a voluntary basis when requested. Thus, this bill would affect 
that comparative few contractors who now refuse the agent of the Congress 
permission to see their records. It would be compulsory upon them. It seems 
logical to me to suppose that there is greater need for the GAO to see the records 
of those few who do not wish to make them available on a voluntary basis than 
it is to see the records of those who readily comply. To put it bluntly, those 
with nothing to hide have nothing to fear by opening their books to the General 
Accounting Office.” 


GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE, 
Washington, D. C., July 30, 1958. 
Hon. F. Epwarp HEseEnrt, 
Chairman, Special Subcommittee No. 6, 
Committee on Armed Services, House of Representatives. 


DEAR Mr. CHAIRMAN: In accordance with the arrangements made at the hear- 
ing of July 9, 1958, I hand to you herewith for inclusion in the record of that 
hearing the following: 

1. Department of Defense Directive 7650.1 (July 9, 1958) on the sub- 
ject: “General Accounting Office Comprehensive Audit.” 

2. Revised pages 21 through 24 of Department of Defense Directive 
5200.1 (change 3) and revised appendix (3). These changes were effective 
July 9, 1958, in Department of Defense Directive 5200.1 which had been 
promulgated July 8, 1957, and which was in turn a reissuance in somewhat 
changed form of a directive that had been originally issued in 1953. 

In reading over the stenographic notes of the hearing of July 9, 1958, it 
seemed to me that it might be desirable to clarify the question of requests from 
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representatives of the General Accounting Office for war planning documents 
and extracts therefrom. The references to this subject appear particularly at 
the following points in the stenographic notes of testimony : 

1. On pages 995-996 I first spoke of “access to the war plans papers” and 
the question of whether General Accounting Office representatives could 
secure access to them. 

2. Later on page 996 I said that subsequently “the General Accounting 
Office people have recognized—they so stated—that they could not attempt 
to audit the competency of our top defense planners in their strategic 
planning.” I then went on to say that the General Accounting Office did 
not want such papers for this purpose but that they had “asked whether 
they couldn’t have made available to them extracts from these papers.” 

3. In a subsequent discussion I pointed out that as a result of our further 
discussions the subject matter of the General Accounting Office request was 
“not the whole papers,’ and I went on to say that “they” (by which I 
meant the top GAO people at our conference in the GAO office) “never said 
that they wanted the whole papers.” This appears on the first line of page 
998 where I added: “They said they would like to have access to a certain 
part of these papers.” Again in the middle of page 998 I said the following: 

“It came finally to a formal request, and we met several times about it. 
Let me make this clear again. Not for the total of the plans, but they 
wanted extracts from the Defense war plans * * *,” 

(Nore.—In editing the above sentence it seemed to me that my oral state- 
ment would be made more clear if we changed the word “Not” to “The top 
GAO people did not ask,” so that the last part of the above quotation would 
read: “The top GAO people did not ask for the total of the plans, but they 
wanted extracts from the defense war plans * * *,”) 

4. On pages 1086 and following pages this issue again came up, and on 
page 1087 I said the following: 

“Mr, DecHert. Well, they didn’t ask for the war plans completely, I 
explained that before. They asked for a certain document out of the war 
plans.” 

(This was followed by additional questions and answers. ) 

The exact story on this matter, which I in my testimony perhaps failed to 
make clear, although I attempted to do so, was as is set forth below. 

The group of GAO representatives working in the Office of the Assistant Secre- 
tary of Defense (Supply and Logistics), under Mr. Bailey of the General Ac- 
counting Office, determined that it would be helpful for them to have some of 
the war planning documents of the type to which I referred in my testimony, giv- 
ing at the time as their explanation the reasons which I gave in my testimony. 
These documents included war planning documents originating in the National 
Security Council, the Office of Defense Mobilization, and the Joint Chiefs of Staff, 
as I said in my testimony. At this level the GAO staff people on duty in the 
Pentagon did in fact ask for some of these war planning papers or documents, 
as stated at the top of page 996, and for “a certain document out of the war 
plans,” as stated by me on page 1087. 

A specific example of a paper for which they asked in full at this time was 
a Joint Chiefs of Staff Study of the Defense Posture as forecast for the year 
1961, which is officially known as JSOP 61. This request was presented at 
the staff level in the Pentagon by Mr. Bailey, who is the General Accounting 
Office representative in charge of the work now being carried on in the Depart- 
ment of Defense. 

In view of the nature of the papers in question, particularly the document 
JSOP 61 for which a specific request had been made, I had a meeting in my 
office, which was attended by Mr. Bailey and his superior, Mr. Powers of the 
General Accounting Office, and by Assistant Secretary of Defense (Supply and 
Logistics) McGuire and Glenn Gibson of his staff, in addition to Mr. Edward 
Roney of the staff of this office and myself. At this time Mr. Bailey and Mr. 
Powers jointly repeated the request that they be given the whole of JSOP 61, 
and likewise given access to other papers of this nature which were discussed, 
although none except JSOP 61 was specifically identified at this meeting. 

I reviewed with Messrs. Powers and Bailey at this time our reasons for 
feeling that we could not comply with their request, but said that we would 
give the matter further careful consideration and would be in touch with them 
later. 

By coincidence Mr. Robert Keller, Special Assistant to Comptroller General 
Campbell, happened to be waiting for me in our anteroom as we broke up this 
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meeting (since we had a different matter to discuss with him), and I told him 
then briefiy of the general nature of our discussion and of the fact that I might 
be asking him to participate later in a renewal of the discussion of this subject. 

Within the next week after the meeting in my office Messrs. Bailey and 
Powers of GAO and Messrs. Gibson, Roney, and I went to the office of Mr. 
Robert Keller at the GAO, there meeting with him and E. Lyle Fisher, then 
General Accounting Office General Counsel. This meeting was for the express 
purpose of dealing with the request for war planning documents in connection 
with the work being done in the Office of the Assistant Secretary of Defense 
(Supply and Logistics), and in particular with the request for the whole of 
JSOP 61. 

I should point out that the General Accounting Office representatives up 
to this point had said that they wanted to look at the whole of JSOP 61, saying 
that unless they looked at the whole of it they could not tell whether they had 
in fact been given access to everything in it which they might think they ought 
to have. 

At this meeting in Mr. Keller’s office the representatives of the Department 
of Defense pointed out why we could not hand over the whole of JSOP 61 or 
any other similar war planning documents relating to the defense of the coun- 
try. The request for the whole of these papers was not then withdrawn (and 
indeed has never been withdrawn by Messrs. Bailey and Powers, since it was 
first made by Mr. Bailey and reiterated in my office by him and Mr. Powers). 
However, at this meeting in Mr. Keller’s office Messrs. Keller and Fisher then 
raised the question as to whether we would not agree to give them extracts 
from the war planning documents, like JSOP 61 and documents from the Na- 
tional Security Council and Office of Defense Mobilization, even if we felt we 
could not give them the whole of such documents. After some discussion of this 
suggestion we said that we would give this idea further thought and would com- 
municate with them once more after such consideration. 

Several days thereafter, as a result of further consideration, we came to the 
conclusion that the same reasons which made it improper for us to give out the 
whole of these documents under such circumstances made it improper for us 
to give out extracts from them. We conveyed this conclusion to the General 
Accounting Office in a letter dated June 19, 1958, addressed to Mr. Robert 
Keller. A copy of that letter and of the accompanying memorandum are at- 
tached hereto and may be included in the record of the recent hearing, with a 
copy of this present letter, if you decide that such a course is proper. 

I am, of course, furnishing to Mr. Keller a copy of this letter, in order that 
in the reply which you authorized him to make, he may include any comments 
that occur to him in connection with this entire matter. 

Very sincerely, 
Rosert DECHERT. 


DEPARTMENT OF DEFENSE, 
GENERAL COUNSEL, 
Washington, D. C., June 19, 1958. 
Mr. RosBert KELLER, 
Special Assistant to the Comptroller General of the United States, 
Washington, D.C. 

Dear Mr. Kewuer: After review of the situation, the enclosed memorandum for 
the record has been placed in the files of the Department of Defense, and specifi- 
cally in the files of the Assistant Secretary of Defense (Supply and Logistics), 
to indicate the intention to make available to members of the staff of the Comp- 
troller General of the United States supporting papers in connection with audit 
activities being carried on. 

You will note, however, that this memorandum specifically states that after 
full consideration it has been determined that no parts of documents which are 
essentially in the nature of war plans for the defense of the country can be made 
available, including documents of that type originating in the National Security 
Council, the Joint Chiefs of Staff, and the Office of Defense Mobilization. 

Very sincerely, 
RosBertT DECHERT. 
MEMORANDUM FOR THE RECORD 
JUNE 13, 1958. 

A meeting was held on June 3, 1958, with representatives of the Office of the 

Comptroller General (Lyle Fisher, General Counsel; Robert Keller, Special 
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Assistant to the Comptroller General; and Lawrence Powers, Chief, Defense 
Accounting and Auditing Division), and representatives of the Department of 
Defense (Robert Dechert, General Counsel; Glenn Gibson, Director for Planning 
and Requirements Policy ; and Edward Roney, Office of the General Counsel). 

The question was discussed as to the nature of documents to be made available 
to representatives of the General Accounting Office in connection with its audit 
activities in the field of supply and logistics under the supervision of the Assistant 
Secretary of Defense (Supply and Logistics). Particularly discussed were 
documents relating to war planning for the defense of the country, including 
documents of that sort originating in the Cabinet, the National Security Council, 
the Joint Chiefs of Staff, and the Office of Defense Mobilization. 

Also discussed were staff memorandums made in the Office of the Secretary 
of Defense or in one of the military departments which quote from or refer to 
documents of the kind mentioned above which concern war planning for the 
defense of the country. 

As a result of full consideration of the matter the conclusion has been reached 
by the Department of Defense that documents originating in the Cabinet, the 
National Security Council, the Joint Chiefs of Staff, or the Office of Defense 
Mobilization which relate to war planning for the defense of the country cannot 
be made available by it. . 

As to official memorandums to the military departments (such as the Guidance 
for the Development of Fiscal Year 1959-60 Materiel Requirement Program), it 
was determined that these would be furnished to the General Accounting Office, 
but if they contain quotations or summaries from documents of the type mentioned 
above which contain data in the nature of war planning for the defense of the 
country, such portions shall be first removed. However, as to staff memorandums 
of the nature of internal briefing papers, recommendations, and statements of 
position preceding and leading up to the formulation of an official DOD position, 
these are considered to be of a purely preliminary nature and not generally 
subject to release. 


RosBerT DECHERT. 


JULY 9, 1958. 
NuMBER 7650.1. 
DEPARTMENT OF DEFENSE DIRECTIVE 


Subject: General Accounting Office Comprehensive Audits. 

References: (a) DoD Directive 5200.1, “Safeguarding Official Information 
in the Interests of the Defense of the United States”: (b) DoD Directive 
5400.4, “Provision of Information to the Congress.” 


I. PURPOSE 


To explain the General Accounting Office comprehensive audit program and 
to prescribe policy for the guidance of representatives of the Department of 
Defense and components thereof in their relationships with General Accounting 
Office representatives engaged in carrying out the statutory audit responsibili- 
ties of the Comptroller General. 


Il. GENERAL ACCOUNTING OFFICE COMPREHENSIVE AUDIT PROGRAM 


A. General Scope 


The General Accounting Office has broad authority for conducting audits and 
investigations in the executive departments and agencies. The purpose of this 
authority is to enable the Comptroller General, as an agent of the Congress, to 
determine how each agency under audit discharges its financial responsibilities. 
In this connection, the financial responsibilities of an agency are to be construed 
as including the expenditure of funds and the utilization of property and person- 
nel in the furtherance only of authorized programs or activities in an effective, 
efficient and economical manner. Comprehensive audits will be directed only 
to the nontactical operations of the Department of Defense. Primarily, the 
effort by the General Accounting Office auditors will be for the purpose of 
evaluating the results of financial management within the Department of 
Defense and components thereof. 


B. Basic Statutory Authority 


Section 313 of the Budget and Accounting Act of 1921 (31 U. S. C. 54) pro- 
vides that “All departments and establishments shall furnish to the Comptroller 
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General such information regarding the powers, duties, activities, organization, 
financial transactions, and methods of business of their respective offices as he 
may from time to time require of them; and the Comptroller General, or any 
of his assistants or employees, when duly authorized by him, shall, for the 
purpose of securing such information, have access to and a right to examine 


any books, documents, papers, or records of any such department or establish- 
ment * * *,” 


C. Performance of Comprehensive Audits 


The General Accounting Office is performing as many audits as possible at 
the sites of operations. These audits, which are on a comprehensive basis, are 
performed by personnel from the various General Accounting Office regional 
offices, overseas offices, and the Defense Accounting and Auditing Division in 
Washington, D. C., and Dayton, Ohio. The regional offices are in 19 locations 
in the United States. 


D. Approach to Comprehensive Audits 


xeneral Accounting Office audits are designed to provide a comprehensive 
review of Government agencies and their activities. The extent of detailed 
examination work in such audits is determined by the adequacy of the manage- 
ment control exercised by the agency under audit. In order to evaluate internal 
management controls, General Accounting Office personnel examine the history, 
purpose, authorities, organization, activities, policies, and procedures of an 
agency and its component activities, and then review the operating results in 
the light of the intended purpose and authorities. In making an evaluation of 
internal control, representatives from the General Accounting Office will neces- 
sarily perform various audit steps such as reviewing, analyzing, and testing 
accounting and operating data, property records, data in support of budgetary 
statements, and other supporting evidence covering the agencies’ activities. The 
results of comprehensive audits will be covered by reports which will be made 
available to the head of the agency involved. 


B. Evaluation of Internal Controls and Internal Activities 


Section 117 (a) of the Accounting and Auditing Act of 1950 (31 U. S. C. 67) 
provides that, in the determination of auditing procedures to be followed and 
the extent of examination of vouchers and other documents, the Comptroller 
General shall give consideration to the effectiveness of accounting organizations 
and systems, internal.audit and control, and related administrative practices of 
the respective agencies. Pursuant to the foregoing, the General Accounting 
Office audits will be conducted in full recognition of all internal review activities 
and will evaluate their effectiveness and eliminate the necessity for duplicating 
much of their efforts. The General Accounting Office intends, as part of its 
comprehensive audit procedure, to review the internal audit work accomplished 
within the Department of Defense. This review will serve to enable the General 
Accounting Office to evaluate the effectiveness of internal audit and control and 
thereby minimize its effort devoted to detailed review of installation activities. 
To the extent that the internal audit program has been the successful and effec- 
tive aid to management which it is designed to be, a corresponding reduction in 
the disruption of normal operations at the installation or activity by the General 
Accounting Office should result. 
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Ill, POLICIES AND ACTION 


A. Cooperation To Be Accorded Representatives of the General Accounting Office 

Representatives of the General Accounting Office will inform the agency and 
installation concerned of any proposed audit and its contemplated scope. Offi- 
cials of all levels within the Department of Defense and components thereof shall 
cooperate fully with the General Accounting Office representatives in order to 
facilitate the audit work. Care should be taken to assure that proper working 
space and facilities are provided, as well as timely assistance in making neces- 
sary information, records and personnel available. 


B. Access to Records and Release of Records and Reports 


1. In accordance with the provisions of the Budget and Accounting Act of 
1921 (see II.B. hereof), authorized representatives of the General Accounting 
Office shall be given access to, and allowed to examine, such records as are neces- 
sary to permit them to carry out their duties and responsibilities. 

2. Internal audit reports of the military department audit organizations and 
associated working papers shall be made available, as requested, to the General 
Accounting Office representatives by the audit agency where such reports and 
working papers are maintained and filed. Supplementary data and information 
with respect to findings and recommendations contained in audit reports, man- 
agement’s position with respect thereto, corrective action to be taken, etc., shall 
be furnished as requested. Departmental procedures may provide for supply- 
ing such supplementary data, when available, concurrent with the release of 
the audit reports, or as soon thereafter as practicable. 

3. Budgets for any future fiscal year will not be released. Reports of non- 
Department of Defense agencies (including FBI reports) shall not be released 
unless the written consent of such agency has been obtained. Reports of the 
Inspectors General and criminal investigation organizations shall not be fur- 
nished except upon approval of the appropriate departmental Secretary. Such 
reports may be summarized and the summaries, upon request, may be furnished 
with the approval of the appropriate departmental Secretary. 

4. When the same considerations exist as raise a question as to whether partic- 
war information may be furnished to a member or committee of the Congress, 
no refusal to furnish such information shall be made until the matter has been 
submitted to the Secretary of the military department concerned or the Secre- 
tary of Defense. 

IV. IMPLEMENTATION 


Implementing regulations of the respective military departments shall be sub- 
mitted to the Secretary of Defense for approval within ninety days from the 
date hereof. 

V. EFFECTIVE DATE 


This directive is effective immediately. 
NEIL McELRoy. 
Secretary of Defense. 
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DEPARTMENT OF DEFENSE 
DIRECTIVES SYSTEM TRANSMITTAL 


\DATE OISTRIBUTION 


5200.1 - Ch3 July 9, 1958 5200 


ATTACHMENTS 





Revised pages 21 through 24 of Enclosure 1, 
Revised Appendix (3), Page 1 of Enclosure 1. 


INSTRUCTIONS FOR RECIPIENTS 


The following page changes to Enclosure 1 of DoD Directive 5200.1, 
"S afeguarding Official Information in the Interests of the Defense 
of the United States," July 8, 1957, have been duly authorized: 
PAGE CHANGES TO ENCLOSURE 1 


Remove: Pages 21 through 24, 
Insert: Attached pages 21 through 24. 


Remove: Appendix (3), Pages 1 through 3. 
Insert; Attached Appendix (3), Page 1. 


Changes appear on pages 21 and 22 and are indicated by marginal asterisks. 


Duaterree 4 PPh 


MAURICE W, ROCHE 
Administrative Secretary 


WHEN PRESCRIBED ACTION HAS BEEN TAKEN, THIS TRANSMITTAL SHOULD BE DESTROYED. 


SD 106 1 PREVIOUS EDITIONS ARE OBSOLETE 
1‘ suy 86 ne 
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Encl. 1 
5200.1 July 8, 57# 


incorporate positive instructions against unlawful dis- 
closwres of*classified information. Similar positive 
procedures are required in the cases of military personnel 
retiring and separating from the Service. 


B. To Congress 


Dissemination of classified defense information to Congress, 
its committees, members, and staff representatives shall be 
in accordance with reference (0). 


C. To the Government Printing Office. 


In order to efficiently utilize the most appropriate govern- 
ment facilities for large scale reproduction of Department 
of Defense printed materials, arrangements have been made 
with the Government Printing Office whereby material of all 
classifications may be processed by that facility. The 
specific conditions under which classified defense infor- 
mation is disseminated to the Government Printing Office 

are set forth in the Department of Defense-Government 
Printing Office Security Agreement, Appendix (2). 


+ 
? 


To Representatives of the Ceneral Accounting Office 


Representatives of the Ceneral Accounting Office shall be 

granted access to classified defense information originated by and 
in possession of organizations of the Department of Defense 

when such information is relevant to the performance of the 
statutory responsib’lities of that office as outlined in 
Department of Defense Directive 7450.1. 


esa enneen 
ene aevee 


1. Certification of the Degree of Security Clearance Granted 
and the basis for such Clearance by One of the Officials 
Listed in Appendix (3)- 


Officials of the General Accounting Office as designated 
in Appendix 3, are authorized to certify security 
clearances of General Accounting Office representatives. 
Certifications will be made by these officials pursuant 
to arrangements with the Department of Defense and the 
military department concerned. The General Accountin; 
Office lths adopted Department of Defense standards for 
granting personnel security clearances. 


* 
* 


e 
” 
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2. Identification of General Accounting Office Personnel by 
Credential Cards or Personal Recognition. 


The official credential cards issued by the General Ac- : 
$ counting Office to its personnel are acceptable for 
identification purposes. 


21 
# Revised Jul 9, 58 








Encl. 1 
5200.1 July 8, 
* 3. Additional Safezuards 
* a. The Comptroller General has agreed to hold each 
® individual of the General Accounting Office to 
° whom classified information is disclosed personally 
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responsible for its proper safeguarding. 


The Comptroller General has agreed to establish a 
system for ihsuring the proper safeguarding of 
classified matter received, at least equal to that 
prescribed in Executive Order 10501, and has agreed 
to obtain prior approval from the cognizant militar: 
department or other Department of Defense agency 
having Cognizance in the matter under consideration 
before dissemination ‘outside the General Accounting 
Office. 
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Encl. 1 
5200.1 July 8,57 


PROTECTION OF INFORMATION RECEIVED FROM 
TERNATIONAL SOURCES 


GENERAL PROCEDURES 


Section 3(e) of Executive Order 10501 requires that 
defense information of a classified nature furnished 

to the U.S. by a foreign government or international 
organization shall be assigned a classification which 
will assure a degree of protection equivalent to or 
greater than that required by the government or in- 
ternational organization which furnished the information. 
The detailed procedures for the protection of information 
received from international sources are set forth in 
other directives relating to the specific source of the 
information concerned, 


USE OF ''CONFIDENTIAL-MODIFIED HANDLING 


AUTHORIZED" 


Information received from NATO, SEATO, or the 
Bahgdad Pact Organization or friendly foreign nations 
and classified Restricted" by them shall be designated 
Confidential- Modified Handling Authorized in accordance 
with Part 3 of these Instructions. 


23-24 
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A e (3) .Encl. 1 
S001 Jul 8» STF 


LIST OF GENERAL ACCOUNTING OFFICE OFFICIALS AUTHORIZED TO 
RTIFY RIT EAR 


countin nd Auditing 0 nizati 


Directors 


Deputy Directors 


Associate 
Assistant 


Directors 
Directors 


Regional Managers 


Boston, 


New York, N. Y. 
Philadelphia, Pa. 
Richmond, Va, 
Atlanta, Ga, 
Detroit, Mich, 
Cleveland, Ohio 
Cincinnati, Ohio 


Chicago, 


Ill. 


St. Louis, Mo. 
New Orleans, La, 
St. Paul, Minn, 
Kansas City, Mo. 


Dallas, 
Denver, 


Seattle, 


Texas 
Colo. 
Wash, 


Portland, Ore, 
San Francisco, Calif. 
Los Angeles, Calif. 


Directr, 
Director, 


European Branch 
Far East Branch 


Qo GAO Organization 


Director, 
Director, 


Claims Division 
Division of Personnel 


(or the Acting Director in 
the absence of the Director) 


Director, Transportation Division 


Mavised Jul 9, 58 


APPENDIX (3) 


—E 2565 
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HOUSE OF REPRESENTATIVES, 
GOVERN MENT INFORMATION SUBCOMMITTEE 
OF THE COMMITTEE ON GOVERNMENT OPERATIONS, 


Washington, D. C., July 24, 1958. 
Hon. F. E>pwarp HEBER?, 


Chairman, Special Subcommittee No. 6, Committee on Armed Services, 
Old House Office Building, Washington, D. C. 


DEAR Mr. CHAIRMAN: As part of the continuing cooperation between Special 
Subcommittee No. 6 of the Committee on Armed Services and the Special Gov- 
ernment Information Subcommittee of the Committee on Government Operations, 
my attention has been called to the testimony by Mr. Robert Dechert, General 
Counsel, Department of Defense, given on July 9, 1958, in executive session 
before the former subcommittee. 

Since Mr. Dechert has made a number of misleading and incorrect statements 
about the Government Information Subcommittee, I would like to take this op- 
portunity to try to set the record straight. I am enclosing a staff memorandum 
which takes up briefly four of the incidents discussed by Mr. Dechert, involving 
me or the Government Information Subcommittee. 

Mr. Dechert’s remarks are further evidence of the prevailing Department 
of Defense attitude that the Department, by virtue of some undefined authority, 
shall determine what information the Congress should, and can, have to carry 
on its constitutional responsibilities. The incidents mentioned by Mr. Dechert 
serve to show how excuses for withholding—perhaps appealing in a specified 
set of circumstances—are used to withhold information unrelated to those cir- 
cumstances. 

Mr.: Dechert’s list of refusals to the Congress, of course, is by no means com- 
plete even for the period of time he mentions. One additional refusal, which 
should be of particular interest to you as a member of the House Armed Services 
Committee, was the refusal of Secretary of the Army Wilber M. Brucker to 
supply to Senator Harry F. Byrd of Virginia a copy of the so-called Army riot- 
training order. Senator Byrd, on September 28, 1957, requested—as a member 
of the Senate Armed Services Committee-—a copy of the order and asked a 
number of questions, including matters of history. Mr. Brucker not only refused 
Senator Byrd a copy of the official order, which had been revoked, he also re- 
fused to answer Senator Byrd’s questions. The fact that Secretary Brucker 
later reversed his stand—undoubtedly under pressure of unfavorable public 
reaction—and forwarded a copy of the order to Senator Byrd does not minimize 
the dangers implicit in his initial refusal. The incident is discussed in House 
Report No. 1884, Committee on Government Operations, 85th Congress, 2d ses- 
sion, p. 137. 

I hope this letter and the attached memorandum will help clarify the record 
of Mr. Dechert's testimony. I appreciate the cooperation which you and your 
staff have shown in these matters, and if 1 can be of any service to you, do not 
hesitate to call upon me. 

Sincerely, 
JoHN E. Moss, Chairman. 


Jury 24, 1958. 


STAFF MEMORANDUM 


Subject : References by Mr. Robert Dechert, general counsel, Department of De- 
defense, to the Special House Subcommittee on Government Information 
during testimony at an executive session of Special Subcommittee No. 6, 
Committee on Armed Services, July 9, 1958. 

I. On page 969 of the hearing transcript, Mr. Dechert testified : 

“There were three cases that were refused to Mr. Moss of the House sub- 
committee, involving internal communications within the Office of the Secretary 
of Defense. One of them he referred to on the floor of the House in the recent 
debate. I think he had not reread the minutes, because I think he didn’t refer 
to it accurately. It dealt with the question of a record that had been kept of an 
informal discussion in connection with policy in the research and development 
field and the increasing flow of research information. 

“T have seen this document. I participated in the decision of Mr. Wilson to 
refuse this. Jt was notes that somebody made-of an oral discussion, of people 
called together to see what they could do about something. They were after- 
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wards asked to go back, and if they had any further thoughts, to write those 
thoughts out, and they did so.” [Emphasis added. ] 

The facts: Mr. Dechert obviously referred to the following remarks made 
by Congressman Moss on June 11, 1958, during House debate on the Defense 
Reorganization bill, H. R. 12541 (Congressional Record, p. 9818) : 

“The Department of Defense has broadened its restrictions on the availability 
of information to the Congress and increasingly refuses material which some 
official decides is preliminary. Using this rationalization, the Defense Depart- 
ment withheld from Congress the unclassified statements of the research and 
development chiefs of each of the three military departments, outlining ways 
to speed the flow of scientific information among the services. The Depart- 
ment’s general counsel, Mr. Robert Dechert, said such documents were the type 
of information which should be withheld—and I quote—‘if a responsible official 
so decides.’ ”’ 

Congressman Moss referred to the subcommittee’s repeated requests for copies 
of the views and recommendations of the research and development directors of 
each of the three military services (see exhibits VI-A, VI-C, and VI-D, pp. 
2358 ff., hearings, Special Subcommittee on Government Information, pt. 9, 
Department of Defense, fourth section. ) 

The subcommittee’s request for the recommendations of the service research 
chiefs was included in a request for a number of documents, including the 
agenda and a list of those present at a meeting of the Research and Develop- 
ment Policy Council. The request was part of unsuccessful subcommittee efforts 
in 1956 and 1957 to ascertain what the Department of Defense was doing in 
the light of complaints and recommendations made by a panel of the Nation’s 
leading scientists during subcommittee hearings in March 1956. The scientists 
had complained that unnecessary Department of Defense restrictions on the 
availability of scientific information were hampering America’s technological 
progress (see hearings, Special Subcommittee on Government Information, part 
4, panel discussion on scientific and technical information, March 7, 8, and 9, 
1956). 

The subcommittee’s repeated requests for the written, unclassified views and 
recommendations of the Director of Research and Development of the Depart- 
ment of the Army, the Assistant Secretary of Navy (Air), and the Acting Assist- 
ant Secretary of the Air Force (Research and Development) were clearly con- 
sistent with President Eisenhower's public statement of July 6, 1955. At a press 
conference on that day, Mr. Eisenhower stated : 

“If anybody in an official position of this Government does anything which 
is an official act, and submits it either in the form of recommendation or any- 
thing else, that is properly a matter for investigation if Congress so chooses, 
provided the national security is not involved.” [Emphasis added. ] 

The President’s statement was not merely a casual, off-the-cuff remark. It 
was officially cited by Mr. Gerald D. Morgan, Special Counsel for the President, 
more than a year later—on October 26, 1956—when the problem of withholding 
by the executive branch again came to public attention (see H. Rept. No. 1884, 
House Committee on Government Operations, 85th Cong., 2d sess., June 16, 
1958, p. 187). 

Furthermore, in a hearing with the General Counsels of the Army, Navy, Air 
Force, and Defense Departments, they agreed that they were bound by whatever 
policy the President enunciates at press conferences (see hearings, Special Sub- 
committee on Government Information, part 7, Department of Defense, second 
section, November 1956, p. 1831). 

The Defense Department’s refusal of the requested material served to mask 
the Department’s failure to correct the serious conditions pinpointed by the 
scientists in March 1956. The seriousness of their unheeded warnings was 
dramatically borne out when Russia launched the earth’s first manmade satel- 
lite a year and a half later—in October 1957. (See H. Rept. No. 1619, Committee 
on Government Operations, April 22, 1958. ) 

II. On page 971 of the hearing transcript, Mr. Dechert referred as follows to 
another refusal to the Special Subcommittee on Government Information—the 
“third” in his list of four refusals to Congress : 

“The third refusal was conversations with newsmen. They wanted access to 
the exact transcripts of these oral conversations with newsmen who had asked 
questions, which were then answered. They were offered a complete statement 
of what the files showed, but not the transcripts that had been made in a variety 
of different fashions of these informal conversations, on the same ground, that 
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that was purely preliminary and advisory in nature. It introduced some offhand 
statements by the people who dealt with it.” [Emphasis added.] 

The facts: As part of its study of the information practices of the various 
components of the Military Establishment, the Special Subcommittee on Govern- 
ment Information sought to look at the official records which are kept on a daily 
basis, showing the inquiries received from, and the replies made to, the press 
at each of the press information desks of the Army, Navy, and Air Force in the 
Pentagon. (See exhibit VI-A, hearings, Special Subcommittee on Government 
Information, Department of Defense, sixth section, November 1957, p. 3212). 
When a representative of the press makes an inquiry at a Pentagon press in- 
formation desk, his inquiry is recorded. When an answer is given to him, the 
answer also is recorded. The daily press desk records thus show what inquiries 
were made by the public press and what official answers were given in reply to 
those inquiries. The answers often are widely quoted in the press, and they 
represent the official position of the department involved. They are, by no 
stretch of the imagination, “purely preliminary and advisory” as Mr. Dechert 
seeks to claim. Access to the records might, however, reveal instances of 
arbitrary withholding, manipulation, and lack of candor in replying to questions 
from the press. 

Assistant Secretary Murray Snyder sought to circumvent the subcommittee’s 
request for access to the records by supplying a statement purportedly showing 
what the records contained for the day of October 10, 1957. (See exhibit VI-D, 
hearings, Special Subcommittee on Government Information, pt. 18, Department 
of Defense, sixth section, November 1957, p. 3215.) Mr. Snyder’s action was en- 
tirely unsatisfactory for obvious reasons. (See exhibit VIII, p. 211; sec. XIII-G, 
p. 139; and sec. XIV-B, p. 147, R. Rept. No. 1884, Committee on Government 
Operations, 85th Cong., 2d sess., June 16, 1958.) 

III. On page 972, Mr. Dechert discussed a third refusal to the Special Sub- 
committee on Government Information : 

“The third dealt with their request to have opportunity to review the complete 
files in the Office of Security Review, and because of this security review and 
investigative nature, that was denied them.” [Emphasis added.] 

The facts: On June 11, 1957, the subcommittee requested access to the files of 
the Office of Security Review, Department of Defense, on a number of specific 
cases in which that Office censored speeches, press releases, or other material 
proposed for public release. Chairman Moss stated in the request: 

“Access to these detailed accounts is necessary to study charges that the 
Department of Defense has imposed ‘policy censorship’ upon the military serv- 
ices, using the excuse of military security.” (See exhibit VII-D, hearings, Spe- 
cial Subcommittee on Government Information, pt. 13, Department of Defense, 
sixth section, November 1957, p. 3219.) 

The Department refused access to the files on the specific cases requested at that 
time as well as access to the files on two cases requested subsequently. One of 
these was a request for the file on the action taken by the Office of Security 
Review on a book review of a book written some 80 years ago by a Confederate 
general critical of the reconstruction period. The book review was submitted in 
1956 by a magazine to OSR for clearance. The refusal of access to the files was 
made on grounds that congressional access to the information would be “incom- 
patible with the public interest and the proper preservation of the separation 
of power.” (See exhibits VII-I and VII-K, hearings, Special Subcommittee on 
Government Information, pt. 12, Department of Defense, sixth section, November 
1957, p. 3223.) 

The Department's refusal of access to the files showing censorship actions by 
the Office of Security Review served to cloak the extent to which military se- 
curity was being misused as an excuse for policy censorship. It was this prac- 
tice which the Defense Department’s own committee on classified information 
warned was undermining the security system (see H. Rept. No. 1884, Committee 
on Government Operations, 85th Cong., 2d sess., June 16, 1958, p. 97 ff., and pp. 
155-156. ) 

IV. On page 972 of the hearing transcript, Mr. Dechert testified that the Special 
Subcommittee on Government Information sought to disclose financial informa- 
tion given by private firms in confidence to the Department of Defense: 

“Figures had been furnished, financial figures, in confidence by people who 
wanted to get contracts for concessions in the Pentagon Building to do business 
there. It was expressly agreed that these would be furnished in confidence, 
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the purpose being to see if they were reliable pople to do business with. The 
Moss committee demanded that these figures be furnished, when I think out- 
side people had tried to get them and failed. 

“We felt that this was one of the instances where things handed to you in 
confidence simply must not be given out, unless there is some issue of fraud or 
criminality. We, respecting that confidence, denied these papers. 

“However, we changed our practice after that and said that anybody here- 
after who gave us such figures must realize that we had freedom of action 
to give them out if we wanted to.” [Emphasis added.] 

The facts: Some 20 private firms, including a department store, drugstore, 
and a bank, occupy space on the concourse at the Pentagon and do business with 
the 30,000 virtual captive customers employed in the world’s largest office build- 
ing. The selected firms pay a percentage of their receipts to the Government 
as rent. Until the Special Subcommittee on Government Information made an 
issue of it, the Defense Department negotiated the leases in secret and kept 
the terms of the leases secret. The press had complained that Defense De- 
partment secrecy had prevented a public check on rumors of favoritism in the 
award of leases. The subcommittee on October 9, 1956, wrote to the Defense 
Department : 

“Certainly there can be no security involved in the question of how much 
money private firms are paying the Government for the privilege of selling their 
products to Pentagon employees. There is involved, however, the public’s right 
to know about the day-to-day activities of its Government. In addition, a pub- 
lic report of the rental agreements negotiated by the Defense Department would 
prevent possible charges of collusion in arriving at a final rental figure.” 

The subcommittee’s request clearly was for the public availability of the 
terms of the leases. Financial information furnished in confidence to enable the 
yovernment to determine whether “they were reliable people to do business with” 
was not involved. Such information is protected by law (18 U. S. C. 1905). 


(Whereupon, at 3:30 p. m., the subcommittee adjourned to recon- 
vene at the call of the chairman.) 
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APPENDIX A 


SEMIANNUAL REPORT OF THE OFFICE OF DECLASSIFICATION Poticy, OASD (PA) 
July 1 to December 31, 1957 


I. INTRODUCTION 


On August 13, 1956, the Secretary of Defense appointed the Committee on 
Classified Information, with Mr. Charles A. Collidge as Chairman, to study the 
problem of unauthorized disclosure of classified information and to suggest means 
of correcting this threat to national security. 

Its report became public November 8, 1956. In addition to a series of pro- 
posals for greater protection of properly classified information, the Committee 
pointed out that overclassification had “reached serious proportions.” It recom- 
mended a “determined attack” against this practice. Further, it suggested estab- 
lishment of an office which would be responsible for creating, directing, and 
monitoring an active declassification program. Such a program, the Committee 
said, should help more fully to carry out declassification provisions of Executive 
Order 10501 (November 5, 1953), which had “not been working satisfactorily.” 

Accordingly, on March 22, 1957, Department of Defense Directive 5105.12 
authorized the Office of Declassification Policy and defined its responsibilities 
within the Office of Assistant Secretary of Defense for Public Affairs. 


II. ORGANIZATION OF THE OFFICE 


On July 1, 1957, Vice Adm. John M. Hoskins, USN (retired), was appointed 
Director of this Office. Following assignment of key members to his staff, 
Admiral Hoskins completed an organization which consisted of the Directorate, 
an Executive Secretary, a military advisory staff, a special assistant for tech- 
nical programs, a Current Programs Division, and a Future Programs Division. 
(See exhibit 1 of the appendix for organization chart.) 

By designation of the Assistant Secretary of Defense for Public Affairs, a 
Declassification Policy Committee was named to include principal military secu- 
rity policy officers in the military departments. This Committee, of which 
Admiral Hoskins is Chairman, consists of Maj. Gen. Joseph F. Carroll, Deputy 
Inspector General for Security, United States Air Force; Brig. Gen. Royal 
Reynolds, Jr., Director of Plans, Programs, and Security in the Office of the 
Assistant Chief of Staff, Intelligence, United States Army ; and Rear Adm. Vernon 
L. Lowrance, Deputy Director of Naval Intelligence for Security, United States 
Navy. This Committee has held a total of 13 formal meetings to consider prob- 
lems in connection with the work of the Office. 

In addition, Mr. Paul R. Leach, retired Washington newspaperman, was em- 
ployed as a part-time consultant, representing the viewpoint of public informa- 
tion mediums. As the Office penetrates deeper into the area of complex scientific 
and technical information, it may be advisable to employ a competent scientist 
as a consultant. At the present time the Office of Declassification Policy is 
depending on members of the Office of the Assistant Secretary of Defense (Re- 
search and Engineering) and some of the members of their Technical Advisory 
Panel for informal advice on declassification of scientific data. 


III. OVERALL PROBLEM OF ESTABLISHING A DECLASSIFICATION PROGRAM 


At one of the early meetings of the Declassification Policy Committee it was 
recommended that the Chairman appoint task forces to study the many problems 
involved and report to the Committee on courses of action that would lead to the 
establishment of a coordinated departmentwide program for the downgrading 
and declassification of classified information. 
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Further, it was recommended that one phase of the study should be addressed 
to the possibility of action being taken by the Secretary of Defense to accomplish 
two things: 

A. To declassify by blanket order information contained in classified docu- 
ments originated prior to some specified date; and 

B. To establish a requirement effecting automatic downgrading of informa- 
tion from the higher categories on a basis of passage of time. 

In each case it was suggested that excepted types of documents and informa- 
tion could be designated in the interest of security. 


IV. CURRENT ACTION OF THE OFFICE OF DECLASSIFICATION POLICY AND TASK FORCE 


To carry out expeditiously the recommendations of the Declassification Policy 
Committee, the Chairman appointed five interrelated task forces with specific 
assignments. In addition, members of his staff were directed to undertake 
studies of various other segments of the overall downgrading and declassifica- 
tion problem. (See exhibit 2 for Plan of Operation.) The following progress 
has been made: 


Blanket declassification 

Five months of detailed discussions and investigations in conjunction with 
the military departments and other agencies of the Department of Defense have 
been conducted by Task Force A. This has led to the preparation of a pro- 
posed directive, which, if approved, will cancel the Defense Department's classi- 
fication on certain documents which were originated prior to January 1, 1946, and 
downgrade to “Secret” most “Top Secret” documents originated prior to that 
date which are not declassified by the directive. The proposed directive con- 
tains certain excepted categories which have been determined at this time to 
fall within the specified provisions for safeguarding national security of Execu- 
tive Order 10501. 

Assuming passage of time as an acceptable basis for consideration as to whether 
documents or information need be kept under protection, the Office of Declassi- 
fication Policy will continue its study and analysis of those excepted categories 
so as to narrow progressively the areas which now prevent information from 
being removed from the classification system. 

Task Force A, in addition to holding a total of six formal meetings, has 
engaged in countless special conferences with members of the various military 
departments and other agencies. 

It should be noted that in all declassification and downgrading processes, 
competent review on request will be necessary, initially, to insure that both 
security and the public interest are observed. 


Automatic downgrading 


Task Force B is investigating and studying the problems involved in auto- 
matic downgrading of information from the higher categories on the basis of 
the passage of time. Study to date reveals that although Executive Order 10501 
provides that where possible a date for automatic declassification be set at the 
time of classification, this device is not widely used. This is primarily because 
of reluctance of people charged with classifying authority to attempt to predict 
the future. An evaluation of the studies made during recent months by Task 
Force B has led to the conclusion that the technique of automatic declassifica- 
tion by date could and should be used much more widely. Consequently, a direc- 
tive draft is now being prepared to effect automatic downgrading of information 
from higher categories on the basis of the passage of time. This problem is 
scheduled for presentation to the Declassification Policy Committee at an early 
date. 

Because of the complexity of the problem, many separate investigations had 
to be made by individual members of Task Force B; hence, only three formal 
meetings have been held. 

Marking of declassified and downgraded papers 

Early in July 1957, the Chairman of the Declassification Policy Committee 
appointed Task Force C to make a study of present requirements for marking 
of downgraded and declassified documents, and to investigate methods which 
would reduce this burden. 

Following an extensive investigation by Task Force C, its findings were turned 
over to Task Force A, engaged in the preparation of the blanket order directive 
described above. Simple directions for marking were provided in the draft 
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directive, which were considered adequate by the advisers to the Joint Staff of the 
Joint Chiefs of Staff with whom the draft directive was coordinated. 

Task Force C held six formal meetings, and, in addition, investigated various 
kinds of marking devices. On November 17, 1957, the task force, having com- 
pleted its assignment, was discharged. 


Classified technical matcrialat universities 


A serious declassification problem was brought to the attention of the Office 
as a result of an exchange of correspondence between Dr. Frederick L. Hovde, 
president of Purdue University, and Dr. James H. Doolittle, Chairman, Air Force 
Scientific Advisory Board. This concerns the disposition of document collections 
pertaining to basic military research projects conducted by the university. On 
August 8, 1957, the Chairman of the Declassification Policy Committee appointed 
Task Force D to study the problem and to determine the feasibility of improv- 
ing the policy with respect to classified material in the custody of educational 
and research institutions, 

Task Force D examined records available at the Washington level containing 
valuable information bearing on the problem. Further, it investigated the extent 
to which the work of the Armed Services Technical Information Agency (ASTIA) 
represented a source of assistance affecting university records collections, and 
the nature of the depository library system established at universities by the 
Atomic Energy Commission. 

Through the efforts of Task Force D, the Purdue University records collection 
is now receiving declassification review on an experimental basis by the Air Force 
Office of Scientific Research. It was felt, however, that a substantial portion of 
these documents might be subject to the proposed January 1, 1946, directive, 
while the balance will have to be cleared by regular review procedures, It is 
hoped that the pilot attention given to the Purdue University case will serve to 
identify any further problems and provide a guide to future action with respect 
to classified collections in the custody of other educational and research institu- 
tions having similar problems. 

Further, the Office of Declassification Policy now is evaluating the feasibility 
of a plan, resulting from investigations of Task Force D, to sponsor action by 
other groups in the Office of the Secretary of Defense to establish a university 
depository library system. 

Task Force D held a total of four formal meetings and had numerous informal 
discussions with representatives of the military services, the Office of the Secre- 
tary of Defense, the Atomic Energy Commission, and visited the Armed Services 
Technical Information Agency center at Dayton, Ohio. 

Indexing of classified material 

In order to recommend practical means of assuring the review and appropriate 
downgrading or declassitfication of records at the time they are processed for 
retirement, the Declassification Policy Committee recommended separate study. 
On September 5, 1957, the Chairman appointed Task Force E to study creation of 
a subject index and/or catalog of classified documents. 

To explore fully the problem involved in setting specific requirements for action 
in this area, Task Force E included members of the records management offices 
of the three military Departments. Preliminary investigation by the task force 
established two basic problems in connection with its assignment: 

To study the present record index systems used by the military services 
as to: adequacy in document identification for access; provision for account- 
ing and screening of classified documents; and the use which might be 
adopted for declassification actions. 

2. Investigation toward finding some practical means of assuring review 
for downgrading or declassification of documents at the time they are proc- 
essed for retirement. 

Task Force E, after detailed investigation, determined that the maintenance 
of catalogs of individual random declassifications would serve no purpose, and 
that declassification on a broad category basis by dates or by subject matter could 
be maintained centrally and published periodically for use by interested parties. 

In the course of its work, Task Force E uncovered 2 apparently forgotten books, 
published at the end of World War II by the National Archives at a cost of 
$230,000. These books identify the Department of Defense records of World 
War II, give a brief description of what they contain, where they are located, and 
in what amounts. It was concluded that, although these books did not specifically 
meet the needs of this Office, they did provide ample guides to help in future 
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work of this Office. Also, the Task Force determined that a more detailed index 
would be prohibitive in light of the expense incurred in compiling even such a 
broad list as that contained in the above-mentioned volumes. 

With respect to the second problem, the task force concluded that, due to the 
necessary variations in records management procedures required by the differ- 
ences in missions and organization of the respective military departments, it 
would not be desirable or practicable to prepare a single overall directive. 

General conclusions of Task Force E in this respect are: (1) Greater emphasis 
by the Office of the Secretary of Defense is needed in order to insure not only 
review of documents for downgrading prior to retirement, but, also, constant 
review at the office of origin; (2) authority from the Office of the Secretary of 
Defense is required to relieve offices of origin of the requirement for individual 
notification of downgrading action at the time of retirement; (3) overall proce- 
dures governing all departments should not be established at the level of the 
Office of the Secretary of Defense, because costs of consolidating the widely 
different filing and retiring methods could not be justified. 

Following the report of Task Force E, the Declassification Policy Committee 
recommended, and the Chairman directed, that certain findings and recommenda- 
tions with respect to automatic downgrading be turned over to the task force 
charged with responsibility in that area. 

Task Force E held 14 formal meetings and visited the National Archives and 
other depositories to determine the extent of the problems involved. 


V. REPORTING REQUIREMENTS 


In accordance with Directive No. 5105.12, the Office of Declassification Policy 
is responsible for monitoring an active downgrading and declassification pro- 
gram. To perform this function, it is necessary to establish reporting require- 
ments in the military departments and other agencies of the Department of 
Defense in order to assess adequately the status, progress, efficiency, the effec- 
tiveness of the program. 

Recently, the staff has been testing out various types of reports in order to 
establish standards that would be realistic and not impose too great a burden 
on the military departments, yet would provide the office with sufficient data 
to determine trends and evaluate the effectiveness of the declassification program. 

A set of reporting standards now is being developed. 


VI. DECLASSIFICATION EDUCATION PROGRAM 


Staff studies of the problems involving the declassification and downgrading 
of documents to which security classification had been assigned suggested that 
there should be a more realistic initial appraisal of the need for protecting defense 
information in accordance with Executive Order 10501. It was realized that 
the amount of classified information could be reduced substantially if means 
could be developed to overcome the inclination, of those charged with classifying 
authority, to overclassify, or even to classify, when national security would 
not be impaired. 

It appeared obvious that real achievement in this area would depend, to a 
large extent, on how well informed the classifiers are with respect to precisely 
what defense information should be protected in accordance with classification 
guidelines established by Department of Defense Directive No. 5200.1. It was 
determined that effective emphasis might be achieved throughout the Depart- 
ment, particularly among officers of the military, if greater attention and/or 
additional courses in classification and the dangers of overclassification were 
provided in the several service schools. 

A draft of a proposed memorandum to the secretaries of the three military 
departments now is undergoing revision. This will request that serious atten- 
tion be given to developing programs of instruction in classification policy and 
techniques in the service schools. It is hoped that such courses of instruction 
will lead to more realistic classification and less overclassification. 

As a result of discussions at several Declassification Policy Committee meet- 
ings, the Navy Department already has taken active steps in anticipation of the 
memorandum by issuing instruction to 6 service schools and 58 Reserve schools, 
stressing the dangers of overclassification and emphasizing the needs and means 
for declassification. (See exhibit 3 for instruction. ) 

An article is scheduled for publication in the Navy’s quarterly training bulletin, 
stressing the evils of overclassification. (See exhibit 4 for copy of article.) The 
Navy’s new security manual, now being printed, has been carefully edited to 
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eliminate any looseness that would precipitate overclassification and to em- 
phasize declassification. This revised edition, for correspondence courses and 
officer promotion examinations, incorporates instruction and questions on over- 
classification and declassification. 


VII. SPECIAL PROJECTS UNDER JOINT STUDY WITH MP ANDR 


Employing specific talents and particular experience of certain members of 
the staff, studies of two problem areas in the technical and industrial fields were 
sponsored by the Office of Declassification Policy. They now are being worked 
on with the staff of the Office of the Assistant Secretary of Defense (Manpower, 
Personnel and Reserve). If these two projects succeed, a policy will follow for 
uniform phased downgrading and declassification of specific technical subjects. 
In addition, a substantial dollar savings in the industrial field will result. Out- 
lines of these projects and the progress made to date follows: 


A. Phased downgrading and declassification plan 


Lack of uniformity in criteria for classifying and declassifying exists through- 
out the technical fields due primarily to emphasis being placed on physical pro- 
tection for classified documents and material. If any considerable part of this 
matter is overclassified, the cost to the Government for guarding, packaging, and 
shipping is far in excess of what would be required if security considerations 
were realistically applied. 

Early in November 1957, the Office of Security Policy (MP and R) sponsored 
an ad hoc committee to consider the desirability of adopting the United States 
Navy Bureau of Aeronautics’ concept of a classification guide and phased down- 
grading system. Cognizant security personnel of the military services and a 
member of this staff served on this committee. After two meetings, it was 
unanimously agreed that the principal involved appeared sound and would 
be desirable if it could be applied “across the board.” To this end, a working 
group was set up to develop the concept. The initial meeting of this group was 
held the first week of December 1957. The group has continued to meet once 
a week for a 3-hour session. Progress has been made in the formulation of 
criteria and details necessary for a combined system. A member of this staff 
also is on this working group. 


B. Accountability for destruction of contractor generated confidential material 


Industrial companies in the process of manufacturing classified equipment 
under Department of Defense contracts usually generate thousands, and even 
sometimes millions, of classified documents, such as inter- or intra-plant orders 
and memorandums, partial or complete reproductions of classified drawings and 
specifications, status or progress reports. 

Under the regulations of the May 1955, Industrial Security Manual, the con- 
tractor was required to record the destruction of all top secret and secret infor- 
mation, and only such confidential information as was furnished by the Gov- 
ernment. However, under the manual as revised in September 1956, paragraphs 
8 and 14f require that an appropriate recording of confidential information de- 
stroyed shall be maintained by the contractor for a period of 10 years. Under this 
new requirement, the contractor has three alternatives, as follows: 

1. To return millions of confidential documents to the Government for 
storage, which would place a tremendous and costly burden on Government 
storage facilities and personnel ; 

2. To make the required appropriate record of each document destroyed, 
which would require about 4.5 man-hours per 1,000 documents, resulting in 
exceptionally large costs for each contractor, which would ultimately be 
charged against the cost of those or other contracts ; or 

3. To retain tons of old and largely useless confidential files and provide 
the necessary storage space and safeguards, which, likewise, would have a 
high cost factor that the contractor would have to charge against contract 
costs. 

However, the definition of what constitutes an appropriate recording for the 
destruction of contractor generated confidential information is subject to wide 
differences of interpretation. For example, many legal departments of reputable 
companies interpret an appropriate record to require full accountability. The 
cost of such accountability of confidential matter by industry is estimated to be 
in the order of hundreds of millions of dollars per year, an even greater amount 
than the cost of retaining these old documents. 
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The extent of this problem, and its importance to industry and the Govern- 
ment, was brought to the attention of the Office of Declassification Policy by a 
member of the staff. An informal conference was held with several members 
of industry to determine if this office could take any action by means of declassi- 
fication techniques. It was decided first to enlist the support of the Office of the 
Assistant Secretary of Defense (MP and R) since the Industrial Security Manual 
is the responsibility of that Office. A meeting was held with members of the 
staff of that Office, with the result that an immediate study of the problem was 
undertaken. 

This Office was notified that new and corrective language is being prepared as 
an amendment to the Industrial Security Manual, which it is hoped, will elimi- 
nate this condition. This Office realizes that this proposal represents one of the 
most forward steps in our declassification program with respect to industry, and 
intends to follow its progress to assure a successful conclusion, either in conjunc- 
tion with MP and R or by declassification means. 


VIII. DIRECT AND INDIRECT RESULTS OF OFFICE OF DECLASSIFICATION POLICY ACTIONS 


The Director has been greatly encouraged by both the direct and indirect re- 
sults of the work of his Policy Committee, the five task forces and his staff. Al- 
though, in recent years, there has been an established policy in the military de- 
partments requiring review of classified matter for possible downgrading and/or 
declassification, there was little evidence of that policy being vigorously pursued, 
according to the Coolidge Committee report. If the military departments had 
been able to observe this policy over the last 10 or 15 years, there would not now 
be the enormous backlog of classified records and files unnecessarily accumulated 
in the various storage spaces, warehouses, and depositories, that report stated. 

It is evident at this time that the creation of this Office has stimulated concern 
throughout the Defense Establishment of the dangers of overclassification, the 
necessity for a more realistic initial appraisal of the need for protecting defense 
information by classification, and the desirability of effective downgrading and 
declassification programs so as to avoid the building up of backlogs in the future. 

Some of the direct actions on the part of the military departments are listed 
below : 


A. United States Army actions 

In September 1957, the Army initiated action to revise its Military Security 
Manual AR 380-5, which will improve security, the administration of documents, 
the release of information to the public, and its provisions for declassification. 

The two most important revisions which concern the Army’s declassification 
program are: 

1. Review for regarding with respect to responsibility. ‘In order to preserve 
the effectiveness and integrity of the classification system and to eliminate 
accumulation of classified material which no longer requires protection in the 
interests of national defense, every commander will keep under constant review 
all classified information in his custody or of primary interest to him. He will 
initiate action toward downgrading or declassifying it as conditions warrant. 
He also will designate persons (normally security control officers) * * * to 
be responsible for continuing review and downgrading or declassifying of classi- 
fied material originated within his headquarters and to act on requests for 
such review.” 

2. Downgrading or declassification. ‘Top secret and secret material originat- 
ing within the Army Establishment will be regarded secret and confidential 
respectively 3 years from the date of origin unless the originator or higher 
authority has: (1) Authorized earlier downgrading by establishing a specific 
date or event for such downgrading, or (2) renewed the original classification 
by notification to all recipients prior to expiration of 3 years from the date 
of origin. Material for which the original classification has been extended by 
action in accordance with * * * above, will be subject to the same action 3 years 
from the date of the extension.” 

Further, the Army has issued two promotional items concerning down- 
grading and declassification, which have been distributed to all locations. 
(See exhibits 5 and 6.) Exhibit 5 is a security classification guide, which 
now also is being distributed by the Security Services Division of the Office of 
the Secretary of Defense. The Navy and the Air Force will be urged, also, 
to adopt this promotion device through the Declassification Policy Committee. 

The Army has taken steps to reduce drastically the number of individuals 
who are authorized to assign the classification of “top secret” to defense 
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information. A conservative estimate indicated that approximately 1,600 
individuals in the Department of the Army previously had authority to originate 
top secret material. Changes now being instituted indicate that the number 
of individuals will be limited to 46, and they will not have authority to delegate 
this responsibility. Likewise, the authority to classify material secret and 
confidential will be curtailed to the maximum extent possible consistent with 
efficient operations. 

Since July 1957, more than 90 news items were released to the public, all 
of which contained references to data which had to be declassified before the 
announcements could be made. Also, the various branches of the Army are 
reviewing over 1,300 reports annually with a view to declassification and ultimate 
publication in scientific and technical journals. 


B. United States Navy and Marine Corps Actions 


The Chief of Naval Operations has circulated a draft of a proposed OP 
NAV instruction entitled, ‘‘Declassification and Downgrading Program.” This 
instruction grew out of the Navy's anticipation of a reporting requirement which 
would be forthcoming from the Office of Declassification Policy. The first staffing 
draft of this instruction was originated on July 25, 1957. The purpose of the 
instruction, in addition to a request for comments on an attached reporting 
form, was to emphasize the importance of the downgrading and declassification 
in the Navy, and to direct effective implementation. Included in this draft 
instruction are these reasons for the need of an active declassification program : 

1. High cost in time, money, and personnel required for controlled 
handling, secure transmission, executing endless receipts, special security 
storage equipment, and reoccurring inventories. 

2. Jeopardizing careers of personnel from security violations involving 
improperly classified information. 

5. Poor public relations resulting from adverse criticism concerning vast 
volumes of classified records. Several methods of control of classification 
are mentioned, such as automatic downgrading or declassification after a 
given date, or upon a certain event, and controlling original classification. 
Also, a requirement is proposed for periodic inspections. 

Authority to classify material in the Department of the Navy was delegated 
to approximately 2,890 persons prior to July 8, 1957. With the promulgation 
of the revised Navy Security Manual, original authority to assign “top secret” 
classification will specifically designate only 181 persons by title of office. This 
will result in about 50 persons having original classification authority for ap- 
proximatey 90 percent of all top secret naval documents. Authority to assign 
secret and confidential classifications will be proportionally reduced. 

Since June 1957, the Navy has released 116 news items to the public which 
required certain downgrading and declassification action before they could be 
released. In addition, for use in Naval History, 250 photographs and 50 docu- 
ments were declassified by the Security Review of the Navy. 

Marine Corps actions.—The United States Marine Corps has instituted an 
active declassification program under Headquarters Order No. 5511.7, dated 
November 1, 1957 (see exhibit 7 for copy of order), which requires that repre- 
sentatives from each division and department report on specific days to the 
central files for the purpose of review and marking of classified documents. 

Since promulgation of this order, all classified Marine Corps Headquarters’ 
documents which were originated during 1955 have been reviewed with the 
following results : 


Documents processed_______- scala cenceiabaadainedamch aiowielaiicid cans te tea ecanadanlpaasaad inate 2, 938 
Documents retaining original classification._.............---..--------- 3s ean 
Documents downgraded salle tacaslassiciag labeling ind tu eae onciath ava anbagedaanlc deena —— 
Documents deciessi—ied.... .... 04... cccusnnnne saison niediiecielalaeetaaniataiicaiaaieuknine 1, 002 


A schedule is anticipated to enable review of two past-year documents during 
each coming year until all old records have been processed. 

It is interesting to note that, of the 1,002 documents which were declassified, 
there are still 800 which require that recipients of copies be notified. Personnel 
limitations and time involved in tracing through all the holders has caused the 
backlog. To overcome this problem, the Marine Corps bulletin now carries a 
list of declassifications by subject, serial number, and recipients. 

In addition, specific changes in “Procedures for Reclassification and Declassi- 
fication” now are being incorporated in the revised version of the Marine Corps 
Security Manual. (See exhibit 8 for a copy of these changes.) 
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C. United States Air Force actions 

Although the Air Force basic security manual, AFR 205-1, was prepared 
shortly before the Office of Declassification Policy was established, its provisions 
with respect to emphasis on downgrading and declassification are still timely 
and effective. However, these changes, which bear on the subject, recently have 
been transmitted to the field units: 

1. Specific designation of individuals within the Air Force authorized 
to assign security classification. It substantially reduces the number of 
officials authorized to classify top secret and secret. 

2. Designation of an official, authorized to classify, as a point of contact 
for all classification and declassification actions within a headquarters or 
an Office. 

3. Outlining of action which is required when classified information is 
approved for declassification and public release. 

The Air Force has carefully reviewed its requirements as to which officials, 
and how many, should be authorized to assign security classification. With 
respect to top secret and secret authority, a revision of AFR 205-1, as noted 
above, has been completed. A previous report from the Air Force indicated 
that this revision would substantially reduce the number of persons having 
original classification authority. Indications were that the number would be 
limited to approximately 50 in the departmental headquarters. 

During the months of November and December 1957, the Air Force released 
some 40 news items to the public which were of a technical or semitechnical 
nature. All of these releases contained information which required certain 
downgrading and declassification action before they could be released to the 
public. 


IX, NEW AND FUTURE PROJECTS, THE FEASIBILITY OF WHICH ARE UNDER STUDY BY 
THIS OFFICE 


A. Future automatic declassifications by specified time 


It became apparent to the staff that there was a need for a type of directive, 
or directives, that would establish a blanket time limit for future automatic 
declassification. Two major areas were considered : 

1. Automatic declassification of everything, with certain excepted cate- 
gories, after 10 years unless reviewed and redated ; and 

2. Automatic declassification of all scientific and technical information, 
with a minimum of excepted categories, after 10 years unless reviewed and 
redated. 

Since it was felt that more rapid progress could be made in item 2 above, 
the staff has vigorously applied itself to the preparation of a draft directive that 
would meet the objective. At present, this draft is undergoing informal check- 
ing with scientific and technical personnel of the Department of Defense. If a 
favorable reception is given to the proposal, it will be coordinated formally. 


B. Security criteria guide 


A proposal is under consideration, and study begun, for the establishment of 
an open-ended guide or catalog which would provide a uniform criteria as a 
reference for all individuals charged with downgrading and declassification 
responsibilities, and for public information officers, as to what types of infor- 
mation in specific categories are classified or unclassified. The Director is 
of the opinion that there is room for substantial improvement in the guidance 
as to what type of information should be classified. 
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C. Plan for accelerating the flow of basic and applied military research infor- 
mation to technical colleges 


In December 1957, a plan was proposed for utilizing downgrading and de- 
classification techniques to make available to college scientific and technical 
ROTC students basic and applied research information developed in connection 
with military research, development, and production contracts for weapons 
systems. The Deputy Director has arranged an exploratory conference with 
the President and faculty of a leading technical school to define areas of inter- 
est to the colleges. Some major objectives of the plan are: 

1. To provide the United States, in a much shorter period of time, with 
scientifically and technically trained manpower in greater quantity, and 
with a much higher level of knowledge of advanced developments in science 
and engineering resulting from research performed on technical military 
projects. 

2. To encourage more technically minded students to enroll in the Reserve 
officers training programs and to stay in the military service for longer 
periods of time after graduation. 

3. To build up a reservoir of scientifically and technically trained per- 
sonnel for Government, industry, and our colleges, with a much higher level 
of knowledge in the most modern and advanced scientific techniques than 
is normally available now from the graduating classes of our technical 
schools and universities. 

4. To develop means for the rapid flow of basic scientific information to 
the colleges so that the faculty, graduate, and undergraduate students can 
contribute needed ideas and talents to national defense. 

5. To encourage college faculty members to participate more fully in 
Government basic research programs, and provide the scientific leadership 
necessary to open up new research horizons and avoid costly scientific 
blunders. 

6. To insure the technical supremacy, and thus the security of this Nation 
in the years to come, by providing a versatile supply of scientists and engi- 
neers capable of developing defensive weapons and the industrial power of 
this country to such a point as to deter the ambitions of any potential 
enemy. 

J. M. HoskINs, 
Vice Admiral, USN (Retired), Director of Declassification Policy. 





NOVEMBER 1957 
OFFICE OF THE SECHETARY OF DEFENSE 
OFFICE OF ASSISTANT SECRETARY (PUBLIC AFFAIRS) 
OFFICE OF DECLASSIFICATION POLICY 


OFFICE OF THE DIRECTOR 
Director - V/Adm. J. M. Hoskins, USN (Ret‘'d) 
Deputy Director - J. Clifford Johnson 
Secretaries - Genevieve La France 

Sharon Del Vecchio 


Under direction of Assistant Secretary of Defense 


(Public Affairs) and within the framework of Executive 
Order 10501, as implemented by Secretary of Defense, 
originates, directs, and monitors an overall Depart- 
ment of Defense declassification program as prescribed 
in DOD Directive 5105.12. Director serves as chair- 
man of Declassification Policy Committee. 





OFFICES OF EXSCYTIVE SECRETARY 
Executive Secretary - Custis G. Meade 
Secretary - Betty Welis 
clere-Sourler + A/ic George Guidas 


Aseiste tne Director in planning and conducting 
committee meetings, organization of subsommit- 
tees and wore groups. Manes recommendations as 
to areas to which the Committee should direct 


SPECIAL ASS'T FO. TECHNICAL PROGRAMS 
Vincent C. Tompkins 


Develops and recommends policies, procedures, 
programs, guidelines and instructions for 
timely downgrading and deciassificetion of 
technical information. Mainte ns liaison vitn 
military departaents, other executive agencies, 


ite attention. Maintains continued faziiiarity 
wits & coordinates pending projects. Prepares 
ageaia ani briefs Director and other peabers 
of Staff concerning matters to be considered 
by She committee and suggests possible so.u- 
tions or appropriate action. Prepares minutes 
ani foi.ows up on decisions and required 


actions. Aesponsib.e for intermal adzinistration 
imclading communications, records, office 
suppiied @ equipment, personnel, dudget, etc. 


CURRENT PROGRAMS OTVISION 
Director - ¥. W. Harrison, Jr. 
Analyst - George col.ins 
Secretary ~- Mary Pepe 


Develops and recommends new or 
revised programs, policies and 
iastructions designed to dow- 
erede or deciassify information 
currently under security c.asei- 
fication. Designs & establishes 
reporting systexs to measure ef- 
fectiveness, efficiency and 
progress of declassification 
program. Evaluates these programs 
& prepares appropriate reports 
for the Director, Ase't. Sec'y. 
(PA) & other officials. 


MILITA<Y ADVISORY STAFF 
Jol. Richard Hayward, USMC 
Col. John Ferris, USA 
col. Sdward Butler, USAF 
Capt. Gordon Egbert, USN 


Advises Director concerning 
security matters generally, and 
classification & declassification 
specifically, pertaining to each 
military department. Maintains 
close liaison with appropriate 
aree of each military department 
in order to b* constantly ac- 
quainted with pertinent policies, 
regulations, & procedures af- 
fecting the programs of the Office 
of Declassification Policy. 





and industry. Advises other steff officers, 
particularly the Director of Current Progress 
and Director of Puture Programs on the effect 
of proposed policies under their progress and 
their impact on iodustry. confers vith scien- 
tists, engineers, 
perte as necessary vith regard to these 
activities. 


technicians, and other ex- 


FUTURE PROGRAMS DIVISION 
Director - Hunt clement, Jr. 
Secretary - Ida Mabie 


Respoosibdie for conducting 
surveys & studies & developing 
policies & procedures relating 
to declassification & dow- 
grading of aateria.: to be 
created, as distinguished fro: 
carrent material. Studies pat- 
verns relating to iong-range 
problems & is particularly 
concerned vith plans relating 
t© autocatic action to prevent 
fartner oulidup of backlog. 
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DEPARTMENT OF THE NAVY 
BUREAU OF NAVAL PERSONNEL 


WASHINGTON 25.0.C 
IN REPLY REFER TO 


BUPERS 1533.48 
Pers-Clllha-mre 
12 December 1957 





BUPERS INSTRUCTION 1533.48 


From: Chief of Naval Personnel 
Tos Distribution List 


Subj: Security of Classified Matter; information concerning 


Ref: (a) OPNAV INST 5510.14, U. S. Navy Security Mamal for 
Classified Matter 


1. Purpose. The purpose of this instruction is to insure that training 
programs conducted by addressees stress the importarce of security; in- 
cluding the adverse effects of improper classification. 


2. Background. The responsibilities for handling classified informa- 
tion commences early in the life of a newly commissioned officer, es- 
pecially today when junior officers are called upon to assume duties 
normally assigned to higher ranks. These responsibilities contime 
throughout an officer's career in different positions. Among these is 
‘the initial responsibility of assigning classifications to correspon- 
dence and documents. The lack of experience and fear of reprisal for 
improper classification generally results in overclassification which 
not only compounds stowage and handling requirements involving excessive 
costs in manpower and money, but also detracts from the importance of 
classification in the minds of all personnel. 


3. Action. Addressees are requested to insure that training prograns 
under their cognizance include instruction regarding security of classi- 
fied matter and that instruction also cover overclassification as set 
forth in art. 0402 of reference (a) and as discussed in paragraph 2. 
above. It is envisioned that such instruction can be accomplished 
within the existing framework of course topics. The instruction should 
be repeated from time to time as appropriate. 


By direction 


DISTRIBUTION LIST: SNDL J9k, J60, J84, J56 (Newport, OCS) 
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NAVAL TRAINING BULLETIN 
February 1958 


OVERCLASSIFICATION IS A VIOLATION 


LCDR G. B. Temburello, Training Division, BuPers 


Recently VADM J. M. Hoskins, USN (Ret), was appointed Director of 
Declassification Policy for the Department of Defense and given the responsi- 
bility of declassifying the huge amounts of material held by the Armed Forces 
im an effort to reduce costs of stowage of such material and to make avail- 
able to scientists and historians information which is mo longer of military 
value. His task is tremendous - and yet the same problem will be faced 
continuously unless we learn now how to classify properly and retain that 
know-hov. 


Pirst, every one mist understand the requirements for each classifica- 
tion as established in the Security Manual. The axiom, “when in doubt, 
classify", is not a good one. Gronclanst#ication compounds stowage and 
accountability problems; it depreciates the importance of properly classi- 
fied matter; and it detracts from the importance of classification in the 
minds of all personnel. 


What are some steps to minimize improper classification of matter? 


a. Require personnel who initiate correspondence to reread the 
rules for proper classification. 


bd. Question critically the assigned classification originated 
by your office personnel. 


c. Question and challenge, if necessary, the classification of 
material received from other activities. 


Matter which is overclassified should be brought to the attention 
of the originator--just as is done whem classified matter is mot handled 
properly. This use of discrepancy reports cam create a consciousness of 
end proper attitude toward classification. The Security Mamual, article 
0408, states the proper procedures for reclassifying matter. 
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SECURITY CLASSIFICATION GUIDE 


Use the lowest classification consistent with the 
proper safeguarding of the information. Before you 
classify, ask yourself - if this information were in 
unauthorized hands: 


-- could it result in exceptionally grave damage to 
the Nation? Then it is TOP SECRET. 


-- could it result in serious damage to the Nation? 
Then it is SECRET. 


-- could it be prejudicial to the defense interests of 
the Nation? Then it is CONFIDENTIAL. 
(See inside for definitions of the three categories) 


SECURITY CLASSIFICATION GUIDE 


Classified information-does not have to remain clas- 
sified. Periodically - review the material you have 
classified with a view toward downgrading or de- 
classifying it, if appropriate. 


Use "automatic downgrading" 
markings, whenever possible. 


OVERCLASSIFICATION - 
hampers’ freedom of information, 
weakens’ the classification structure, 
overburdens'_ storage facilities, 
delays handling of documents. 
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CLASSIFICATION CATEGORIES 


Information which requires protection in the interests 
of national defense is limited to three categories of 
classification: 


TOP SECRET - 


Information or material, the defense aspect 
of which is paramount, and the unauthor- 
ized disclosure of which could result in 
exceptionally grave damage to the Nation 
such as leading to a definite break in dip- 
lomatic relations affecting the defense of 
the U. S., an armed attack against the U. S. 
or its allies, a war, or the compromise of 
military or defense plans, or intelligence 
operations, or scientific or technological 
developments vital to the national defense. 


SECRET - 


Defense information or material the un- 
authorized disclosure of which could result 
in serious damage to the Nation, such as by 
jeopardizing the international relations of the 
U. S., endangering the effectiveness of a 
program or policy of vital importance to the 
national defense, or compromising important 
military or defense plans, scientific or 
technological developments important to 
national defense, or information revealing 
important intelligence operations. 


CONFIDENTIAL - 


Defense information or material the un- 
authorized disclosure of which could be 
prejudicial to the defense interests of the 
Nation. 
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NOTICE 


REQUEST THIS FILE BE REVIEWED 
FOR POSSIBLE REGRADING OF 


THOSE DOCUMENTS WHICH WERE 
ORIGINATED BY PERSONNEL OF 
YOUR DIVISION/ OFFICE 





NOTE: If regrading action is consider- 
ed appropriate, it is requested that action 
be taken in accordance with para. 94, 
AR 380-5, and recipients of the origi- 
nal document notified in accordance with 
para. 93, AR 380-5. It is furthur request- 
ed that notification of action taken be 
furnished Administrative Division, Mail 
and Records Branch on attached IRS. For 
additional information contact Ext. 7IO68. 
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HEADQUARTERS U, S. MARINE CORFS 
WASHINGTON 
ADMINISTRATIVE DIVISION 


HQO 5511, 7 
ABQ-glt 
1 Nov 1957 


HEADQUARTERS ORDER 5511. 7 


Subj: Declassification or regrading classified material originated within 
Headquarters U. S, Marine Corps during the year 1955 


Ref: (a) Para 0411 OPNAV INSTN 5510. 1A (U. S. Navy Security Manual 
for Classified Matter) 
(b) HQO 6611. 4 of § Jul 1057 


l. Purpose. In order for this Headquarters to comply with the provisions 
of reference (a) in that classified matter will be reviewed for declassifica- 
tion or regrading prior to being forwarded to the Records Retirement Cen- 
ter and to further the declassification and regrading program established 
by reference (b). 


2. Action, Heads of Divisions and Departments will direct, on the day(s) 
indicated below, one or more qualified representatives, authorized to 
review and mark for declassification or regrading, the 1955 documents 
issued by their respective agency, presently held in the Classified Files 
Section (Room 2109). 


Fiscal 4 Nov G-3 18, 19, 20 Nov 
Inspection 5 Nov G-4 4,5,6 Dec 
Reserve 7 Nov Aviation 21, 22 Nov 
Discipline 8 Nov Supply 15 Nov 

G-l 12 Nov Personnel 25, 26 Nov 
G-2 14 Nov Administrative 2 Dec 


The Head, Secret and Confidential Files Section will issue necessary in- 
structions to the Division or Department representative or representatives 
at the time of arrival as to procedures required in this process and will 
render assistance in any way mecessary. 


3. Information. This order in no way modifies or alters the provisions of 


reference (b). 


4, Cancellation. The provisions of this order are cancelled when all 1955 
classitied material has been reviewed and for record purposes on 1 Febru- 


ary 1958. y 
By direction of the Commandant. b/. Kk « 
a / 


W. K. ENRIG 
Colonel, U. S. eae. ‘orps 
Director, idedulenmatinn Division 








INVESTIGATION OF NATIONAL DEFENSE 283 


CHANGE IN U. S. MARINE CORPS SECURITY MANUAL 


s 0404 PROCEDURES FOR RECLASSIFICA- 
TION AND DECLASSIFICATION 


{. A program for reclassification or de- 
classification of classified material origi- 
nated within Headcuarters, U. S. Marine 
Corps will be administered by the Head, 
Secret and Confidential Files Section on a 
continuing basis. 


a. Top Secret documents which are to 
be considered for reclassification or de- 
classification will be transmitted to the 
Classified Material Control Officer of the 
cognizant Department, Division or Separate 
Office in groups of ten or less under cover 
letter. A new buck tag will be attached to 
each document and a rubber stamp indicating 
action to be taken will be stamped thereon. 
The officer assigned by the Department, 
Division or Separate Office to process the 
classified material and recommend the re- 
classification or declassification action to 
be taken will check the appropriate space 
and sign. Documents will then be returned 
to the Head, Secret and Confidential Files 
Section as a complete package with cover 
letter attached and first endorsement exe- 
cuted. The cognizant Department, Division 
or Separate Office processing classified 
material for reclassification or declassi- 
fication which must be coordinated with 
other Departments, Divisions or Separate 
Offices will route the classified material via 
the Secret and Confidential Files Section. 
Such routing is to be indicated on the buck 
tag with code symbols to insure return to 
the cognizant Department, Division or Sep- 
arate Office. When material has been proc- 
essed and returned to the Head, Secret and 
Confidential Files Section, he will take the 
necessary action to reclassify or declassify 
the classified material so recommended for 
such action and will notify holders of that 
material. After processing and reclassifying 
or declassifying action has been taken, the 
documents will be routed, by endorsement 
on the cover letter, to the Assistant Chief 
of Staff, G-3 (Historical). 


b. Instructions for the review of Secret 
and Confidential documents, originated within 
Headquarters Marine Corps, for possible 
downgrading or declassification, will be pub- 
lished in Headquarters Marine Corps direc- 
tives. 
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SUBJECT 


Ref: (a) 


(b) 





INVESTIGATION OF NATIONAL DEFENSE 


March 22, 1957 
NUMBER 5105.12 


Department of Defense Directive 


Functions of the Office of Declassification Policy 


Department of Defense Directive 5200.1, dated 

19 November 1953, subject: "Safeguarding Official 
Information in the Interests of the Defense of the 
United States''. 


DOD Directive 5122.2, "Functions of the Security 
Review Branch. ' 


I. PURPOSE 


A. 


To establish the Office of Director of Declassification 
Policy. 


To further implement the provisions of Section 4 of Execu- 
tive Order 10501 dated 5 November 1953, which was pro- 
mulgated to the Department of Defense through reference 
(a), in order to: 


1. Eliminate duplication of effort to the maximum extent 
practicable and to promote efficiency and economy in 
the area of downgrading and declassification of classi- 
fied material: 


2. Provide for the coordinated development within the 
Department of Defense of plans, policies and programs 
for all aspects of downgrading and declassification of 
classified material; 


3. Assure compliance with policies and programs in the 
area of downgrading and declassification of classified 
material which have been, or may be, developed and 
promulgated; 
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4. Provide the constituent departments and agencies 
of the Department of Defense with a central source 
of policy guidance, advice and assistance on down- 
grading and declassification matters in general. 


ll. BACKGROUND 


A. Section 4 of Executive Order 10501 states in part: Heads 
of Departments or agencies originating classified material 
shall designate persons to be responsible for cortinuing 
review of such classified material for the purpose of de- 
classifying or downgrading it whenever national defense 
considerations permit, and for receiving requests for 
such review from all sources. Formal procedures shall 
be established to provide specific means for prompt re- 
view of classified material and its declassification or 
downgrading in order to preserve the effectiveness and 
integrity of the classification system and to eliminate 
accumulation of classified material which no longer re- 
quires protection in the defense interest....'"' 


B. Recent examination of the implementation of Section 4 of 
Executive Order 10501 within the Department of Defense 
indicates the need for greater emphasis on carrying out 
the policies set forth in that Section. In the course of 
this examination it has been noted that: 


1. The backlog of classified information created during 
and since World War II has not been substantially 
diminished, and classified material of pre-World War I 
origin still exists in the retired files of the Department. 


2. The provisions of Section 4a of the Executive Order 
which require, when possible, that a date for automatic 
declassification be set at the time of classification have 
not been as widely used as intended. 


3. The effort involved in reviewing, coordinating, and 
declassifying documents, and notifying the original 
recipients is at present a most complicated one, which 
places heavy burdens on the time of scientific, pro- 
fessional, and other critically needed personnel, and 
requires a formidable amount of administrative detail, 
labor and expense. 


23511 O—58s—_—19 
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C. The existence of the conditions noted above can 
hamper the achievement of the true purpose and 
intent of the security classification system on the 
one hand, and on the other can impede information 
from being made available to the public. 


ESTABLISHMENT OF OFFICE OF DEC LASSIFICATION 
POLICY 


To insure the fullest implementation of Section 4 of Executive 
Order 10501, the Office of Declassification Policy is estab- 
lished in the Office of the Assistant Secretary of Defense 
(Public Affairs). The Director of Declassification Policy, 
hereinafter referred to as the Director, shall be responsible 
under the direction of the Assistant Secretary of Defense 
(Public Affairs) for originating, directing, and monitoring 

an active declassification program within the Department of 
Defense in cooperation with its constituent departments and 
agencies. 


TERMS OF REFERENCE 


A. Responsibilities. The Director shall be responsible 
under the direction of the Assistant Secretary of 
Defense (Public Affairs) for the following: 


1. Formulation, interpretation, and dissemination of 
policy with regard to uniform standards and procedures 
for downgrading and declassifying classified material. 


2. Promulgating and monitoring the implementation of 
an active downgrading and declassification program 
applicable to all constituent departments and agencies 
of the Department of Defense, pursuant to the provi- 
sions of Section 4 of Executive Order 10501. 


3. Arbitrating issues as to the downgrading and declassifi- 
cation program on which the constituent departments 
or agencies of the Department of Defense are not in 
agreement. 


4. Developing and interpreting policies involving the down- 
grading or declassification of classified material which 
may be of joint concern to the Department of Defense, and 


a. Other departments or agencies of the Executive 
Branch; 
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b. The Congress, including its Committees, 
individual Members, and staff representatives; 


c. Foreign Governments with which the Department 
of Defense, pursuant to established policy, has 
exchanged classified defense information; 


d. International Collective Defense Organizations 
with which the Department of Defense, pursuant to 
collective security agreements, has exchanged 
classified defense information; 


e. Industrial firms and organizations and educational 
institutions concerned with the execution of defense 
contracts which involve access to and generation of 
classified materiil. 


Reports. The Director shall report at semi-annual inter- 


vals to the Assistant Secretary of Defense (Public Affairs) 
as to the status, progress, efficiency, and effectiveness 
of the program established pursuant to this Directive. To 
this end, he shall obtain such reports from any depart- 
ment, agency or activity of the Department of Defense as 
he may require. 


IMPLEMENTATION 


In order that the purposes of this Directive achieve 
maximum implementation it is necessary that all Depart- 
ments, agencies, and activities of the Department of 
Defense render full cooperation and assistance to the 
Director as may be necessary. 


Nothing in this Directive shall be construed as modifying 
the authority and responsibility of the Office of Security 
Review with respect to the review for military security 
of material for public release, pursuant to reference (b). 


EFFECTIVE DATE 


This Directive is effective immediately. 


Secretary of Defense 
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NUMBER 5122, 2 


ASD(PA) 


Department of Defense Directive 


Responsibilities of the Office of Assistant Secretary of 
Defense (Public Affairs) - Functions of the Office 
of Security Review 


References: (a) DoD Directive 5200.1, "Safeguarding Official 


Information in the Intereste of the Defense 
of the United States" 

(b) DoD Directive 5122.2, "Functions of the Securit 
Review Branch", July 27, 1951 (cancelled herein 

(c) ASD(L&PA) memorandum, "Coordination of Informational 
Material for Public Release", May 31, 1955 (cancelled 
herein) 

(ad) DoD Directive C-5230.3 

(e) DoD Directive C-5230.1 

(f) DoD Directive S-5,00.1 

(g) DoD Directive 5230.9, "Clearance of DoD Public 
Information" 

(h) DoD Directive 5230.12, "Release to the Public of 
Information on Guided Missiles, Military Aircraft, 
Associated Powerplants, Components and/or Accessories" 

(1) DoD Directive 515.2, "Unathorized Disclosure of 
Classified Defense Information" , 

(4) DoD Directive 500.4, "Provision of Information to 
the Congress" 

(k) DoD Directive 5230.2, “Activation, Training and 
Movement of Units® 

(1) DoD Directive 5230.3, "Information Releases by 
Manufacturers" 

(m) DoD Directive 5230.h, “Release of Information on 
Atomic Energy, Guided Missiles and New Weapons’ 

(n) DoD Directive 5230.5, "Information Releases by 
Colleges and Universities Holding Defense Contracts" 

(0) DoD Directive 5230.10, "Phased Release Program for 
Aircraft Gas Turbine Engines for Commercial Operation" 

(p) DoD Directive 5105.12, "Functions of the Office of 
Declassification Policy" 

(q) DoD Directive S-5,00.2 
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Ie PURPOSE 


To set forth the responsibilities and functions of the Office of Security 
Review, Office of the Assistant Secretary of Defense(Public Affairs). 


Iz. CANCSLLATION 
References (b) and (c) are cancelled, 
III. RESPONSIBILITIES AND FUNCTIONS 


A. The Office of Security Review of the Office of the Assistant 
Secretary of Defense(PA) is the sole agency within the Department 
of Defense responsible for the security clearance of information 
and material, from Department of Defense or outside sources in- 
tended for dissemination through any media of public information, 
from the standpoint of whether or not publication would be inimical 
to the interests of national defense under the provisions of 
Executive Order 10501 (See reference (a)). 


Be The Office of Security Review shall be responsible for the follow- 
ing functions: 


le Recommend the issuance of appropriate guidances governing 
the security clearance for release of information by all 
agencies of the Devartment of Defense. 


Nm 


« Review for security under the provisions of Executive Order 
10501, all material submitted in accordance with existing 
regulations of the Department of Defense by its components, 
and all material submitted for such purpose by sources outside 
the Department of Defense. 


3. Review material originated within the Department of Defense for 
official public release, or similar material submitted for 
review by other Executive agencies of the Government, for 
conflict with established policies or programs of the Department 
of Defense or of the national Government. 


le With respect to the foregoing reviews, coordinate, as 
appropriate, with the military departments and staff agencies 
of OSD, and act as the general clearance agency for the 
Departnent of Defense with other agencies of the Government, 
including coordinating with State Department, the Atomic 
Energy Commission, and the White House, as necessary, in 
accordance with directives from the Secretary of Defense, 
including references (d), (e) and (f), both as to material 
originating within the Department and that submitted from 
outside sources for security review. 
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When review determines that release or publication ot 
particular information would be objectionable from the 
standpoint of securing national defense, advice of such 
determination to the person who made the recuest or sub- 
mitted the material for review, should include a brief 
explanation of the basic reasons for such determination to 
the extent permitted by security considerations. Where fu)l 
disclosure of the reasons underlying such determination 
cannot be made without such disclosvre itself violeting 
security, the »erson concerned should be advised to that 
effect. 


Review for security Congressional testimony submitted in 
accordance with Department of Defense directives. 


Maintain liaison with components of the Denertment of Defense 
and other appropriate Federal agencies on security matters 
perteining to public information and, when apprropriate, 
coordinate’ with such components and agencies items of security 
review business of primary concern to them. 


Review, to the extent precticable, material published in the 
press, magazines, etc., for possible treaches of security 
and otherwise evaluate the effectiveness of the Security 
Review Program. 


When appropriate, call to the attention of vroper authority 
apperent violetions of security coming to the attention of 
the Office of Security Review. 


10. Upon the imposition of netional censorship: 


(a) Coordinate with Office of National Censorship in the 
development of a press censorship code, 


(b) Advise the Office of National Censorship as to the 
military security implications of specific items for 
publication, 


(c) Monitor the Denartment of Defense press releases in 
accordance with the national press censorship code, 


IMPLEMENTATION 


Copies of all implementing or revised reguleticas or instructions 
shall be furnished to the Assistent Secretary of Defense(Public Affairs). 


EFFECTIVE DATE 


This directive is effective immediately. 


QW ihe 


Secretary of Defense 
D 9776 
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NUMBER = 5§122,3 


pare 17 February 195) 


Department of Defense Instruction 


SUBJECT Function of Pictorial Branch and Cooperation Policies 


References: (a) Secretary of Defense Memorandum dated 17 March 
1949, no subject but referring to operation on 
@ consolidated basis of certain public informa- 
tion activities 


Enclosure: (1) Appendix - Policy for Extending Cooperation of 
the Department of Defense on Commercial Produc- 
tion of Motion Pictures, Including those for 
Television 


I, PURPOSE 


The purpose of this instruction is to establish policies and 
procedures to govern cooperation with the pictorial media and the 
production and the release of still photographs and motion pictures 
to the public. 


II, APPLICABILITY 


This instruction is applicable to the Office of Public Informa 
tion, Office of the Assistant Secretary of Defense (Legislative & Public 
Affairs) and to the military departments. Hereinafter when Department 
of Defense is mentioned, the term will be all inclusive in incorporating 
the military departments. 


III, POLICY 


A. The following shall be general policies of the Department of 
Defense concerning the cooperation with the pictorial media and the 
production and the release of still photographs and motion pictures to 
the public: 


1. The Pictorial Branch, Office of Public Information, 
Office of the Assistant Secretary of Defense (Legislative & 
Public Affairs) has responsibility for initiation, formation, 
direction, implementation and operation of pictorial informa- 
tion policies and programs for the Department of Defense, 
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2. The Pictorial Branch, OPI is the sole releasing author— 
ity for the Department of Defense for pictorial material of 
national interest, 


3. No date or time for any pictorial release will be 
established without approval of the Pictorial Branch, OPI. 


he. Wo cooperation will be extended to the pictorial media 
without approval of Pictorial Branch, OPI. 


5- No production of a motion picture designed for public 
release will be initiated without approval of Pictorial Branch, 
OPI, 


6. The Pictorial Branch, OPI plans, produces and monitors 
still and motion picture material in the following categories: 


a@ Still photographs 
b. Newsreel and television films 
ce Motion picture productions 


B. It is recognised that in certain circumstances, exceptions to 
paragraphs 2 and 4 above are desirable to properly service the media. 
The military departments are authorised to extend cooperation and make 
still photographic releases as follows: 


1. Photographic subjects of a purely local nature 


2. Spot news subjects (any event or incident that takes 
place without any prior planning or knowledge) 
TV. ACTION REQUIRED 


It is desired that copies of military departmental regulations 
implementing the above policies be forwarded to the Office of the 
Assistant Secretary of Defense (Legislative & Public Affairs). This 
supersedes Consolidated Memorandum No. 5 dated 2 May 1949. 


V.  REFECTIVE DATE 
This instruction is effective immediately. 


Ava than 


Fred A. Seaton 
Assistant Secretary of Defense 
(Legislative and Public Affairs) 


Enclosure (1) 
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APPENDIX 


POLICY FOR EXTENDING COOPERATION OF THE DEPARTMENT OF 


DEFENSE ON COMMERCIAL PRODUCTION OF MOTION PICTURES, 
INCLUDING THOSE FOR TELEVISION 


NEED FOR POLICY: To achieve uniformity of policy and to enable 

the producers of motion pictures to know the qualifications and 
limitations for obtaining the cooperation of the Department of 
Defense on the commercial production of motion pictures of full 
length features or short subjects, whether designed for theatrical, 
non-profit, educational, institutional, promotional or television 
release, 


AUTHORITY: The Pictorial Branch, Office of Public Information, 
Office of the Assistant Secretary of Defense (Legislative & Public 
Affairs) is the sole authority for the approval of cooperation on 
the part of the components of the Department of Defense. Com 
ponents of the Department of Defense will not be committed by 

OPI to cooperation on any project without proper concurrences 

and coordination. Conversely, the components of the Department 
of Defense will not make any commitments or express any opinions 
until proper concurrences and coordination with OPI. 


STIPULATIONS FOR EXTENDING COOPERATION: Motion pictures are 
considered an excellent media for sustaining public understanding 


of the Department of Defense, Official cooperation will be con- 
sidered when: 


a. The motion picture company or individual owns, optioned or 
otherwise has legal authority to discuss the property concerned. 
Official Department of Defense opinions will not be given on any 
story property to a company or individual who is not able to show 
authorization from the author for such a presentation. 


be The motion picture company or individual has a recognized 
distribution channel, In the case of television film productions, 
the company or individual has a recognized distribution channel or 
can satisfactorily indicate financial capability to produce the 
film and in the opinion of the Pictorial Branch, OPI does not 
intend to merely commercialize on Department of Defense opinions 
and/or commitments without undertaking the production of the 
motion picture involved. 


ce It is believed the finished film: 


1) Benefits the Department of Defense and is in the best 
interest of. national defense and the public good. 








| 
| 
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2) Adheres to the general policy of the Department of 
Defense regarding operations, morale and discipline 
of its components and complies with standards of dig- 
nity and propriety. 


3) Portrays accurately and authentically military opera~ 
tions, historical incidents, persons or places, 
depicting a true interpretation of military life and/or 
has educational and public relations values from a 
Department of Defense viewpoint. 


d, The production of the picture is deemed impracticable without 
Department of Defense cooperation and will include only such assis- 
tance which is impossible to obtain from commercial sources without 
prohibitive expenditures of money to the producers, 


e. Cooperation will be at no additional cost to the Government. 


f. There will not be any loss of opportunity for employment of 
civilians nor competition with civilian enterprise on the part of 
the Department of Defense, 


g. The picture does not involve the use of Department of Defense 
personnel or materiel to depict personnel or action of other 
nations except in extraordinary circumstances, 


h, Military personnel will not perform services in excess of the 
requirements of ordinary duty except on a voluntary basis. 


i. Cooperation will not interfere with the Department of Defense 
programs nor disrupt training or operations, 


j. All legal clearances and rights involved or necessary will be 
obtained by the producing company or individual producer, 


k. All damages, losses and personnel liability will be the res- 
ponsibility of the producing company or individual producer, 


1. The producing company or individual producer agrees to incor- 
porate in the film titles, courtesy credits to the Department of 
Defense and/or its components when such acknowledgment is deemed 
desirable by the Pictorial Branch, OPI. The determination will 
be made only with the concurrence of the components concerned, 


m, The producing company or individual agrees to utilize the 
motion picture footage shot with Department of Defense coopera- 
tion and/or the official service footage released for a specific 
project only in that project unless express permission is obtained 
from the Pictorial Branch, OPI. 
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n. The producing company or individual agrees to submit to the 
Pictorial Branch, OPI, print of the completed or rough edited 
version of the motion picture involved for review prior to 
multiple printing and public release unless otherwise deter- 
mined, The Pictorial Branch, OPI, is the sole authority for 
expressing the Department of Defense opinion, 


©. The producing company or individual agrees to make changes 
necessary to correct scenes which violate policy or contain 
information detrimental to the best interest of the Department 
of Defense and that these portions of the completed picture 
will not be exhibited, 


p. The producing company or individual agrees that the Depart- 
ment of Defense can acquire prints of the completed motion picture 
involved at no cost to the Government if feasible or at a cost 

not to exceed processing and printing when it has been determined 
that the picture is of value to the Information and Education 
and/or training programs of the Department of Defense, Such 
prints will be exhibited only within the Services to Department 

of Defense personnel at such stipulated official screenings and 
under no circumstances whatsoever that can be construed as 
competitive with commercial exhibition, 


CATEGORIES OF COOPERATION: 


@. Full Cooperation: This category includes assistance in the 
preparation and/or revision of a script pertaining to Department 


of Defense aspects; loan of materiel in any considerable amount; 
use of personnel; clearances for visits and photography at in- 
stallations or occupied areas; use of unedited, unclassified 
official motion picture footage; assignment of technical advisors 
and similar aid, Full cooperation will be extended only when the 
completed picture will serve the Department of Defense an informa- 
tional and/or recruiting purpose, 


b. Limited Cooperation: This category includes suggestions on 
script revisions pertaining to the Department of Defense aspects; 
utilisation of moderate amounts of official unedited, unclassified 
motion picture footage and a minimum amount of physical coopera- 
tion, Limited cooperation will be extended when the completed 
picture necessarily does not serve an informational or recruiting 
purpose but otherwise is considered in the best interests of the 
Department of Defense and the public good, 


PROCEDURE FOR OBTAINING COOPERATION: A statement be submitted to 
the Pictorial Branch, OPI, of intent to produce and distribute for 
public consumption, a feature or short subject motion picture 
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6. 


based on some specific activity of the Department of Defense 
including the idea, background, tentative title, anticipated 
production date, distribution plan, anticipated requirements 
for cooperation and a story outline, treatment or script, if 
available. Other information as may be required, in accord- 
ance with paragraph 3, should be included, 


ASSIGNMENT OF PRIORITIES: 


a. Authority: The Pictorial Branch, OPI is the sole authority 
for the assignment of priorities for Department of Defense 
cooperation with a motion picture company and/or individual 
for the production of a fila, 


b. Issuance: A priority will be given in writing upon receipt 
and acceptance of the information contained in paragraph 5 above. 
The Department of Defense will keep such information in confidence 
until the company or individual has made a public release pertain- 
ing to the project. 


Ce Time and Scope: A priority will be given in a specific field 
or subject for a reasonable period of time. Requests for coopera- 
tion on projects with similar or conflicting ideas and backgrounds 
will not be considered until the holder of the first priority has 
done one of the following: 


1) Completed a script, requested and obtained cooperation 
and completed its picture either distributing the film 
or having it ready for distribution. The latter denotes 
completion of printing requirements, 


2) Notified the Pictorial Branch, OPI that work on the 
project has been permanently or temporarily dropped. 


3) Failed to submit story outline, treatment or script to 
the Pictorial Branch, OPI within a reasonable length 
of time (for practical purposes considered to be 
three months), thus indicating that the project is an 
inactive one. Applications of all others who indicated 
interest in this specific field or subject will be con- 
sidered for cooperation according to the dates of 
original statement. 


4) Cancelled distribution arrangements contained in orig- 
inal statement of intent. If the distribution factor 
remains undecided for a period exceeding thirty (30) 
days, the Pictorial Branch, OPI may cancel the priority. 





7. 
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d. lanation: It is understood that no similarity will be 
considered to exist in broad fields such as aircraft carrier 
operations, air action or infantry action, A similarity will 
be considered to exist when the subject is focused -on carrier 
action in Korean waters or carrier action in the Pacific during 
WW II; aviation cadet training or bomber or fighter action in 
Korea; infantry patrol action or infantry action in the Battle 
of the Bulge, etc, 


e. Relation Between Theatrical and Television Film Categories: 
Priorities given in one category will not be binding in the other 
category. Each project having a bearing on one in the other 
category will be considered individually by the Pictorial Branch, 
OPI, and a decision rendered in cooperation with the component of 
the Department of Defense concerned, based on an analysis of the 
detrimental aspects of each project on the other. 


ACTUAL COOPERATION: 


a. Preliminary: Prior to the submittal of a script, assistance 
may be rendered in story research, including release of unclassi- 
fied material, visits to installations (at no cost to the Govern- 
ment), arranging of interviews, logistical planning, and based 
on adequate assurances of an acceptable script, release of 
unclassified, unedited footage and in certain cases, authoriza- 
tion for background location photography. 


b. Submittal of Script: Four (4) copies of the completed script 
will be submitted to the Pictorial Branch, OPI, along with the 
specific requirements for physical cooperation and an anticipated 
production schedule, The Pictorial Branch, OPI, is the sole 
authority for approving scripts, determination to be made in 
cooperation with the component of the Department of Defense 
concerned, 


ce, Production Cooperation: Upon approval of the script, the 
component of the Department of Defense concerned will endeavor 
to arrange for the desired assistance within the stipulations 


of this policy. 
aw G. Fe 


Fred A. Seaton 
Assistant Secretary of Defense 
(Legislative and Public Affairs) 
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August 17, 1957 
NUMBER 5122.5 


ASD( PA) 


Department of Defense Directive 


SUBJECT Responsibilities of the Assistant Secretary of Defense 
(Public Affairs) 


Refs.; (a) DoD Directive 5122.5, "Responsibilities of the Assistant 
Secretary of Defense (Legislative and Public Affairs)" 
July 30, 1954 (cancelled herein) 
(b) DoD Directive 5105.12, "Functions of the Office of 
Declassification Policy" 


I. PURPOSE 


To state the responsibilities of the Assistant Secretary of 
Defense (Public Affairs), in the light of the recent re- 
organization within the Department separating responsibility 
for Public Affairs activities from that for Legislative 
activities. 


II. CANCELLATION 
Reference (a) is hereby cancelled. 


III. IC FUNCTIONS 


The basic functions of the Office of Public Affairs are to 
assist the Department of Defense in fulfilling its obligation 
to keep the public informed as to its activities to the 
maximm extent consistent with national security; to assure 
prompt and accurate response to inquiries concerning such 
activities; to facilitate public understanding of the aims, 
activities and needs of the Defense Department; and to 
provide liaison and cooperation with information media 
representatives and national and civic organizations with 
respect to matters pertaining to the Defense Department. 


IV. RESPONSIBILITIES 
To carry out the foregoing functions, the Assistant Secretary 


of Defense for Public Affairs, in addition to such responsi- 
bilities as may hereafter be assigned, shall: 
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Act as the principal advisor to the Secretary of 
Defense, his Deputy, the Assistant Secretaries of 
Defense, the Secretaries of the military departments 
and their staffs on public information and public 
relations aspects of Department of Defense policies, 
plans and programs, 


Establish and assure the implementation of all Public 
Affairs policies and procedures of the Department of 
Defense, and assure the integration of all Department 
of Defense Public Affairs plans, programs and related 
activities. 


Provide for the review from a security standpoint under 
the provisions of Executive Order 10501, of all 

material originated within the Department of Defense, 
including testimony before Congressional Committees, or 
by its contractors for public release or for publication 
by departmental personnel as individuals, and of material 
submitted by sources outside the Department for such 
review. 


Provide for the review of official speeches, press releases, 
and other information originated within the Department of 
Defense for public release, or similar material submitted 
for review by other Executive agencies of the Government, 
for conflict with established policies or programs of the 
Department of Defense or of the national Government, 


Supervise the implementation of the overall Department 
of Defense Declassification Program established under 
Reference (b). 


Act as the sole agency at the seat of Government for all 
elements of the Department of Defense, for the release 
of official information for publication through any form 
of information media. 


Maintain liaison with and assist all information media 
with respect to matters relating to the activities of 
the Department of Defense. 


Establish the criteria for, and be the approving authority 
for all credentials and permits required by United States 
news gathering media representatives traveling in or outside 
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the United States in connection with coverage of 
official Department of Defense activities. 


Maintain liaison with and assist national and civic 
organizations with matters relating to the activities 
of the Department of Defense. 


Establish policies for and monitor military partici- 
pation in public exhibitions, demonstrations and 
ceremonies, whether local, national or international. 


Provide for the receipt and evaluation of requests for 
speakers received by all agencies of the Departme.'t of 
Defense, and when appropriate, assist in arranging for 
the participation of qualified personnel. 


Provide assistance, upon request, to personnel of the 
Department in connection with the preparation of 
informational material, etc. 


Represent the Department of Defense with respect to 
formulation or implementation of Government-wide plans, 
policies and programs concerning public information and 
public relations activities, including mobilization 


planning. 


Provide appropriate guidance and assistance to all 
elements of the Department to assure fulfillment of the 
Department's affirmative obligation to keep the public 
adequately informed as to its activities. 


COORDINATION 


A. 


B. 


The Office of the Assistant Secretary of Defense (Public 
Affairs shall be the sole agency of the Department of Defense 
for coordination of all matters covered by the fore- 

going with other departments and agencies of the 

Government, as appropriate. 


In carrying out his responsibilities, the Assistant 
Secretary of Defense for Public Affairs, as appropriate, 
shall consult and obtain the views of the Secretaries of 
the military departments, other Assistant Secretaries of 
Defense and the General Counsel, DoD on matters connected 
with their responsibilities. 


A Public Affairs Coocdinating Council is hereby 
established. It shall consist of the Deputy Assistant 
Secretary of Defense for Public Affairs as Chairman, and, 


VIII. 
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unless otherwise designated by the Secretaries of 

the military departments, the Chiefs of Information 
of the Army, Navy, Air Force, and Marine Corps. This 
Council shall be an advisory group to the Assistant 
Secretary of Defense (Public Affairs) and to the 
Secretaries of the military departments. It shall 
meet at the call of the Chairman, who shall, also, 
When requested to do so by the Secretary of a military 
department, call a meeting of the Council whenever 
practicable. 


REPORTS 

The Assistant Secretary of Defense (Public Affairs) is 
hereby delegated the authority to obtain such reports and 
information from the military departments as are necessary 
to carry out his responsibilities. Such information and 
reports shall be obtained through request to the Secretaries 
of the military departments or their designees. 

USE OF FACILITIES OF MILITARY DEPARTMENTS 

In the performance of the functions of the Assistant 
Secretary of Defense (Public Affairs) as defined in this 
directive, the appropriate facilities of the military 
departments will be used to every practicable extent. 
EFFECTIVE DATE 


This directive is effective immediately. 


CEVA OW 


Secretary of Defense 


23511 O—58———20 
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SUBJECT 


Ref: 


ae 


(a) 


(b) 


(c) 
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March 22, 1957 
NUMBER 5145.2 


Department of Defense Directive 


Unauthorized Disclosure of Classified Defense 
Information 


Secretary of Defense Memorandum, relating to 


Security Violations in the Department of Defense, 
dated 26 March 1953. 


Secretary of Defense Confidential Memorandum, 
relating to Disclosures of Classified Security Infor- 
mation to the Press, dated 17 March 1952. 


Department of Defense Directive 5122.2, dated 
July 27, 1951, subject: Functions of the Security 
Review Branch. 


PURPOSE 


To improve security enforcement by defining responsibility 
for prompt investigation of unauthorized disclosures of 
classified defense information, and by insuring prompt 
corrective action including appropriate discipline of person- 
nel responsible for such disclosures. 


CANCELLATION 


References (a) and (b) are cancelled. 


DELEGATION 


The General Counsel of the Department of Defense, herein- 
after referred to as the ''General Counsel", is designated as 
the representative of the Secretary of Defense (1) to follow 
on behalf of the Secretary of Defense the investigation of 


certain unauthorized disclosures of classified defense informa-~ 


tion which are the sole responsibility of the military depart- 
ments, and (2) to insure prompt and vigorous investigation of 
unauthorized disclosures of such information in other defense 
activities. 
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IV. INVESTIGATIONS 


A. 


Investigation of Defense Activities Not Within the 


Command or Jurisdiction of Any of the Military 
Departments 


1. The General Counsel shall have primary responsi- 
bility for initiating and directing the investigation 
of any unauthorized disclosures of classified defense 
information in any activity of the Defense Department 
which is not within the command or jurisdiction of 
any of the military departments except as indicated 
in subparagraph 4 below. 


2. In the performance of these duties the General Counsel 
may: 


a. conduct an investigation by any appropriate method, 
consistent with procedures set forth in this Directive; 


b. interrogate any civilian or military personnel of 
the Department of Defense and examine any pertinent 
documents in any Defense activity not within the 
command or jurisdiction of any of the military de- 
partments. 


3. In the performance of these duties the General Counsel 
shall advise the director or chief of the cognizant 
Defense office or activity with regard to the personnel 
to be questioned and the documents to be examined in 
the course of the investigation. 


4. a. Investigation of unauthorized disclosures of classified 
defense information in any unified or specified com- 
mand shall be the responsibility of the executive 
agent for such command. The General Counsel shall 
notify the Chairman of the Joint Chiefs of Staff of any 
request made regarding such commands and shall 
otherwise be governed by the provisions of this 
Directive relating to the Secretary of the Army, Navy, 
and the Air Force in his dealings with such commands. 


b. Any investigation by the General Counsel of unauth- 
orized disclosures of classified defense information 
within the organization of the Joint Chiefs of Staff 
shall be conducted only with the concurrence of the 
Chairman, Joint Chiefs of Staff, who is responsible 
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for insuring the prompt initiation of investigations 
of unauthorized disclosures of classified informa- 
tion within that organization. 


B. Investigations of Defense Activities Within the Command 
or Jurisdiction of One of the Military Departments 


1. 


The Secretary of each military department is responsible 
for insuring the prompt initiation of investigations of 
unauthorized disclosures of classified defense informa- 
tion within his department. 


The General Counsel shall have the authority with 
respect to the investigation of unauthorized disclosures 
of classified defense information in any defense activity 
under the command or jurisdiction of any one of the 
three military departments to: 


a. request the prompt initiation of an investigation by 
the Secretary of the military department concerned, 


b. request information of the Secretaries of the military 
departments with respect to the progress and results 
of any such investigation initiated pursuant to this 
directive or otherwise. 


When such action would in his opinion assist such an 
investigation, the General Counsel after consultation 
with the Secretary of the military department concerned, 
may request him to convene a court of inquiry. In ex- 
ceptional circumstances the General Counsel may request 
that the court of inquiry be composed of representatives 
of more than one military department. In any such case 
the General Counsel shall request the Secretaries of 

the military departments from which such personnel 
would be drawn to furnish the personnel necessary to 
such a court of inquiry. 


C. Investigations of Defense Activities Not Provided for by 
IV.A or IV.B above 


RE; 


When any investigation initiated by one of the military 
departments pursuant to IV. B above requires the 
interrogation of personnel or examination of records 
under the command or jurisdictim of another military 
department or of a defense activity not within the 
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jurisdiction of any military department, the 
Secretary of the military department conducting 
the investigation shall notify the Secretary of 

the military department concerned or the General 
Counsel, as appropriate, so that arrangements 
can be made for such investigation as may be 
required, 


2. When any investigation initiated by the General 
Counsel, pursuant to IV.A above requires the 
interrogation of personnel or examination of 
records in activities under the command or juris- 
diction of one of the military departments: 


a. the General Counsel may request the Secretary 
of the military department concerned to initiate 
such investigation as may be required; or 


b. the General Counsel, when in his opinion such 
participation will facilitate the investigation, 
may, after consultation with the Secretary of the 
military department concerned, request him to 
arrange for participation by the General Counsel 
and personnel working on the investigation under 
his direction in the interrogation of personnel 
and examination of records under the jurisdiction 
of the military department. 


3. The General Counsel shall have authority to 
coordinate the initiation and conduct of any investi- 
gation which in his opinion should be initiated or 
conducted simultaneously in more than one military 
department, or simultaneously in one military 
department and in a defense activity not within the 
jurisdiction of any military department. 


Investigations of Defense Contractor Activities Within 
the Security Cognizance of the Military Departments 


The General Counsel shall have the authority to request 
action and information with respect to the investigation 
of any unauthorized disclosure of classified defense 
information which may involve a defense contractor 
activity within the security cognizance of one of the 
military departments in the manner provided in 

Section IV.B. 
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E. Inve stigative Assistance 


l. 


In the conduct of any investigation under Section IV 
hereof, the.General Counsel shall request such 
assistance as he may require from the Secretaries 
of the military departments, This assistance may 
include the temporary assignments of personnel 
trained in investigative techniques to the Office of 
General Counsel to serve under the direction of the 
General Counsel with respect to a particular investi- 
gation. 


In connection with any investigation which he conducts 
or in which he participates pursuant to Section IV 
hereof, the General Counsel (1) may request the advice 
of the Department of Justice; (2) with the concurrence 
of the Secretary of the Army, the Navy, or the Air 
Force or the Chairman of the Joint Chiefs of Staff, as 
appropriate, may request the investigative assistance 
of the Department of Justice; and (3) may refer a case 
to the Attorney General for consideration as to possible 
prosecution, If referral to the Attorney General appears 
to be appropriate in a case involving personnel under 
the command or jurisdiction of one of the military de- 
partments, the General Counsel after consultation with 
the Secretary of the department concerned may request 
him to forward the case to the Attorney General for 
consideration as to possible prosecution, 


V. DISCIPLINE 


A. 


The General Counsel shall insure that the results of any 


investigation which he conducts or in which he participates 
are reported to the proper authorities for such disciplinary 


or corrective action as may be warranted, 


The General Counsel shall have authority to ascertain what 


disciplinary or corrective action has been taken in any case 


involving an unauthorized disclosure of classified defense 
information and shall report to the Secretary of Defense with 
respect to such matters, 


VI. REPORTING UNAUTHORIZED DISCLOSURES OF CLASSIFIED 
DEFENSE INF ORMATION 


A. Under existing regulations it is the duty of every person 
under the jurisdiction of the military departments to report 
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unauthorized disclosures of classified defense informa- 
tion through command channels for appropriate action. 


All personnel of any defense activity not within the com- 
mand or jurisdiction of one of the military departments 
shall report any information with respect to unauthorized 
disclosures of classified defense information, as follows: 


1, Whenever the person or persons who have informa- 
tion concerning an unauthorized disclosure of classified 
defense information believe that it may be possible by 
immediate action to limit the further dissemination of 
such classified defense information so as to avoid or 
reduce the chance of damage to national defense interests, 
they shall immediately report through channels to the 
General Counsel. 


2. Information concerning all other cases involving un- 
authorized disclosures of classified defense informa- 
tion shall be reported through channels to the cognizant 
office for appropriate action as follows: 


a. Cases involving derelictions of administrative 
security including the misplacing of classified docu- 
ments, shall be reported to the Staff Director, 
Security Services Division, Office of Assistant 
Secretary of Defense (MP&R). 


b. News items or other disclosures in the public realm 
which are believed to contain classified information 
shall be reported to the Office of Security Review, 
Office of Assistant Secretary of Defense (PA). 


c. Cases in which the appropriate action office is in 
doubt, shall be reported to the General Counsel for 
action. 


The Office of Security Review shall make a preliminary 
analysis to confirm the classification of information dis - 
closures reported by Department of Defense personnel 
pursuant to sub-paragraph B.2. above and of information 
disclosures noted during the review of material published 
in the United States conducted pursuant to reference (c). 
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In any case in which classification of the information 
is confirmed, the Office of Security Review shall refer 
the case promptly to the General Counsel or otherwise 
as he may direct, for appropriate action. 


VU. IMPLEMENTING INSTRUCTIONS 


A. 


Copies of implementing instructions is sued by a military 
department affecting that department alone shall be 
furnished upon issuance to the General Counsel. 


Any implementing instructions which relate to an investi- 
gation in more than one military department, an investiga-~ 
tion in a defense activity not within the jurisdiction of any 
military department, or an investigation affecting civilian 
industrial activities under the security cognizance of one 
of the military departments, shall be coordinated prior 

to issuance with the General Counsel, 


VUl. EFFECTIVE DATE 


This directive is effective upon issuance. 


Secretary of Defense 








SUBJECT 


Ref: (a) 


(b) 


(c) 


(d) 


(e) 


(f) 
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July 8, 1957 
NUMBER 5200.1 


Department of Defense Directive 


Safeguarding Official Information in the Interests 
of the Defense of the United States 


Department of Defense Directive 5200.1, subject: 
Safeguarding Official Information in the Interest 

of the Defense of the United States, dated 19 Novem- 
ber 1953. (Cancelled herein) 


Department of Defense Directive 5200.2, subject: 
Classification of Aerial Photography, dated 5 Novem- 
ber 1951. (Cancelled herein) 


Department of Defense Directive 5200.3, subject: 
Department of Defense Policy for Assignment of 
Classification Categories to Official Defense Informa- 
tion, dated 21 December 1953, as amended by ASD 
(M&P) Memo, Subject: Classification of Compiled Data, 
dated 4 May 1954, and as further amended on 9 April 
1957. (Cancelled herein) 


Department of Defense Directive 5200.4, subject: 
Department of Defense Policy and Procedure Governing 
Use of Code Words, dated 16 April 1954. (Cancelled 
herein) 


Department of Defense Directive 5200.7, subject: 
Policy Governing the Transmission and Safe Keeping 
of Defense Information Classified "Confidential - 
Modified Handling Authorized", dated 15 July 1954. 
(Cancelled herein) 


Department of Defense Directive 5210.1, subject: 
Photographing or Sketching Vital Installations or 
Equipment During FBI Investigations, dated 12 
March 1952. (Cancelled herein) 
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(h) 


(i) 


(j) 


(k) 


(1) 


(m) 


(n) 


(0) 


(Pp) 
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Department of Defense Directive 5210.6, subject: 
Control of Classified Documents within the Depart- 
ment of Defense, dated 6 December 1953. (Can- 
celled herein) 


Secretary of Defense Memorandum dated 4 May 1950, 

subject: Classification of Maps, Charts, Aeronautical 
Publications and Other Documents Pertaining to Mili- 
tary Installations. (Cancelled herein) 


Secretary of Defense Memorandum dated 29 October 
1952, subject: Unwarranted Dissemination of Classified 
Material. (Cancelled herein) 


Secretary of Defense Memorandum dated 26 March 1953, 
subject: Improvement of Security Procedures Within 
the Department of Defense. (Cancelled herein) 


Secretary of Defense Memorandum dated 26 March 1953, 
subject: Security Violations in the Department of Defense. 
(Cancelled herein) 


Secretary of Defense Memorandum dated 5 March 1954, 
relating to designation of those Office of Secretary 

of Defense officials authorized to assign the Top Secret 
Classification; as amended on 12 July 1954, 27 December 
1954 and 7 December 1955. (Cancelled herein) 


Department of Defense Directive 5200.6, subject: 
Policy Governing the Custody, Use and Preservation 
of Department of Defense Official Information Which 
Requires Protection in the Public Interest, dated 

22 March 1957. 


Department of Defense Directive 5145.2, subject: 
Unauthorized Disclosures of Classified Defense 
Information, dated 22 March 1957. 


Department of Defense Directive 5400.4, subject: 
Provision of Information to the Congress, dated 
22 March 1957. 


Department of Defense Directive 5210.2, subject: 
Access to and Dissemination of Restricted Data, 


dated May 6, 1957. 
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Encl: (1) Instructions for the Safeguarding of Classified 
Defense Information in the Department of Defense. 


Part 1.: Definitions. 

Part 2. Classification of Defense Information. 

Part 3. Classification of Defense Information in 
connection with Combat or Combat-Related 
Operations. 


Part 4. Control of Classified Defense Information. 


Part 5. Protection of Classified Information Received 
from International Sources. 


Part 6. Security of Classified Communications Informa- 
tion. 


Part 7. Protection of Restricted Data (Atomic Energy 
Information). 


Part 8. Classification of Photography. 
Appendix: (1) Executive Order 10501. 


(2) Department of Defense - Government Printing Office 
Security Agreement 


(3) Audit Activities of the General Accounting Office 
(4) Policy and Procedures Governing the Use of Code Words 
I. PURPOSE 


To implement within the Department of Defense the provisions of 
Executive Order 10501, dated 5 November 1953, /See Appendix (1) 
of the attached Instructions /, In implementing this Executive Order, 
all concerned must recognize that it is essential that the citizens of 
the United States be informed concerning the activities of their 
Government. Accordingly, unnecessary classification and over- 
classification shall be scrupulously avoided. These objectives are 








ul. 
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not deemed inconsistent with the need for protection of certain 
official information affecting the national defense against un- 
authorized disclosure in order to preserve the ability of the 
United States to protect and defend itself against all hostile or 
destructive action by covert or overt means, including espionage 
as well as military action. In the attainment of these objectives 
this directive is designed: 


A. To achieve uniformity within the Department of Defense in 
the assignment of the classification categories Top Secret, 
Secret and Confidential to official defense information by 
establishing standard definitions and procedures in consonance 
with Executive Order 10501. 


B. To prescribe the circumstances for use of certain special 
markings for classified information which is not releasable to 
foreign nationals, or which relates to atomic energy. 


C. Pursuant to authority contained in Section 14 of Executive 
Order 10501, to prescribe regulations for the transmission and 
safekeeping of defense information classified Confidential dis- 
seminated in connection with certain combat or combat-related 
operations, and to identify this type of information by estab- 
lishing the term ''Confidential - Modified Handling Authorized". 


D. To insure positive control of important classified documents, 
particularly those in the Top Secret and Secret category. 


CANCELLATION 
The substance of reference (a) through (1) has either been in- 
cluded in the attached Instructions or has been superseded by 


revised policy. References (a) through (1) are therefore can- 
celled. 


CLASSIFICATION CATEGORIES 


A. As defined in Section 1 of Executive Order 10501, the only 
three authorized categories of classified information are 
Top Secret, Secret and Confidential. Certain types of 
Confidential defense information which pertain to combat 
or combat-related operations may be designated ''Confidential - 
Modified Handling Authorized" pursuant to the authority of 





IV. 


VI. 
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Section 14 of Executive Order 10501. The Policy for 
the use of this term is set forth in Part 3 of the attached 
Instructions. 


B. The term "Security Information" which was required prior 
to the issuance of Executive Order 10501 will not be used 
as an integral part of the three classification categories. 


PROCEDURES PERTAINING TO "RESTRICTED-SECURITY 
INFORMATION" 


The category of "Restricted-Security Information" used prior to 
the issuance of Executive Order 10501 was eliminated from the 
classification system by that Executive Order. All Department 

of Defense information and material classified ''Restricted- 
Security Information", except as provided in Parts 5 and 6 of the 
attached Instructions, are declassified. In those specific instances 
where upgrading to ''Confidential'' is absolutely essential to protect 
information affecting the national defense, the definition of ''Con- 
fidential'' set forth in Section 1 (c) of Executive Order 10501 will 
be. strictly complied with. Inasmuch as material so marked may 
still be encountered in the review of record material this policy 

is continued in effect. 


IMPLEMENTATION 


All directives, regulations, manuals, letters, bulletins, circulars, 
or memoranda published or issued by the Services and agencies con- 
cerned pertaining to this subject, which stipulate policies or proce- 
dures not consistent with the provisions of Executive Order 10501, 
and its implementation herein, will be revised, amended, or re- 
published to conform with the provisions thereof. 


EFFECTIVE DATE 


This directive is effective immediately. 


Enclosure CEWv rhe 


Secretary of Defense 
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INSTRUCTIONS FOR THE SAFEGUARDING OF CLASSIFIED 
DEFENSE INFORMATION IN THE DEPARTMENT OF DEFENSE 


Part 1. DEFINITIONS 


I. For the purpose of this Directive, the following definitions apply: 


A. Classification 
Cate gories: 


B. Classification 
Guide: 


C. Combat or 
Combat- Related 


Operations: 


D. Compartment - 


alization 


(Circulation 


Control): 


E. Document: 


Official information which requires protection 
in the interests of national defense shall be 
limited to three categories of classification, 
which in descending order of importance shall 
carry one of the following designations: Top 
Secret, Secret, or Confidential (including 
Confidential - Modified Handling Authorized; 
see Part 3 of these Instructions). No other 
designation shall be used to classify defense 
information, including military information, 
as requiring protection in the interests of 
national defense, except as expressly provided 
by statute. 


An instruction indicating the classification 
that may be assigned to subjects within a 
specific area of Defense activity. 


Combat or combat-related operations, actual 
or simulated, relate to military planning, 
operations, training, communications, intelli- 
gence and the logistical support thereof. 


The rules and regulations established by re- 
sponsible authority to insure that access to 
classified information will be granted only to 
trustworthy persons who require such informa- 
tion in performance of their official duties 

and classified information is restricted to 
specific physical confines when feasible. 


As used herein means any recorded informa- 
tion regardless of its physical form or 
characteristics, and includes but is not 
limited to the following: 
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Formerly 
Restricted 


Data: 





Material: 


Munitions of 
War: 


Original 
Classification 


Authority: 


Restricted 


Data (Atomic 
Information) : 


1. Written material whether handwritten, 
printed, or typed; 


2. All painted, drawn or engraved material; 
3. All sound or voice recordings; 


4. All printed photographs and exposed or 
printed film, still or moving; and 


5. All reproductions of the foregoing by 
whatever process. 


Atomic Energy information that has been 
removed from the Restricted Data category 
for military use that can be protected as 
defense information, but that cannot be 
released to any nation or regional defense 
organization except as provided under Section 
142d, Atomic Energy Act, 1954, as amended. 


As used herein means any document, product 
or substance on or in which information may be 
recorded or embodied. 


Any and all items required for war inclusive of 
food as well as all other supplies and equipment, 
but exclusive of manpower, are classed as 
munitions of war. 


Original classification authority is that authority 
required to classify independently any type of 
material; this contrasts with derivative classifi- 
cation authority, which is the authority to 
classify material created as a result of, in con- 
nection with, or in response to other material 
dealing with the same subject which already 
bears a classification. 


Pursuant to the provisions of the Atomic Energy 
Act of 1954, as amended, the term ''Restricted 
Data" is defined as all data concerning (1) design, 
manufacture or utilization of atomic weapons; (2) 
the production of special nuclear material; or 








Part 2. 
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(3) the use of special nuclear material in 
production of energy, but shall not include 
data declassified or removed from the Re- 
stricted Data category which the Atomic 
Energy Commission from time to time 
determines may be published without undue 
risk to the common defense and security. 


Technical That which applies to data concerning muni- 
Information: tions and equipment, engineering performance, 


instructions on maintenance and operation and 
any descriptive matter or components thereof. 
This includes means of operation, manufacture, 
use, techniques and processes. Information per- 
taining to the various sciences which may be em- 
ployed directly or indirectly in warfare are also 
so classed. Data of a strategic or tactical nature 
is specifically excluded from the meaning of 
this term. 


CLASSIFICATION OF DEFENSE INFORMATION 


I. SCOPE 


A. 


It is to be emphasized that the designations ''Top Secret", 
"Secret", 'Confidential'' (including ''Confidential - Modified 
Handling Authorized"), may only be used in safeguarding 
official information which requires protection in the interests 
of national defense. Official information not affecting the 
national defense, which pursuant to statutory or constitutional 
authority may be deemed to require protection in the public 
interest for other reasons, shall be handled in accordance with 
reference (m). 


Nothing in this Directive shall be deemed to authorize the 

withholding of information, otherwise releasable, because 
its release might tend to reveal administrative error, or 

inefficiency, or might be embarrassing. 


ll. OVERCLASSIFICATION AND UNNECESSARY CLASSIFICATION 


A. 


It is essential that the general public be kept informed as to 
the programs and policies of the Department of Defense to the 
maximum extent permitted by considerations of national 
security. To accomplish this, unnecessary classification or 
overclassification must be scrupulously avoided. 
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The Secretaries of the Military Departments, the Chairman, 
JCS, and the Assistant Secretary of Defense (MP&R) will 
take appropriate steps to insure that all personnel of the 
Department of Defense, both military and civilian, are 
made aware of the importance of avoiding unnecessary 
classification or overclassification. Responsible authori- 
ties at the time of signature or approval of any document 
will carefully review its content in light of the category 
definition of the classification affixed and in all cases in 
which serurity considerations fail to support fully this 
classification direct the assignment of a lower classification. 


ll. APPLICATION OF POLICY 


A. 


23511 O 


Classification Guides 


Classification guides shall be used to achieve uniformity in 
the application of this policy. In every practicable instance, 
classification guides pertaining to each area of operation, 
planning, technical development, or research shall be 
developed and maintained in current status. The examples 
of classification categories set forth in Section IV below 
shall be the basic guidance in the preparation of these guides. 


Advance Security Planning 


Advance security planning is an essential part of any plan, 
program, or project wherein security is a major factor. 

To the extent feasible, the responsible official charged 

with developing any broad plan, program, or project in 
which Top Secret or Secret material is involved will insure 
that arrangements for giving due consideration to security 
aspects are incorporated therein from the beginning. 

The basic study or project will include appropriate security 
guidance, which may be included in a special annex, covering 
such points as: 


1, Issuance of guides for the assignment of classification 
categories to various portions of the project, as appropriate. 


2. Requirements for specific special security control measures, 
including stipulations as to the special precautions to be ob- 
served and giving the maximum amount of guidance to achieve 
compartmentalization. 


58— 21 
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3. Planning for phased downgrading, declassification, and 
public release of information concerning the project 
when practicable. 


IV. CLASSIFICATION CATEGORIES 


Top Secret 


Executive Order 10501 specifies that the use of the classi- 
fication Top Secret shall be limited to defense information 
or material which requires the highest degree of protection. 
The Top Secret classification shall be applied only to that 
information or material the defense aspect of which is para- 
mount, and the unauthorized disclosure of which could result 
in exceptionally grave damage to the Nation, such as: 


1. Leading to a definite break in diplomatic relations af- 
fecting the defense of the United States, an armed 
attack against the United States or its Allies, a war, or 


2. The compromise of military or defense plans, or intel- 
ligence operations, or scientific or technological develop- 
ments vital to the national defense. 


Examples of the type of material described in subparagraphs 
l and 2 above might include the following: 


a. A strategic plan documenting the overall conduct of a war. 


b. War planning documents which contain worldwide: 


(1) 
(2) 


(3) 
(4) 
(5) 


Planning data and assumptions. 


Wartime planning factors for the use of nuclear 
weapons. 


Intelligence estimates of enemy capabilities. 


Force composition and deployment, and 


Real estate requirements and utilization by geographical 
area which are time phased for a period of months. 
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. An operations plan either for a single operation or a 
series of connected operations containing any of the 
factors in subparagraph b above and with sortie rates 
or target data. 


. A document containing any of the considerations in 
subparagraph b above directly related to a Top Secret 
war planning document, the unauthorized disclosure of 
which standing alone could result in actual compromise 

of a particular Top Secret plan. (This does not neces- 
sarily include proposed budgets, current peacetime 
deployment of units or munitions, or peacetime manpower 
and organization programs for future years. Normally 
such information is too general in nature to reveal Top 
Secret plans.) 


. Intelligence documents that contain completed intelligence 
of such scope that it reveals a major intelligence produc- 
tion effort on the part of the United States and which would 
permit an evaluation by unauthorized recipients of the 
success attained by, or the capabilities of, the United States 
intelligence services. (Normally, a broad and complete 
intelligence annex or a summary of similar importance. 
Not a report or a digest of reported items of information, 
except as covered in subparagraph f below.) 


. Aplan or policy for conducting intelligence or other 


special operations and information revealing a particular 
intelligence operation or other special operation, provided 
that the compromise of such plan, policy, or particular 
operation could result in exceptionally grave damage to the 
Nation -- not just to individuals or groups of individuals. 
Intelligence operations may include certain specifically 
designated and controlled collection projects. 


. Critical information concerning radically new and extremely 
important equipment (munitions of war), such as nuclear 
weapons, atomic weapons stockpile data, and any other 
munitions of comparable importance the scientific or tech- 
nological development aspects of which are vital to the 
national defense. (The DOD-AEC Classification Guide 
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distributed by the Atomic Energy Commission, applies 
to Restricted Data, and also indicates the proper defense 
classification for the same information. ) 


Executive Order 10501 specifies that the use of the classifica- 
tion Secret shall be limited to defense information or material 
the unauthorized disclosure of which could result in serious 
damage to the Nation, such as: 


1, 


2. 


Jeopardizing the international relations of the United States. 


Endangering the effectiveness of a program or policy of 
vital importance to the national defense. 


. Compro mising important military or defense plans, 


scientific or technological developments important to 
national defense. 


- Revealing important intelligence operations. 


- Examples of the type of material described in subparagraphs 


1 through 4 above might be the following: 


A war plan or a complete plan for a future operation 
of war not included under Top Secret, and documents 
showing the disposition of our forces the unauthorized 
disclosure of which, standing alone, could result in 
actual compromise of such Secret plans. 


Defense or other military plans not included under Top 
Secret or subparagraph a, above, including certain 
development and procurement plans and programs, 

but not necessarily including all emergency plans. 


Specific information which, standing alone, reveals 

the military capabilities or state of preparedness of the 
Armed Forces, but not including information the un- 
authorized disclosure of which could result in com- 
promise of a Top Secret plan. 
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Information that reveals the strength of our forces en- 
gaged in hostilities; quantities or nature of their equip- 
ment; or the identity or composition of units in an active 
theater of operations or other geographic area where 
our forces are engaged in hostilities, except that mail- 
ing addresses may include organization designations. 
(During periods of peace, information revealing the 
strength, identity, composition, or location of units 
normally does not require classification as Secret. ) 


Intelligence and other information, the value of which 
depends upon concealing the fact that the United States 
possesses it. 


Particulars of scientific or research projects which in- 
corporate new technological developments or techniques 
having direct military application of vital importance to 
the national defense. 


Specific details or data relating to new material or im- 
portant modifications of material which reveal signifi- 

cant military advances or new technological develop- 
ments having direct military application of vital importance 
to the national defense. 


Communications security devices and cryptographic ma- 
terial that reveals information of vital importance to the 
national defense. 


Information of vital importance to the national defense 
concerning specific quantities of war reserves. 


Confidential 


Executive Order 10501 specifies that the use of the classifica- 
tion Confidential shall be limited to defense information or ma- 
terial the unauthorized disclosure of which could be prejudicial 
to the defense interests of the Nation. The same limitation ap- 
plies to the use of Confidential - Modified Handling Authorized 
as described in these Instructions. Examples of the type of 
material described might include the following: 


Operational and battle reports which contain information 
of value to the enemy. 


Intelligence reports. 








3. 


*12. 





INVESTIGATION OF NATIONAL DEFENSE 


Military radio frequency and call sign allocations of 
special significance or those which are changed fre- 
quently for security reasons. 


Devices and material relating to communications 
security. 


. Information which indicates strength of our ground, air and 


naval forces in United States and overseas areas, identity 
or composition of units, or quantity of specific items of 
equipment pertaining thereto. (During periods of peace, 

a defense classification is not necessarily required, unless 
such information reflecta the overall strength figures or 
quantities of weapons whose characteristics are themselves 
classified, or additional factors necessitate security pro- 
tection. ) 


- Documents and manuals containing technical information 


used for training, maintenance and inspection of classified 
munitions of war. 


- Operational and tactical doctrine. 


- Research, development, production; and procurement of 


munitions of war. 


- Mobilization plans. 


. Personnel security investigations and other investigations 


which require protection against unauthorized disclosure. 


- Matters and documents of a personal and disciplinary nature, 


the disclosure of which could be prejudicial to discipline and 
morale of the Armed Forces. 


Documents used in connection with procurement, selection 


and promotions of military personnel, the disclosure of- 
which could violate the integrity of the competitive system. 


/*While in all of the above cases, the assignment of Confi- 
dential must be justified, particular care must be exer- 
cised with respect to paragraphs 10, 11 and 12 above to 
make certain that such matters are assigned to the Con- 
fidential category only if in fact the unauthorized disclo- 
sure of such information could be prejudicial to the de- 


fense interests of the nation. If such information is not 
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strictly defense information but nevertheless requires 
protection, it will be safeguarded by the application of 
the provisions of reference (m)7 


Classification of Subject or Title 


Where reference to, or the contents of, the subject or 
title of a classified document originating in the DOD is 
determined to be classified, the classification of such 
subject or title shall be indicated by the appropriate 
classification designation in parenthedas; where such 
reference and content is determined to be unclassified, 
that fact will be indicated in parenthesis. For these 
purposes, the initials 'T.S.", "S", "C'' or ''U" may be 
used where appropriate. 


Classification of Compilations of Defense Information 


Separate sections, chapters, or similar components of 
documents not permanently bound may bear different 
classifications or not be classified. However, compilations 
of iternms of defense information shall be classified in ac- 
cordance with the definitions set forth in paragraphs A, 

B, and C above, even though the individual classified 

items may separately bear a lower classification than 

that warranted by the aggregate. 


Special Procedure for Safeguarding Certain Documents 
from Disclosure to Foreign Nationals. 


l. a. Classified Defense Information 


Whenever an originator or recipient of classified 
documents determines that information is contained 
therein which should be withheld from foreign 
nationals and the anticipated distribution, transmis - 
sion or handling by the addressee will make it 
liable to inadvertent disclosure to foreign nationals, 
he will attach a special handling notice to it. The 
notice may be included in the document if the origi- 
nator knows that the information is not releasable 


to any foreign government. It should read: 
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SPECIAL HANDLING REQUIRED 
NOT RELEASABLE TO FOREIGN NATIONALS |/ 


The information contained in the attached 
document will not be disclosed to foreign nationals 
without express approval of the 

(Director of Intelligence of Command 
concerned). Approval shall refer specifically to 
this document or to specific information contained 
therein. 


The abbreviated term ''NOFORN" is authorized for use in 
lieu of the above Special Handling notice when the use of 
this notice is impractical. 


. Atomic Energy Information 


In accordance with the provisions of subsection 142d 

of the Atomic Energy Act of 1954, as arnended, the 
Atomic Energy Commission may from time to time 
remove from the Restricted Data category such data 

as the Commission and the Department of Defense 

jointly determine relates primarily to the military 
utilization of atomic weapons and which the Commission 
and the Department of Defense jointly determine can 

be adequately safeguarded as defense information. The 
Act also provides however, that no such data so removed 
from the Restricted Data category shall be transmitted or 
otherwise made available to any nation or regional defense 
organization, while such data remains defense information, 
except pursuant to an agreement for cooperation entered 
into in accordance with subsection 144b, of said Act. 
Therefore, information so removed from the Restricted 
Data category and safeguarded as defense information 

in addition to bearing the appropriate classification 
designation pursuant to this Directive, shall be marked 

as follows: 


FORMERLY RESTRICTED DATA 


(Handle as Restricted Data in Foreign Dissemination, 
Section 144b, Atomic Energy Act of 1954) 
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. General Restrictions 


Under no circumstances, however, will classified docu- 
ments not having a special handling notice attached be 
released or disclosed to foreign nationals without proper 
authorization in accordance with policies prescribed 
within the military departments and other agencies of 

the Department of Defense. Special handling notices 

will be used solely for the purpose of indicating to holders 
and other handling personnel that the documents involved 
have already been reviewed by the office of origin or other 
responsible authority, and that disclosure to foreign 
nationals is not authorized. 
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Part 3. CLASSIFICATION OF DEFENSE INFORMATION IN CONNECTION 


WITH COMBAT OR COMBAT-RELATED OPERATIONS 
BACKGROUND 


A considerable volume of defense information classified 
Confidential concerns military operations related to planning, 
operations, training, communications, and the logistical sup- 

port thereof. This information is connected with combat or combat- 
related operations, and requires the means for transmission and 
safekeeping compatible with the necessary dissemination and use 
required for the proper and effective accomplishment of the mis- 
sion of the Department of Defense. The procedures for transmis - 
sion and safekeeping of Confidential defense information as set 

forth in Executive Order 10501 need modification to meet the 

above requirement. Section 14 of the Executive Order recognizes 
the possible necessity for modification and authorizes the Secretary 
of Defense to prescribe such regulations as he may consider necessary. 


POLICY 


A. Pursuant to Section 14 of Executive Order 10501, in combat 
or combat-related operations, actual or simulated, the com- 
mander of the unit concerned will insure that all classified 
materials are given the maximum security possible under 
the circumstances. Classified materials will not be taken 
farther forward in combat areas than is absolutely necessary. 


B. The provisions of Executive Order 10501 regarding the trans- 
mission and safekeeping of defense information classified 
Confidential are modified in accordance with the following: 


l. Scope 
a. Designation 


Confidential defense information as described in 
subparagraph b below shall be identified by the term 
"Confidential - Modified Handling Authorized". 


b. Applicability 


Information so designated is that (1) which pertains 
to combat or combat-related operations, actual or 
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simulated, and (2) which will be adequately 
protected by the procedures for transmission 
and safekeeping set forth in subparagraph 2, 
below. Examples of such information might 
include the following: 


(1) 


(2) 


(3) 


(4) 
(5) 


(6) 


(7) 


2. Procedures 


Training, Field and Technical Manuals 
and related material. 


Photographs, negatives, photostats, dia- 
grams or material. 


Defense procurement plans, including pro- 
curement contracts and related matters. 


Communications material and messages. 


Certain documents regarding engineering 
plans and design details, computation, method 
of processing or assembling, which are es- 
sential to the functioning or use of an article 
of material. 


Military maps and aerial photography, and 
related material, which require wide dissemina- 
tion for military purposes. 


Information received from foreign nations 
under existing international exchange of infor- 
mation agreements and policies, and classified 
"Restricted" by them. 


a. Transmission (E.O. 10501, Sec 8(d) modified accordingly) 


Documents and material designated Confidential - 
Modified Handling Authorized will normally be trans- 
mitted by ordinary mail within the United States, but 
without precluding a more secure means if desired. 
Outside the Continental United States, Confidential - 
Modified Handling Authorized defense material will be 
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transmitted by ordinary first class mail which is 
under the control of the United States and Canadian 
governments, or transmitted by unaccompanied State 
Department air or surface pouch under diplomatic 
seal. Such documents and material will be securely 
sealed, enclosed, or wrapped in a manner and with 
such materials as will insure arrival at destination 
in good condition. Wrappings or envelopes will bear 
no markings indicative of the classification or identi- 
fication of its contents. The above does not preclude 
amore secure means if desired. 


Safekeeping (E.O. 10501, Sec 6(b) modified accordingly) 


Documents and material designated Confidential - 
Modified Handling Authorized will normally be stored 

in the same manner as other Confidential material. 

When this is not feasible, such documents and material 
will be stored in a container equipped with a reasonable 
secure locking device or in any other manner determined 
by proper authority which will afford adequate protection. 
This does not preclude a more secure means of storage 
if desired. 
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Part 4. CONTROL OF CLASSIFIED DEFENSE INFORMATION 


I. POLICY 
A. Responsibility 


B. 


The loss of control over highly classified planning and 
operational documents can prevent a clear determination 

of the degree of security being obtained or of the extent of 
possible compromise of classified plans and intentions. 

The conditions contributing mostly to this possible loss 

of control appears to be (1) over-classification, (2) too 

wide dissemination, and (3) loss of accountability. To 
prevent such conditions the Secretaries of the Military De- 
partments and heads of other Department of Defense activities 
shall prescribe in affirmative and unequivocal language to all 
personnel under their jurisdiction the mandatory requirements 
of this directive as it applies to 


l. Rules for proper classification, 


2. Necessity for declassification and downgrading, as 
appropriate, 


3. Dissemination, and 


4. Safekeeping 


Disciplinary Action 


1. Particular emphasis shall be placed upon the consequences 
of unauthorized disclosure of classified information. In- 
structions shall provide for continuity of investigative 
jurisdiction and review pursuant to reference (n) to insure 
prompt and appropriate disciplinary action regardless of 
rank or position. Even where it is impossible to identify 
the specific individual source of an unauthorized disclosure 
of classified information, disciplinary action is not necessarily 
precluded. Where the source can be traced to a specific com- 
mand or office, the commander or official in charge shall be 
held responsible for any derelictions or ineffectiveness in 
the discharge of his responsibilities in such manner as may be 
warranted in the circumstances. 
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2. Similar emphasis shall be placed on the necessity of prevent- 
ing overclassification and to adherence to departmental 
policies on review of classified material for downgrading 
and declassification. 


Il. PROCEDURES 


A. Authority to Classify 


1. Except as stated herein, original classification authority 
for assignment of the Top Secret classification may not be 
delegated, and shall be limited to: 





a. The Secretary and Deputy Secretary of Defense. 


b. The Secretaries, Under Secretaries and Assistant 
Secretaries of the Military Departments. 


| c. The Chairman and Members of Joint Chiefs of Staff 
(including the Commandant of the Marine Corps) and 
the directors of its subordinate agencies including the 
commanders of commands established by the Joint 
Chiefs of Staff. 


d. The Assistant Secretaries of Defense and the General 
Counsel, OSD. 


e. The Assistpnte to the Secretary of Defenseand X14 eT 


f. The Directors of Research and Development Programs, 
including the Chiefs of the Technical Services or 
Bureaus, the Chief, Armed Forces Special Weapons 
Project, his deputies and commanders of AFSWP com- 
mands or facilities, as designated by the Service Sec- 
retaries concerned or by the Assistant Secretary of 
Defense (Research and Engineering). 


g- The Chiefs of the Military Services and the Chiefs of 
their Headquarters Staff elements responsible for the 
development of strategic and operational plans that 
meet the requirements for Top Secret classification, 
as designated by the Secretary concerned. 
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h. The Commanders of major field and fleet commands 
or forces (including the Commandant of the Coast 
Guard when acting as part of the Navy, the Commanders 
of Naval Sea Frontiers and Commandants of Naval 
Districts) as designated by the Service Secretary con- 
cerned. 


2. Derivative classification authority for assignment of 


Top Secret classification shall be granted by those of- 
ficials designated in paragraph 1 above to subordinate 
commanders or heads of subordinate echelons only in 
those instances where the use of the Top Secret classifica- 
tion is required to respond to a communication that neces- 
sitates a Top Secret response. 


. The original classification authority for assignment of 


the Secret classification shall, in addition to those 
officials designated in paragraph | above, be limited to: 


a. Directors or chiefs of headquarters staff divisions 
of the military departments, major field commanders 
and heads of their staff sections, and commanders of 
major subordinate elements designated by the major 
field commanders. 


b. Directors of Offices in the Office of the Secretary of 
Defense and of Offices under the jurisdiction of the 
Secretaries of the Military Departments. 


c. Chiefs of technical Services or Bureaus and designated 
heads of their major headquarters staff sections. 


d. Heads of independent agencies not falling within the 
scope of a through c above, as designated by the 
Secretary concerned. 


e. Heads of major subordinate elements of commands 
established by the JCS. 


In designating subordinate echelons, such designations will 
be limited to those persons whose functional requirements 
clearly demonstrate a real necessity for them to exercise 
original classification authority for Secret. 


. The original classification authority for assignment of 


the Confidential classification, including Confidential - 
Modified Handling Authorized may be delegated by those 
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officials designated in subparagraphs 1 and 3 above, who 
will limit the exercise of this authority as severely as 

is consistent with the orderly and expeditious transaction 
of official business. 


B. Preparation 


D. 


At the time of issuance (signature) of any document which 
qualifies for assignment to the Top Secret or Secret category, 
the signature authority will insure: 


1. That all preliminary drafts, stenographic notes and working 
papers used during the preparation of the document, which 
are not required for retention, are destroyed in accordance 
with appropriate regulations. 


2. That all formal papers of a classified nature relating to 
the coordination of the document or other aspects of its 
preparation which require retention are itemized, assembled 
into a single file, and forwarded for custody to the official 
files of the preparing agency. 


Reproduction 


At the time of issuance (signature) of any document which 
qualifies for assignment to the Top Secret category, the 
signature authority will insure that each copy of the document 
is serially numbered for accounting purposes and contains 

a notation, substantially in one of the following forms: 


1. Reproduction of this document in whole or in part 
is prohibited except with permission of the issuing 
office, or higher authority. 


2. Reproduction of paragraph(s) of this document is 


prohibited except with permission of the issuing office, 
or higher authority. 


Accountability 


In addition to the maintenance of Top Secret control ledgers 
and classified document logs within offices, each originator 
or holder of a Top Secret document will keep @ record, by 
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document title, name and date, of all individuals, including 
stenographic and clerical personnel, who are afforded access 
to information contained in the document. Upon dispatch or 
transfer of the document from control of an office, these 
records will be filed locally for a period of one year or 

such longer period as deemed necessary by appropriate autho- 
rity. Accountability of Secret and Confidential documents 

will be maintained in such manner as prescribed by the 
Secretaries of the Military Departments, Chairman, JCS 

and the Assistant Secretary of Defense (MP&R). 


Il. DISSEMINATION 


A. General 


1. 


23511 O—58—- 


The dissemination of classified defense information will 
be limited strictly to those persons whose official duties 
require knowledge or possession thereof. Responsibility 
for determining whether a person's official duties require 
that he possess or have access to any element or item of 
classified defense information and whether he is authorized 
to receive it rests upon each individual who has possession, 
knowledge, or command control of the information involved 
and not upon the prospective recipient. These principles 
are equally applicable if the prespective recipient is an 
organizational entity, including commands, other Federal 
agencies, a foreign government, or an individual. 


Properly classified Top Secret information, whenever 
severable from lower classified portion, will be accorded 
separate distribution on a considerably more selective 
and limited basis than the balance of the document. 


All individuals having knowledge of Department of Defense 
information classified as Top Secret will be identifiable 

at all times. If dissemination is approved to activities 
outside the Department of Defense or to a foreign government, 
the recipients of Top Secret documents will be similarly 


identifiable. In addition, the office of issuance of the Top 
Secret document will be informed of this outside dissemination. 


Debriefing of civilians leaving Department of Defense 
employment, or leaving the employment of Department of 


Defense contractors having classified contracts, must 
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incorporate positive instructions against unlawful dis - 
closures of classified information. Similar positive 
procedures are required in the cases of military personnel 
retiring and separating from the Service. 


To Congress 


Dissemination of classified defense information to Congress, 
its committees, members, and staff representatives shall be 
in accordance with reference (0). 


To the Government Printing Office 


In order to efficiently utilize the most appropriate govern- 
ment facilities for large scale reproduction of Department 
of Defense printed materials, arrangements have been made 
with the Government Printing Office whereby material of all 
classifications may be processed by that facility. The 
specific conditions under which classified defense infor - 
mation is disseminated to the Government Printing Office 
are set forth in the Department of Defense-~Government 
Printing Office Security Agreement, Appendix (2). 


To Representatives of the General Accounting Office 


The Comptroller General of the United States has agreed to 
the procedures set forth in this Section. Therefore, repre- 
sentatives of the General Accounting Office, pursuant to 

the requirements set forth in Appendix (3), may be granted 
access to classified defense infor:nation originated by and 
in the possession of organizations of the Department of 
Defense when all of the following conditions have been met: 


l. Establishment of the ''Need-to-Know" Requirement 


’ Appendix (3) provides general guidance in this respect. 
It is considered that in a majority of instances where 
General Accounting Office personnel will be performing 
audits, surveys, exarninations and investigations they 
ordinarily will not have need for access to classified 
defense information. 
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a. Access to Sensitive Areas of Clasaified Defense 
Information. 


There should be no frequent need for personnel of 

the General Accounting Office to inquire into such 
sensitive areas as plans or policies which are the 
basis for determination of requirements concerning 
the number and disposition of units, armament of 
units, numbers of personnel, etc. When such needs 
do arise, the General Accounting Office will make ar- 
rangements for access with the Office of the Secretary 
of the Military Department or head of other Depart- 
ment of Defense agency involved. 


b. @Access to other Areas of Classified Defense Informa- 
tion. 


The echelon for determination as to whether the 
'"need-to-know'' requirement has been met for access 
to other areas of classified defense information shall 
be prescribed by the Secretaries of the Military De- 
partments and heads of other Department of Defense 
agencies for their respective areas of jurisdiction. 
However, if any questions arise as to classified de- 
fense information falling within the ''need-to-know'"' 
area which cannot be settled locally, provided local 
determination has been authorized, they will be for- 
warded to the Secretary of the Military Department 
or to the head of other Department of Defense agency 
involved for settlement. 


2. Certification of the Degree of Security Clearance Granted 
and the Basis for such Clearance by One of the Officials 
Listed in Appendix (3). 


This certification will be made direct to the Department of 
Defense organization or installation being visited. A copy 
of the certification will be furnished as follows: 


a. For visits involving the Office of the Secretary of 
Defense and the Joint Chiefs of Staff: Assistant 
Secretary of Defense (Comptroller). 


b. For visits to organizations of the Department of the 
Army: Comptroller of the Army. 
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c. For visits to organizations of the Department of the 
Navy: Comptroller of the Navy. 


d. For visits to organizations of the Department of the 
Air Force: Deputy Chief of Staff - Comptroller, 
Headquarters, U. S. Air Force. 


The General Accounting Office has adopted Department of 
Defense standards for granting personnel security 
clearances. 


3. Identification of General Accounting Office Personnei by 
Credential Cards or Personal Recognition. 


The official credential cards issued by the Gener c- 
counting Office to its personnel are acceptable for 
identification purposes. 


4. Additional Safeguards 


a. The Comptroller General has agreed to hold each 
individual of the General Accounting Office to whom 
classified information is disclosed personally re- 
sponsible for its proper safeguarding. 


b. The Comptroller General has agreed to establish a 
system for insuring the proper safeguarding of clas- 
sified matter received, at least equal to that pre- 
scribed in Executive Order 1(C501, and has agreed to 
obtain prior approval from the cognizant military 
department or other Department of Defense agency 
having cognizance in the matter under consideration 
before dissemination outside the General Accounting 
Office. 





Part 5. 


Il. 
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PROTECTION OF INFORMATION RECEIVED FROM 
INTERNATIONAL SOURCES 


GENERAL PROCEDURES 


Section 3(e) of Executive Order 10501 requires that 
defense information of a classified nature furnished 

to the U.S. by a foreign government or international 
organization shall be assigned a classification which 

will assure a degree of protection equivalent to or 
greater than that required'by the government or in- 
ternational organization which furnished the information. 
The detailed procedures for the protection of information 
received from international sources are set forth in 
other directives relating to the specific source of the 
information concerned. 


USE OF ''CONFIDENTIAL-MODIFIED HANDLING 
AUTHORIZED' 


Information received from NATO, SEATO, or the 
Bahgdad Pact Organization or friendly foreign nations 
and classified ''Restricted'' by them shall be designated 
Confidential- Modified Handling Authorized in accordance 
with Part 3 of these Instructions. 
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SECURITY OF CLASSIFIED COMMUNICATIONS 
INFORMATION 


GENERAL POLICY 


Classified communications information shall be safe- 
guarded in accordance with the provisions of other 
directives relating to specific measures beyond that 
required for routine protection of classified material. 


CRYPTOGRAPHIC SECURITY OF ''RESTRICTED- 
SECURITY INFORMATION"! 


In order to preserve and maintain cryptographic 
security as required by Title 18, U.S.C., Section 798, 
as added by Subsection 24(a) Act of 31 October 1951 
(65 Stat. 719). 


A. All material directly related to cryptographic 
systems which was previously classified Re- 
stricted-Security Information is upgraded to 
Confidential. In this regard, where the pro- 
visions of Part 3 of these Instructions qualify, 
the term ''Confidential-Modified Handling 
Authorized" may be used, 


B. All messages previously classified Restricted- 
Security Information are upgraded to Confidential 
or Confidential-Modified Handling Authorized, 
Such messages shall be reviewed and, where 
possible, shall be declassified after appropriate 
processing. 


CODE WORDS ° 


A. In order to insure maximum security concerning 
intentions and to safeguard information pertaining 
to classified military plans or operations, certain 
words selected from those listed in JANAP 299 
may be given a classified meaning by proper authority. 


B. The instructions contained in Appendix (4) regarding 
the use of code words will be the policy applicable 
within the Department of Defense. 
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Part 7. PROTECTION OF RESTRICTED DATA (ATOMIC 
ENERGY INFORMATION) 


1. SAFEGUARDING 


The Department of Defense and the Atomic Energy 
Commission have mutually agreed that: 


A. The Department of Defense will assume responsibility 
for the safeguarding of Restricted Data in accordance 
with the requirements of E. O. 10501 and the Atomic 
Energy Act of 1954, as amended, and for further 
dissemination of it to employees of the Department 
and its contractor organizations after it has been 
initially furnished to them. 


B. The Department of Defense will assume responsibility 
for insuring that Restricted Data made available 
pursuant to regulations implementing the provisions 
of Section 143, Atomic Energy Act of 1954, as amended, 
will not be disseminated outside of the Department and 
its contractor organizations as set forth in the Armed 
Forces Industrial Security Regulation except to persons 
cleared by the Atomic Energy Commission, or to any 
nations or regional defense organizations except 
pursuant to agreements for cooperation, entered into 
in accordance with the Atomic Energy Act of 1954. 


Il. DISSEMINATION OF RESTRICTED DATA BY DEPARTMENT 
OF DEFENSE 


A. The procedures, regulations and eligibility requirements 
relating to the dissemination of Restricted Data are set 
forth in reference (p). 


B. It should be noted that while classified atomic in- 
formation may be removed from the Restricted Data 
category, unless declassified upon removal therefrom, 
it must still be protected as classified defense in- 
formation, and specially marked and restricted in its 
dissemination in accordance with Part 2, Section IV, 

F, 1, b of these Instructions. Such information relates 
primarily to the military utilization of atomic weapons 
and can be identified by reference to current AEC-DOD 
Classification Guides. 
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Part 8. CLASSIFICATION OF PHOTOGRAPHY 
I, CLASSIFICATION OF AERIAL PHOTOGRAPHY 


A. Scope 


1. As used herein, aerial photography is divided 
into three types: 


a. Photography of the United States, its 
territories and possessions. 


b. Photography of leased bases, U. S, con- 
trolled bases, and occupied territory. 


c. Photography of other foreign areas, 


2. Photography which is considered to be ‘intelligence 
information" will be classified in accordance with 
the general requirement for protecting such infor- 
mation and the means of acquisition thereof. 


B. Policy 


1. Except as provided in subparagraph 2 below only 
those aerial photographs of the type described in 
A la which reveal classified features of military 
equipment or any other classified object or item 
or activities requiring security protection, will 
be classified. In adopting this policy, consideration 
has been given to the lack of ability to control aerial 
photography of areas because of commercial and 
civilian flying, the requirement by nonmilitary 
agencies and individuals for much of the photography 
now classified, and the fact that protection is sought 
primarily for activities conducted upon or in areas 
rather than for the areas themselves. Photographs 
requiring classification under the provisions of this 
policy will be assigned the least restrictive classi- 
fication consistent with the proper protection of 
the information revealed, 


2. Aerial photographs of the type described in A 1 a may 
be classified by the Military Department having 
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jurisdiction whenever the photography warrants 
security protection. For this purpose, each 
Military Department will determine and specify 
those areas of interest within which it will re- 
quire security review, Aerial photography made 
within areas so specified will be submitted to 

the Service concerned, and will be reviewed 

and classified according to content as provided for 
in l above. Pending review and final classification 
by the Service concerned, all photographs taken in 
the area will bear an interim classification to be 
assigned by the Department designating the area 
as one requiring review, 


Aerial photographs of the type described in A 1b 
will be classified by the Department responsible for 
its procurement, only as indicated below: 


a. As provided for in 1 and 2 above, 


b. When a governmental agreement under which 
such photography is procured requires security 
protection of the product thereof, 


c. When it is necessary to protect the source of 
the photography or to protect the fact that the 
photography exists and is in the possession of 
the United States, 


Aerial photographs of the type describedin Alc 
above will be classified as indicated below: 


a. When a governmental agreement under which 
such photography is procured requires security 
protection of the product thereof, or 


b. When it is necessary to protect the source of 
the photography or to protect the fact that the 
photography exists and is in possession of the 
United States, 


c. Photography of foreign territory taken during 
war time shall be considered as intelligence 
information, 
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5. The determination of the extent of control 
necessary to maintain the security sought by 
the classification of aerial photography within 
areas, as described in subparagraphs 2 and 3 
a above, shall rest with the Department con- 
cerned, In making its determination, the 
Department shall consider the following factors: 


a. The existence of Legislative Acts, Executive 
Orders or Department of Defense Directives 
prohibiting photography of the area concerned, 


b. All other means of effecting control over aerial 
photography of the area, and the desirability of 
employing such means, including, but not limited 
to, 


(1) Concealment 
(2) Notice to public regarding prohibited areas 
(3) Coordinated military defense of the area. 


c. The ability of a potential enemy to obtain from 
other sources the information sought to be protected 
by the imposition of classification. 


6. Whenever classification is imposed on aerial 
photography within Areas as provided in 2 and 
3 a above, the Chief of Staff, U.S. Air Force 
will be furnished a description of the areas and 
the interim classification assigned, for inclusion 
in the consolidated map and list provided for 
in paragraph F below. 


C. Authority to Classify. 


Authority to classify aerial photography lies with the 
Department having primary interest in the information 
revealed in the photographs, coordinating, as necessary, 
with any other Department having an interest therein. 
The authority to classify aerial photography may be dele- 
gated, as desired by the Departments. Regrading or de- 
classification may be accomplished only by the U. S. 
Agency or Military Department responsible for its 
original classification, or higher authority. 
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Classification 


Except for photography classified in accordance with 
governmental agreements ox, as prescribed in paragraph 
A 2 above and in paragraph @ below, the degree of 
classification assigned to any aerial photography requiring 
security protection will be in accordance with policy 
prescribed herein and the current Department of Defense 
definitions of security classification categories. 


Use of Concealment 


It is considered that more effective protection can be 
afforded activities or material which require protection 

by means of concealment in addition to the application of 
security classification as prescribed in this policy. 
Therefore, Departments concerned will take all steps 
necessary and practical to insure the maximum concealment 
from aerial observation of those activities and material 
which should be protected. 


Map and List of Classified Areas 


1. The Department of the Air Force will maintain a con- 
solidated list and map for the information and guidance 
of departments and agencies concerned showing approved 
areas requiring security review of aerial photography 
furnished in accordance with paragraph B 6 above, and 
classified areas referred to in paragraph # below, 


2. Revision to such consolidated list and map will be 
published by the Chief of Staff, U.S. Air Force, as 
changes are made therein, 


Aerial Photography of Installations or Areas Under the 
Control of Other U.S, Governmental Agencies 


Aerial photography of the installations or areas under the 
control of other U.S, governmental agencies CLASSIFICATION 
OF WHICH IS REQUIRED BY THE AGENCY HAVING 
JURISDICTION, will be classified in accordance with the 
classification designated by such agency. Downgrading 

or declassification, as warranted, may be accomplished 

only after approval of the agency responsible for the in- 


stallation or area. A list of all such areas or installations, 
the exact area covered, agenty responsible, and, when 
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appropriate, classification oi photography of such areas 
will be included in the consolidated list provided in 


paragraph F above. 


PHOTOGRAPHING OR SKETCHING VITAL INSTALI ATIONS 
OR EQUIPMENT DURING FBI INVESTIGATIONS 


A. Background 


1. Section 795 of Title 18, United States Code, provides 
that photographs or sketches of vital military and 
naval installations or equipment shall not be made 
except with the express permission of the Commanding 
Officer or higher authority. Executive Order 10104, 
issued by the President on 1 February 1950 defines 
certain vital military and naval installations and 
equipment as requiring protection against the general 
dissemination of information relative thereto, 


2. It is possible that occasions could arise wherein the 
urgency or particular factors of an FBI investigation, 
which urgency or factors could not be previously 
anticipated, prevents the obtaining of the authority 
and permission contemplated by Section 795 or Title 
18, United States Code. 


B. Policy 


Where the urgency or particular factors of an FBI in- 
vestigation, which urgency or factors could not be 
previously anticipated, prevents the obtaining of the 
authority and permission contemplated by Section 795 

of Title 18, United States Code, such photographs or 
sketches of vital military and naval installations and 
equipment as are required for that investigation may 

be made by the FBI Agents involved in such investigations. 
Such photographs and sketches must, however, be sub- 
mitted at the earliest appropriate time to the Commanding 
Officer or higher authority for review in accordance with 
Section 795 of Title 18, United States Code. 








App. (1), Encl. 1 
5200.1 July 8,57 


EXECUTIVE ORDER No. 1050] 
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SAFEGUARDING OFFICIAL INFORMATION IN THE INTERESTS 
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EXECUTIVE ORDER No. 1050! 
NOVEMBER 5, 1953 


SAFEGUARDING OFFICIAL INFORMATION IN THE INTERESTS 
OF THE DEFENSE OF THE UNITED STATES 


WHEREAS it is essential that the citizens ofthe United States be informed con- 
cerning the activities of their government; and 


WHEREAS the interests of national defense require the preservation of the 
ability of the United States to protect and defend itself against all hostile or destruc- 
tive action by covert or overt means, including espionage as well as military action; 
and 


WHEREAS it is essential that certain official information affecting the national 
defense be protected uniformly against unauthorized disclosure: 


NOW, THEREFORE, by virtue of the authority vested in me by the Constitution 
and statutes, and as President of the United States, and deeming such action nec- 
essary in the best interests ofthe national security, it is hereby ordered as follows: 


Section 1. CLASSIFICATION CATEGORIES 


Official information which requires protection in the interests of national de- 
fense shall be limited to three categories of classification, which in descending 
order of importance shall carry one of the following designations: Top Secret, 
Secret, or Confidential. No other designation shall be used to classify defense in- 
formation, including military information, as requiring protection in the interests 
of national defense, except as expressly provided by statute. These categories are 
defined as follows: 


(a) Top Secret: Except as may be expressly provided by statute, the use 
of the classification Top Secret shall be authorized, by appropriate authority, 
only for defense information or material which requires the highest degree of 
protection. The Top Secret classification shall be applied only to that informa- 
tion or material the defense aspect of whichis paramount, and the unauthorized 
disclosure of which could result in exceptionally grave damage to the Nation 
such as leading to a definite break in diplomatic relations affecting the defense 
of the United States, an armed attack against the United States or its allies, a 
war, or the compromise of military or defense plans, or intelligence operations, 
or scientific or technological developments vital to the national defense. 


(b) Secret: Except as may be expressly provided by statute, the use of the 
classification Secret shall be authorized, by appropriate authority, only for de- 
fense information or material the unauthorized disclosure of which could result 
in serious damage to the Nation, suchas by jeopardizing the international rela- 
tions of the United States, endangering the effectiveness of a program or policy 
of vital importance to the national defense, or compromising important military 
or defense plans, scientific or technological developments important to national 
defense, or information revealing important intelligence operations. 


(c) Confidential: Except as may be expressly provided by statute, the use 
of the classification Confidential shall be authorized, by appropriate authority, 
only for defense information or material the unauthorized disclosure of which 
could be prejudicial to the defense interests of the nation. 
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Section 2, LIMITATION OF AUTHORITY TO CLASSIFY 


The authority to classify defense informationor materialunder this order shall 
be limited in the departments and agencies of the executive branch as hereinafter 
specified, Departments and agencies subject to the specified limitations shall be 
designated by the President: 


(a) In those departments and agencies having no direct responsibility for 
national defense there shall be no authority for original classification of in- 
formation or material under this order. 


(b) In those departments and agencies having partial but not primary re- 
sponsibility for matters pertaining to national defense the authority for original 
classification of information or material under this order shall be exercised 
only by the head of the department or agency, without delegation. 


(c) In those departments and agencies not affected by the provisions of 
subsection (a) and (b), above, the authority for original classification of infor- 
mation or material under this order shall be exercised only by responsible 
officers or employees, who shall be specifically designated for this purpose. 
Heads of such departments and agencies shall limit the delegation of authority 
to classify as severely as is consistent with the orderly and expeditious trans- 
action of Government business. 


Section 3, CLASSIFICATION 


Persons designated to have authority for original classification of information 
or matérial which requires protection in the interests of national defense under this 
order shall be held responsible for its proper classification in accordance with the 
definitions of the three categories in section 1, hereof. Unnecessary classification 
and over-classification shall be scrupulously avoided. The following special rules 
shall be observed in classification of defense information or material: 


(a) Documents in General: Documents shall be classified according totheir 
own content and not necessarily according to their relationship to other docu- 
ments, References to classified material which do not reveal classified defense 
information shall not be classified, 


(b) Physically Connected Documents: The classification of a file or group 
of physically connected documents shall be at least as high as that of the most 
highly classified document therein, Documents separated fromthe file or group 
shall be handled in accordance with their individual defense classification. 


(c) Multiple Classification: A document, product, or substance shall bear 
a classification at least as highas that of its highest classified component, The 
document, product, or substance shall bear only one over-all classification, 
notwithstanding that pages, paragraphs, sections, or components thereof bear 
different classifications. 


(d) Transmittal Letters: A letter transmitting defense information shall 
be classified at least as high as its highest classified enclosure. 


(e) Information Originated by a Foreign Government or Organization: De- 
fense information of a classified nature furnished to the United States by a 
foreign government or international organization shall be assigneda classifica- 
tion which will assure a degree of protection equivalent to or greater than that 
required by the government or international organization which furnished the 


information. 
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Section 4, DECLASSIFICATION, DOWNGRADING, OR UPGRADING 


Heads of departments or agencies originating classified material shall designate 
persons to be responsible for continuing review of such classified material for the 
purpose of declassifying or downgrading it whenever national defense considerations 
permit, and for receiving requests for such review from all sources. Formal pro- 
cedures shall be established to provide specific means for prompt review of clas- 
sified material and its declassification or downgrading in order to preserve the 
effectiveness and integrity ofthe classificationsystemandto eliminate accumulation 
of classified material which no longer requires protection in the defense interest. 
The following special rules shall be observed with respect to changes of classifica- 
tion of defense material: 


(a) Automatic Changes: To the fullest extent practicable, the classifying 
authority shall indicate onthe material (except telegrams) at the time of original 
classification that after a specified event or date, or upon removal of classified 
enclosures, the material will be downgraded or declassified. 


(b) Non-Automatic Changes: The persons designated to receive requests 
for review of classified material may downgrade or declassify such material 
when circumstances no longer warrantits retentioninits original classification 
provided the consent of the appropriate classifying authority has been obtained. 
The downgrading or declassification of extracts from or paraphrasés of clas- 
sified documents shall also require the consent of the appropriate classifying 
authority unless the agency making such extracts knows positively that they 
warrant a classification lower than that ofthe document from which extracted, 
or that they are not classified. 


(c) Material Officially Transferred: In the case of material transferred 
by or pursuant to statute or Executive order from one department or agency to 
another for the latter's use and as part of its official files or property, as dis- 
tinguished from transfers merely for purposes of storage, the receiving depart- 


ment or agency shall be deemed to bethe classifying authority for all purposes 
under this order, including declassification and downgrading. 


(d) Material Not Officially Transferred: When any department or agency 
has in its possessionany classified material which has become five years old, 


and it appears (1) that such material originated in an agency which has since 
become defunct and whose files and other property. have not been officially 
transferred to another department or agency within the meaning of subsection 
(c), above, or (2) that it is impossible for the possessing department or agency 
to identify the originating agency, and(3)areview of the material indicates that 
it should be downgraded or declassified, the said possessing department or 
agency shall have power to declassify or downgrade such material. If it appears 
probable that another department or agency may have a substantial interest in 
whether the classification of any particular information should be maintained, 
the possessing department or agency shall not exercise the power conferred 
upon it by this subsection, except with the consent of the other department or 
agency, until thirty days after it has notified such other department or agency 
of the nature of the material and of its intention to declassify or downgrade the 
same. During such thirty-day period the other department or agency may, if 
it so desires, express its objections to declassifying or downgrading thc partic- 
ular material, but the power to make the ultimate decision shall reside in the 
possessing department or agency. 


(e) Classified Telegrams: Such telegrams shall not be referred to, ex- 
tracted from, paraphrased, downgraded, declassified, or disseminated, except 
in accordance with special regulations issued by the head of the originating 
department or agency. Classified telegrams transmitted over cryptographic 
systems shall be handled in accordance with the regulations of the transmitting 
department or agency. 
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(f) Downgrading: If the recipient of classified material believes that it 
has been classified too highly, he may make a request to the reviewing official 
who may downgrade or declassify the material after obtaining the consent of the 
appropriate classifying authority. 


(g) Upgrading: If the recipient of unclassified material believes that it 
should be classified, or if the recipient of classified material believes that its 
classification is not sufficiently protective, it shall be safeguarded in accord- 
ance with the classification deemed appropriate and a request made to the 
reviewing official, who may classify the material or upgrade the classification 
after obtaining the consent of the appropriate classifying authority. 


(h) Notification of Change in Classification: The reviewing official taking 
action to declassify, downgrade, or upgrade classified material shall notify all 
addressees to whom the material was originally transmitted. 


Section 5. MARKING OF CLASSIFIED MATERIAL 


After a determination of the proper defense classification to be assigned has 
been made in accordance with the provisions of this order, the classified material 
shall be marked as follows: 


(a) Bound Documents: The assigned defense classification on bound docu- 
ments, such as books or pamphlets, the pages of which are permanently and 
securely fastened together, shall be conspicuously marked or stamped on the 
outside of the front cover, on the title page, on the first page, on the back page 
and on the outside ofthe back cover. In each case the markings shall be applied 
to the top and bottom of the page or cover. 


(b) Unbound Documents: The assigned defense classification on unbound 
documents, such as letters, memoranda, reports, telegrams, andother similar 
documents, the pages of which are not permanently and securely fastened to- 
gether, shall be conspicuously marked or stampedatthe top and bottom of each 
page, in such manner that the marking will be clearly visible when the pages 
are clipped or stapled together. 


(c) Charts, Maps, and Drawings: Classified charts, maps, and drawings 
shall carry the defense classification marking under the legend, title block, or 
scale in such manner that it will be reproduced on all copies made therefrom. 
Such classification shall also be marked at the top and bottom in each instance. 


(d) Photographs, Films and Recordings: Classified photographs, films, 
and recordings, and their containers, sha e€ conspicuously and appropriately 
marked with the assigned defense classification. 


(e) Products or Substances: The assigned defense classification shall be 
conspicuously marked on classified products or substances, if possible, and on 
their containers, if possible, or, if the article or container cannot be marked, 
written notification of such classification shall be furnished to recipients of 
such products or substances. 


(f) Reproductions: All copies of reproductions of classified material shall 
be appropriately marked or stampedinthe same manner as the original thereof. 


(g) Unclassified Material: Normally, unclassified material shall not be 
marked or stamped Unclassified unless it is essential to convey to a recipient 
of such material that it has been examined specifically with a view to imposing 
a defense classification and has been determined not to require such 
classification. 


23511 O 5S 23 








3 


0 





INVESTIGATION OF NATIONAL DEFENSE 


(h) Change or Removal of Classification: Whenever classified material 
is declassified, downgraded, or upgraded, the material shall be marked or 


stamped in a prominent place to reflect the change in classification, the author- 
ity for the action, the date ofaction, and the identity of the person or unit taking 
the action. In addition, the old classification marking shall be cancelled and 
the new classification (if any) substituted therefor, Automatic change in clas- 
sification shall be indicated by the appropriate classifying authority through 
marking or stamping in a prominent place to reflect information specified in 
subsection 4 (a) hereof, 


(i) Material Furnished Persons not in the Executive Branch of the Gov- 
ernment: When classified material affecting the national defense is furnished 
authorized persons, in or out of Federal service, other than those in the ex- 
ecutive branch, the following notation, in addition to the assigned classification 
marking, shall whenever practicable be placed onthe material, on its container, 
or on the written notification of its assigned classification: 


‘*This material contains information affecting the national defense of 
the United States within the meaning of the espionage laws, Title 18, U.S.C., 
Secs. 793 and 794, the transmission or revelation of which in any manner 
to an unauthorized person is prohibited by law.'’ 


Use of alternative marking concerning ‘‘Restricted Data’’ as defined by the Atomic 
Energy Act is authorized when appropriate. 


Section 6. CUSTODY AND SAFEKEEPING 


The possession or use of classified defense information or material shall be 


limited to locations where facilities for secure storage or protection thereof are 
available by means of which unauthorized persons are prevented from gaining access 
thereto, Whenever such information or material is not under the personal super- 
vision of its custodian, whether during or outside of working hours, the following 
physical or mechanical means shall be taken to protect it: 


(a) Storage of Top Secret Material: Top Secret defense material shall be 
protected in storage by the most secure facilities possible. Normally it will 
be stored in a safe or a safe-type steel file container having a three-position, 
dial-type, combination lock, and being of such weight, size, construction, or 
installation as to minimize the possibility of surreptitious entry, physical theft, 
damage by fire, or tampering. Theheadof a department or agency may approve 
other storage facilities for this material whichoffer comparable or better pro- 
tection, such as an alarmed area, avault,a secure vault-type room, or an area 
under close surveillance of an armed guard. 


(b) Secret and Confidential Material: These categories of defense material 
may be stored in a manner authorized for Top Secret material, or in metal file 
cabinets equipped with steel lockbar and an approved three combination dial- 
type padlock from which the manufacturer's identification numbers have been 
obliterated, or in comparably secure facilities approved by the head of the de- 
partment or agency. 


(c) Other Classified Material: Heads of departments and agencies shall 
prescribe such protective facilities as may be necessary in their departments 
or agencies for material originating under statutory provisions requiring pro- 
tection of certain information. 


(d) Changes of Lock Combinations: Combinations on locks of safekeeping 
equipment shall be changed, only by persons having appropriate security 
clearance, whenever such equipment is placed in use after procurement from 
the manufacturer or other sources, whenever a person knowing the combina- 
tion is transferred from the office to which the equipment is assigned, or 
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whenever the combination has been subjected to compromise, and at least once 
every year. Knowledge of combinations shall be limited to the minimum number 
of persons necessary for operating purposes. Records of combinations shall be 
classified no lower than the highest category of classified defense material 
authorized for storage in the safekeeping equipment concerned. 


(e) Custodian’s Responsibilities: Custodians of classified defense material 
shall be responsible for providing the best possible protection and accountability 
for such material at all times and particularly for securely locking classified 
material in approved safekeeping equipment whenever it is not in use or under 
direct supervision of authorized employees. Custodians shall follow procedures 
which insure that unauthorized persons do not gainaccess to classified defense 
information or material by sight or sound, and classified information shall not 
be discussed with or in the presence of unauthorized persons. 


(f) Telephone Conversations: Defense information classified in the three 
categories under the provisions of this order shall not be revealed in telephone 
conversations, except as may be authorized under section 8 hereof with respect 
to the transmission of Secret and Confidential material over certain military 
communications circuits. 


(g) Loss or Subjection to Compromise: Any personinthe executive branch 
who has knowledge of the loss or possible subjection to compromise of classified 
defense information shall promptly report the circumstances to a designated 
official of his agency, and the latter shall take appropriate action forthwith, in- 
cluding advice to the originating department or agency. 


Section 7. ACCOUNTABILITY AND DISSEMINATION 


Knowledge or possession of classified defense information shall be permitted 
only to persons whose official duties require suchaccess in the interest of promoting 
national defense and only if they have been determined to be trustworthy. Proper 
control of dissemination of classified defense information shall be maintained at all 
times, including good accountability records of classified defense information docu- 
ments, and severe limitation on the number of such documents originated as well as 
the number of copies thereof reproduced, The number of copies of classified defense 
information documents shall be kept to a minimum to decrease the risk of compro- 
mise of the information contained in such documents and the financial burden on the 
Government in protecting such documents. The following special rules shall be ob- 
served in connection with accountability for and dissemination of defense information 
or material: 


(a) Accountability Procedures: Heads of departments and agencies shall 
prescribe such accountability procedures as are necessary tocontrol effectively 
the dissemination of classified defense information, with particularly severe 
control on material classified Top Secret underthisorder. Top Secret Control 
Officers shall be designated, as required, to receive, maintain accountability 
registers of, and dispatch Top Secret material. 





(b) Dissemination Outside the Executive Branch: Classified defense infor- 
mation shall not be disseminated outside the executive branch except under con- 
ditions and through channels authorized by the head of the disseminating 
department or agency, even though the personor agency to which dissemination 
of such information is proposed to be made may have been solely or partly 
responsible for its production. 


(c) Information Originating in Another Department or Agency: Except as 
otherwise provided by section 102 of the NationalSecurity Act of July 26, 1947, 
c. 343, 61 Stat. 498, as amended, 50 U.S.C, sec. 403, classified defense informa- 
tion originating in another department or agency shall not be disseminated 
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outside the receiving department or agency without the consent of the originating 
department or agency. Documents and material containing defense information 
which are classified Top Secret or Secret shall not be reproduced without the 
consent of the originating department or agency. 


Section 8. TRANSMISSION 


For transmission outside of adepartment or agency, classified defense material 


of the three categories originated under the provisions of this order shall be pre- 
pared and transmitted as follows: 


(a) Preparation for Transmission: Such material shall be enclosed in 
opaque inner and outer covers. The inner cover shall be a sealed wrapper or 
envelope plainly marked with the assigned classificationand address. The outer 
cover shall be sealed and addressed with no indication of the classification of 
its contents. A receipt form shall be attached to or enclosed in the inner cover, 
except that Confidential material shall require a receipt only if the sender deems 
it necessary. The receipt form shall identify the addressor, addressee, and the 
document, but shall contain no classified information.. It shall be signed by the 
proper recipient and returned to the sender. 





(b) Transmitting Top Secret Material: The transmission of Top Secret 
material shall be effected preferably by direct contact of officials concerned, or, 
alternatively, by specifically designated personnel, by State Department diplo- 
matic pouch, by a messenger-courier system especially created for that pur- 
pose, or by electric means in encrypted form; or in the case of information 
transmitted by the Federal Bureau of Investigation, such means of transmission 
may be used as are currently approved by the Director, Federal Bureau of In- 
vestigation, unless express reservation to the contrary is made in exceptional 


cases by the originating agency. 


(c) Transmitting Secret Material: Secret material shall be transmitted 
within the continental United States by one of the means established for Top 
Secret material, by an authorized courier, by United States registered mail, 
or by protected commercial express, air or surface. Secret material may be 
transmitted outside the continental limits of the United States by one of the 
means established for Top Secret material, by commanders or masters of 
vessels of United States registry, or by United States Post Office registered 
mail through Army, Navy, or Air Force postal facilities, provided that the 
material does not at any time pass outof United States Government control and 
does not pass through a foreign postal system. Secret material may, however, 
be transmitted between United States Government and/or Canadian Government 
installations in continental United States, Canada, and Alaska by United States 
and Canadian registered mail with registered mail receipt. In an emergency, 
Secret material may also be transmitted over military communications circuits 
in accordance with regulations promulgated for such purpose by the Secretary 
of Defense. 


(d) Transmitting Confidential Material: Confidential defense material 
shall be transmitted within the United States by one of the means established for 
higher classifications, by registered mail, or by express or freight under such 
specific conditions as may be prescribed by the head of the department or agency 
concerned. Outside the continental United States, Confidential defense material 
shall be transmitted in the same manrer as authorized for higher classifications. 


(e) Within an Agency: Preparationofclassified defense material for trans- 
mission, and transmission of it, withina department or agency shall be governed 
by regulations, issued by the head of the department or agency, insuring a degree 
of security equivalent to that outlined above for transmission outside a depart- 
ment or agency. 
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Section 9. DISPOSAL AND DESTRUCTION 


Documentary record material made or received by a department or agency in 
connection with transaction of public business and preserved as evidence of the or- 
ganization, functions, policies, operations, decisions, procedures or other activities 
of any department or agency of the Government, or because of the informational 
value of the data contained therein, may be destroyed only in accordance with the 
act of July 7, 1943,c. 192,57Stat. 380, as amended, 44 U.S.C. 366-380. Non-record 
classified material, consisting of extra copies and duplicates including shorthand 
notes, preliminary drafts, used carbon paper, and other material of similar tem- 
porary nature, may be destroyed, under procedures established by the head of the 
department or agency which meet the following requirements, as soon as it has 
served its purpose: 


(a) Methods of Destruction: Classified defense material shall be destroyed 
ized by the head of an agency provided the resulting destruction is equally 
complete. 


(b) Records of Destruction: Appropriate accountability records maintained 


in the department or agency shall reflect the destruction of classified defense 
material. 


Section 10. ORIENTATION AND INSPECTION 


To promote the basic purposes of this order, heads of those departments and 
agencies originating or handling classified defense information shall designate ex- 
perienced persons to coordinate and supervise the activities applicable to their de- 
partments or agencies under this order. Persons so designated shall maintain active 
training and orientation programs for employees concerned with classified defense 
information to impress each such employee with his individual responsibility for 
exercising vigilance and care in complying with the provisions of this order, Such 
persons shall be authorized on behalf of the heads of the departments and agencies 
to establish adequate and active inspection programs to the end that the provisions 
of this order are administered effectively. 


Section 11. INTERPRETATION OF REGULATIONS BY THE ATTORNEY GENERAL 


The Attorney General, upon request of the head of a department or agency or 
his duly designated representative, shall personnally or through authorized repre- 
sentatives of the Department of Justice render aninterpretation of these regulations 
in connection with any problems arising out of their administration. 


Section 12, STATUTORY REQUIREMENTS 


Nothing in this order shall be construed toauthorize the dissemination, handling 
or transmission of classified information contrary to the provisions of any statute. 


Section 13. "RESTRICTED DATA" AS DEFINED IN THE ATOMIC ENERGY ACT 


Nothing in this order shall supersede any requirements made by or under the 
Atomic Energy Act of August 1, 1946, as amended, ‘‘Restricted Data’’ as defined 
by the said act shall be handled, protected, classified, downgraded, and declassified 
in conformity with the provisions of the Atomic Energy Act of 1946, as amended, 
and the regulations of the Atomic Energy Commission. 


Section 14, COMBAT OPERATIONS 


The provisions of this order with regard to dissemination, transmission, or 
safekeeping of classified defense information or material may be so modified in 
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connection with combat or combat-related operations as the Secretary of Defense 
may by regulations prescribe, 


Section 15, EXCEPTIONAL CASES 


When, in an exceptional case, a person or agency not authorized to classify 
defense information originates information which is believed to require classifica- 
tion, such person or agency shall protect that information in the manner prescribed 
by this order for that category of classified defense information into which it is 
believed to fall, and shall transmit the information forthwith, under appropriate 
safeguards, to the department, agency, or person having both the authority to classify 
information and a direct official interest in the information (preferably, that de- 
partment, agency, or person to which the information would be transmitted in the 
ordinary course of business), witha request that such department, agency, or person 
classify the information. 


Section 16. REVIEW TO INSURE THAT INFORMATION IS NOT IMPROPERLY 
WITHHELD HEREUNDER 


The President shall designate a member of his staff who shall receive, consider, 
and take action upon, suggestions or complaints from non-Governmental sources 
relating to the operation of this order, 


Section 17. REVIEW TO INSURE SAFEGUARDING OF CLASSIFIED DEFENSE 
INFOR MATION 


The National Security Council shall conduct a continuing review of the imple- 
mentation of this order to insure that classified defense information is properly 
safeguarded, in conformity herewith. 

Section 18. REVIEW WITHIN DEPARTMENTS AND AGENCIES 

The head of each department and agency shall designate a member or members 
of his staff who shall conduct a continuing review of the implementation of this order 
within the department or agency concerned to insure that no information is withheld 
hereunder which the people of the United States have a right to know, and to insure 
that classified defense information is properly safeguarded in conformity herewith. 


Section 19, REVOCATION OF EXECUTIVE ORDER NO. 10290 


Executive Order No. 10290 of September 24, 195lis revoked as of the effective 
date of this order. 


Section 20. EFFECTIVE DATE 


This order shall become effective on December 15, 1953. 
DWIGHT D. EISENHOWER 


THE WHITE HOUSE, 


November 5, 1953. 
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App. (2), Encl. 1 
5200.1, July 8,57 


DEPARTMENT OF DEFENSE ~- GOVERNMENT PRINTING OFFICE 


AGREEMENT 


This Agreement between the Denartment of Defense and the Government 
Printing Office govems the security measures employed by the Government 
Printing Office, including all facilities therof, for insuring the safeguarding 
of classified information released to it by Department of Defense activities 
for reproduction. 


It is essential that certain security measures be taken by the Public 
Printer to assure the Denartment of Defense that classified information 
released to the Government Printing Office by the Department of Defense and 
its activities is being safeguarded in accordance with the provisions of 
Executive Order 10501, "Safeguarding Official Information in the Interests 
of the Defense of the United States" and Executive Order 1050, "Security 
Requirements for Government Employment." Accordingly, the following employ- 
ment practices and operating procedures for handling such classified inform- 
ation by the Public Printer are hereby agreed to: 


SECTION I 
GENERAL REQUIREMENTS 
The Public Printer shall: 


a Be responsible for safeguarding all Department of Defense classified 
information released to him and shall determine which of his employees 
require possession of, or access to, the information, and shall not supply 
or disclose such information to any unauthorized persone No classified 
information shall be disseminated outside the Government Printing Office 
without authority of the Department of Defense activity whose information 
is involved; 


bo Determine the trustworthiness of employees in accordance with 
Executive Order 1050 as amended and issue anvrovriate clearances prior to 
permitting access to classified information. Further, such employees will. 
have access to material on a "need-to-know" basis and only to the extent of 
their clearances, He shall maintain a current record of all employees who 
have access to classified information, indicating the degree of clearance 
and the date clearance was granted; 


Ce Provide suitable ohysical protective measures for safeguarding 
classified information in accordance with Executive Order 10501. These 
physical security controls shall include but not be limited to receiving, 
handiing, transmission, storage, area controls and visiter control procedures; 


d. Not contract with industry for the renrodcution of Department of 
Defense classified information except as specifically aporoved by the 
activity whose classified information is involved; and 


e. Distribute and transmit Department of Defense classified information 
in accordance with snecific instructions provided by the activity whose 
information is involved, 
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SECTION II 
ISSPECTIONS 


The Department of Defense, upon appropriate coordination with the 
Public Printer shall have the right to inspect at reasonable intervals 
the procedures, methods, and facilities utilized in comlying with the 
requirements of the provisions of this Agreement. 


SECTION IIT 
PRIOR AGREEMENTS 


This Agreement supersedes all other agreements, understandings and 
representations with resnect to the safeguarding of classified information, 
entered into between the Public Printer and the Devartment of Defense 
(including the three military departments), This shall not include 
agreements, understanding and representation contained in contracts for 
the furnishing of sunplies and services to the Department of Defense 
heretofore entered into between the Public Printer and activities of the 
Department of Defense, 


SECTION IV 
SECURITY COSTS 


This Agreemeht does not obligate the Department of Defense funds, and 
the Department of Defense shall not be liable for any costsor claims of 
the Government Printing Office arising out of this Agreement or instructions 
isszed hereunder, 

IN WITNESS WHEREOF, the parties hereto have executed this Agreement 
as of June 26, 1956 _ 


The United States of America 


See notations A and B below. 


BY /s/ Frederick W. Baumann, Jr. BY /s/ Jerome D. Fenton 
gel redex Printing Off ice artment o ense 
This agreement is executed with the understanding that: 


A. The first paragraph does not include our GPO-Department of State 
Service Office, which is under the control securitywise of the 
Atomic Energy Commission and the Central Intelligence Agency; 


Be. Section IV, "Security Costs", does not release the Department of 
Defense from obligations of surchages placed against each job for 
the special handling reouired of security work. 


/e/ F.W.B. 
June 26, 1956 
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AUDIT ACTIVITIES OF THE GENERAL ACCOUNTING OFFICE 


There appears to be a general need for better understanding on the 
part of many elements of the Department of Defense not directly engaged 
in financial management regarding the role of the General Accounting 
Office with respect to activities of this Department. 


As an agent of the legislative branch of the Government, the 
Comptroller General has from time to time been given extremely broad 
statutory authority to review the activities of executive agencies. 
Important among the various statutes are Sections 312(a) and 313 of the 
Budget and Accounting Act of 1921, Section 206 of the Legislative Re- 
organization Act of 196, Section 206(c) of the Federsl Property and 
Administrative Services Act of 1949, and, most recently, Sections 111(d) 
and 117(a) of the Budget and Accounting Procedures Act of 1950. 


Since initiation of the Joint Accounting Program by the Comptroller 
General, the Bureau of the Budget, and the Treasury Department, the 
Comptroller General has adonted a progressively greater cooperative and 
constructive approach to the carrying out of his audit responsibilities. 
The result, in a majority of instances of inadequacies in accounting 
and internal control, has been correction of the deficiencies through 
cooperation with the agency staffs rather than mere reporting thereof 
to the Congress. This is a desirable procedure. 


In carrying out its audit resnonsibilities, the General Accounting 
Office is departing as rapidly as practicable from the centralized and 
detailed examination of vouchers and is beginning to use a so-called 
comprehensive audit anproach. The comprehensive audit is performed as 
neariy as may be at the site of operations. Its scope covers the agency 
and its activities as a whole and the extent of detailed examination 
work is determined by the adequacy of the management control exercised. 
Thus, an imortant initial element of this anproach is an evaluation of 
the internal or management controls surrounding each activity. The 
survey of management contro)s will consist of obtaining and evaluating 
information as to the history, vurpose, authorities, organization, 
activities, policies and procedures of an agency, together with a review 
of its onerating results. Essentially the objectives of this work are 
to determine (1) “What the agency is supposed to do and how it does it, 
and (2) the degree to which the agency exercises effective control over 
its resources and activities. In order to test the effectiveness of 
internal control, it will be necessary to perform various audit stevs 
such as reviewing, analyzing, and testing accounting data, property 
records, budgetary statements, and other supporting evidence covering 
program overations, including non-appropriated fund activities which 
are carried on as a direct or quasi-official responsibility of the 
department concerned, 
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The comprehensive audit vrogram is carried out by the Defense 
Accounting and Auditing Division of the General Accounting Office; 
however, inspections and snecial investigations performed by the Office 
of Investigations of thet Office are closely related to the comprehensive 
audit program. The Comptroller General's over-all objective in the 
field of accounting systens development also is coordinated with the 
comprehensive audit program and is carried out by the Accounting System 
Division of the General Accounting Office. All of these activities can 
contribute much to improvement of our systems of accounting and internal 
control. 


The Comptroller General recognizes that the vrimary responsibility 
for establishing and maintaining adequate systems of accounting and 
internal control rests with the agencies themselves. As we within the 
military establishment improve internal controls and extend internal 
auditing, the General Accounting Office anticipates that its activities 
can be reduced considerably. Even without this incentive, the establish- 
ment of such controls is required from the standpoint of good management 
practice by the Budget and Accounting Procedures Act of 1950, and by the 
National Security Act, as amended. 


Representatives of the Comptroller General, as indicated in the 
attached list, should be given full cooperation at all levels in the 
course of their work, and reports thereon should receive adequate 
and prompt attention. 
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LIST OF GENERAL ACCOUNTING OFFICE OFFICIALS AUTHORIZED TO CERTIFY 


SEC C 


Accounting and Auditing Organizations 


Directors 


Deputy Directors 


Associate 
Assistant 


Directors 
Directors 


Regional Managers 
Boston, Mass. 
New York, N. Y. 
Philadelphia, Pa. 
Richmond, Va. 
Atlanta, Ga. 
Detroit, Mich. 
Cleveland, Ohio 
Dayton, Ohio 
Chicago, Ill. 


St. 


Louis, Mo. 


New Orleans, La. 


St. 


Paul, Minn. 


Kansas City, Mo. 
Dallas, Texas 
Denver, Colo. 
Seattle, Wash. 
Portland, Ore. 

San Francisco, Calif. 


Los 
Director, 
Director, 
Director, 
Director, 


Director, 


Angeles, Calif. 

Claims Division 

European Branch 

Far East Branch 

Division of Personnel (or the Acting Director in the 
absence of the Director) 

Transportation Division 
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App. (4), Encl. 1 
5200.1 July &,57 


POLICY AND PROCEDURE GOVERNING USE OF CODE WORDS 


le Purpose 


The purpose of these instructions is to prescribe policy and 
procedure concerning the use of code’words within the Depart- 
ment of Defense, 


2 Definitions 


@ Code Words - A "code word" is a word selected from those 
listed in JANAP 299 and assigned a classified meaning by 
proper authority to insure maximum security concerning 
intentions and to safeguard information pertaining to 
military plans or onerations classified as Confidential 
or higher. 


be Inactive Code Word - An "inactive code word" is a classi- 
fied code word which has been placed in use but which is 
subsequently replaced by another code word having the same 
meaning. 


Ce Obsolete Code Word - A classified word assigned to a plan 
or operation which has been discontimmed, or completed, and 
not replaced by a similar plan or oneration, whenever the 
meaning for security reasons cannot be declassified. 


d. Cancelled Code Word - A declassified code word assigned to a 
plan or operation which has been discontinued or comnleted 
and which no longer requires a minimum security classification 
of Confidential. 


@. Nickname = A name consisting of two separate words, neither of 
which appear in JANAP 299 and neither of which will be a word 
similar to such words as project, exercise, operation, etc., 
used to designate an unclassified meaning and employed fcr 
administrative convenience, for morale or public relations 
purposes, 


f. Using Agency - The agency to which a code word is allocated 
for use and which assigns to the word a classified meaning. 


Ww 
- 


Allocation of Code Words 


a. The Secretary, Joint Intelligence Group, is responsible for 
the allocation of code words or blocks of code words from 
JANAP 299 to agencies of the Department of Defense, 





le 


ve 
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Agencies of the Department of Defense will request from the 
Secretary, Joint Intelligence Group, such allocatinn of code 
words as they require, Recipient agencies may reissue code 
words within their organization in accordance with agency 
policies and procedures, subject to applicable rules set 
forth herein. 


Assignment of Classified Meanings to Code Words 


ae 


be 


Ce 


de 


f, 


Bo 


All code words placed in use within the Department of Defense 
will be selected from JANAP 299. 


The agency resvonsible for the development of a plan or execu- 
tion of an operation will be responsible for determining whether 
to assign a code word and a classified meaning in connection 
therewith. 


Agencies contemplating making use of code words are cautioned 
against employing such words except to provide for maximum 
security on a continuing basis. Code words will be placed 

in use for the following vurposes only: 


(1) To designate a classified military plan or operation; 


. (2) To designate geographic locations in conjunction with 


plans or operations referred to in (1) above; and 


(3) To conceal intentions in discussions and messages or 
other documents pertaining to plans, operations, or 
geographic locations referred to in (1) and (2) above. 


The agency placing a code word in use will assign to that 
word a specific meaning classified Top Secret, Secret or 
Confidential, commensurate with military security require- 
ments. Code words will not be used to cover unclassified 
meanings. 


The classified meaning of a code word will be limited to in- 
formation indicating the nature of a specified plan or operation 
or the relationship thereto of geographic locations. The 
assigned meaning need not in all cases be classified as high 

as the classification assigned to the plan or operation as 

a whole. 


Code words should be selected by each asing agency in such 
manner that the word used does not suggest the nature of its 
meaning. 


A code word should not be used repeatedly for similar purposes; 
i.e. if the initial phase of an operation is designated "Meaning", 
succeeding phases should not be designated "Meaning II" and 
"Meaning III", but should have different code words, 
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Each agency will establish its own policies and procedures 
for the control and initial assignment of classified meanings 
to code words subject to applicable rules set forth herein. 


Notification of Assignment and Dissemination of Code Words and 
Meanings 


be 


Ce 


de 


eo 


f. 


Upon assignment of a classified meaning to a code word, the 
using agency will vromptly notify the Secretary, Joint Intel- 
ligence Group, of the fact of assignment, indicating the word 
and its classification, and the dissemination reouired when 
appropriate. Similar notification will be made when any changes 
occur, such as the substitution of a new word for one previously 
placed in use. Dissemination of the code word and its meaning 
to other agencies of the Department of Defense will be made by 
the Secretary, Joint Intelligence Group, at the request of the 
using agency. 


The using agency is responsible for the dissemination to activi- 
ties witiin its jurisdiction of code words and their neanings. 
It is also responsible ror determining the dissemination to be 
made to other agencies, but such dissemination will be made 
through the Secretary, Joint Intelligence Group, whenever time 
permits, Using agencies will promptly advise the Secretary 
Joint Intelligence Group, of the fact whenever it discloses 
directly to an organization or office of another agency a code 
word and the meaning thereof, 


Each agency having a plamning, administrative or operational 
responsibility to fulfill in connection with a classified mean- 
ing received from another agency will be responsible for dis- 
seminating the classified meaning and the related code word to 
activities under its jurisdiction as it deems essential, com- 
mensurate with security requirements, but will not initially 
furnish the meaning to any other agency without the approval 
of the original using agency. 


An agency receiving a classified meaning and its related code 
word from another agency for information and record purposes 
and having no responsibility for action in connection therewith 
will make no internal dissemination of the meaning outside the 
office responsible for maintaining records of code words for 
the receiving agency unless authorized by the original using 


agency. 


When a meaning has not been furnished an agency for a code word 
contained in documents or messages received, amd the agency con- 
siders that it requires knowledge of the meaning, this informa- 
tion may be requested from the office maintaining records of 
code words within the agency, submitting reasons therefor. 


When a word which has been assigned a special meaning is 
furnished by a governmental agency outside the Department of 
Defense for use and dissemination within the Department of 
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Defense, recipients will be advised that the word originated 
outside the Department of Defense and is not subject to 
Department of Defense policy regarding the use of code words. 
However, such a word shall be safeguarded in accordamce with 
the classification assigned thereto by the originating agency. 


6. Classification, Downgrading and Declassification 


To 


Be 


bo 


Ce 


de 


fo 


During the development of a plan or the planning of an operation 
by the headquarters of the using agency, the code word and its 
meaning will have the same classification. When dissemim tion 

of the plan to other agencies or to subordinate echelons of the 
using agency is required, the using agency may downgrade the 
primary code word and such code words as are assigned to geographic 
locations in conjunction therewith below the classification assigned 
to their meanings in order to facilitate additional planning, im 
plementation and execution by such other agencies or echelons. 

Code words in use or obsolete code words will not be downgraded 
below Confidential, will retain their classification and be.safe- 
guarded accordingly until the classification of their related 
meanings is cancellede 


A code word which is replaced by another code word due to the 
compromise or suspected compromise of the security of information 
connecting it with its assigned meaning, or for any other reason, 
will be carried as an “inactive code word" on the records of all 
agencies concerned and will retain its classification until its 
original related meaning has been declassifiede 


When a plan or operation is discontinued or completed, and is not 
replaced by a similar plan or operation but the meaning cannot for 
security reasons be declassified, the code word assigned thereto 
will be declared obsolete. 


In every case whenever a code word in current use is employed, or 

an inactive or obsolete code word is referred to in written documents, 
the security classification of the code word will be placed in 
parentheses immediately following the code word, ieee, "Label 

(Conf idential)". 


When the meaning of a code word no longer requires a classi= 
fication, the using agency will cancel the classification of 
both the meaning and the code word, including inactive and 
obsolete code wordse 


Immediately upon changing the classification of the code word or 
its meaning or cancelling the classification of. a code word and 
its meaning, the using agency will notify the Secretary, Joint 
Intelligence Group, and all activities concerned within its own 
jurisdiction, The Secretary, Joint Intelligence Group, will in- 
form all other agencies concerned of the action taken. 


Seouri ty Practices 


Bo 


Each agency will take positive action to insure that personnel 
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under its jurisdiction who receive knowledge of code words or 
the meanings of code words are informed of security measures 
necessary for their protection. 


During discussions involving details of a classified plan or 
operation which reveal a classified meaning, the use of the 
related code word will be avoided unless all personnel present 
or within hearing also require knowledge of the code worde 
likewise, whenever a code word ig used during discussions, 
disclosure of information indicating the related meaning will 
be avoided wnless all personnel present or within hearing also 


require knowledge of the meanings 


The meaning of a code word will be used in a message or other 
document together with the code word only when it is absolutely 
essential to do sOe Code words may be used in correspondence 
or other documents forwarded to addressecs who may or may not 
have knowledge of the meaning, but in all cases the code word 
will be employed in a document for purposes of concealment 
onlye If the context of a document contains, for example, 
detailed instructions or similar information which indicates 
the purpose or nature of the related meaning, the assigned 

code word should not be used. 


In handling correspondence pertaining to code words and their 
meanings, care should be used to avoid bringing the code words 
and their meanings together. They should be handled in sepa- 
rate card files, catalogs, indexes, or lists, enveloped sepa~ 
rately 6nd dispatched at different times so that they do not 
travel through mail or courier channels together. 


A document containing a code word in use will be classified 
Confidential or higher in accordance with the highest classi- 
fication assigned to information contained therein on the same 
basis as any other document which requires security protection. 
In no event, however, will the classification of the document 
be .ower than the classification of the code words 


In view of the classification assigned thereto, code words 
will not be used for addresses, return addresses, shipping 
designators, file indicators, call signs, identification sige 
nals, or for other similar purposes. 


The use of an inactive or obsolete code word for the purpose 

of referring to the classified meaning originally assigned to 

it is prohibited. Documents, including correspondence, con= 
taining a code word need not be revised or amended, but after 
receiving notice that the status of a code word has been changed 
to "inactive" or "obsolete", offices will promptly discontinue 
use of the word. Correspondence between offices concerned with 
the substitution of new words for old code words will be specific 
as to the inactive status of the old words 


8. 


he 


Le 
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The use of a declassified code word, standing alone, to represent 
or to substitute for its original meaning is prohibited. After 
declassification of a code word, reference to such word may be 
made in documents pertaining to the related plan or operation 
provided the text shows clearly that the word is no longer in 
use to represent a classified meanings 


A permanent record of all code words placed in use will be 
maintained by the Secretary, Joint Intelligence Groupe A code 


word which has been placed in use and subsequently declassified 
will be reallocated to a using agency only at the discretion 

of the Secretary, Joint Intelligence Group, at such time as he 
may consider that such reallocation and the assignment of a new 
meaning will not result in administrative confusion or loss of 


security concerning the new meaninge 


Compromi se 


ae 


be 


Ce 


de 


Whenever the security of information connecting a code word 
in use with its classified meaning is compromised, the using 
agency will substitute a new code word for the old one in- 
mediately and change the status of the old word to "inactive", 


Using agencies may also substitute new code words for code 
words in use, changing the status of the latter to "inactive", 
at their discretion whenever compromise of the security of 
information connecting the current code word with its meaning 
is suspected or anticipated due to excessive dissemination or 
for any other reasone 


Reports submitted to the Secretary, Joint Intelligence Group, 
showing the substitction of new code words for old code words 
will contain a statement explaining the reason for the substi- 
tution, For this purpose, the following terms may be used, 
whichever may be appropriate: "compromised", "compromise 
suspected", "excessive dissemination", 


The agency having knowledge of the compromise or suspected 
compromise of classified information pertaining to code words 
by personnel under its jurisdiction, or having reason to bee 
lieve that its personnel were involved in connection there ith, 
will make an investigation of the circumstances, fix responsi- 
bility for the compromise and take such corrective action as 
may be necessarye 


23511 0 o8 
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DEPARTMENT OF DEFENSE 
DIRECTIVES SYSTEM TRANSMITTAL 


5200,1 - Chl August 5, 1957 


ATTACHMENTS 


NUMBER 


None 


INSTRUCTIONS FOR RECIPIENTS 


The following pen changes to Department of Defense Directive 5200, 1, 
"Safeguarding Official Information in the Interests of the Defense of the United 
States”, dated July 8, 1957, have been duly authorized: 


PEN CHANGES TO ENCLOSURE 1, PART 8 


1, Page 30, Section I. D,, Line 3 - 


Delete: "paragraph H"’. 
Insert: "paragraph G". 


Page 30, Section I, F. 1., Line 6 - 


Delete: "paragraph H", 
Insert: "paragraph G". 


Paar. 20 PBs 


MAURICE W, ROCHE 
Administrative Secretary 





WHEN PRESCRIBED ACTION HAS BEEN TAKEN, THIS TRANSMITTAL SHOULD BE DESTROYED 


SD . nt. 106-1 PREVIOUS EDITIONS ARE OBSOLETE 0 7367 








SUBJECT 


Ref: 


(a) 
(b) 


(c) 


(d) 


(e) 


(f) 


(g) 


(h) 


(i) 
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March 22, 1957 
NUMBER 5200.6 


Department of Defense Directive 


Policy Governing the Custody, Use and Preservation of 
Department of Defense Official Information Which 
Requires Protection in the Public Interest 


Revised Statutes, Sec. 161 (5 U.S.C. 22) 


Sec. 3 of the Act of June 11, 1946 (60 Stat. 238; 
5 U.S.C. 1002) 


Sec. 1 of the Act of June 25, 1948 (62 Stat. 791; 
18 U.S.C. 1905) 


DOD Directive 5015.1 dated July 31, 1952, subject: 
"Release and Authentication of Copies of Official Records"' 


DOD Directive 5200.1, dated November 19, 1953, sub- 
ject: "Safeguarding Official Information in the Interests 
of the Defense of the United States'' 


DOD Directive 5200.6, dated June 1, 1954, subject: 
"Policy Governing the Custody, Use and Preservation 
of Department of Defense Official Information Not 
Within the Purview of Executive Order No. 10501" 


DOD Directive 5200.7, dated July 15, 1954, subject: 
"Policy Governing the Transmission for Safekeeping of 
Defense Information Classified 'Confidential - Modified 
Handling Authorized'"' 


DOD Directive 5145.2, dated March 22, 1957 subject: 
"Unauthorized Disclosure of Classified Defense Infor- 
mation! 


DOD Directive 7230.3, dated February 14, 1956, 
subject: ''Schedule of Fees and Charges for Copying, 
Certification, and Search of Records, "' 
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I. PURPOSE 


A. To assure the proper custody, preservation and use 
of official information which in the public interest 
should not be given general circulation. (The require- 
ments for classification of official information in the 
interests of national defense, pursuant to Executive 
Order 10501 and the Atomic Energy Act, as amended, 
are set forth in reference (e) and other directives. 
This Directive does not deal with the protection which 
must be given to information because it is classified 
in the interests of national defense. ) 


B. To authorize the optional use of the term ''For Official 
Use Only" within the Department of Defense for identify- 
ing and marking this type of official information. 


C. To avoid improper withholding of information by assuring 
that any withholding is approved by authorities who are 
competent to determine whether or not release of the 
particular information would be against the public interest. 


Il. CANCELLATION 
Reference (f) is hereby cancelled. 
il. AUTHORITY 
Statutory authority for this directive includes 


A. Reference (a) which permits the head of a department to 
issue regulations, not inconsistent with law, governing 
the custody, preservation and use of the records of his 
department. 


B. Reference (b) which provides generally that, except for 
(1) any function of the United States requiring secrecy in 
the public interest or (2) any matter relating solely to 
the internal management of an agency, matters of official 
record of an agency of the Government shall be made 
available to persons properly and directly concerned 
except information "held confidential for good cause found." 
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Reference (c) which provides penalties for any dis- 
closure not authorized by law of information obtained 
by a Government department concerning the trade 
secrets or confidential statistical data of any person or 
corporation, 


IV. POLICY 


A. 


It is the fundamental policy of the Department of Defense 

to make the maximum information available to the public 

as to its operations and activities. This policy is subject 

to the necessary exception that the proper, efficient and 
effective operation of government requires that there shall 
not be made public certain types of information relating to 
such matters as pending litigation, maintenance of discipline, 
conduct of investigations, relations with foreign governments, 
and information which is merely preliminary or advisory 
within the Department. Certain other considerations, such 
as non-violation of confidence as to the nature or source of 
information or the protection of individuals against unsub- 
stantiated allegations, may require that other types of infor- 
mation also not be made public. 


Matters of official record, with the exception of information 
held confidential for good cause found, are made available to 
persons properly and directly concerned pursuant to regula- 
tions published in accordance with reference (b). For 
example, procedures for obtaining official records of the 
Office of the Secretary of Defense are set forth in reference 
(d). Fees are charged for services rendered to the public 
relating to copying, certification and search of records, as 
specified in reference (i). 


Subject to the provisions of Section VI hereof, information 
which under the above statements of policy should not be 
given general circulation includes without limitation the 
following: 


1. Records and information which pertain to individuals 
such as personnel records, medical records, and 
investigative reports, and proceedings pertaining to the 
conduct of, or manner of performance of, duties by 
military personnel and civilian employees, the release 
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of which might unjustly discredit or injure 
innocent persons or disclose personnel informa- 
tion received in confidence. 


Information as to the identity of confidential infor- 
mants and information furnished by them in confidence. 


Information received in confidence from private 
individuals, firms, or organizations in connection with 
bids, proposals, trade secrets, inventions and dis- 
coveries, and reports of a financial, technical or 
scientific nature. 


Information which is, or may reasonably be expected 
to be, connected with any pending or anticipated 
litigation before Federal and State courts or regulatory 
bodies. 


Advance information on proposed plans to procure, 
lease or otherwise acquire or dispose of materials, 
real estate, facilities, or functions, which would pro- 
vide undue or discriminatory advantage to private or 
personal interests. 


Preliminary documents relating to proposed plans or 
policy development when premature disclosure would 
adversely affect morale, efficiency or discipline. 


Examination questions and answers to be used in training 
courses or in a determination of qualifications of 
candidates for employment, entrance to duty and advance- 
ment or promotion. 


Conversations or communications between members of 
the Department of Defense, or between such members 
and representatives of other agencies of the Executive 
Branch, which are merely advisory or preliminary in 
nature and which do not represent any final official 
action and any documents or reproductions concerning 
such advice. 


Information received from other Government agencies 

for official use of the Department of Defense, any 

further dissemination of which is controlled by the agency 
which provided the information. 
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10. Information furnished in confidence by foreign 
nations to the United States, the dissemination 
of which is limited by the nation which provided 
such information. 


V. IDENTIFICATION AND MARKING 


Vi. 


iis 


In order to assure uniformity within the Department of 
Defense for identifying and marking information which 
is described in Section IV.C. above, the optional use 
of the term ''For Official Use Only" is authorized. No 
other term may be used to designate such information. 
Where the term is marked on material, to the fullest 
extent practicable there shall also be indicated a 
specified event or date after which the term will no 
longer apply to such information. In all cases the term 
will be removed promptly when the need for protecting 
the information so marked, no longer exists. 


Information requiring protection in the public interest 


' must be safeguarded irrespective of whether or not the 


information is physically identified by, and marked with, 
the term ''For Official Use Only. "' 


Particular care must be taken to emphasize that the 
classifications authorized in references (e) and (g) shall 
not be used for the information covered solely by this 
Directive. Conversely, the term ''For Official Use Only" 
as authorized herein shall not be used for information 
classified under references (e) or (g). 


RELEASE 


A. 


Requests for official information which fall within the 
terms of this directive will be denied on the basis of this 
Directive only upon a determination by a responsible 
authority that the release requested will be contrary to 
law or otherwise against the public interest as herein 
stated. 


Arbitrary and unreasonable withholding of information 
must be avoided. 
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Nothing in this Directive shall be deemed to authorize 
the withholding of information, otherwise releasable, 
because its release might tend to reveal administrative 
error or inefficiency, or might be embarrassing. 


Vil. IMPLEMENTATION 


A. 


The Secretaries of the military departments, the 
Chairman of the Joint Chiefs of Staff and the Assistant 
Secretary of Defense (PA) will insure that adequate 
regulations are issued to implement the policies stated 
herein. Copies of such implementing regulations will 
be furnished to this office through the Assistant Secre- 
tary of Defense (PA). 


The Secretaries of the military departments, the 
Chairman of the Joint Chiefs of Staff and the Assistant 
Secretary of Defense (MP&R) will take appropriate steps 
to insure that all personnel of the Department of Defense, 
both military and civilian, are made aware of the impor- 
tance of protecting information against unauthorized dis - 
closure in accordance with this Directive; that appropriate 
measures for the physical safeguarding of such informa- 
tion are put into effect; and that appropriate disciplinary 
action will be taken by responsible superiors with respect 
to any unauthorized disclosures of such information on 
the part of departmental personnel. 


To the extent required for proper enforcement of this 
Directive: 


1. The Secretaries of the military departments shall 
initiate prompt investigation within their respective 
Departments of any unauthorized disclosure of infor- 
mation requiring protection under this Directive. In 
any case coming to his attention, the General Counsel, 
Department of Defense, shall have authority to request 
the initiation of an investigation and to request infor- 
mation from the Secretaries of the military depart- 
ments with respect to the initiation, progress and 
results of the investigation, including actions taken. 
The General Counsel shall follow such investigations on 
behalf of the Secretary of Defanse and shall report to 
the Secretary of Defense with respect to those deemed 
of importance to his office. 
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2. The Assistant Secretaries of Defense and the 
Chairman of the Joint Chiefs of Staff shall promptly 
notify the General Counsel of any case involving an 
unauthorized disclosure of information requiring 
protection under this Directive which warrants 
investigation. 


3. The General Counsel, Department of Defense, shall 
have authority to assist in or direct, as appropriate, 
the investigation of any such case in any activity of 
the Department of Defense in the Washington area 
which is not within the command or jurisdiction of any 
military department, in the same manner as provided 
in reference (h). Responsibility and procedures with 
respect to an investigation of any unauthorized dis- 
closure of such information in any unified or specified 
command, or within the organization of the Joint 
Chiefs of Staff, shall be those specified in reference 
(h) for investigations of unauthorized disclosures of 
classified defense information. 


Vu. EFFECTIVE DATE 


This Directive is effective immediately. 


CEM chro 


Secretary of Defense 
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18 January 1952 
Number 5230.3 


(Public Information Security Guidance No. 16) 


Department of Defense Directive 


Washington 25, D.C. 


TITLE PUBLIC INFORMATION 


SUBTITLE SECURITY REVIEW, CLEARANCE 
NUMBER 5230, 3 


I. 


II. 


III. 


Information Releases by Manufacturers 


PURPOSE 


It is the purpose of this directive to provide public information 
seourity guidance governing the public release of information by 
manufacturers holding Army, Navy or Air Foroe contracts. 


AUTHORITY 


This directive is issued under authority granted in Directive 
20.20-1, 27 July 1951, and is in conformity with Directive 
250.17-2, 5 January 1952. 


DIRECTIVE SUPERSEDED 


This directive supersedes Directive 700.05-3, 25 September 1951 
(Public Information Security Guidance No. 15). 


APPLICABILITY 


This directive is applicable to all agencies of the Department of 
Defense and the Departments of the Army, Navy and Air Force and to 
manufacturers who receive from the Departments of the Army, Navy 
and Air Force awards of classified or unclassified contracts, 
letters of intent or supplemental agreements for production of 
military equipment or supplies. Necessary dissemination of this 
directive by the Departments of the Army, Navy and Air Force is 
requested. 
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V. RELEASABLE AND NON*-RELEASASLE* INFORMATION 


As 


Be 


Manufacturers who receive from the Departments of the Army, 
Navy, and Air Force awards of classified or unclassified 
contracts, letters of intent or supplemental agreements 

for production of military equipment or supplies or for 
increased production of materials now being produced may 
release to the public information of the following general 
nature concerning any individual contract withcut further 
specific clearance by the Department of Defense: 


1. A statement that a contract (or letter of intent) has 
been received. 


2- Type of item in general terms (i.e., aircraft of stand- 
ard types, tanks, trucks, ammunition, clothing, etc.) 
provided that the desienation of the item or equipment 
itself is not classified. 


3. In the case of unclassified negotiated or formally 
advertised contracts, releases may include the name 
of the purchasing office, a brief description of the 
commodity or service, quantity, and dollar amount of 
the contract. 


4. A statement that workers in certain fields are required. 
Number of additional personnel needed by the plant may 
be announced. 


5. Subject to restrictions listed in this Guidance, a 
contractor may advertise for bids from prospective sub- 
contractors for component parts or services in those 
cases where the subsequent contract itself will be 
unclassified. 


6. Information previously officially approved for release. 


Contractors will not release to the public information of 

the following nature concerning such contracts, unless 
specifically approved and cleared by the Security Review 
Branch, Office of Public Information, Office of the Secretary 
of Defense: 


1. Production schedules, future planning on production 
schedules, or rates of delivery. 


2. Information on sources of supply, quantities and quali- 
ties of strategic or critical supplies and movements, 
assembly or storage of supplies or materiel. 
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3. Information on sabotage attempts or plant security 
measures. 


4. Information on any research and/or development contracts. 


5. Information, including any photograph, sketch or plan 
concerning first models of weapons or equipment, out- 
standing production achievements, or performance of 
weapons or ecuipment. 


6. Information on materis)] for shipment to allied govern- 
ments under MDAP, NATO, etc. 


7. Movement of military aircraft. (This restriction is 
applicable to all cases, including those where actual 
movement order is unclassified. This action is to reduce 
unauthorized disclosure of aircraft deliveries, modifi- 
cation and conversion programs. 


8. Movement of naval vessels, unless approved by the 
responsible commander. 


9. Classified information. 


A subcontractor or branch plant involved in military pro- 
duction programs may also release information subject to 
paragraphs -|+-2 above, provided he does not: 

ftir 2 =. 
1. Indicate he is the sole supplier. 


2-e Indicate the percentage of the prime contractor's re- 
quirements he provides in terms of quantity or dollar 
value. 


3. Reveal rates of production or deliveries. 


Manufacturers outside the Continental United States may, 
after initial public release by the Secretary of Defense, 
release to the public information subject to the provisions 
of this guidance. For initial release the contracting 
agency should forward pertinent information regarding the 
contract, together with the manufacturer's proposed release, 
through the Departments of the Army, Navy, or Air Force, 

as the case may be, to the Secretary of Defense. The Office 
of Public Information will make the original release if 
appropriate. 


In order that manufacturers holding classified contracts 
may make state of business reports to stockholders, stock 
exchange, etc., the total company-wide dollar value of 
backlog may be released provided: 
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1. That only the Department of Defense total is used and 
not broken down by individual military service or item. 


2. That the release does not reveal the quantity or volume 
of individual orders. 


3. That the report is not mage for periods of less than 
three months. 


In case of doubt as to the releasability of information, 
contractors, factories, subcontractors, eto., may contact 
the Security Review Branch for advice, or may refer to the 
contracting agency. 


FOR THE ASSISTANT TO THE SECRETARY FOR PUBLIC INFORMATION: 
S >a 
/ JOSEPH S. EDGERTON 
Lt. Colonel, USAF 


Chief, Seourity Review Branch 
Office of Public Information 
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26 November 1952 
NUMBER 5230.4 


Department of Defense Directive 


Release of Information on Atomic Energy, 
Guided Missiles and New Weapons 


PURPOSE 


It is the purpose of this directive to set forth instructions 
governing the clearance for public release of information con- 
cerning the following: Military applications of the atomic 
energy program which are of primary interest to the Department 
of Defense; guided missiles, and the existence, characteristics 
or capabilities of these or other new weapons or equipment, 
modifications or improvements to existing weapons or equipment, 
or techniques which result in improvement of military perforn- 
ance, knowledge of which may be of value to enemies and poten- 
tial enemies of the United States or endanger the national 
security. 


AUTHORITY 


This directive is issued under authority granted by Department 
of Defense Directives Number 513.1 dated 27 July 1951, Number 
C-5230.3 dated 21 May 1952 and Number S-51,00.2 dated 22 September 
1952. 


APPLICABILITY 
The provisions of this directive apply to all agencies of the 


Department of Defense, including field as well as departmental 
offices. 


IV. 


Ve 
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POLI 


It is the policy of the Department of Defense to keep the public 
informed of military applications of atomic energy,:cuided mis- 
siles and new weapons to the maximum extent consistent with na- 
tional security. To insure uniform application of security 
standards and policics to the release of information on these 
subjects, the Office of Public Information, Office of the Secretary 
of Defense (OPI) will be the sole releasing agency within the 
Department of Defense for all public information concerning or 
relating to these weapons. OPI will be responsible for preparing 
and coordinating policy with respect to, and providing policy 
and security clearance on all such information wherever released. 


PROCEDURE 


The following instructions will govern the original release of 
information concerning subjects covered by this Directive: 


A. Prior to the first release by the Department of Defense or 
any component thereof, of any information relating to the 
subjects listed in 1 through 3 below, such information will 
be cleared by the Office of Public Information, Department 
of Defense, 


l. Military application of atomic or nuclear powere 


2. The performance or capabilities of new or modified 
weapons, including guided missiles, 


3. New or modified equipment or techniques that are 
related to 1 or 2 above, 


B. Before a news media representative or private writer is 
authorized to make the initial visit to a military instal- 
lation for the purpose of obtaining information for public 
release concerning subjects covered by this Directive, such 
visit will be approved by the liilitary Department concerned 
and by the Office of Public Information. Request for such 
authorization should be directed to OPI, News announcements 
of new weapons may be of such national imnortance that 
Defense sponsored press tours and demonstrations may become 
necessary. The exact time and date of the press tour as 
well as the time and date on which the information may be 
released will be decided by the Director, OPI, in advance of 
the tour so as to assure maximum dissemination of the 
information with a minimum of elapsed time between the tour itself 
and the release to the public of the material, Approved visits 
will be governed by the followings 
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Only information known to be unclassified (to include 
hitherto classified information which has been down- 
graded to unclassified by all interested agencies) will 
be disclosed, Classified information will not be re- 
vealed on an off-the-record basis as background material. 


Cooperation will be given to news media representatives 
on the condition that final material will be submitted 
to the Security Review Branch, OPI, for security review 
prior to submission to a publisher or other public in- 
formation media. A minimum of one week should be 
allowed for clearance. Material should be submitted 
in quadruplicate to facilitate clearance with the 
various interested agencies. 


Instructions for release of information by a contractor or 
manufacturer, and visits by public information media repre- 
sentatives to industrial plants engaged in production of new 
weapons and equipment or modification thereof, are governed 
by instructions contained in this Directive and Department 
of Defense Directive Number 5230.3 dated 18 January 1952 
(Public Information Security Guidance Number 16). 


This Directive will be given the widest possible dissemination. 





Secretary of Defense 
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NUMBER 5230.9 


ASD(PA) 


Department of Detense Directive 


SUBJECT Clearance of Department of Defense Public Information 
Refs.t (a) DoD Directive 5230.9, "Clearance of DoD Public Information", 


Te 


Ile 


III. 


March 3, 1955 (cancelled herein) 

(b) DoD Directive 5200.1, "Safeguarding Official Information in 
the Interests of the Defense of the United States" 

(c) DeD Directive 5200.6, "Policy Governing the Custody, Use and 
Preservation of DoD Official Information Which Requires 
Protection in the Public Interests" 

PURPOSE 


This directive prescribes guidelines for the clearance of 
official speeches, press releases, photographic material and 


other information originated within the Department of 


Defense or any of its egencies for public release, It also 
prescribes a uniform policy and procedure for the review 

of manuscripts concerning military matters prepared by 
military personnel and civilian employees, as individuals 
for publication, 


CANCELLATION 
Reference (a) is hereby cancelled. 
GENERAL PRINCIPLES GUIDING THE RELEASE OF INFORMATION 


The people of the United States are properly interested in 
the Department of Defense and the steps it is taking to 
protect the national security. The Department of Defense 
has an obligation to inform the public with respect to the 
Department's activities and to provide the public with 
accurate, factual and other proper information regarding 

the Army, Navy, Air Force and Marine Corps. Public access 
shall be limited only by restrictions imposed in the 
national interest pursuant to law in order to safeguard 
information requiring protection in the interest of national 
defense (see Reference (b) or the Atomic Energy Act, as 
amended) and certain other information, the publication 

of which, would be against the public interest. (see Reference 
(c)). 


23511 O 5 8——- 95 
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Information provided should be timely and presented to the public 
through the usual news media (press, magazines, journals, radio, 
television, etc.) in a manner consistent with the ethics and pro- 
cedures normally followed in dealing with such media. 


IV. SECURITY AND POLICY REVIEW 


A. 


B. 


Defense information originated by the Department of Defense or any of 
its agencies for official release to the public through news media by 
military or civilian personnel of the Department of Defense, such as 
official speeches, press releases, and photographic raterial, shall be 
submitted to the Secretary of Defense through the Assistant Secretary 
of Nefense(Public Affairs) or other designees for review and clearance; 
speeches not less than five days before delivery date, other material 
as early as »racticable. 


Military and civilian personnel shell not make any commitment to 
furnish official manuscripts to any outside publication unless prior 
clearance is obtained from the appropriate Secretary of a military 
department, end the Secretary of Defense or their designees, All 
such official manuscripts on military matters written by military and 
civilian personnel for outside publication shall be submitted for 
review and clearance by the appropriate Secretary of e military 
department and the Secretary of Defense or their designees before 
submission to the publisher or editor, 


Material originating within the Department of Defense shall not be 
cleared for public release until it is reviewed for violations of 
security and for conflict with established policies or programs 

of the Department of Defense, or those of the national Government, 
since such material may have national or international significance. 
Nothing in this directive shall be deemed to authorize the refusal 
to clear material, otherwise releasable, because its release might 
tend to reveal administrative error or inefficiency. 


¥. WRITING FOR PUBLICATION BY DEFENSE PERSONNEL, AS INDIVIDUALS 


Personnel of the Department of Defense, military and civilian, who 
write for outside publication not in connection with their official 
duties on any subject or in any form shall ascertain that such 
activity will not interfere or conflict in any way with their 
regularly assigned duties. Such activity will not be conducted during 
normal working hours, or accomplished with the use of Department of 
Defense facilities, or personnel, Such writers will be on an exact 
parity with outside professional writers with respect to accessibility 
and use of technical or other information for manuscripts or articles 
written for publication. Articles by such versonnel, dealing with 
military matters, will be submitted to the Office of Security Review, 
QAS'(PA), for review and clearance to avoid any possible violation 

of military security. 


VII. 


VIII. 
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IMPLEMENTATION 


It is requested that the Secretaries of the military departments issue 
such supplementary guidelines implementing this directive as they 
consider necessary or appropriate to accomplish the purposes hereof, 
Jt is recognized that certain types of information -- for example, 
information released by local comrands not having overriding national 
defense policy implications -= cannot be cleared in full compliance 
with the requirements of this directive. To provide adequate leeway 
in such cases it is appropriate for the Secretary of any military 
department to submit to the Secretary of Defense for approval, through 
the Assistant Secretary of Defense(Public Affairs) supplemental 
general instructions governing the clearance of such matters. 


RESPONSIBILITY 


All personnel of the Department of Defense shall assume personal 
responsibility for compliance with the provisions of this directive. 


EFFECTIVE DATE 


This directive is effective immediately. 


OCMAi4en 


Secretary of Defense 
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March 27, 1956 
NUMBER 5230, 12 


(Public Information Security Guidance No. 19) 


Department of Defense Directive 


SUBJECT Release tothe Public of Information on Guided Missiles, 
Military Aircraft, Associated Powerplants, Components 
and/or Accessories 


Reference: (a) Department of Defense Directive 5230.9, dated 
March 29, 1955, subject: "Clearance of Department 
of Defense Public Information" 


Enclosures: (1) Appendix - Release Schedule for Military Aircraft 
(2) Appendix = Release Schedule for Military Engines 
(3) Appendix - Release Schedule for Guided Missiles 
Ie PURPOSE 


This directive provides public information security guidance 
governing the review of all information concerning guided 
missiles, military aircraft,associated powerplants, components 
and/or accessories prior to its release to the public. It is 
applicable to: 


A. All agencies and offices of the Department of Defense. 


B. All contractors or subcontractors who receive 
Department of Defense contracts, letters of intent, 
or supplemental agreements for development or 
production. 


IIe POLICIES GUIDING THE RELEASE OF PUBLIC INFORMATION 


A. The premature release to the public of information per 
taining to guided missiles, military aircraft, asso- 
ciated powerplants, components and/or accessories may 
constitute a grave threat to national security. It 
is necessary to safeguard this information and establish 
uniform action within the Department of Defense consistent 
with the principles of reference (a). 





III. 


B. 


E. 
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The provisions of this directive do not abrogate the 
authority and responsibility of the Secretaries of the 
Military Departments regarding the security classifica- 
tion and declassification of projects under their cog- 
nizance. 


Authority is hereby delegated to the Director, Oifice of 
Security Review, Office of the Assistant Secretary of 
Defense (Legislative and Public Affairs) for final clearance 
for release to the public of information described herein. 


The placement of military aircraft, guided missiles, 
associated powerplants, components and/or accessories 

into the appropriate phases of development and production 
(see attached appendices) will remain the responsibility of 
the Secretaries of the Military Departments. 


It is recognized that instances will arise which, because 
of their sensitivity or other overriding factor, cannot 
be readily resolved within the guidance contained herein. 
Each such case will be considered by the Office of the 
Secretary of Defense and resolved on its ow merit. Any 
decision in such a case will not be considered as estab- 
lishing a precedent. 


PROCEDURES AND APPLICATIQN 


A. 


Cc. 


The appendices are guides only to the releasability 

of information to the public and will not be considered 
as authority for automatic release. Information pre- 
viously authorized for public release by the Office of 
the Secretary of Defense may be released or re-released 
to the public without further approval. However, prior 
unofficial publication of the types of information 
described herein does not constitute authority for 
official release. If the information pertains to class- 
ified contracts or projects, the contractor shall be 
guided by Paragraph &! of Industrial Security Manual for 
Safeguarding Classified Information. 


Organizations and personel to whom this directive is 
applicable will submit proposed public releases in 
accordance with existing directive issuances. 


The attached aircraft appendices will not apply to rotary 
wing, training, liaison, search and rescue, glider-type, 

or research aircraft. Proposed public release of informa- 
tic. on these aircraft will be considered individually when 
submitted for review. 
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D. Information pertaining to military aircraft, guided 
missiles, powerplants, components and/or accessories 
which have been cancelled, discontinued, completed or 
are beyond the phases outlined in the attached appendices 
will be considered for public release on an individual 


basis. 
* IV. FEASIBILITY OF PROTECTION ” 
* The objective of the Classification System is to safeguard * 
* information requiring protection in the interests of national ' 
* defense. However, in some instances, the development, pro- 
* duction or testing of classified military equipment will, of - 
* necessity, expose the product to public view to the extent that 
* particular information (such as the external configuration of ” 
* an aircraft) may no longer be protected, and hence, should * 
* be declassified. The decision in such cases as to declassifi- ” 
* cation of the equipment or information to the extent actually * 
* necessary for, or as a result of, development, production or 
* testing, must be approved in advance by the Office of Security . 
* Review, Office of the Assistant Secretary of Defense (PA). ° 
* Advance security planning of programs concerning the develop- . 
ment, production and testing of such classified equipment should . 
* provide for all feasible steps, including advance selection of . 
* Suitable locations enabling maximum concealment and control, 
calculated to preserve the ability to protect all classified infor- . 
mation relating to such equipment for as long as public disclosure * 
* could be prejudicial to the defense interests of the Nation. = 
* V. IMPLEMENTATION . 


The Secretaries of the Military Departments will issue instructions 
to implement this directive. Implementing directives should re- 
emphasize the necessity for subcontractors to coordinate with 
prime contractors on matters pertaining to release of information 
on subjects covered by this directive. 


#Revised July 8, 57 we 
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* yl, EFFECTIVE DATE * 


This Directive is effective as of this date. In accordance with 
Section VI, DOD Directive 5025.1, dated January 31, 1956, 
three copies of the proposed implementation of the Directive on 
Release of Information will be forwarded, within 30 days, to 

* the Assistant Secretary of Defense (PA}, for review and approval * 
prior to their issuance by the Military Departments. 


CEA iho 


C. E. WILSON 


#Revised July 8, 57 
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Mar 27, 56 (Encl 1) 
5230.12 


APPENDIX 
RELEASE SCHADULY FOR MILITARY AIRCRAFT 


Phases of Development and Production: *# 


1. Preliminary design and studies and Phase I contracts through mockup. 


2- Phase II contracts from mockup until factory roll-out of first production 
aircraft. 


3. Factory roll-out of first production aircraft until combat or training units 
receive first production aircraft. 


4e After operational or training units are receiving production aircraft. 


* Production aircraft refers to the first aircraft of an unbroken series 
produced for inventory in accordance with an established production schedule. 


Category I Category II 
Items of Information Aircraft of New Improvements of 
Design Existing Aircraft 
a eS +o ' es ee ee ee 
a. Model designation & Mfg. 
and Powerplant Model & Mf¢. NR R R R =m ek RR 
b. General engineering princi- 
ples & aerodynamic design 
information. NR NR WR NWR NR NR NR NR 
ce Physical characteristics 
which include external 
photographs, drawings, 
dimensions, models and 
launchers. NR NR R R NR NR RR 
d. Performance in Generalities. NR NR R R NR NR R R 
e. Exact Performance and 
Characteristics data. NR NR NR NR NR NR NR NR 


f. Internal Photographs and 
Drawings. NR NR NR NR* NR NR NR NR 
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APPENDIX 


RELEASE SCHEDULE FOR MILITARY AIRCRAFT (Cont'd) 


Category I Category II 
Items of Information Aircraft of New Improvements of 
Design Existing Aircraft 
1 se 4 Fioas tae 4 
ge Armament details which can 
not be ascertained from 
external inspection. NR NR NR WR NR NR NR NR 


* Certain internal photographs, drawings, and dimensions that do not reveal 
significant details may be considered for release. 
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APPENDIX 


RELEASE SCHEDULE FORK MILIVAxY ENGINES 


Phases of Development and Production: 


1. During design, drafting of specifications and data. 
2-6 te of completion of first engine for initial full scale testing. 
3. Date of acceptance of 5U-hour qualification test or equivalent. 


4. Date of acceptance of 150—-hour qualification test or equivalent. 





Category I Category II 
Items of Information Engines of Modified version of 
New Existing Series with 
Design Military Value 
i i ee eee Bs a 
@. Model designation, type 
and Mfg. NR NR R R NR NR R R 
be Dimensions and power or 
thrust ciass. NR NR NR R NR NR NR R 
ce Specific performance and 
characteristic data. NR NR NR NR NR NR NR NR 
d. Internal photographs and 
drawings. NR NR NR NR* NR NR NR NR* 
e. External photographs and 
drawings. NR NR NR R NR NR NR R 
f. Engineering desig 
information. NR NR NR NR NR NR NR NR 


* Certain internal photographs, drawings, and dimensions that do not reveal 
significant details may be considered for release. 
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APPENDIX 


RELEASE SCHsDULE FQ GUADED MISSILES 


Phases of Development and Production: * 


1. Preliminary design and studies and Phase I contracts through mockup. 

2. Phase II contracts from mockup through Research and Development Models and 
R&D operation, includes prototype and technical evaluation. 

3. From the start of production through service acceptance of the first production 
model and through equipping and using units, including logistics activities 
in support thereof. 

* Production guided missile refers to the first guided missile of an‘unbroken 
series produced for inventory in accordance with an established production 
schedule. 

Category I Category II 
Items of Information Missiles of New Model Improvements 
Design of Existing Missiles 
spiel apiece nace i icenaiani ee a each 

a. Model designation & Mfg. NR NR R NR NR R 

b. Production schedules and 
capabilities, number of 
missiles per contract, unit 
cost per missile, delivery 
rate. NR NR NR NR NR NR 

c. General engineering principles 
and aerodynamics desig 
information. NR NR NR NR NR R 

d. berformance in generalities. NR NR R NR NR R 

e. Exact performance. NR NR JWR NR NR JR 

f. External physical characteristics 


of missiles and launchers which 
include photos, drawings, dimen- 
sions and miniature moddls,. NR NE R NR NR R 
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APPENDIX 


RELEASE SCHEDULE FOR GUIDED MISSILES (Cont'd) 





Category I Category II 
Items of Information Missiles of New Model Improvements 
Design of Existing Missiles 
1 2 3 1 2 3 
g. Internal photos, drawings and 
dimensions. NR NR NRe NR NR NR 
h. Power plant ##ifg & type. NR NR R NR WR R 
i. Power plant model. NR WR R NR WR R 
j. Armament details, incl uding 
fuzing. NR NR NWR NR NR NR 
k. Specific details of control, 
guidance, launching and propulsion. NR NR WR NR NR NWR 
1. Design studies. NR NR WR NR NR NWR 
m. General propulsion and launching 
system information. NR NR R NR NR R 
* Certain internal photographs, drawings and dimensions that do not reveal 
significant details may be considered for release. 
*# The term power plant includes any method of motivation such as air breathing, 


solid or liquid propellant, engine motor, etc. 








SUBJECT 


Ref: 


(a) 


(b) 


(c) 


(d) 


(e) 


(f) 
(g) 
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March 22, 1957 
NUMBER 5400, 4 


Department of Defense Directive 


Provision of Information to the Congress 


DOD Directive 5200.1, Safeguarding Official 
Information on the Interests of the Defense of 

the United States, dated November 19, 1953 

DOD Directive 5200, 6, Policy Governing the 
Custody, Use and Preservation of Department 

of Defense Official Information Not Within the 
Purview of Executive Order 10501, dated 

June l, 1954 

DOD Directive 5545.1, Congressional Hearings 
dated August 10, 1951 

DOD Instruction 5210.13, Security Review of 
Congressional Testimony, dated February 7, 1955 
DOD Directive 5122.4, Responsibilities of the 
Assistant Secretary of Defense (Legislative and 
Public Affairs), dated July 30, 1954 

Title 5, U. S. Code, Section 1002 

DOD Directive 5015.1, Release and Authentication 
of Copies of Official Records, dated July 31, 1952 


PURPOSE 


It is the purpose of this Directive to facilitate the furnishing 
of information to the Congress by stating the Department of 
Defense policies and procedures with respect to making in- 
formation, both classified and unclassified, available to the 
Congress, 


CANCELLATION 


References (c) and (d) are hereby cancelled, 








IV. 
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POLICY 


A. It is essential to the proper functioning of our 
Government that the Congress receive adequate 
information as to the programs and operations 
of the Department of Defense. 


B. It is the policy of the Department of Defense to 
make the maximum information promptly available 
to Congressional Committees and their staffs 
and that the utmost cooperation is to be given to 
the Committees and staffs of the Congress, 


C. Itis the policy of the Department of Defense 
that no information shall be withheld from the 
Congress except in accordance with these re- 
gulations. 


PUBLIC ACCESS 


It is the fundamental policy of the Department of Defense 

to make the maximum information available to the public 

as to its operations and activities. This policy is subject 

to the necessary limitations relating to (1) classification 

of official information in the interests of national defense 
pursuant to Executive Order 10501 and the Atomic Energy 
Act, as amended, as reflected in reference (a), and (2) 
restrictions on official information which in the public 
interest should not be given general circulation, as reflected 
in reference (b). Subject to these limitations, matters of 
official record are made available to persons properly and 
directly concerned pursuant to regulations published in 
accordance with reference (f), For example, procedures 
for obtaining official records of the Office of Secretary of 
Defense are set forth in reference (g). Most information 
not available to the public is made available to the Congress, 
in confidence, in order to enable it to perform its functions. 
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V. FURNISHING INFORMATION TO CONGRESSIONAL COMMITTEES 


A. Department of Defense witnesses testifying before Congres- 
sional Committees, or handling requests for information 
from the Legislative Branch, should bear in mind the above 
described Directives with respect to the need to protect 
certain types of information against public disclosure, 
Testimony as to information requiring protection under the 
above references shall only be given in closed Session. If 
information requiring protection is submitted in writing, 
it must be appropriately classified or otherwise marked. If 
the information is submitted orally, the Committee should 
be advised of the need for protecting the information from 
public disclosure. 


B. Inthe rare case where the same considerations which pre- 
clude making information public, raise a question as to 
whether particular information requested may be furnished 
to a member orCommittee of the Congress, even in confidence, 
no final refusal to furnish such information shall be made 
until such cases have been submitted to the Secretary of the 
Military Department concerned or to the Secretary of Defense. 
In most cases, however, it may be possible to satisfy the 
request through some alternate means acceptable to the 
Member or Committee and to the Department, thus rendering 
unecessary any such submission, In the event this is not 
possible, and pending resolution of the question, the person 
testifying or responsible for replying to the request shall 
respectfully decline to furnish the information pursuant to the 
instructions in this Directive. The Assistant to the Secretary 
of Defense (Legislative Affairs) shall be kept informed with 
respect to any such submission to the Secretary of Defense. 


SECURITY REVIEW 


To assure military security transcripts of testimony given by 
Department of Defense witnesses in closed sessions of Congres- 
sional Committees, when received for review, shall be referred 
to the witness for proofreading and shall be reviewed by the Office 
of Security Review for clearance prior to publication. Requests 
to Congressional Committees for deletion of material from tran- 
scripts prior to publication should be accompanied by an explana- 
tion of the reasons for such request. Written statements and 
charts prepared in advance for open session delivery shall be 
submitted for review as far as possible in advance of scheduled 








VIII. 
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presentation, except as to general types of material as to 
which the Office of Security Review has indicated in advance 
that no such submission is required. All Department of 
Defense agencies are requested to provide immediate and 
full guidance and assistance in clearance of material when 
~called upon by the Office of Security Review. 


CONGRESSIONAL REQUESTS FOR INFORMATION TO BE 
FURNISHED CONSTITUENTS 


Replies to requests for information to be furnished constituents 
shall be furnished promptly. They shall be tested for release 
or limitations on dissemination in the same manner as if the 
constituent himself had directly requested the information. If 

it develops the information cannot be released to the constituent, 
the Member of Congress requesting the information should be 
promptly advised that the information requested cannot be made 
available for the constituent and the basic reasons inhibiting 
such release. 


HANDLING OF CONGRESSIONAL REQUESTS 


A. All written Congressional requests for information shall 
be acknowledged within 48 hours. Whenever possible, the 
complete replies shall be provided within 10 working days 
of the receipt of the request. If the nature of the information 
requested renders a complete reply within 10 days impossible, 
the person requesting the information shall be advised, within 
the 10 days, via an interim reply, of a date by which the 
information will be supplied unless the fixing of such date 
within that period is not possible. (The requirements above 
shall not apply to requests for comments upon proposed or 
pending legislation which shall be handled in accordance with 
existing legislative procedures.) 


B. In cases where it is beljeved necessary in order to enable 
the Department to promptly and adequately respond to Con- 
gressional requests, the inquirer should be requested to 
specify in writing, insofar as possible, the particular infor- 
mation or documents desired. 


C. Procedures of Congressional Committees with respect to 
preparation and delivery of prepared statements will be 
complied with to the maximum extent possible, 
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D. By reference (e) the Assistant to the Secretary of Defense 
(Legislative Affairs) is charged with the over-all 
responsibility for assuring the implementation of policies 
and procedures governing legislative investigation of 
activities of the Department of Defense, including liaison 
with Congress in connection therewith and keeping appro- 
priate Department personnel currently informed on the 
status of such investigations except for matters affecting 
budgets, appropriations, and other related financial matters. 
Accordingly, copies of all communications to and from the 
Congress with respect to any such investigations by Con- 
gressional Committees shall be furnished to the Assistant 
to the Secretary of Defense (Legislative Affairs). 


IX. IMPLEMENTATION 
Copies of implementing or revised regulations or instructions 
shall be furnished to the Assistant Secretary of Defense (Public 
Affairs) and the Assistant to the Secretary of Defense (Legisla- 
tive Affairs). 


X. EFFECTIVE DATE 


This Directive is effective immediately. 


COW plhp1e 


Secretary of Defense 
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RELEASE NO. 1380-58 
SATURDAY, MARCH 1, 1953 





The fotlow_ng memorandum was sssued today by 
tary of Defense Murray Snyder, to be effective o 
1 Qe}. 


MEMORANDUM FOR SECRETAK1«S OF AnMY, NAVY, AND AIR FORCE 


SUBJECT: Procedure for Pre 
Ssil nt 


Coverage of F.r ngs at the 
e Te st Cer 1 


ss I 
er, Cape Canaveral, Florida 


M 1 eo a 
Missiie 


enter 


ct 


1. Members of the press covering t! Tes 
vill be notified by the Commanding General sufficiently in advance, 


m © 


ys 
for planning purposes only, of proposed firings which will be open 
to press coverage from special facilities within the Missile Test 
Center. These firings include IGY satellite vehi toie8 and, generally, 
those military missiles the external configurations of which have 
been declassified. 


t is understood that this notification is not to be 





T a 
considered as official notice that such a firing will actually 
take place, since all such schedules are subject to postponeme 
or cancellation due to weather and other factors. The purpose of 
the notification is to allow mwenbers of the press to make adequate 
preparations for covering the shoot. 


2. A special observation site equipped witn adequate com- 


>r from 





wnications will be provided within the Test er V 

press may observe these firings. mbers of the ess corps cover- 
ing the Center will be brought to this observation site at least 
one hour before proposed firing time. 


On non-military shoots, such as the aGy ven 
s+hnical information conce1 re} shoot will be 
e available to the press at the site on a hold- for-releas 

old-for-release is necessary because of the extreme flexibility 





x 


1 
test firing schedules, Premature publication of the details of 
e-firing activities could result in serious ronfusion and tend t 
d 


the American people. The hold-for-release, however, will 





= 1 
automatically terminated at the time the missile is actually 
fired or the firing preparations are postponed. 





Similar information will be provided on the 1] 
military launchings, to the extent permitted by security. 
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press coverage as outlined in these procedures. 
notification concerning these shoots will not be made. 


Official announcements confirming that a firing 


Information 


inclu 1ing 


obtained, 


tests 


, 


e 


me 


+r 


ed 


be made bv 


announcement 
will be made 


the extent 


at the Miss 


4 


oth still and 


and infor 


These procec 
Test Center, 


yr 


+ 


the Missile Test Center, 


on 


perm 


in Washington, 
mitted 
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Flrings, as determined by the Commanding Generai, :tiscile 
Test Center, which would reveal classified information, 
to 


will not be 


Advance 


has taken 


and the Department 


the results of IGY satellite vehicle firin 


a8 


viicC 
is available, 


motion 


8 


YO 


egoing in such 


unclassified 


practices 


a 


to whether or not an orbit has 


the neces 


cture photographers will 
aticn as reporters under these 
do not preclude the Commanding 
dealing with spot problems not 
manner as to assure maximum a1! 


information in a manner consistent 


uhin 


rid 


normally prevail. 


/s/ Murray Snyder 


been 


D.C. Results of missile 
by military security, will be 


lest Center as soon as 


sary in- 
be given 
procedures, 


General, 
covered 


. 4» Tl < 
1a timely 


with the 
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ASSISTANT SECRETARY OF DEFENSE 
WASHINGTON 25, D.C. 





MEMORANDUM FOR DIRFCTUR, OFFICE OF INFORMATION SERVICES, USAF 


SUBJECT: Press Information on Missile Test Firings at Cape 
Canaveral, Florida 


The following supersedes memorandum of April 25, 1957 
pertaining to release of information on missile test firings at 
Cape Canaveralr 


Lisison will be maintained between the Commanding General, 
Missile Test Center, Cape Canaveral, Florida, and the Office of 
the Assistant Secretary of Defense(Public Affairs) to assure a 
contimuors flow of information concerning test schedules and 
expeditious reports to the press and public of non»security 
information, ‘ollowing missile test firings, 


The military Service responsible for a missile test, in 
advance of usual detailed report to the Department of Defense on 
such test, will transmit to the Assistant Secretary of Defense 
(Public Affeirs) a flash summary report of test results for approval 
for public announcement, Such announcements will be made simltaneously 
by the Department of Defense at the Pentagon and at Cape Canaveral, 


The following classified information is not releasable: 


1. Warhead design detailas weight and yield. 

2. Detailed technical data of flight tests. 

3e Details of specific ballistic missile weapons systems. 
he Test schedules, 

Se State of progress of development program, 

6, Certain performance characteristics: 

@_ Accuracy 

be Precise information on such things as range, velocity 

at re-entry, trajectory, time of flight and fuze. 

ce Thrust levels or equivalent horsepower generated, 
7e Type of guidance 
8, Operational readiness dates, 

The Department o* Defense will be consulted by the Missile Test 
Center concerning the reply to any inquiry not covered by this 
memorandum. 

5 


RS + es - 


Murray Snyder 





DEPARTMENT OF DEFENSE IMPLEMENTATION 
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RECOMMENDATIONS OF COOLIDGE COMMITTEE 


ON CLASSIFIED INFORMATION 
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THE SECRETARY OF DEFENSE 
WASHINGTON 


March 22, 1957 





MEMORANDUM FOR THE SECRETARIES OF THE MILITARY DEPARTMENTS 
THE ASSISTANT SECRETARIES OF DEFENSE 
THE GENERAL COUNSEL 
THE ASSISTANTS TO THE SECRETARY OF DEFENSE 
THE CHAIRMAN, JOINT CHIEFS OF STAFF 


SUBJECT: Implementation of Coolidge Committee Report 


On August 13, 1956, I appointed the Committee on Classified Infor- 
mation, with Mr. Charles A.Coolidge as chairman, to study the problem 
of unauthorized disclosure of classified military information and to suggest 
methods and procedures for eliminating this threat to the national security. 


On November 8, 1956, the Coolidge Committee submitted its report 
setting forth some 28 recommendations. Some of these deal with related 
problems concerning the public information programs of the Department of 
Defense. 


On November 12, 1956, I designated a committee consisting of the 
General Counsel, Department of Defense, as chairman, the Assistant Secre- 
tary of Defense (MP&R), and the Assistant Secretary of Defense (L&PA) to 
review these recommendations with the Secretaries of the Military Depart- 
ments and to prepare for my approval appropriate implementing instructions 
or directives which would carry out all recommendations found to be construc- 
tive and helpful. 


The committee as now constituted* has now reported to me with 
respect to 16 of the 28 Coolidge Committee recommendations. After consider- 
ing their report, I am herewith attaching my comments and pertinent new or 
revised directives with respect to this initial group of Coolidge Committee 
recommendations and other matters which are properly subject to concurrent 
comment or action. 


These comments and related directives are set forth in Enclosures 1 
through 10, as listed in the Index below. 


* The General Counsel, Department of Defense; the Acting Assistant Secre- 
tary of Defense (MP&R); and the Deputy Assistant Secretary of Defense (PA) 
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It is my desire by this memorandum to emphasize to you the extreme 
importance with which I regard this matter. It is requested that you take 
appropriate steps to assure that all personnel under your respective jurisdic- 
tions are familiar with these actions. 


My comments and actions with respect to the balance of the Coolidge 
Report recommendations will follow at the earliest practicable date. 


LED hier 


Secretary of Defense 
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INDEX 


Subject or Title of 
Related Directive 


Enclosures and Directive on "Functions 
of the Office of Declassification Policy" 


Enclosures and Directive on "Unauthori- 
zed Disclosure of Classified Defense 
Information" 


Enclosures and Directive on "Policy 
Governing the Custody, Use and Preser- 
vation of Department of Defense Official 
Information Which Requires Protection 
in the Public Interest" 


Enclosures and Directive on "Provision 
of Information to the Congress" 


Enclosures 5 through 10 


Comment on changes in scope of classifi- 


cation which reflect temporary changes in 


emphasis in our foreign policy 


Coolidge Committee 


Recommendations 


2i 


3a,b,c,4a 


Sa,b, c,d, 


2h 


Comment on grand jury investigation of un- 3d 
authorized disclosures of classified defense 


information. 


Comment on the role of the Office of Public 


Information in interviews with the press. 


Comment on the importance of information 


security in view of present international 
situation. 


Comment on the need to explain when a re- 
quest for classified information is refused. 


8a 


8b 


8c 


Comment on implementation of the Coolidge 9 
Committee recommendations in the Washing- 


ton area. 
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ENCLOSURE 1 


Coolidge Committee Recommendation Discussed: 


Recommendation No, 2i: "Establish within the Office of the 
Secretary of Defense (possibly within the Office of Adminis- 
trative Secretary) an official who would be responsible for 
establishing, directing and monitoring an active declassifica- 
tion program both in the Office of the Secretary of Defense 
and the military departments,."' 


This recommendation has been adopted by the issuance of attached DOD 
Directive No. 5105.12 establishing the Office of the Director of Declassifica- 
tion Policy within the Office of the Assistant Secretary of Defense (Public 
Affairs). 


This directive bestows upon a single official the specific responsibility 
for promulgating and monitoring an active downgrading and declassification 
program. 


Such a program should help to more fully carry out the requirements 
of Section 4 of Executive Order 10501 of declassifying material which no longer 
requires protection in the interests of national defense. This program will 
concentrate on improving procedures for the periodic review of information 
which is classified hereafter, as well as on reducing to the maximum extent 
possible the existing accumulation of classified information, 


The functions performed by this office will thus help to insure that no 
information is withheld under Executive Order 10501 which the people of the 
United States have a right to know. It is hoped that this program will greatly 
enhance respect for the classification system and for the protection which it 
provides for official information which requires safeguarding in the interest 
of national defense. 
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ENCLOSURE 2 


Coolidge Committee Recommendations Discussed: 


Recommendation No, 3a: ''We recommend that the Secretary 
of Defense make one person of stature in his office responsi- 
ble for seeing that investigations are initiated with utmost 
promptness on the occurrence of a 'leak', and are vigorously 
pursued," 


Recommendation No. 3b: "We further recommend that the 
Secretary of each military department start the investigating 
machinery of his department going instantly upon the occur- 
rence of an unauthorized disclosure and follow the progress 
of the investigation closely." 


Recommendation No. 3c: "In the case of a serious leak, we 
recommend that the Secretary or military Chief of each mili- 
tary department convene a Court of Inquiry composed in each 
case of representatives of the three military departments." 


Recommendation No, 4a: "When a member of the Department 
of Defense has been identified as the source of a leak, stern 
disciplinary action should be taken, and taken with the utmost 
promptness." 


These recommendations suggest actions addressed to the matter of 
enforcement of the laws and regulations prohibiting unauthorized disclosure 
of classified defense information by civilian or military personnel of the 
Department of Defense. 


The military departments have regulations prescribing the prompt in- 
vestigation of any unauthorized disclosure of classified defense information, 
as well as regulations requiring prompt corrective action and appropriate 
disciplinary action in connection with such incidents. 


These regulations are, of course, effective only as to matters within 
the respective jurisdictions of the military departments. No comparable 
established system has existed with respect to defense activities not within 
the jurisdiction of the military departments, such as the organizations sub- 
ordinate to the Joint Chiefs of Staff and activities within the Office of the 
Secretary of Defense. 


The attached DOD Directive No. 5145.2 will fill this need by making 
the General Counsel, Department of Defense, responsible for the initiation 
of the investigation of any unauthorized disclosure of information in defense 
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activities not within the jurisdiction of any of the military departments. 

In the case of the Joint Chiefs of Staff organization, the General Counsel's 
function will be a helpful supplement to the obligation of the Chairman of 
the Joint Chiefs of Staff in this regard. The directive also makes the 
General Counsel responsible for assisting, where warranted, in coordina- 
ting investigations which touch on activities under the jurisdiction of two or 
more of the military departments; and for keeping me informed on all such 
investigations, with emphasis on those deemed of particular interest to my 
office. The assignment of these functions to the General Counsel will serve 
to implement Recommendation 3(a). 


Regulations of the military departments also require their personnel 
to promptly report unauthorized disclosures of classified defense information. 
The attached directive now establishes reporting procedures for personnel 
serving in defense activities not within the jurisdiction of any military depart- 
ment. Of particular significance is the provision which requires such person- 
nel to report immediately to the General Counsel information as to any such 
unauthorized disclosure when they believe, by prompt action, further dissemi- 
nation of such classified information can be limited so as to avoid or reduce 
the chance of damage to national defense interests. 


The use of a court of inquiry as suggested in Recommendation 3(c) and 
as authorized by the Code of Military Justice might be appropriate in some 
particularly serious case. The directive accordingly authorizes the General 
Counsel to request the convening of such a court, and in exceptional circum- 
stances to request that such court be composed of representatives of more 
than one of the military departments. 


Needless to say, the authority conferred on the General Counsel is in 
no way intended to relieve the Secretary of each military department of the ex- 
isting responsibility for effective investigation and appropriate discipline of 
unauthorized disclosures of classified defense information under his juris- 
diction. 


The personal attention, as needed, of the Secretary of each military 
department in these matters will insure the prompt action sought in Recom- 
mendations 3(b) and 4(a). 
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March 22, 1957 
NUMBER 5145.2 


Department of Defense Directive 


SUBJECT Unauthorized Disclosure of Classified Defense 


Ref: 


Ill. 


Information 


(a) Secretary of Defense Memorandum, relating to 
Security Violations in the Department of Defense, 
dated 26 March 1953. 


(b) Secretary of Defense Confidential Memorandum, 
relating to Disclosures of Classified Security Infor- 
mation to the Press, dated 17 March 1952. 


(c) Department of Defense Directive 5122.2, dated 
July 27, 1951, subject: Functions of the Security 
Review Branch. 


PURPOSE 


To improve security enforcement by defining responsibility 
for prompt investigation of unauthorized disclosures of 
classified defense information, and by insuring prompt 
corrective action including appropriate discipline of person- 
nel responsible for such disclosures. 


CANCELLATION 
References (a) and (b) are cancelled. 
DELEGATION 


The General Counsel of the Department of Defense, herein- 
after referred to as the ''General Counsel", is designated as 
the representative of the Secretary of Defense (1) to follow 

on behalf of the Secretary of Defense the investigation of 
certain unauthorized disclosures of classified defense informa- 
tion which are the sole responsibility of the military depart- 
ments, and (2) to insure prompt and vigorous investigation of 
unauthorized disclosures of such information in other defense 


activities. 
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IV. INVESTIGATIONS 


A. Investigation of Defense Activities Not Within the 


Command or Jurisdiction of Any of the Military 
Departments 


1. The General Counsel shall have primary responsi- 
bility for initiating and directing the investigation 
of any unauthorized disclosures of classified defense 
information in any activity of the Defense Department 
which is not within the command or jurisdiction of 
any of the military departments except as indicated 
in subparagraph 4 below. 


2. In the performance of these duties the General Counsel 
may: 


a. conduct an investigation by any appropriate method, 
consistent with procedures set forth in this Directive; 


b. interrogate any civilian or military personnel of 
the Department of Defense and examine any pertinent 
documents in any Defense activity not within the 
command or jurisdiction of any of the military de- 
partments. 


3. In the performance of these duties the General Counsel 
shall advise the director or chief of the cognizant 
Defense office or activity with regard to the personnel 
to be questioned and the documents to be examined in 
the course of the investigation. 


4. a. Investigation of unauthorized disclosures of classified 
defense information in any unified or specified com- 
mand shall be the responsibility of the executive 
agent for such command. The General Counsel shall 
notify the Chairman of the Joint Chiefs of Staff of any 
request made regarding such commands and shall 
otherwise be governed by the provisions of this 
Directive relating to the Secretary of the Army, Navy, 
and the Air Force in his dealings with such commands. 


b. Any investigation by the General Counsel of unauth- 
orized disclosures of classified defense information 
within the organization of the Joint Chiefs of Staff 
shall be conducted only with the concurrence of the 
Chairman, Joint Chiefs of Staff, who is responsible 





| 
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for insuring the prompt initiation of investigations 
of unauthorized disclosures of classified informa- 
tion within that organization. 


Investigations of Defense Activities Within the Command 


or Jurisdiction of One of the Military Departments 


1. The Secretary of each military department is responsible 


for insuring the prompt initiation of investigations of 
unauthorized disclosures of classified defense informa- 
tion within his department. 


The General Counsel shall have the authority with 
respect to the investigation of unauthorized disclosures 
of classified defense information in any defense activity 
under the command or jurisdiction of any one of the 
three military departments to: 


a. request the prompt initiation of an investigation by 
the Secretary of the military department concerned, 


b. request information of the Secretaries of the military 
departments with respect to the progress and results 
of any such investigation initiated pursuant to this 
directive or otherwise. 


When such action would in his opinion assist such an 
investigation, the General Counsel after consultation 
with the Secretary of the military department concerned, 
may request him to convene a court of inquiry. In ex- 
ceptional circumstances the General Counsel may request 
that the court of inquiry be composed of representatives 
of more than one military department. In any such case 
the General Counsel shall request the Secretaries of 

the military departments from which such personnel 
would be drawn to furnish the personnel necessary to 
such a court of inquiry. 


Investigations of Defense Activities Not Provided for by 
IV.A or IV, B above 


1. When any investigation initiated by one of the military 


departments pursuant to IV. B above requires the 
interrogation of personnel or examination of records 
under the command or jurisdictim of another military 
department or of a defense activity not within the 
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jurisdiction of any military department, the 
Secretary of the military department conducting 
the investigation shall notify the Secretary of 

the military department concerned or the General 
Counsel, as appropriate, so that arrangements 
can be made for such investigation as may be 
required, 


2. When any investigation initiated by the General 
Counsel, pursuant to IV.A above requires the 
interrogation of personnel or examination of 
records in activities under the command or juris- 
diction of one of the military departments: 


a. the General Counsel may request the Secretary 
of the military department concerned to initiate 
such investigation as may be required; or 


b. the General Counsel, when in his opinion such 
participation will facilitate the investigation, 
may, after consultation with the Secretary of the 
military department concerned, request him to 
arrange for participation by the General Counsel 
and personnel working on the investigation under, 
his direction in the interrogation of personnel 
and examination of records under the jurisdiction 
of the military department. 


3. The General Counsel shall have authority to 
coordinate the initiation and conduct of any investi- 
gation which in his opinion should be initiated or 
conducted simultaneously in more than one military 
department, or simultaneously in one military 
department and in a defense activity not within the 
jurisdiction of any military department. 


Investigations of Defense Contractor Activities Within 
the Security Cognizance of the Military Departments 


The General Counsel shall have the authority to request 
action and information with respect to the investigation 
of any unauthorized disclosure of classified defense 
information which may involve a defense contractor 
activity within the security cognizance of one of the 
military departments in the manner provided in 

Section IV.B. 
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E. Investigative Assistance 


1, Inthe conduct of any investigation under Section IV 
hereof, the-General Counsel shall request such 
assistance as he may require from the Secretaries 
of the military departments. This assistance may 
include the temporary assignments of personnel 
trained in investigative techniques to the Office of 
General Counsel to serve under the direction of the 
General Counsel with respect to a particular investi- 
gation. 





2. In connection with any investigation which he conducts 
or in which he participates pursuant to Section IV 
hereof, the General Counsel (1) may request the advice 
of the Department of Justice; (2) with the concurrence 
of the Secretary of the Army, the Navy, or the Air 
Force or the Chairman of the Joint Chiefs of Staff, as 
appropriate, may request the investigative assistance 
of the Department of Justice; and (3) may refer a case 
to the Attorney General for consideration as to possible 
prosecution, If referral to the Attorney General appears 

; to be appropriate in a case involving personnel under 

the command or jurisdiction of one of the military de- 

partments, the General Counsel after consultation with 
the Secretary of the department concerned may request 
him to forward the case to the Attorney General for 
consideration as to possible prosecution. 


} 
I 
| 
| 
f 
| 
) 


ieee 


you eatin 


V. DISCIPLINE 


: A. The General Counsel shall insure that the results of any 
investigation which he conducts or in which he participates 
are reported to the proper authorities for such disciplinary 
or corrective action as may be warranted. 


B. The General Counsel shall have authority to ascertain what 
disciplinary or corrective action has been taken in any case 
involving an unauthorized disclosure of classified defense 
information and shall report to the Secretary of Defense with 
respect to such matters, 


VI. REPORTING UNAUTHORIZED DISC LOSURES OF CLASSIFIED 
DEFENSE INFORMATION 


A. Under existing regulations it is the duty of every person 
under the jurisdiction of the military departments to report 
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unauthorized disclosures of classified defense informa- 
tion through command channels for appropriate action. 


B. All personnel of any defense activity not within the com- 
mand or jurisdiction of one of the military departments 
shall report any information with respect to unauthorized 
disclosures of classified defense information, as follows: 


1. Whenever the person or persons who have informa- 
tion concerning an unauthorized disclosure of classified 
defense information believe that it may be possible by 
immedizte action to limit the further dissemination of 
such classified defense information so as to avoid or 
reduce the chance of damage to national defense interests, 
they shall immediately report through channels to the 
General Counsel. 


2. Information concerning all other cases involving un- 
authorized disclosures of classified defense informa- 
tion shall be reported through channels to the cognizant 
office for appropriate action as follows: 


a. Cases involving derelictions of administrative 
security including the misplacing of classified docu- 
ments, shall be reported io the Staff Director, 
Security Services Division, Office of Assistant 
Secretary of Defense (MP&R). 


b. News items or other disclosures in the public realm 
which are believed to contain classified information 
shall be reported to the Office of Security Review, 
Office of Assistant Secretary of Defense (PA). 


c. Cases in which the appropriate action office is in 
doubt, shall be reported to the General Counsel for 
action. 


C. The Office of Security Review shall make a preliminary 
analysis to confirm the classification of information dis- 
closures reported by Department of Defense personnel 
pursuant to sub-paragraph B.2. above and of information 
disclosures noted during the review of material published 
in the United States conducted pursuant to reference (c). 
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In any case in which classification of the informatior 

is confirmed, the Office of Security Review shall refer 
the case promptly to the General Counsel or otherwise 
as he may direct, for appropriate action. 


VU. IMPLEMENTING INSTRUCTIONS 


A. 


Copies of implementing instructions is sued by a military 
department affecting that department 2lone shall be 
furnished upon issuance to the General Counsel. 


Any implementing instructions which reiate to an investi- 
gation in more than one military department, an investiga- 
tion in a defense activity not within the jurisdiction of any 
military department, or an irivestigation affecting civilian 
industrial activities under the security cognizance of one 
of the military departments, shall be coordinated prior 

to issuance with the General Counsel. 


Vil. EFFECTIVE DATE 


This directive is effective upon issuance. 


Secretary of Defense 
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ENCLOSURE 3 


Coolidge Committee Recommendations Discussed: 


Recommendation 5a: "Responsibility for protecting administrative 
matters entitled to protection should be definitely fixed." 


Recommendation 5b: "Department of Defense Directive 5200.6 should 
be amenced to add to the information protected by paragraph LIA 3 f 
information relating to the advice on official matters which personnel 
of the Department of Defense exchange with each other; and paragraph 
IIB should be amended to make the use of the stamp FOR OFFICIAL 
USE ONLY' compulsory on all future documents entitled to protection 
under Directive 5200.6." 


Recommendation 5c: ''A vigorous program of indoctrination should be 
initiated among all personnel to instill a regard for the safeguarding 
of administrative matters entitled to protection under Directive 

5200, 6,"' 


Recommendation 5d: ''In serious cases of unauthorized disclosures of 
these administrative matters, investigations and disciplinary action 
similar to that recommended above in connection with 'leaks' of classi- 
fied information should be undertaken, with the same person in the 
Office of the Secretary of Defense being responsible for initiating and 
following up investigations," 


To carry forward the above recommendations, I have issued in revised 
form the attached DOD Directive 5200. 6 on "Policy Governing the Custody, 
Use and Preservation of Official Information which requires Protection in 
the Public Interest". 


As in the case of classified defense and atomic energy information, 
the responsibility for protecting the information covered by this Directive 
rests on all personnel of the Department. 


In accordance with Recommendation 5(a) this directive now affirma- 
tively provides that such limitations on access to such official information 
will be imposed only upon a determination by a responsible authority that 
the release of such information would be contrary to law or otherwise 
against the public interest. 


The new directive also makes clear that the classifications TOP SECRET, 
SECRET and CONFIDENTIAL (including CONFIDENTIAL-MODIFIED HANDLING 
AUTHORIZED) prescribed by Executive Order 10501 shall not be used for 
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official information which requires protection solely on the basis of this 
directive, and that the term "Official Use Only" shall not be used for offi- 
information which requires protection in the interest of national defense 
under Executive Order 10501. 


To cover the first part of Recommendation 5(b), an additional item, 
numbered "8" has been added to the list of examples of such official in- 
formation. 


The second suggestion in Recommendation 5(b), that the use of the 
term "For Official Use Only" be made compulsory, has not been adopted. 
Such mandatory use is not deemed essential in order to afford proper 
protection to the majority of such official information, and would tend to 
impose an undue administrative burden not only in connection with the 
original marking, but in the accumulation of material so marked which 
would require review at some later date to determine whether it was still 
entitled to protection. Accordingly, authority for the optional use of the 
term "For Official Use Only", and of that term only, is continued. 


In accordance with Recommendation 5(c), the importance of indoc- 
trination of personnel has been emphasized in this directive and will con- 
tinue to be a responsibility of command at all levels. 


The investigative and disciplinary action set forth in Recommendation 
5(d) is also a command responsibility. In some cases criminal statutes 
apply to the unauthorized disclosure of such official information, In other 
cases where no criminal statutes apply, the unauthorized disclosure of 
such information would violate the direction of higher authority, and correc- 
tive or disciplinary action for the proper maintenance of discipline would 
be appropriate. Existing regulations of the military departments prescribe 
the prompt investigation and appropriate discipline of all such cases. The 
attached directive now accords the General Counsel, Department of Defense, 
similar investigative authority with respect to activities not within the juris- 
diction of the military departments. His authority in such cases is co- 
extensive with the authority accorded by DOD Directive No. 5145.2 with 
respect to "Unauthorized Disclosures of Classified Defense Information", 
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March 22, 1957 
NUMBER 5200.6 


Department of Defense Directive 


Policy Governing the Custody, Use and Preservation of 
Department of Defense Official Information Which 
Requires Protection in the Public Interest 


Revised Statutes, Sec. 161 (5 U.S.C. 22) 


Sec. 3 of the Act of June 11, 1946 (60 Stat. 238; 
5 U.S.C. 1002) 


Sec. 1 of the Act of June 25, 1948 (62 Stat. 791; 
18 U.S.C. 1905) 


DOD Directive 5015.1 dated July 31, 1952, subject: 
"Release and Authentication of Copies of Official Records'"' 


DOD Directive 5200.1, dated November 19, 1953, sub- 
ject: "Safeguarding Official Information in the Interests 
of the Defense of the United States'' 


DOD Directive 5200.6, dated June 1, 1954, subject: 
"Policy Governing the Custody, Use and Preservation 
of Department of Defense Official Information Not 
Within the Purview of Executive Order No. 10501"! 


DOD Directive 5200.7, dated July 15, 1954, subject: 
"Policy Governing the Transmission for Safekeeping of 
Defense Information Classified 'Confidential - Modified 
Handling Authorized'"' 


DOD Directive 5145.2, dated subject: 
"Unauthorized Disclosure of Classified Defense Infor~ 
mation'"' 


DOD Directive 7230.3, dated February 14, 1956, 
subject: ''Schedule of Fees and Charges for Copying, 
Certification, and Search of Records, "' 
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PURPOSE 


To assure the proper custody, preservation and use 

of official information which in the public interest 
should not be given general circulation. (The require- 
ments for classification of official information in the 
interests of national defense, pursuant to Executive 
Order 10501 and the Atomic Energy Act, as amended, 
are set forth in reference (e) and other directives. 
This Directive does not deal with the protection which 
must be given to information because it is classified 
in the interests of national defense.) 


To authorize the optional use of the term ''For Official 
Use Only" within the Department of Defense for identify- 
ing and marking this type of official information. 


To avoid improper withholding of information by assuring 
that any withholding is approved by authorities who are 
competent to determine whether or not release of the 
particular information would be against the public interest. 


CANCELLATION 


Reference (f) is hereby cancelled. 


AUTHORITY 


Statutory authority for this directive includes: 


A. 


Reference (a) which permits the head of a department to 
issue regulations, not inconsistent with law, governing 
the custody, preservation and use of the records of his 
department. 


Reference (b) which provides generally that, except for 

(1) any function of the United States requiring secrecy in 

the public interest or (2) any matter relating solely to 

the internal management of an agency, matters of official 
record of an agency of the Government shall be made 
available to persons properly and directly concerned 

except information "held confidential for good cause found. "' 
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Reference (c) which provides penalties for any dis- 
closure not authorized by law of information obtained 
by a Government department concerning the trade 
secrets or confidential statistical data of any person or 
corporation. 


IV. POLICY 


A. 


It is the fundamental policy of the Department of Defense 

to make the maximum information available to the public 

as to its operations and activities. This policy is subject 

to the necessary exception that the proper, efficien* and 
effective operation of government requires that there shall 
not be made public certain types of information relating to 
such matters as pending litigation, maintenance of discipline, 
conduct of investigations, relations with foreign governments, 
and information which is merely preliminary or advisory 
within the Department. Certain other considerations, such 
as non-violation of confidence as to the nature or source of 
information or the protection of individuals against unsub- 
stantiated allegations, may require that other types of infor- 
mation also not be made public. 


Matters of official record, with the exception of information 
held confidential for good cause found, are made available to 
persons properly and directly concerned pursuant to regula- 
tions published in accordance with reference (b). For 
example, procedures for obtaining official records of the 
Office of the Secretary of Defense are set forth in reference 
(d). Fees are charged for services rendered to the public 
relating to copying, certification and search of records, as 
specified in reference (i). 


Subject to the provisions of Section VI hereof, information 
which under the above statements of policy should not be 
given general circulation includes without limitation the 
following: 


1. Records and information which pertain to individuals 
such as personnel records, medical records, and 
investigative reports, and proceedings pertaining to the 
conduct of, or manner of performance of, duties by 
military personnel and civilian employees, the release 
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of which might unjustly discredit or injure 
innocent persons or disclose personnel informa- 
tion received in confidence. 


2. Information as to the identity of confidential infor- 
mants and information furnished by them in confidence. 


3. Information received in confidence from private 
individuals, firms, or organizations in connection with 
bids, proposals, trade secrets, inventions and dis- 
coveries, and reports of a financial, technical or 
scientific nature. 


4. Information which is, or may reasonably be expected 
to be, connected with any pending or anticipated 
litigation before Federal and State courts or regulatory 
bodies. 


5. Advance information on proposed plans to procure, 
lease or otherwise acquire or dispose of materials, 
real estate, facilities, or functions, which would pro- 
vide undue or discriminatory advantage to private or 
personal interests. 





6. Preliminary documents relating to proposed plans or 
policy development when premature disclosure would 
adversely affect morale, efficiency or discipline. 


et PRE et eee 


. 7. Examination questions and answers to be used in training 
: courses or in a determination of qualifications of 
candidates for employment, entrance to duty and advance- 
| ment or promotion. 


} 8. Conversations or communications between members of 
. the Department of Defense, or between such members 

and representatives of other agencies of the Executive 
| Branch, which are merely advisory or preliminary in 
; nature and which do not represent any final official 
action and any documents or reproductions concerning 
i such advice. 


9. Information received from other Government agencies 

for official use of the Department of Defense, any 

further dissemination of which is controlled by the agency 
which provided the information. 
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10. Information furnished in confidence by foreign 
nations to the United States, the dissemination 
of which is limited by the nation which provided 
such information. 


V. IDENTIFICATION AND MARKING 


A. In order to assure uniformity within the Department of 
Defense for identifying and marking information which 
is described in Section IV.C. above, the optional use 
of the term ''For Official Use Only'' is authorized. No 
other term may be used to designate such information. 
Where the term is marked on material, to the fullest 
extent practicable there shall also be indicated a 
specified event or date after which the term will no 
longer apply to such information. In all cases the term 
will be removed promptly when the need for protecting 
the information so marked, no longer exists. 


B. Information requiring protection in the public interest 
must be safeguarded irrespective of whether or not the 
information is physically identified by, and marked with, 
the term ''For Official Use Only. '' 


C. Particular care must be taken to emphasize that the 
classifications authorized in references (e) and (g) shall 
not be used for the information covered solely by this 
Directive. Conversely, the term ''For Official Use Only" 
as authorized herein shall not be used for information 
classified under references (e) or (g). 


VI. RELEASE 


A. Requests for official information which fall within the 
terms of this directive will be denied on the basis of this 
Directive only upon a determination by a responsible 
authority that the release requested will be contrary to 
law or otherwise against the public interest as herein 
stated. 


B. Arbitrary and unreasonable withholding of information 
must be avoided. 
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Nothing in this Directive shall be deemed to authorize 
the withholding of information, otherwise releasable, 
because its release might tend to reveal administrative 
error or inefficiency, or might be embarrassing. 


IMPLEMENTATION 


The Secretaries of the military departments, the 
Chairman of the Joint Chiefs of Staff and the Assistant 
Secretary of Defense (PA) will insure that adequate 
regulations are issued to implement the policies stated 
herein. Copies of such implementing regulations will 
be furnished to this office through the Assistant Secre- 
tary of Defense (PA). 


The Secretaries of the military departments, the 
Chairman of the Joint Chiefs of Staff and the Assistant 
Secretary of Defense (MP&R) will take appropriate steps 
to insure that all personnel of the Department of Defense, 
both military and civilian, are made aware of the impor- 
tance of protecting information against unauthorized dis- 
closure in accordance with this Directive; that appropriate 
measures for the physical safeguarding of such informa- 
tion are put into effect; and that appropriate disciplinary 
action will be taken by responsible superiors with respect 
to any unauthorized disclosures of such information on 
the part of departmental personnel. 


To the extent required for proper enforcement of this 
Directive: 


1. The Secretaries of the military departments shall 
initiate prompt investigation within their respective 
Departments of any unauthorized disclosure of infor- 
mation requiring protection under this Directive. In 
any case coming to his attention, the General Counsel, 
Department of Defense, shall have authority to request 
the initiation of an investigation and to request infor- 
mation from the Secretaries of the military depart- 
ments with respect to the initiation, progress and 
results of the investigation, including actions taken. 
The General Counsel shall follow such investigations on 
behalf of the Secretary of Defanse and shall report to 
the Secretary of Defense with respect to those deemed 
of importance to his office. 
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2. The Assistant Secretaries of Defense and the 
Chairman of the Joint Chiefs of Staff shall promptly 
notify the General Counsel of any case involving an 
unauthorized disclosure of information requiring 
protection under this Directive which warrants 
investigation. 


3. The General Counsel, Department of Defense, shall 
have authority to assist in or direct, as appropriate, 
the investigation of any such case in any activity of 
the Department of Defense in the Washington area 
which is not within the command or jurisdiction of any 
military department, in the same manner as provided 
in reference (h). Responsibility and procedures with 
respect to an investigation of any unauthorized dis- 
closure of such information in any unified or specified 
command, or within the organization of the Joint 
Chiefs of Staff, shall be those specified in reference 
(h) for investigations of unauthorized disclosures of 
classified defense information. 


vill. EFFECTIVE DATE 


This Directive is effective immediately. 


CEWibtow 


Secretary of Defense 
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ENCLOSURE 4 


Coolidge Committee Recommendation Discussed: 


Recommendation 7: "Care should be exercised to see that the 
published reports of proceedings before Congressional Committees 
do not contain classified operational concepts or technical data 
concerning new weapons and installations," 


The Congress is, of course, fully aware of the responsibility it 
shares for safeguarding information furnished to its committees which 
requires protection in the interest of national defense. 


The Department of Defense should at all times be ready to assist 
Congressional committees in the prompt review of testimony received in 
Executive session to identify defense information which should not be 
published in the interest of national security. I have spelled out the De- 
partment's duty in this regard in Directive 5400.4 on "Provision of 
Information to the Congress, ' 


This Directive rescinds an existing Departmental Instruction which 
was addressed to the subject of this particular Coolidge Committee Recom- 
mendation. The new Directive clarifies somewhat but makes no sub- 
Stantial change in this regard over the former Instruction, It does, however, 
deal with additional matters concerning the general procedures for provid- 
ing information to the Congress, As to this, the new Directive emphasizes 
that it is the basic policy of the Department of Defense to inake the maxi- 
mum information promptly available to Congressional Committees and 
their staffs, and to give them the utmost cooperation. In order to assist 
all employees of the Department in fully carrying out this objective, the 
Directive specifically sets forth guidance with respect to such matters as 
testimony before Committees; handling of requests on behalf of constitu- 
ents; deadlines to insure prompt and complete provision of information 
to the Congress; coordination on legislative investigations; and security 
review prior to publication of testimony before Congressional committees. 


SUBJECT 


Ref: 


(a) 


(b) 


(c) 


(d) 


(e) 


(f) 
(g) 
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March 22, 1957 
NUMBER 5400, 4 


Department of Defense Directive 


Provision of Information to the Congress 


DOD Directive 5200.1, Safeguarding Official 
Information on the Interests of the Defense of 

the United States, dated November 19, 1953 

DOD Directive 5200,6, Policy Governing the 
Custody, Use and Preservation of Department 

of Defense Official Information Not Within the 
Purview of Executive Order 10501, dated 

June 1, 1954 

DOD Directive 5545.1, Congressional Hearings 
dated August 10, 1951 

DOD Instruction 5210.13, Security Review of 
Congressional Testimony, dated February 7, 1955 
DOD Directive 5122.4, Responsibilities of the 
Assistant Secretary of Defense (Legislative and 
Public Affairs), dated July 30, 1954 

Title 5, U. S. Code, Section 1002 

DOD Directive 5015.1, Release and Authentication 
of Copies of Official Records, dated July 31, 1952 


PURPOSE 


It is the purpose of this Directive to facilitate the furnishing 
of information to the Congress by stating the Department of 
Defense policies and procedures with respect to making in- 
formation, both classified and unclassified, available to the 
Congress, 


CANCELLATION 


References (c) and (d) are hereby cancelled, 
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IV. 
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POLICY 


A. It is essential to the proper functioning of our 
Government that the Congress receive adequate 
information as to the programs and operations 
of the Department of Defense. 


B. It is the policy of the Department of Defense to 
make the maximum information promptly available 
to Congressional Committees and their staffs 
and that the utmost cooperation is to be given to 
the Committees and staffs of the Congress, 


C. It is the policy of the Department of Defense 
that no information shall be withheld from the 
Congress except in accordance with these re- 
gulations, 


PUBLIC ACCESS 


It is the fundamental policy of the Department of Defense 

to make the maximum information available to the public 

as to its operations and activities. This policy is subject 

to the necessary limitations relating to (1) classification 

of official information in the interests of national defense 
pursuant to Executive Order 10501 and the Atomic Energy 
Act, as amended, as reflected in reference (a), and (2) 
restrictions on official information which in the public 
interest should not be given general circulation, as reflected 
in reference (b). Subject to these limitations, matters of 
official record are made available to persons properly and 
directly concerned pursuant to regulations published in 
accordance with reference (f), For example, procedures 
for obtaining official records of the Office of Secretary of 
Defense are set forth in reference (g). Most information 
not available to the public is made available to the Congress, 
in confidence, in order to enable it to perform its functions. 
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V. FURNISHING INFORMATION TO CONGRESSIONAL COMMITTEES 


A. Department of Defense witnesses testifying before Congres- 
sional Committees, or handling requests for information 
f~om the Legislative Branch, should bear in mind the above 
described Directives with respect to the need to protect 
certain types of information against public disclosure, 
Testimony as to information requiring protection under the 
above references shall only be given in closed Session. If 
information requiring protection is submitted in writing, 
it must be appropriately classified or otherwise marked, If 
the information is submitted orally, the Committee should 
be advised of the need for protecting the information from 
public disclosure. 


B. Inthe rare case where the same considerations which pre- 
clude making information public, raise a question as to 
whether particular information requested may be furnished 
to a member orCommittee of the Congress, even in confidence, 
no final refusal to furnish such information shall be made 
until such cases have been submitted to the Secretary of the 
Military Department concerned or to the Secretary of Defense. 
In most cases, however, it may be possible to satisfy the 
request through some alternate means acceptable to the 
Member or Committee and to the Department, thus rendering 
unnecessary any such submission. In the event this is not 
possible, and pending resolution of the question, the person 
testifying or responsible for replying to the request shall 
respectfully decline to furnish the information pursuant to the 
instructions in this Directive. The Assistant to the Secretary 
of Defense (Legislative Affairs) shall be kept informed with 
respect to any such submission to the Secretary of Defense, 


SECURITY REVIEW 


To assure military security transcripts of testimony given by 
Department of Defense witnesses in closed sessions of Congres- 
sional Committees, when received for review, shall be referred 
to the witness for proofreading and shall be reviewed by the Office 
of Security Review for clearance prior to publication. Requests 
to Congressional Committees for deletion of material from tran- 
scripts prior to publication should be accompanied by an explana- 
tion of the reasons for such request. Written statements and 
charts prepared in advance for open session delivery shall be 
submitted for review as far as possible in advance of scheduled 
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presentation, except as to general types of material as to 
which the Office of Security Review has indicated in advance 
that no such submission is required. All Department of 
Defense agencies are requested to provide immediate and 
full guidance and assistance in clearance of material when 
called upon by the Office of Security Review. 


CONGRESSIONAL REQUESTS FOR INFORMATION TO BE 
FURNISHED CONSTITUENTS 





Replies to requests for information to be furnished constituents 
shall be furnished promptly. They shall be tested for release 
or limitations on dissemination in the same manner as if the 
constituent himself had directly requested the information. If 

it develops the information cannot be released to the constituent, 
the Member of Congress requesting the information should be 
promptly advised that the information requested cannot be made 
available for the constituent and the basic reasons inhibiting 
such release. 


HANDLING OF CONGRESSIONAL REQUESTS 


> 


All written Congressional requests for information shall 

be acknowledged within 48 hours. Whenever possible, the 
complete replies shall be provided within 10 working days 

of the receipt of the request. If the nature of the information 
requested renders a complete reply within 10 days impossible, 
the person requesting the information shall be advised, within 
the 10 days, via an interim reply, of a date by which the 
information will be supplied unless the fixing of such date 
within that period is not possible. (The requirements above 
shall not apply to requests for comments upon proposed or 
pending legislation which shall be handled in accordance with 
existing legislative procedures.) 


B. In cases where it is believed necessary in order to enable 
the Department to promptly and adequately respond to Con- 
gressional requests, the inquirer should be requested to 
specify in writing, insofar as possible, the particular infor- 
mation or documents desired. 


C. Procedures of Congressional Committees with respect to 
preparation and delivery of prepared statements will be 


complied with to the maximum extent possible, 
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D. By reference (e) the Assistant to the Secretary of Defense 
(Legislative Affairs) is charged with the over-all 
responsibility for assuring the implementation of policies 
and procedures governing legislative investigation of 
activities of the Department of Defense, including liaison 
with Congress in connection therewith and keeping appro- 
priate Department personnel currently informed on the 
status of such investigations except for matters affecting 
budgets, appropriations, and other related financial matters, 
Accordingly, copies of all communications to and from the 
Congress with respect to any such investigations by Con- 
gressional Committees shall be furnished to the Assistant 
to the Secretary of Defense (Legislative Affairs). 


IX. IMPLEMENTATION 
Copies of implementing or revised regulations or instructions 
shall be furnished to the Assistant Secretary of Defense (Public 
Affairs) and the Assistant to the Secretary of Defense (Legisla- 
tive Affairs). 


X. EFFECTIVE DATE 


This Directive is effective immediately. 


GEW thas 


Secretary of Defense 
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ENCLOSURE 5 
Coolidge Committee Recommendation Discussed: 


Recommendation 2h: "Avoid changing the scope of classified in- 
formation to reflect temporary changes in emphasis in our 
foreign policy." 


In considering this Recommendation I believe that we must first 
re-examine the basic principles involved in such classification. Execu- 
tive Order 10501, in defining the categories of information affecting the 
national defense which must be protected specifically provides: 


Section l. 


'"(a) Top Secret. . . which could result in exceptionally grave 
damage to the Nation, such as leading to a definite break in 
diplomatic relations affecting the defense of the United States, . .' 


"(b) Secret. . . which could result in serious damage to the Nation, 


such as by jeopardizing the international relations of the United 


(c) Confidential, . . could be prejudicial to the defense interests 
of the Nation, ' 


Clearly, the dangers to be guarded against, as reflected in this Executive 
Order, are of a most serious nature and of vital importance to the preser 
vation of this Nation and the safety of its citizens, 


The primary objective of our foreign policy is, in the last analysis, 
the promotion and maintenance of good relations among all nations to 
enable all to live in harmony with one another and to pursue their own 
peaceful aspirations. To help achieve this objective we must in our day 
to-day conduct of foreign affairs deal with many matters concerning many 
nations, all involving delicate relationships and balances, which if not 
maintained, cannot only threaten the objective but more particularly our 


own security, 


Our ability to succeed in this objective is, of course, partly dependent 
on the state of our military capability and that capability is, conversely, 
partly dependent upon the state of our international relations, The 





INVESTIGATION OF NATIONAL DEFENSE 13] 
two are interrelated and, in the world today, inextricably intertwined, 


Accordingly, the question of determining what information should be 
publicly disclosed as to plans, policies and operations in these two major 
areas affecting our security -- and at what point in time -- requires an 
application of judgment in the light of all the facts and a weighing of the 
relative security advantages and disadvantages of disclosure, No mathe- 
matical formula exists which will do this. Those charged with the serious 
responsibility for the decision as to whether or not to classify must accept 
that responsibility and make the decision with the assistance of the best 
qualified experts available to contribute to the formulation of a sound judg 
ment. This is the method we follow and I know of no better way. 


In the light of the foregoing, my thoughts with respect to the specific 
recommendation of the Committee are as follows: In the sense that it 
implies that no material should ever be classified at any time unless such 
classification is clearly warranted, I wholeheartedly agree, In the sense 
that the phrase "temporary changes in emphasis" implies that the scope 
of classification should be rigidly applied once the initial judgment is 
made, I disagree. Such a conclusion would completely overlook the 
variable nature of the factors on which a classification is based, and the 
corresponding requirement for changes in the scope of classification to 
adjust to these factors, 


It appears to me that reflection upon the often sudden and fast 
changing day-to-day developments in the field of foreign affairs will 
demonstrate the impracticability of attempting to evolve any pat formula 
in terms of ''temporary" or "emphasis" which will automatically determine 
whether classification is warranted and, if so, its extent, 
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ENCLOSURE 6 


Coolidge Committee Recommendation Discussed: 


Recommendation 3d: "In case of a 'leak' appearing in the press 
which involves the disclosure of information which obviously 
gravely damages the security of the nation, and where the source 
of the 'leak' cannot be identified, we recommend that the author 
be summoned to testify in a grand jury investigation in order to 


discover the source of the 'leak', ' 


In accepting the Coolidge Committee Report, I expressed serious 
reservations with respect to the advisability of implementing the foregoing 
recommendation. The new Directive on ''Unauthorized Disclosure of 
Classified Defense Information'' set forth under Enclosure 2 makes no 
direct reference to it, 


Unauthorized disclosures of classified defense information can 
stem either from a deliberate or inadvertent act on the part of some 
member of the civilian or military personnel of the Department of Defense, 
from defense contractor personnel, or from others who have authorized 
access to the information. Congress has made certain disclosures a 
crime. As Secretary of Defense I have a responsibility to ascertain that the 
laws enacted by the Congress are faithfully executed. Hence, it is an 
obligation of the Department in any such case to find the source, to elimi- 
nate the danger of future disclosures, and to discipline responsible per- 
sonnel of the Department or recommend prosecution of such personnel 
and other persons to the Attorney General as the facts warrant. It is 
hoped that the machinery established by the new directive on ''Unauthorized 
Disclosure of Classified Defense Information" will help to obtain these 
results, 


The authority to summon witnesses before a grand jury rests with 
the Department of Justice, or with a grand jury, which, regardless of 
the wishes of any department of the Government, can summon witnesses 
in the investigation of a crime under Federal law. In both instances the 
calling of a witness is subject to the supervision and safeguards of the 
court which impanels the jury. In any case in which the course of action 
recommended by the Coolidge Committee might be considered, the authority 
to act would not rest with the Department of Defense, but with the Department 
of Justice or a grand jury, as the case may be. 
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ENCLOSURE 7 


Coolidge Committee Recommendation Discussed: 


Recommendation 8a: ''All interviews by the press with members 
of the Department of Defense in the Washington area should be 
arranged through the Office of Public Information and, if so 
requested by the person to be interviewed, a representative of 
that Otfice should attend the interview, "' 





The Committee, in so recommending, expressed the view that the 
Office of Public Information (OPI) cannot effectively perform its proper 
function unless it has at least general information as to who has been 
interviewed by the press, particularly if it is unable to assist in such 
interviews upon request, 


I certainly agree with the Committee's objective. However, I do not 
believe it should be accomplished by a mandatory requirement. It is the 
policy of this Department that OPI will undertake to arrange interviews 
upon media request and that it will make a representative available to attend 
the interview if either the media or the person to be interviewed feels such 
attendance would be helpful. 


It appears to me that a requirement that all press interviews must 
be arranged through OPI, could seriously hamper, and delay unnecessarily, 
the flow of information between the Department and the media, because of 
the important time element in the acquisition and dissemination of infor- 
nation -- particularly to the press, radio and TV -- as well as within 
the Department itself, 


With respect to attendance at interviews by OPI representatives, I 
believe the present policy, under which they are available to attend at 
the request either of the media or the person to be interviewed, is best. 
Mandatory attendance, no matter how well intentioned, could easily be 
misconstrued as ''monitoring'"' or ''censorship" and indicative of a lack 
of confidence in either the media representative or the person being 
nterviewed, I think such mandatory attendance is undesirable and 


innecessary. 
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ENCLOSURE 8 


Coolidge Committee Recommendation Discussed: 


Recommendation 8b: 


"A forceful statement outlining the difference between ordinary 
peace and the present situation from the point of view of infor- 
mation security should be prepared and given wide distribution 
to the press.' 


It is believed that this Recommendation and the Coolidge Committee 
background discussion point up the importance under present conditions of 
exercising extreme care in safeguarding military security information. I feel 
certain that the general public, including the information media, are well 
aware of the need for vigilance in this regard, imposed by present international 
tensions, and accordingly, I do not consider that any formal statement reiterat- 


ing this is necessary. 
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ENCLOSURE 9 


Coolidge Committee Recommendation Discussed: 


Recommendation 8c: 


"When a request by the press for the release of information 

is denied on the ground that the information is classified, the 
press should be told why it is classified. The bald statement 
that it is classified often creates in their minds the feeling 
that the refusal is wholly arbitrary. Of course in some cases 
the full background is too sensitive to be disclosed. Neverthe- 
less we think more can be done along these lines." 


I strongly concur in the objective of this recormmendation. Properly 
carried out it should help to remove misunderstanding which often occurs when 
information is withheld for military security reasons, The existing policy of 
the Department, in this regard, is that where release or publication of particu- 
lar information is determined to be objectionable from the standpoint of mili- 
tary security, advice of such determination to the person who made the request 
or submitted the material for review should include a brief explanation of the 
basic reasons for the determination to the extent permitted by military security 
considerations. This policy should be adhered to the maximum extent possible. 
It is recognized, of cairse, that there will be many situations where full dis- 
closure of the reasons underlying the determination cannot be made without 
such disclosure itself violating security, and in those cases, the person con- 
cerned should at least be advised to that effect. 
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ENCLOSURE 10 


Coolidge Committee Recommendation Discussed: 


Recommendation 9: ''Implementation of the recommendations of 
this report should be concentrated on the Washington area, '' 


Since all basic policies and programs of the Department are 
formulated and promulgated in Washington headquarters, and since the 
overall responsibility for execution also rests in Washington headquarters, 
implementation must be initially effected at Washington by the responsible 
officials of the Department and its constituent agencies, 


This is not toimply, however, that these policies are not applicable 
to field activities. On the contrary, success of such programs depends 
on the fullest possible implementation throughout the Department, both 
here and in the field. For this reason I have purposely not limited the 
application of any of the policies issued in implementation of the Coolidge 
Committee recommendations to the Washington area, 
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THE SECRETARY OF DEFENSE 
WASHINGTON 


July 8, 1957 





MEMORANDUM FOR THE SECRETARIES OF THE MILITARY 
DEPARTMENTS 
THE ASSISTANT SECRETARIES OF DEFENSE 
THE GENERAL COUNSEL 
THE ASSISTANTS TO THE SECRETARY OF 
DEFENSE 
THE CHAIRMAN, JOINT CHIEFS OF STAFF 


SUBJECT: Implementation of Coolidge Committee Report 


Supplementing my memorandum to you, dated March 22, 1957, 
I am attaching hereto my comments and revised directives with respect 
to the remaining twelve recommendations of the Coolidge Committee 
on Classified Information. 


As in the case of the implementation of the earlier recommen-~ 
dations dealt with, it is requested that you assure that all personnel 
under your respective jurisdictions are familiar with these actions, 


This completes action on the specific Coolidge Committee 
recommendations, as such. However, continuing emphasis must be 
given to the overall matters of maintaining and improving, wherever 
possible, our policies and procedures, with respect to keeping the 
public informed as to the Department's activities, while at the same 
time safeguarding information which requires protection, Accordingly, 
it is expected that you will submit from time to time such recommen- 
dations in this regard as you find appropriate. In this connection, it 
is desired that particular attention be given to the recent recommen-~ 
dations of the Wright Commission on Government Security, concerning 
document classification and related information matters, which I have 
already asked you to study. 








Enclosure 


ll 


12 


13 


14 
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INDEX 
Subject or Title of Coolidge Committee 
Related Directive Recommendations 
Enclosures and Revised Directive on h Ba, 2h, Zé; Yd, 
"Safeguarding Official Information in Ze, 4b, 4c 


the Interests of the Defense of the 
United States". 


Enclosures and Amendment to Directive 2f 
on "Release to the Public of Information 

on Guided Missiles, Military Aircraft, 
Associated Powerplants, Components 

and/or Accessories" 


Enclosures 13 and 14 


Comment on the release of information 2g 
as to the existence and general nature 

of differences of opinion between the 

several Services 


Comment on improving safeguarding 6a, 6b 
of classified information in possession 
of industry 
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ENCLOSURE U 


Coolidge Committee Recommendations Discussed: 





Recommendation No. 1. ''We recommend that a determined attack be 
made on overclassification. We think this should be spearheaded by 
the responsible heads within the Department of Defense, from the 
Secretary of Defense down, registering a keen interest in information 
security." 


Recommendation No, 2a. "Extend the use of classification guides now 
existing in several technical fields to other areas, and supplement the 
regulations covering general classification by developing guidelines 
and listing typical examples for each category of classificatinn."' 


Recommendation No. 2b. "Carry down the line Recommendation No, 1 
made with respect to top officials, that superiors throw back over- 
classified matter received from subordinates." 


Recommendation No. 2c. ''Cut down the number who are authorized to 
classify information as Top Secret and to receive copies of Top Secret 
papers," 


Recommendation No, 2d. “Require that each program or order sus- 
ceptible of such treatment contain a special paragraph dealing with 
information security." 


Recommendation No, 2e. "Make wholly clear that the classification 
system is not to be used to protect information not affecting the 
national security, and specifically prohibit its use for administrative 
matters," 


Recommendation No. 4b. "In cases where it is clear, from a 'leak' 
or otherwise, that an individual has not accepted a decision reached 
by the Secretary of Defense or higher authority, we recommend 
that prompt and stern disciplinary action be taken, whatever the 
rank of the individual may be." 


Recommendation No. 4c. "Commanding Officers should be held res- 
ponsible for security derelictions within their commands." 





INVESTIGATION OF NATIONAL DEFENSE 441 
CONSOLIDATION AND MODERNIZATION OF CLASSIFICATION DIRECTIVES 


All of the above recommendations are of a substantive nature and 
basically have been accepted for incorporation into the security policies 
relating to the safeguarding of classified defense information. Hereto- 
fore, these policies have existed in a multiplicity of DOD Directives 
and Memoranda, a situation which has made it difficult for all but the 
professional security official to find easy access to such policies. This 
has increased the complexity of administering this program and has hin- 
dered operating personnel in keeping abreast of changes in security doc- 
trines as they occur. 


To overcome this deficiency, and at the same time implement the 
Recommendations cited above, all DOD policies relating to the safeguard- 
ing of classified information have been reviewed for accuracy and pro- 
priety, brought up to date with current Government policy in this area 
and assembled into one document. New text material has been added 
where appropriate to incorporate the intent of the above Recommendations. 


The issuance of a new Directive as outlined above should be most 
helpful in the security indoctrination of new personnel and in keeping all 
others current with the requirements for safeguarding official defense 
information. 
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SUBJECT 
Ref: (a) 
(b) 
(c) 
(d) 


(e) 


(f) 
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July 8, 1957 
NUMBER 5200. 1 


Department of Defense Directive 


Safeguarding Official Information in the Interests 
of the Defense of the United States 


Department of Defense Directive 5200.1, subject: 
Safeguarding Official Information in the Interest 

of the Defense of the United States, dated 19 Novem- 
ber 1953. (Cancelled herein) 


Department of Defense Directive 5200.2, subject: 
Classification of Aerial Photography, dated 5 Novem- 
ber 1951. (Cancelled herein) 


Department of Defense Directive 5200.3, subject: 
Department of Defense Policy for Assignment of 
Classification Categories to Official Defense Informa- 
tion, dated 21 December 1953, as amended by ASD 
(M&P) Memo, Subject: Classification of Compiled Data, 
dated 4 May 1954, and as further amended on 9 April 
1957. (Cancelled herein) 


Department of Defense Directive 5200.4, subject: 
Department of Defense Policy and Procedure Governing 
Use of Code Words, dated 16 April 1954. (Cancelled 
herein) 


Department of Defense Directive 5200.7, subject: 
Policy Governing the Transmission and Safe Keeping 
of Defense Information Classified ''Confidential - 
Modified Handling Authorized", dated 15 July 1954. 
(Cancelled herein) 


Department of Defense Directive 5210.1, subject 
Photographing or Sketching Vital Installations or 
Equipment During FBI Investigations, dated 12 
March 1952. (Cancelled herein) 


(g) 


(h) 


(i) 


(j) 


(k) 


(1) 


(m) 


(n) 


(0) 


(p) 
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Department of Defense Directive 5210.6, subject: 
Control of Classified Documents within the Depart- 
ment of Defense, dated 6 December 1953. (Can- 
celled herein) 


Secretary of Defense Memorandum dated 4 May 1950, 

subject: Classification of Maps, Charts, Aeronautical 
Publications and Other Documents Pertaining to Mili- 

tary Installations. (Cancelled herein) 


Secretary of Defense Memorandum dated 29 October 
1952, subject: Unwarranted Dissemination of Classified 
Material. (Cancelled herein) 


Secretary of Defense Memorandum dated 26 March 1953, 
subject: Improvement of Security Procedures Within 
the Department of Defense. (Cancelled herein) 


Secretary of Defense Memorandum dated 26 March 1953, 
subject: Security Violations in the Department of Defense. 
(Cancelled herein) 


Secretary of Defense Memorandum dated 5 March 1954, 
relating to designation of those Office of Secretary 

of Defense officials authorized to assign the Top Secret 
Classification; as amended on 12 July 1954, 27 December 
1954 and 7 December 1955. (Cancelled herein) 


Department of Defense Directive 5200.6, subject: 
Policy Governing the Custody, Use and Preservation 
of Department of Defense Official Information Which 
Requires Protection in the Public Interest, dated 

22 March 1957. 


Department of Defense Directive 5145.2, subject: 
Unauthorized Disclosures of Classified Defense 
Information, dated 22 March 1957. 


Department of Defense Directive 5400.4, subject: 
Provision of Information to the Congress, dated 
22 March 1957. 


Department of Defense Directive 5210.2, subject: 
Access to and Dissemination of Restricted Data, 


dated May 6, 1957. 
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Appendix: (1) 


(2) 


(3) 





(4) 


I. PURPOSE 
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Encl: (1) Instructions for the Safeguarding of Classified 


Defense Information in the Department of Defense. 

Part 1.- Definitions. 

Part 2. Classification of Defense Information. 

Part 3. Classification of Defense Information in 
connection with Combat or Combat-Related 
Operations. 


Part 4. Control of Classified Defense Information. 


Part 5. Protection of Classified Information Received 
from International Sources. 


Part 6. Security of Classified Communications Informa- 
tion. 


Part 7. Protection of Restricted Data (Atomic Energy 
Information). 


Part 8. Classification of Photography. 
Executive Order 10501. 


Department of Defense - Government Printing Office 
Security Agreement 


Audit Activities of the General Accounting Office 


Policy and Procedures Governing the Use of Code Words 


To implement within the Department of Defense the provisions of 
Executive Order 10501, dated 5 November 1953, /See Appendix (1) 
of the attached Instructions/. In implementing this Executive Order, 
all concerned must recognize that it is essential that the citizens of 
the United States be informed concerning the activities of their 
Government. Accordingly, unnecessary classification and over- 
classification shall be scrupulously avoided. These objectives are 





Il. 
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not deemed inconsistent with the need for protection of certain 
official information affecting the national defense against un- 
authorized disclosure in order to preserve the ability of the 
United States to protect and defend itself against all hostile or 
destructive action by covert or overt means, including espionage 
as well as military action. In the attainment of these objectives 
this directive is designed: 


A. To achieve uniformity within the Department of Defense in 
the assignment of the classification categories Top Secret, 
Secret and Confidential to official defense information by 
establishing standard definitions and procedures in consonance 
with Executive Order 10501. 


B. To prescribe the circumstances for use of certain special 
markings for classified information which is not releasable to 
foreign nationals, or which relates to atomic energy. 


C. Pursuant to authority contained in Section 14 of Executive 
Order 10501, to prescribe regulations for the transmission and 
safekeeping of defense information classified Confidential dis- 
seminated in connection with certain combat or combat-related 
operations, and to identify this type of information by estab- 
lishing the term ''Confidential - Modified Handling Authorized". 


D. To insure positive control of important classified documents, 
particularly those in the Top Secret and Secret category. 


CANCELLATION 


The substance of reference (a) through (1) has either been in- 
cluded in the attached Instructions or has been superseded by 
revised policy. References (a) through (1) are therefore can- 
celled. 


CLASSIFICATION CATEGORIES 


A. As defined in Section 1 of Executive Order 10501, the only 
three authorized categories of classified information are 
Top Secret, Secret and Confidential. Certain types of 
Confidential defense information which pertain to combat 
or combat-related operations may be designated ''Confidential - 
Modified Handling Authorized" pursuant to the authority of 


23511 O DS — 29 








iv. 


Vi. 
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Section 14 of Executive Order 10501. The Policy for 
the use of this term is set forth in Part 3 of the attached 
Instructions. 


B. The term "Security Information" which was required prior 
to the issuance of Executive Order 10501 will not be used 
as an integral part of the three classification categories. 


PROCEDURES PERTAINING TO "RESTRICTED-SECURITY 


INFORMATION" 


The category of ''Restricted-Security Information" used prior to 
the issuance of Executive Order 10501 was eliminated from the 
classification system by that Executive Order. All Department 

of Defense information and material classified ''Restricted- 
Security Information", except as provided in Parts 5 and 6 of the 
attached Instructions, are declassified. In those specific instances 
where upgrading to ''Confidential'' is absolutely essential to protect 
information affecting the national defense, the definition of ''Con- 
fidential'' set forth in Section | (c) of Executive Order 10501 will 
be strictly complied with. Inasmuch as material so marked may 
still be encountered in the review of record material this policy 

is continued in effect. 


IMPLEMENTATION 


All directives, regulations, manuals, letters, bulletins, circulars, 
or memoranda published or issued by the Services and agencies con- 
cerned pertaining to this subject, which stipulate policies or proce- 
dures not consistent with the provisions of Executive Order 10501, 
and its implementation herein, will be revised, amended, or re- 
published to conform with the provisions thereof. 


EFFECTIVE DATE 


This directive is effective immediately. 


Enclosure LL 


Secretary of Defense 
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Encl. 1 
5200.1 duly 8,57 


INSTRUCTIONS FOR THE SAFEGUARDING OF CLASSIFIED 
DEFENSE INFORMATION IN THE DEPARTMENT OF DEFENSE 


Part 1. DEFINITIONS 


I. For the purpose of this Directive, the following definitions apply: 


A. Classification 


Categories: 


B. Classification 
Guide: 


C. Combat or 
Combat- Related 


Operations: 


D. Compartment - 


alization 
(Circulation 
Control): 


E. Document: 


Official information which requires protection 
in the interests of national defense shall be 
limited to three categories of classification, 
which in descending order of importance shall 
carry one of the following designations: Top 
Secret, Secret, or Confidential (including 
Confidential - Modified Handling Authorized; 
see Part 3 of these Instructions). No other 
designation shall be used to classify defense 
information, including military information, 
as requiring protection in the interests of 
national defense, except as expressly provided 
by statute. 


An instruction indicating the classification 
that may be assigned to subjects within a 
specific area of Defense activity. 


Combat or combat-related operations, actual 
or simulated, relate to military planning, 
operations, training, communications, intelli- 
gence and the logistical support thereof. 


The rules and regulations established by re- 
sponsible authority to insure that access to 
classified information will be granted only to 
trustworthy persons who require such informa- 
tion in performance of their official duties 

and classified information is restricted to 
specific physical confines when feasible. 


As used herein means any recorded informa- 
tion regardless of its physical form or 
characteristics, and includes but is not 
limited to the following: 
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Formerly 
Restricted 


Data: 





Material: 


Munitions of 
War: 





Original 
Classification 
Authority: 


Restricted 
Data (Atomic 
Information): 


1. Written material whether handwritten, 
printed, or typed; 


2. All painted, drawn or engraved material; 
3. All sound or voice recordings; 


4. All printed photographs and exposed or 
printed film, still or moving; and 


5. All reproductions of the foregoing by 
whatever process. 


Atomic Energy information that has been 
removed from the Restricted Data category 
for military use that can be protected as 
defense information, but that cannot be 
released to any nation or regional defense 
organization except as provided under Section 
142d, Atomic Energy Act, 1954, as amended. 


As used herein means any document, product 
or substance on or in which information may be 
recorded or embodied. 


Any and all items required for war inclusive of 
food as well as all other supplies and equipment, 
but exclusive of manpower, are classed as 
munitions of war. 


Original classification authority is that authority 
required to classify independently any type of 
material; this contrasts with derivative classifi- 
cation authority, which is the authority to 
classify material created as a result of, in con- 
nection with, or in response to other material 
dealing with the same subject which already 
bears a classification. 


Pursuant to the provisions of the Atomic Energy 
Act of 1954, as amended, the term ''Restricted 
Data'' is defined as all data concerning (1) design, 
manufacture or utilization of atomic weapons; (2) 
the production of special nuclear material; or 


K. 


Part 2. 
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(3) the use of special nuclear material in 
production of energy, but shall not include 
data declassified or removed from the Re- 
stricted Data category which the Atomic 
Energy Commission from time to time 
determines may be published without undue 
risk to the common defense and security. 


Technical That which applies to data concerning muni- 

Information: tions and equipment, engineering performance, 
instructions on maintenance and operation and 
any descriptive matter or components thereof. 
This includes means of operation, manufacture, 
use, techniques and processes. Information per- 
taining to the various sciences which may be em- 
ployed directly or indirectly in warfare are also 
so classed. Data of a strategic or tactical nature 
is specifically excluded from the meaning of 
this term. 


CLASSIFICATION OF DEFENSE INFORMATION 


I.. SCOPE 


A. 


It is to be emphasized that the designations ''Top Secret", 
"Secret", ''Confidential'' (including ''Confidential - Modified 
Handling Authorized"), may only be used in safeguarding 
official information which requires protection in the interests 
of national defense. Official information not affecting the 
national defense, which pursuant to statutory or constitutional 
authority may be deemed to require protection in the public 
interest for other reasons, shall be handled in accordance with 
reference (m). 


Nothing in this Directive shall be deemed to authorize the 
withholding of information, otherwise releasable, because 
its release might tend to reveal administrative error, or 
inefficiency, or might be embarrassing. 


ll. OVERCLASSIFICATION AND UNNECESSARY CLASSIFICATION 


A. 


It is essential that the general public be kept informed as to 
the programs and policies of the Department of Defense to the 
maximum extent permitted by considerations of national 
security. To accomplish this, unnecessary classification or 


overclassification must be scrupulously avoided. 
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The Secretaries of the Military Departments, the Chairman, 
JCS, and the Assistant Secretary of Defense (MP&R) will 
take appropriate steps to insure that all personne! of the 
Department of Defense, both military and civilian, are 
made aware of the importance of avoiding unnecessary 
classification or overclassification. Responsible authori- 
ties at the time of signature or approval of any document 
will carefully review its content in light of the category 
definition of the classification affixed and in all cases in 
which security considerations fail to support fully this 
classification direct the assignment of a lower classification. 


ll. APPLICATION OF POLICY 


A. 


Classification Guides 


Classification guides shall be used to achieve uniformity in 
the application of this policy. In every practicable instance, 
classification guides pertaining to each area of operation, 
planning, technical development, or research shall be 
developed and maintained in current status. The examples 
of classification categories set forth in Section IV below 
shall be the basic guidance in the preparation of these guides. 


Advance Security Planning 


Advance security planning is an essential part of any plan, 
program, or project wherein security is a major factor. 

To the extent feasible, the responsible official charged 

with developing any broad plan, program, or project in 
which Top Secret or Secret material is involved will insure 
that arrangements for giving due consideration to security 
aspects are incorporated therein from the beginning. 

The basic study or project will include appropriate security 
guidance, which may be included in a special annex, covering 
such points as: 


1. Issuance of guides for the assignment of classification 
categories to various portions of the project, as appropriate. 


2. Requirements for specific special security control measures, 
including stipulations as to the special precautions to be ob- 
served and giving the maximum amount of guidance to achieve 
compartmentalization. 
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3. Planning for phased downgrading, declassification, and 
public release of information concerning the project 
when practicable. 


IV. CLASSIFICATION CATEGORIES 


A. 


Top Secret 


Executive Order 10501 specifies that the use of the classi- 
fication Top Secret shall be limited to defense information 
or material which requires the highest degree of protection. 
The Top Secret classification shall be applied only to that 
information or material the defense aspect of which is para- 
mount, and the unauthorized disclosure of which could result 
in exceptionally grave damage to the Nation, such as: 


1. Leading to a definite break in diplomatic relations af- 
fecting the defense of the United States, ar. armed 
attack against the United States or its Allies, a war, or 

2. The compromise of military or defense plans, or intel- 
ligence operations, or scientific or technological develop- 


ments vital to the national defense. 


Examples of the type of material described in subparagraphs 
1 and 2 above might include the following: 


a. A strategic plan documenting the overall conduct of a war. 
b. War planning documents which contain worldwide: 
(1) Planning data and assumptions. 


(2) Wartime planning factors for the use of nuclear 
weapons. 


(3) Intelligence estimates of enemy capabilities. 
(4) Force composition and deployment, and 


(5) Real estate requirements and utilization by geographical 
area which are time phased for a period of months. 
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. An operations plan either for a single operation ora 


series of connected operations containing any of the 
factors in subparagraph b above and with sortie rates 
or target data. 


. A document containing any of the considerations in 


subparagraph b above directly related to a Top Secret 
war planning document, the unauthorized disclosure of 
which standing alone could result in actual compromise 

of a particular Top Secret plan. (This does not neces- 
sarily include proposed budgets, current peacetime 
deployment of units or munitions, or peacetime manpower 
and organization programs for future years. Normally 
such information is too general in nature to reveal Top 
Secret plans. ) 


Intelligence documents that contain completed intelligence 
of such scope that it reveals a major intelligence produc- 
tion effort on the part of the United States and which would 
permit an evaluation by unauthorized recipients of the 
success attained by, or the capabilities of, the United States 
intelligence services. (Normally, a broad and complete 
intelligence annex or a summary of similar importance. 
Not a report or a digest of reported items of information, 
except as covered in subparagraph f below.) 


A plan or policy for conducting intelligence or other 
special operations and information revealing a particular 
intelligence operation or other special operation, provided 
that the compromise of such plan, policy, or particular 
operation could result in exceptionally grave damage to the 
Nation -- not just to individuals or groups of individuals. 
Intelligence operations may include certain specifically 
designated and controlled collection projects. 


Critical information concerning radically new and extremely 
important equipment (munitions of war), such as nuclear 
weapons, atomic weapons stockpile data, and any other 
munitions of comparable importance the scientific or tech- 


nological development aspects of which are vital to the 
national defense. (The DOD-AEC Classification Guide 
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distributed by the Atomic Energy Commission, applies 
to Restricted Data, and also indicates the proper defense 
classification for the same information. ) 


Secret 


Executive Order 10501 specifies that the use of the classifica- 
tion Secret shall be limited to defense information or material 
the unauthorized disclosure of which could result in serious 
damage to the Nation, such as: 


1. Jeopardizing the international relations of the United States. 


2. Endangering the effectiveness of a program or policy of 
vital importance to the national defense. 


3. Compro mising important military or defense plans, 
scientific or technological developments important to 
national defense. 


4. Revealing important intelligence operations. 


5. Examples of the type of material described in subparagraphs 
1 through 4 above might be the following: 


a. A war plan or a complete plan for a future operation 
of war not included under Top Secret, and documents 
showing the disposition of our forces the unauthorized 
disclosure of which, standing alone, could result in 
actual compromise of such Secret plans. 


b. Defense or other military plans not included under Top 
Secret or subparagraph a, above, including certain 
development and procurement plans and programs, 
but not necessarily including all emergency plans. 


c. Specific information which, standing alone, reveals 
the military capabilities or state of preparedness of the 
Armed Forces, but not including information the un- 
authorized disclosure of which could result in com- 
promise of a Top Secret plan. 
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Information that reveals the strength of our forces en- 
gaged in hostilities; quantities or nature of their equip- 
ment; or the identity or composition of units in an active 
theater of operations or other geographic area where 
our forces are engaged in hostilities, except that mail- 
ing addresses may include organization designations. 
(During periods of peace, information revealing the 
strength, identity, composition, or location of units 
normally does not require classification as Secret. ) 


Intelligence and other information, the value of which 
depends upon concealing the fact that the United States 
possesses it. 


Particulars of scientific or research projects which in- 
corporate new technological developments or techniques 
having direct military application of vital importance to 
the national defense. 


Specific details or data relating to new material or im- 
portant modifications of material which reveal signifi- 

cant military advances or new technological develop- 
ments having direct military application of vital importance 
to the national defense. 


Communications security devices and cryptographic ma- 
terial that reveals information of vital importance to the 
national defense. 


Information of vital importance to the national defense 
concerning specific quantities of war reserves. 


Confidential 


Executive Order 10501 specifies that the use of the classifica- 
tion Confidential shall be limited to defense information or ma- 
terial the unauthorized disclosure of which could be prejudicial 
to the defense interests of the Nation. The same limitation ap- 
plies to the use of Confidential - Modified Handling Authorized 
as described in these Instructions. Examples of the type of 
material described might include the following: 


Operational and battle reports which contain information 
of value to the enemy. 


Intelligence reports. 





3. 
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Military radio frequency and call sign allocations cf 
special significance or those wh'ch are changed fre- 
quently for security reasons. 


. Devices and material relating to communications 


security. 


. Information which indicates strength of our ground, air and 


naval forces in United States and overseas areas, identity 
or composition of units, or quantity of specific items of 
equipment pertaining thereto. (During periods of peace, 

a defense classification is not necessarily required, unless 
such information reflects the overall strength figures or 
quantities of weapons whose characteristics are themselves 
classified, or additional factors necessitate security pro- 
tection. ) 


- Documents and manuals containing technical information 


used for training, maintenance and inspection of classified 
munitions of war. 


Operational and tactical doctrine. 


Research, development, production; and procurement of 
munitions of war. 


- Mobilization plans. 


Personnel security investigations and other investigations 
which require protection against unauthorized disclosure. 


Matters and documents of a personal and disciplinary nature, 
the disclosure of which could be prejudicial to discipline and 
morale of the Armed Forces. 


Documents used in connection with procurement, selection 
and promotions of military personnel, tke disclosure of: 
which could violate the integrity of the competitive system. 


/*While in all of the above cases, the assignment of Confi- 

~ dential must be justified, particular care must be exer- 
cised with respect to paragraphs 10, 11 and 12 above to 
make certain that such matters are assigned to the Con- 
fidential category only if in fact the unauthorized disclo- 
sure of such information could be prejudicial to the de- 


fense interests of the nation. If such information is not 
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strictly defense information but nevertheless requires 
protection, it will be safeguarded by the application of 
the provisions of reference (m)/ 


Classification of Subject or Title 


Where reference to, or the contents of, the subject or 
title of a classified document originating in the DOD is 
determined to be classified, the classification of such 
subject or title shall be indicated by the appropriate 
classification designation in parenthesis; where such 
reference and content is determined to be unclassified, 
that fact will be indicated in parenthesis. For these 
purposes, the initials 'T.S.", "S", "C'' or ''U'' may be 
used where appropriate. 


Classification of Compilations of Defense Information 


Separate sections, chapters, or similar components of 
documents not permanently bound may bear different 
classifications or not be classified. However, compilations 
of items of defense information shall be classified in ac- 
cordance with the definitions set forth in paragraphs A, 

B, and C above, even though the individual classified 

items may separately bear a lower classification than 

that warranted by the aggregate. 


Special Procedure for Safeguarding Certain Documents 


from Disclosure to Foreign Nationals. 
l. a. Classified Defense Information 


Whenever an originator or recipient of classified 
documents determines that information is contained 
therein which should be withheld from foreign 
nationals and the anticipated distribution, transmis - 
sion or handling by the addressee will make it 
liable to inadvertent disclosure to foreign nationals, 
he will attach a special handling notice to it. The 
notice may be included in the document if the origi- 
nator knows that the information is not releasable 
to any foreign government. It should read: 
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SPECIAL HANDLING REQUIRED 
NOT RELEASABLE TO FOREIGN NATIONALS / 


The information contained in the attached 
document will not be disclosed to foreign nationals 
without express approval of the 

(Director of Intelligence of Command 
concerned). Approval shall refer specifically to 
this document or to specific information contained 
therein. 


The abbreviated term ''NOFORN'" is authorized for use in 
lieu of the above Special Handling notice when the use of 
this notice is impractical. 


. Atomic Energy Information 


In accordance with the provisions of subsection 142d 

of the Atomic Energy Act of 1954, as amended, the 
Atomic Energy Commission may from time to time 
remove from the Restricted Data category such data 

as the Commission and the Department of Defense 

jointly determine relates primarily to the military 
utilization of atomic weapons and which the Commission 
and the Department of Defense jointly determine can 

be adequately safeguarded as defense information. The 
Act also provides however, that no such data so removed 
from the Restricted Data category shall be transmitted or 
otherwise made available to any nation or regional defense 
or ganization, while such data remains defense information, 
except pursuant to an agreement for cooperation entered 
into in accordance with subsection 144b, of said Act. 
Therefore, information so removed from the Restricted 
Data category and safeguarded as defense information 

in addition to bearing the appropriate classification 
designation pursuant to this Directive, shall be marked 

as follows: 


FORMERLY RESTRICTED DATA 


(Handle as Restricted Data in Foreign Dissemination, 
Section 144b, Atomic Energy Act of 1954) 
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. General Restrictions 


Under no circumstances, however, will classified docu- 
ments not having a special handling notice attached be 
released or disclosed to foreign nationals without proper 
authorization in accordance with policies prescribed 
within the military departments and other agencies of 

the Department of Defense. Special handling notices 

will be used solely for the purpose of indicating to holders 
and other handling personne! that the documents involved 
have already been reviewed by the office of origin or other 
responsible authority, and that disclosure to foreign 
nationals is not authorized. 
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Part 3. CLASSIFICATION OF DEFENSE INFORMATION IN CONNECTION 
WITH COMBAT OR COMBAT-RELATED OPERATIONS 


I. BACKGROUND 


A considerable volume of defense information classified 
Confidential concerns military operations related to planning, 
operations, training, communications, and the logistical sup- 

port thereof. This information is connected with combat or combat- 
related operations, and requires the means for transmission and 
safekeeping compatible with the necessary dissemination and use 
required for the proper and effective accomplishment of the mis- 
sion of the Department of Defense. The procedures for transmis- 
sion and safekeeping of Confidential defense information as set 
forth in Executive Order 10501 need modification to meet the 

above requirement. Section 14 of the Executive Order recognizes 
the possible necessity for modification and authorizes the Secretary 
of Defense to prescribe such regulations as he may consider necessary. 


0. POLICY 


A. Pursuant to Section 14 of Executive Order 10501, in combat 
or combat-related operations, actual or simulated, the com- 
mander of the unit concerned will insure that all classified 
materials are given the maximum security possible under 
the circumstances. Classified materials will not be taken 
farther forward in combat areas than is absolutely necessary. 


B. The provisions of Executive Order 10501 regarding the trans- 


mission and safekeeping of defense information classified 
Confidential are modified in accordance with the following 


1. Scope 


a. Designation 


Confidential defense information as described in 
subparagraph b below shall be identified by the term 
"Confidential - Modified Handling Authorized". 


b. Applicability 


Information so designated is that (1) which pertains 
to combat or combat-related operations, actual or 
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simulated, and (2) which will be adequately 
protected by the procedures for transmission 
and safekeeping set forth in subparagraph 2, 


below. Examples of such information might 
include the following: 


(1) 


(2) 


(3) 


(4) 


(5) 


(6) 


(7) 


2. Procedures 


Training, Field and Technical Manuals 
and related material. 


Photographs, negatives, photostats, dia- 
grams or material. 


Defense procurement plans, including pro- 
curement contracts and related matters. 


Communications material and messages. 


Certain documents regarding engineering 
plans and design details, computation, method 
of processing or assembling, which are es- 
sential to the functioning or use of an article 
of material. 


Military maps and aerial photography, and 
related material, which require wide dissemina- 
tion for military purposes. 


Information received from foreign nations 
under existing international exchange of infor - 
mation agreements and policies, and classified 
"Restricted" by them. 


a. Transmission (E.O. 10501, Sec 8(d) modified accordingly) 


Documents and material designated Confidential - 
Modified Handling Authorized will normally be trans- 
mitted by ordinary mail within the United States, but 
without precluding a more secure means if desired. 
Outside the Continental United States, Confidential - 
Modified Handling Authorized defense material will be 
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transmitted by ordinary first class mail which is 
under the control of the United States and Canadian 
governments, or transmitted by unaccompanied State 
Department air or surface pouch under diplomatic 
seal. Such documents and material will be securely 
sealed, enclosed, or wrapped in a manner and with 
such materials as will insure arrival at destination 
in good condition. Wrappings or envelopes will bear 
no markings indicative of the classification or identi- 
fication of its contents. The above does not preclude 
a more secure means if desired. 


Safekeeping (E.O. 10501, Sec 6(b) modified accordingly) 


Documents and material designated Confidential - 
Modified Handling Authorized will normally be stored 

in the same manner as other Confidential material. 

When this is not feasible, such documents and material 
will be stored in a container equipped with a reasonable 
secure locking device or in any other manner determined 
by proper authority which will afford adequate protection. 


This does not preclude a more secure means of storage 
if desired. 
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Part 4. CONTROL OF CLASSIFIED DEFENSE INFORMATION 


POLICY 


A. Responsibility 


The loss of control over highly classified planning and 
operational documents can prevent a clear determination 

of the degree of security being obtained or of the extent of 
possible compromise of classified plans and intentions. 

The conditions contributing mostly to this possible loss 

of control appears to be (1) over-classification, (2) too 

wide dissemination, and (3) loss of accountability. To 
prevent such conditions the Secretaries of the Military De- 
partments and heads of other Department of Defense activities 
shall prescribe in affirmative and unequivocal language to all 
personnel under their jurisdiction the mandatory requirements 
of this directive as it applies to 


1. Rules for proper classification, 


2. Necessity for declassification and downgrading, as 
appropriate, 


3. Dissemination, and 
4. Safekeeping 
Disciplinary Action 


1. Particular emphasis shall be placed upon the consequences 
of unauthorized disclosure of classified information. In- 
structions shall provide for continuity of investigative 
jurisdiction and review pursuant to reference (n) to insure 
prompt and appropriate disciplinary action regardless of 
rank or position. Even where it is impossible to identify 
the specific individual source of an unauthorized disclosure 
of classified information, disciplinary action is not necessaril 
precluded. Where the source candbe traced to a specific com- 
mand or office, the commander or official in charge shall be 
held responsible for any derelictions or ineffectiveness in 
the discharge of his responsibilities in such manner as may be 


warranted in the circumstances. 
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2. Similar emphasis shall be placed on the necessity of prevent- 
ing overclassification and to adherence to departmental 
policies on review of classified material for downgrading 
and declassification. 


ll. PROCEDURES 


A Authority to Classify 


1. Except as stated herein, original classification authority 
for assignment of the Top Secret classification may not be 
delegated, and shall be limited to: 


a. The Secretary and Deputy Secretary of Defense. 


b. The Secretaries, Under Secretaries and Assistant 
Secretaries of the Military Departments. 


c. The Chairman and Members of Joint Chiefs of Staff 
(including the Commandant of the Marine Corps) and 
the directors of its subordinate agencies including the 
commanders of commands established by the Joint 
Chiefs of Staff. 


d. The Assistant Secretaries of Defense and the General 
Counsel, OSD. 


e. The Assistants to the Secretary of Defense. 


‘. The Directors of Research and Development Programs, 
including the Chiefs of the Technical Services or 
Bureaus, the Chief, Armed Forces Special Weapons 
Project, his deputies and commanders of AFSWP com- 
mands or facilities, as designated by the Service Sec- 
retaries concerned or by the Assistant Secretary of 
Defense (Research and Engineering). 


g- The Chiefs of the Military Services and the Chiefs of 
their Headquarters Staff elements responsible for the 
development of strategic and operational plans that 
meet the requirements for Top Secret classification, 
as designated by the Secretary concerned. 
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h. The Commanders of major field and fleet commands 
or forces (including the Commandant of the Coast 
Guard when acting as part of the Navy, the Commanders 
of Naval Sea Frontiers and Commandants of Naval 
Districts) as designated by the Service Secretary con- 
cerned. 


2. Derivative classification authority for assignment of 


Top Secret classification shall be granted by those of- 
ficials designated in paragraph 1 above to subordinate 
commanders or heads of subordinate echelons only in 
those instances where the use of the Top Secret classifica- 
tion is required to respond to a communication that neces- 
sitates a Top Secret response. 


The original classification authority for assignment of 
the Secret classification shall, in addition to those 
officials designated in paragraph 1 above, be limited to 


a. Directors or chiefs of headquarters staff divisions 
of the military departments, major field commanders 
and heads of their staff sections, and commanders of 
major subordinate elements designated by the major 
field commanders. 


b. Directors of Offices in the Office of the Secretary of 
Defense and of Offices under the jurisdiction of the 
Secretaries of the Military Departments. 


c. Chiefs of technical Services or Bureaus and designated 
heads of their major headquarters staff sections. 


d. Heads of independent agencies not falling within the 
scope of a through c above, as designated by the 
Secretary concerned. 


e. Heads of major subordinate elements of commands 
established by the JCS. 


In designating subordinate echelons, such designations will 
be limited to those persons whose functional requirements 

clearly demonstrate a real necessity for them to exercise 

original classification authority for Secret. 


The original classification authority for assignment of 
the Confidential classification, including Confidential - 
Modified Handling Authorized may be delegated by those 
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officials designated in subparagraphs | and 3 above, who 
will limit the exercise of this authority as severely as 

is consistent with the orderly and expeditious transaction 
of official business. 


Preparation 


At the time of issuance (signature) of any document which 
qualifies for assignment to the Top Secret or Secret category, 
the signature authority will insure: 


1. That all preliminary drafts, stenographic notes and working 
papers used during the preparation of the document, which 
are not required for retention, are destroyed in accordance 
with appropriate regulations. 


2. That all formal papers of a classified nature relating to 
the coordination of the document or other aspects of its 
preparation which require retention are itemized, assembled 
into a single file, and forwarded for custody to the official 
files of the preparing agency. 


Reproduction 


At the time of issuance (signature) of any document which 
qualifies for assignment to the Top Secret category, the 
signature authority will insure that each copy of the document 
is serially numbered for accounting purposes and contains 

a notation, substantially in one of the following forms: 


1. Reproduction of this document in whole or in part 
is prohibited except with permission of the issuing 
office, or higher authority. 


2. Reproduction of paragraph(s) of this document is 
prohibited except with permission of the issuing office, 
or higher authority. 


Accountability 


In addition to the maintenance of Top Secret control ledgers 
and classified document logs within offices, each originator 
or holder of a Top Secret document will keep a record, by 
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document title, name and date, of all individuals, including 
stenographic and clerical personnel, who are afforded access 
to information contained in the document. Upon dispatch or 
transfer of the document from control of an office, these 
records will be filed locally for a period of one year or 

such longer period as deemed necessary by appropriate autho- 
rity. Accountability of Secret and Confidential documents 

will be maintained in such manner as prescribed by the 
Secretaries of the Military Departments, Chairman, JCS 

and the Assistant Secretary of Defense (MP&R). 


Ill. DISSEMINATION 


A. General 


Ds 


The dissemination of classified defense information will 
be limited strictly to those persons whose official duties 
require knowledge or possession thereof. Responsibility 
for determining whether a person's official duties require 
that he possess or have access to any element or item of 
classified defense information and whether he is authorized 
to receive it rests upon each individual who has possession, 
knowledge, or command control of the information involved 
and not upon the prospective recipient. These principles 
are equally applicable if the prespective recipient is an 
organizational entity, including commands, other Federal 
agencies, a foreign government, or an individual. 


Properly classified Top Secret information, whenever 
severable from lower classified portion, will be accorded 
separate distribution on a considerably more selective 
and limited basis than the balance of the document. 


All individuals having knowledge of Department of Defense 
information classified as Top Secret will be identifiable 

at all times. If dissemination is approved to activities 

outside the Department of Defense or to a foreign government, 
the recipients of Top Secret documents will be similarly 
identifiable. In addition, the office of issuance of the Top 
Secret document will be informed of this outside dissemination. 


Debriefing of civilians leaving Department of Defense e 


employment, or leaving the employment of Department of 
Defense contractors having classified contracts, must 





B. 


C. 
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incorporate positive instructions against unlawful dis - 
closures of classified information. Similar positive 
procedures are required in the cases of military personnel 
retiring and separating from the Service. 


To Congress 


Dissemination of classified defense information to Congress, 
its committees, members, and staff representatives shall be 
in accordance with reference (0). 


To the Government Printing Office 


In order to efficiently utilize the most appropriate govern- 
ment facilities for large scale reproduction of Department 
of Defense printed materials, arrangements have been made 
with the Government Printing Office whereby material of all 
classifications may be processed by that facility. The 
specific conditions under which classified defense infor - 
mation is disseminated to the Government Printing Office 
are set forth in the Department of Defense-Government 
Printing Office Security Agreement, Appendix (2). 


To Representatives of the General Accounting Office 


The Comptroller General of the United States has agreed tc 
the procedures set forth in this Section. Therefore, repre- 
sentatives of the General Accounting Office, pursuant to 

the requirements set forth in Appendix (3), may be granted 
access to classified defense information originated by and 
in the possession of organizations of the Department of 
Defense when all of the following conditions have been met: 


1. Establishment of the ''Need-to-Know"' Requirement 


Appendix (3) provides general guidance in this respect. 
It is considered that in a majority of instances where 
General Accounting Office personnel will be performing 
audits, surveys, examinations and investigations they 
ordinarily will not have need for access to classified 
defense information. 
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a. Access to Sensitive Areas of Classified Defense 
Information. 


There should be no frequent need for personnel of 

the General Accounting Office to inquire into such 
sensitive areas as plans or policies which are the 
basis for determination of requirements concerning 
the number and disposition of units, armament of 
units, numbers of personnel, etc. When such needs 
do arise, the General Accounting Office will make ar- 
rangements for access with the Office of the Secretary 
of the Military Department or head of other Depart- 
ment of Defense agency involved. 


b. Access to other Areas of Classified Defense Informa- 
tion. 





The echelon for determination as to whether the 
"need-to-know"' requirement has been met for access 
to other areas of classified defense information shall 
be prescribed by the Secretaries of the Military De- 
partments and heads of other Department of Defense 
agencies for their respective areas of jurisdiction. 
However, if any questions arise as to classified de- 
fense information falling within the ''need-to-know'' 
area which cannot be settled locally, provided local 
determination has been authorized, they will be for- 
warded to the Secretary of the Military Department 
or to the head of other Department of Defense agency 
involved for settlement. 


2. Certification of the Degree of Security Clearance Granted 


and the Basis for such Clearance by One of the Officials 
Listed in Appendix (3). 


This certification will be made direct to the Department of 
Defense organization or installation being visited. A copy 
of the certification will be furnished as follows: 


a. For visits involving the Office of the Secretary of 
Defense and the Joint Chiefs of Staff: Assistant 
Secretary of Defense (Comptroller). 


b. For visits to organizations of the Department of the 
Army: Comptroller of the Army. 
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c. For visits to organizations of the Department of the 
Navy: Comptroller of the Navy. 


d. For visits to organizations of the Department of the 
Air Force: Deputy Chief of Staff - Comptroller, 
Headquarters, U. S. Air Force. 


The General Accounting Office has adopted Department of 
Defense standards for granting personnel security 
clearances. 


3. Identification of General Accounting Office Personnel by 
Credential Cards or Personal Recognition. 


The official credential cards issued by the General Ac- 
counting Office to its personnel are acceptable for 
identification purposes. 


4. Additional Safeguards 


a. The Comptroller General has agreed to hold each 
individual of the General Accounting Office to whom 
classified information is disclosed personally re- 
sponsible for its proper safeguarding. 


b. The Comptroller General has agreed to establish a 
system for insuring the proper safeguarding of clas- 
sified matter received, at least equal to that pre- 
scribed in Executive Order 10501, and has agreed to 
obtain prior approval from the cognizant military 
department or other Department of Defense agency 
having cognizance in the matter under consideration 
before dissemination outside the General Accounting 


Office. 
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PROTECTION OF INFORMATION RECEIVED FROM 
INTERNATIONAL SOURCES 


GENERAL PROCEDURES 


Section 3(e) of Executive Order 10501 requires that 
defense information of a classified nature furnished 

to the U.S. by a foreign government or international 
organization shall be assigned a classification which 
will assure a degree of protection equivalent to or 
greater than that required'by the government or in- 
ternational organization which furnished the information. 
The detailed procedures for the protection of information 
received from international sources are set forth in 
other directives relating to the specific source of the 
information concerned. 


USE OF ''CONFIDENTIAL-MODIFIED HANDLING 
AUTHORIZED' 


Information received from NATO, SEATO, or the 
Bahgdad Pact Organization or friendly foreign nations 
and classified ''Restricted'' by them shall be designated 
Confidential-Modified Handling Authorized in accordance 
with Part 3 of these Instructions. 


Part 6. 


I, 


Il, 
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SECURITY OF CLASSIFIED COMMUNICATIONS 
INFORMATION 


GENERAL POLICY 


Classified communications information shall be safe- 
guarded in accordance with the provisions of other 
directives relating to specific measures beyond that 
required for routine protection of classified material. 


CRYPTOGRAPHIC SECURITY OF 'RESTRICTED- 
SECURITY INFORMATION" 


In order to preserve and maintain cryptographic 
security as required by Title 18, U.S.C., Section 798, 
as added by Subsection 24(a) Act of 31 October 1951 
(65 Stat. 719). 


A. All material directly related to cryptographic 
systems which was previously classified Re- 
stricted-Security Information is upgraded to 
Confidential. In this regard, where the pro- 
visions of Part 3 of these Instructions qualify, 
the term ''Confidential-Modified Handling 
Authorized" may be used, 


B. All messages previously classified Restricted- 
Security Information are upgraded to Confidential 
or Confidential-Modified Handling Authorized, 
Such messages shall be reviewed and, where 
possible, shall be declassified after appropriate 
processing. 


Il. CODE WORDS 


A. In order to insure maximum security concerning 
intentions and to safeguard information pertaining 
to classified military plans or operations, certain 
words selected from those listed in JANAP 299 
may be given a classified meaning by proper authority. 


B. The instructions contained in Appendix (4) regarding 
the use of code words will be the policy applicable 
within the Department of Defense, 
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PROTECTION OF RESTRICTED DATA (ATOMIC 
ENERGY INFORMATION) 


SAF EGUARDING 


The Department of Defense and the Atomic Energy 
Commission have mutually agreed that: 


A. 


The Department of Defense will assume responsibility 
for the safeguarding of Restricted Data in accordance 
with the requirements of E. O. 10501 and the Atomic 
Energy Act of 1954, as amended, and for further 
dissemination of it to employees of the Department 
and its contractor organizations after it has been 
initially furnished to them. 


The Department of Defense will assume responsibility 
for insuring that Restricted Data made available 
pursuant to regulations implementing the provisions 

of Section 143, Atomic Energy Act of 1954, as amended, 
will not be disseminated outside of the Department and 
its contractor organizations as set forth in the Armed 
Forces Industrial Security Regulation except to persons 
cleared by the Atomic Energy Commission, or to any 
nations or regional defense organizations except 
pursuant to agreements for cooperation, entered into 
in accordance with the Atomic Energy Act of 1954, 


DISSEMINATION OF RESTRICTED DATA BY DEPARTMENT 
OF DEFENSE 


A. 


The procedures, regulations and eligibility requirements 
relating to the dissemination of Restricted Data are set 
forth in reference (p). 


It should be noted that while classified atomic in- 
formation may be removed from the Restricted Data 
category, unless declassified upon removal therefrom, 
it must still be protected as classified defense in- 
formation, and specially marked and restricted in its 
dissemination in accordance with Part 2, Section IV, 

F, 1, b of these Instructions. Such information relates 
primarily to the military utilization of atomic weapons 
and can be identified by reference to current AEC-DOD 


Classification Guides. 
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Part 8. CLASSIFICATION OF PHOTOGRAPHY 


I, CLASSIFICATION OF AERIAL PHOTOGRAPHY 


A, Scope 


1. As used herein, aerial photography is divided 
into three types: 


a. Photography of the United States, its 
territories and possessions, 


b. Photography of leased bases, U. S. con- 
trolled bases, and occupied territory. 


c. Photography of other foreign areas, 


2. Photography which is considered to be ‘intelligence 
information'' will be classified in accordance with 
the general requirement for protecting such infor- 
mation and the means of acquisition thereof. 


B. Policy 


1. Except as provided in subparagraph 2 below only 
those aerial photographs of the type described in 
A la which reveal classified features of military 
equipment or any other classified object or item 
or activities requiring security protection, will 
be classified, In adopting this policy, consideration 
has been given to the lack of ability to control aerial 
photography of areas because of commercial and 
civilian flying, the requirement by nonmilitary 
agencies and individuals for much of the photography 
now classified, and the fact that protection is sought 
primarily for activities conducted upon or in areas 
rather than for the areas themselves. Photographs 
requiring classification under the provisions of this 
policy will be assigned the least restrictive classi- 
fication consistent with the proper protection of 
the information revealed, 


2. Aerial photographs of the type described in A 1 a may 
be classified by the Military Department having 
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jurisdiction whenever the photography warrants 
security protection. For this purpose, each 
Military Department will determine and specify 
those areas of interest within which it will re- 
quire security review. Aerial photography made 
within areas so specified will be submitted to 

the Service concerned, and will be reviewed 

and classified according to content as provided for 
in 1 above. Pending review and final classification 
by the Service concerned, all photographs taken in 
the area will bear an interim classification to be 
assigned by the Department designating the area 
as one requiring review. 


Aerial photographs of the type described in Alb 
will be classified by the Department responsible for 
its procurement, only as indicated below: 


a. As provided for in 1 and 2 above, 


b. When a governmental agreement under which 
such photography is procured requires security 
protection of the product thereof, 


c. When it is necessary to protect the source of 
the photography or to protect the fact that the 
photography exists and is in the possession of 
the United States. 


Aerial photographs of the type described in A lc 
above will be classified as indicated below: 


a. When a governmental agreement under which 
such photography is procured requires security 
protection of the product thereof, or 


b. When it is necessary to protect the source of 
the photography or to protect the fact that the 
photography exists and is in possession of the 
United States. 


c. Photography of foreign territory taken during 
war time shall be considered as intelligence 
information, 
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5. The determination of the extent of control 
necessary to maintain the security sought by 
the classification of aerial photography within 
areas, as described in subparagraphs 2 and 3 
a above, shall rest with the Department con- 
cerned. In making its determination, the 
Department shall consider the following factors: 


a. The existence of Legislative Acts, Executive 
Orders or Department of Defense Directives 
prohibiting photography of the area concerned, 


b. All other means of effecting control over aerial 
photography of the area, and the desirability of 
employing such means, including, but not limited 
to, 


(1) Concealment 
(2) Notice to public regarding prohibited areas 
(3) Coordinated military defense of the area. 


c. The ability of a potential enemy to obtain from 
other sources the information sought to be protected 
by the imposition of classification. 


6. Whenever classification is imposed on aerial 
photography within Areas as provided in 2 and 
3 a above, the Chief of Staff, U.S. Air Force 
will be furnished a description of the areas i nd 
the interim classification assigned, for inclusion 
in the consolidated map and list provided for 
in paragraph F below, 


Authority to Classify. 


Authority to classify aerial photography lies with the 
Department having primary interest in the information 
revealed in the photographs, coordinating, as necessary, 
with any other Department having an interest therein. 
The authority to classify aerial photography may be dele- 
gated, as desired by the Departments. Regrading or de- 
classification may be accomplished only by the U. S. 
Agency or Military Department responsible for its 
original classification, or higher authority. 
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Classification 


Except for photography classified in accordance with 
governmental agreements or as prescribed in paragraph 
A 2 above and in paragraph H below, the degree of 
classification assigned to any aerial photography requiring 
security protection will be in accordance with policy 
prescribed herein and the current Department of Defense 
definitions of security classification categories. 


Use of Concealment 


It is considered that more effective protection can be 
afforded activities or material which require protection 

by means of concealment in addition to the application of 
security classification as prescribed in this policy. 
Therefore, Departments concerned will take all steps 
necessary and practical to insure the maximum concealment 
from aerial observation of those activities and material 
which should be protected. 


Map and List of Classified Areas 


1, The Department of the Air Force will maintain a con- 
solidated list and map for the information and guidance 
of departments and agencies concerned showing approved 
areas requiring security review of aerial photography 
furnished in accordance with paragraph B 6 above, and 
classified areas referred to in paragraph H below. 


2. Revision to such consolidated list and map will be 
published by the Chief of Staff, U.S. Air Force, as 
changes are made therein. 


Aerial Photography of Installations or Areas Under the 
Control of Other U.S. Governmental Agencies 


Aerial photography of the installations or areas under the 
control of other U.S, governmental agencies CLASSIFICATION 
OF WHICH IS REQUIRED BY THE AGENCY HAVING 
JURISDICTION, will be classified in accordance with the 
classification designated by such agency. Downgrading 

or declassification, as warranted, may be accomplished 

only after approval of the agency responsible for the in- 


stallation or area. A list of all such areas or installations, 
the exact area covered, agenty responsible, and, when 


} 
, 


een 


me 





: 
i 


INVESTIGATION OF NATIONAL DEFENSE 477 


appropriate, classification of photography of such areas 
will be included in the consolidated list provided in 
paragraph F above, 


Il PHOTOGRAPHING OR SKETCHING VITAL INSTALLATIONS 
OR EQUIPMENT DURING FBI INVESTIGATIONS 


a en eee ee 


A. Background 


1. Section 795 of Title 18, United States Code, provides 
that photographs or sketches of vital military and 
naval installations or equipment shall not be made 

| except with the express permission of the Commanding 


Officer or higher authority. Executive Order 10104, 
issued by the President on 1 February 1950 defines 
certain vital military and naval installations and 
equipment as requiring protection against the general 
dissemination of information relative thereto, 


2. It is possible that occasions could arise wherein the 
urgency or particular factors of an FBI investigation, 
which urgency or factors could not be previously 
anticipated, prevents the obtaining of the authority 
and permission contemplated by Section 795 or Title 
18, United States Code, 


— =~. 


B. Policy 


Where the urgency or particular factors of an FBI in- 
vestigation, which urgency or factors could not be 
previously anticipated, prevents the obtaining of the 
authority and permission contemplated by Section 795 

of Title 18, United States Code, such photographs or 
sketches of vital military and naval installations and 
equipment as are required for that investigation may 

be made by the FBI Agents involved in such investigations. 
Such photographs and sketches must, however, be sub- 
mitted at the earliest appropriate time to the Commanding 
Officer or higher authority for review in accordance with 
Section 795 of Title 18, United States Code, 


23511 O—sjds— ol 





App. (1), Encl. 1 
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EXECUTIVE ORDER No. 10501 
NOVEMBER 5, 1953 


SAFEGUARDING OFFICIAL INFORMATION IN THE INTERESTS 
OF THE DEFENSE OF THE UNITED STATES 


WHEREAS it is essential that the citizens ofthe United States be informed con- 
cerning the activities of their government; and 


WHEREAS the interests of national defense require the preservation of the 
ability of the United States to protect and defend itself against all hostile or destruc- 


tive action by covert or overt means, including espionage as well as military action; 
and 


WHEREAS it is essential that certain official information affecting the national 
defense be protected uniformly against unauthorized disclosure: 


NOW, THEREFORE, by virtue of the authority vested in me by the Constitution 
and statutes, and as President of the United States, and deeming such action nec- 
essary in the best interests ofthe national security, it is hereby ordered as follows: 


Section 1, CLASSIFICATION CATEGORIES 


Official information which requires protection in the interests of national de- 
fense shall be limited to three categories of classification, which in descending 
order of importance shall carry one of the following designations: Top Secret, 
Secret, or Confidential. No other designation shall be used to classify defense in- 
formation, including military information, as requiring protection in the interests 
of national defense, except as expressly provided by statute. These categories are 
defined as follows: 


(a) Top Secret: Except as may be expressly provided by statute, the use 
of the classification Top Secret shall be authorized, by appropriate authority, 
only for defense information or material which requires the highest degree of 
protection. The Top Secret classification shall be applied only to that informa- 
tion or material the defense aspect of whichis paramount, and the unauthorized 
disclosure of which could result in exceptionally grave damage to the Nation 
such as leading to a definite break in diplomatic relations affecting the defense 
of the United States, an armed attack against the United States or its allies, a 
war, or the compromise of military or defense plans, or intelligence operations, 
or scientific or technological developments vital to the national defense. 


(b) Secret: Except as may be expressly provided by statute, the use of the 
classification Secret shall be authorized, by appropriate authority, only for de- 
fense information or material the unauthorized disclosure of which could result 
in serious damage to the Nation, suchas by jeopardizing the international rela- 
tions of the United States, endangering the effectiveness of a program or policy 
of vital importance to the national defense, or compromising important military 
or defense plans, scientific or technological developments important to national 
defense, or information revealing important intelligence operations. 


(c) Confidential: Except as may be expressly provided by statute, the use 
of the classification Confidential shall be authorized, by appropriate authority, 
only for defense information or material the unauthorized disclosure of which 
could be prejudicial to the defense interests of the nation. 
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Section 2, LIMITATION OF AUTHORITY TO CLASSIFY 


The authority to classify defense informationor materialunder this order shall 
be limited in the departments and agencies of the executive branch as hereinafter 
specified. Departments and agencies subject to the specified limitations shall be 
designated by the President: 


(a) In those departments and agencies having no direct responsibility for 
national defense there shall be no authority for original classification of in- 
formation or material under this order. 


(b) In those departments and agencies having partial but not primary re- 
sponsibility for matters pertaining to national defense the authority for original 
classification of information or material under this order shall be exercised 
only by the head of the department or agency, without delegation. 


(c) In those departments and agencies not affected by the provisions of 
subsection (a) and (b), above, the authority for original classification of infor- 
mation or material under this order shall be exercised only by responsible 
officers or employees, who shall be specifically designated for this purpose. 
Heads of such departments and agencies shall limit the delegation of authority 
to classify as severely as is consistent with the orderly and expeditious trans- 
action of Government business. 


Section 3. CLASSIFICATION 


Persons designated to have authority for original classification of information 
or material which requires protection in the interests of national defense under this 
order shall be held responsible for its proper classification in accordance with the 
definitions of the three categories in section 1, hereof. Unnecessary classification 
and over-classification shall be scrupulously avoided. The following special rules 
shall be observed in classification of defense information or material: 


(a) Documents in General: Documents shall be classified according totheir 
own content and not necessarily according to their relationship to other docu- 
ments. References to classified material whichdo not reveal classified defense 
information shall not be classified. 


(b) Physically Connected Documents: The classification of a file or group 
of physically connected documents shall be at least as high as that of the most 
highly classified document therein. Documents separatedfromthe file or group 
shall be handled in accordance with their individual defense classification. 


(c) Multiple Classification: A document, product, or substance shall bear 
a classification at least as highas that of its highest classified component. The 
document, product, or substance shall bear only one over-all classification, 
notwithstanding that pages, paragraphs, sections, or components thereof bear 


different classifications. 


(d) Transmittal Letters: A letter transmitting defense information shall 
be classified at least as high as its highest classified enclosure. 





(e) Information Originated PY A Foreign Government or Organization: De- 


fense information of a classified nature furnished to the United States by a 


foreign government or international organization shall be assigneda classifica- 
tion which will assure a degree of protection equivalent to or greater than that 
required by the government or international organization which furnished the 
information. 
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Section 4, DECLASSIFICATION, DOWNGRADING, OR UPGRADING 


Heads of departments or agencies originating classified material shall designate 
persons to be responsible for continuing review of such classified material for the 
purpose of declassifying or downgrading it whenever national defense considerations 
permit, and for receiving requests for such review from all sources. Formal pro- 
cedures shall be established to provide specific means for prompt review of clas- 
sified material and its declassification or downgrading in order to preserve the 
effectiveness and integrity ofthe classification systemandto eliminate accumulation 
of classified material which no longer requires protection in the defense interest. 
The following special rules shall be observed with respect to changes of ¢classifica- 
tion of defense material: 


(a) Automatic Changes: To the fullest extent practicable, the classifying 
authority shall indicate onthe material (except telegrams) at the time of original 
classification that after a specified event or date, or upon removal of classified 
enclosures, the material will be downgraded or declassified. 


(b) Non-Automatic Changes: The persons designated to receive requests 
for review of classified material may downgrade or declassify such material 
when circumstances no longer warrantits retentioninits original classification 
provided the consent of the appropriate classifying authority has been obtained. 
The downgrading or declassification of extracts from or paraphrasés of clas- 
sified documents shall also require the consent of the appropriate classifying 
authority unless the agency making such extracts knows positively that they 
warrant a classification lower than that ofthe document from which extracted, 
or that they are not classified. 


(c) Material Officially Transferred: In the case of material transferred 
by or pursuant to statute or Executive order from one department or agency to 
another for the latter's use and as part of its official files or property, as dis- 
tinguished from transfers merely for purposes of storage, the receiving depart- 
ment or agency shall be deemed to bethe classifying authority for all purposes 
under this order, including declassification and downgrading. 


(d) Material Not Officially Transferred: When any department or agency 
has in its possessionany classified material which has become five years old, 
and it appears (1) that such material originated in an agency which has since 
become defunct and whose files and other property have not been officially 
transferred to another department or agency within the meaning of subsection 
(c), above, or (2) that it is impossible for the possessing department or agency 
to identify the originating agency, and(3)areview of the material indicates that 
it should be downgraded or declassified, the said possessing department or 
agency shall have power to declassify or downgrade such material, If it appears 
probable that another department or agency may have a substantial interest in 
whether the classification of any particular information should be maintained, 
the possessing department or agency shall not exercise the power conferred 
upon it by this subsection, except with the consent of the other department or 
agency, until thirty days after it has notified such other department or agency 
of the nature of the material and of its intention to declassify or downgrade the 
same, During such thirty-day period the other department or agency may, if 
it so desires, express its objections todeclassifying or downgrading the partic- 
ular material, but the power to make the ultimate decision shall reside in the 
possessing department or agency. 


(e) Classified Telegrams: Such telegrams shall not be referred to, ex- 
tracted from, paraphrased, downgraded, declassified, or disseminated, except 
in accordance with special regulations issued by the head of the originating 
department or agency. Classified telegrams transmitted over cryptographic 
systems shall be handled in accordance with the regulations of the transmitting 
department or agency. 
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(f) Downgrading: If the recipient of classified material believes that it 
has been classified too highly, he may make a request to the reviewing official 
who may downgrade or declassify the material after obtaining the consent of the 
appropriate classifying authority. 


(g) Upgrading: If the recipient of unclassified material believes that it 
should be classified, or if the recipient of classified material believes that its 
classification is not sufficiently protective, it shall be safeguarded in accord- 
ance with the classification deemed appropriate and a request made to the 
reviewing official, who may classify the material or upgrade the classification 
after obtaining the consent of the appropriate classifying authority. 


(h) Notification of Change in Classification: The reviewing official taking 
action to declassify, downgrade, or upgrade classified material shall notify all 


addressees to whom the material was originally transmitted. 
Section 5. MARKING OF CLASSIFIED MATERIAL 


After a determination of the proper defense classification to be assigned has 


been made in accordance with the provisions of this order, the classified material 
shall be marked as follows: 





(a) Bound Documents: The assigned defense classification on bound docu- 
ments, such as books or pamphlets, the pages of which are permanently and 
securely fastened together, shall be conspicuously marked or stamped on the 
outside of the front cover, on the title page, on the first page, on the back page 
and on the outside ofthe backcover. In each case the markings shall be applied 
to the top and bottom of the page or cover. 


(b) Unbound Documents: The assigned defense classification on unbound 
documents, such as letters, memoranda, reports, telegrams, andother similar 
documents, the pages of which are not permanently and securely fastened to- 
gether, shall be conspicuously marked or stampedatthe top and bottom of each 
page, in such manner that the marking will be clearly visible when the pages 
are clipped or stapled together. 


(c) Charts, Maps, and Drawings: Classified charts, maps, and drawings 
shall carry the defense classification marking under the legend, title block, or 
scale in such manner that it will be reproduced on all copies made therefrom. 
Such classification shall also be marked at the top and bottom in each instance. 


(d) Photographs, Films and Recordings: Classified photographs, films, 
and recordings, and their containers, sha e conspicuously and appropriately 
marked with the assigned defense classification. 


(e) Products or Substances: The assigned defense classification shall be 
conspicuously marked on classified products or substances, if possible, and on 
their containers, if possible, or, if the article or container cannot be marked, 
written notification of such classification shall be furnished to recipients of 
such products or substances. 


(f) Reproductions: All copies of reproductions of classified material shall 
be appropriately marked or stampedinthe same manner as the original thereof. 


(g) Unclassified Material: Normally, unclassified material shall not be 
marked or stamped Unclassified unless it is essential to convey to a recipient 
of such material that it has been examined specifically with a view to imposing 
a defense classification and has been determined not to require such 
classification. 
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(h) Change or Removal of Classification: Whenever classified material 
is declassified, downgraded, or upgraded, the material shall be marked or 
stamped in a prominent place to reflect the change in classification, the author- 
ity for the action, the date of action, and the identity of the person or unit taking 
the action. In addition, the old classification marking shall be cancelled and 
the new classification (if any) substituted therefor. Automatic change in clas- 
sification shall be indicated by the appropriate classifying authority through 
marking or stamping in a prominent place to reflect information specified in 
subsection 4 (a) hereof. 


(i) Material Furnished Persons not in the Executive Branch of the Gov- 
ernment: When classified material affecting the national defense is furnished 
authorized persons, in or out of Federal service, other than those in the ex- 
ecutive branch, the following notation, in addition to the assigned classification 
marking, shall whenever practicable be placed onthe material, on its container, 
or on the written notification of its assigned classification: 


‘‘This material contains information affecting the national defense of 
the United States within the meaning of the espionage laws, Title 18, U.S.C., 
Secs. 793 and 794, the transmission or revelation of which in any manner 
to an unauthorized person is prohibited by law.’’ 


Use of alternative marking concerning ‘*Restricted Data'* as defined by the Atomic 
Energy Act is authorized when appropriate. 


Section 6. CUSTODY AND SAFEKEEPING 


The possession or use of classified defense information or material shall be 
limited to locations where facilities for secure storage or protection thereof are 
available by means of which unauthorized persons are prevented from gaining access 
thereto. Whenever such information or material is not under the personal super- 
vision of its custodian, whether during or outside of working hours, the following 
physical or mechanical means shall be taken to protect it: 


(a) Storage of TopSecret Material: Top Secret defense material shall be 
protected in storage by the most secure facilities possible. Normally it will 
be stored in a safe or a safe-type steel file container having a three-position, 
dial-type, combination lock, and being of such weight, size, construction, or 
installation as to minimize the possibility of surreptitious entry, physical theft, 
damage by fire, or tampering. The headof a department or agency may approve 
other storage facilities for this material which offer comparable or better pro- 
tection, such as an alarmed area, avault,a secure vault-type room, or an area 
under close surveillance of an armed guard, 


(b) Secret and Confidential Material: These categories of defense material 
may be stored in a manner authorized for Top Secret material, or in metal file 
cabinets equipped with steel lockbar and an approved three combination dial- 
type padlock from which the manufacturer's identification numbers have been 
obliterated, or in comparably secure facilities approved by the head of the de- 
partment or agency. 


(c) Other Classified Material: Heads of departments and agencies shall 
prescribe such protective facilities as may be necessary in their departments 
or agencies for material originating under statutory provisions requiring pro- 
tection of certain information. 


(d) Changes of Lock Combinations: Combinations on locks of safekeeping 
equipment shall be changed, only by persons having appropriate security 
clearance, whenever such equipment is placed in use after procurement from 
the manufacturer or other sources, whenever a person knowing the combina- 
tion is transferred from the office to which the equipment is assigned, or 
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whenever the combination has been subjected to compromise, and at least once 
every year. Knowledge of combinations shall be limited to the minimum number 
of persons necessary for operating purposes. Records of combinations shall be 
classified no lower than the highest category of classified defense material 
authorized for storage in the safekeeping equipment concerned. 


(e) Custodian’s Responsibilities: Custodians of classified defense material 
shall be responsible for providing the best possible protection and accountability 
for such material at all times and particularly for securely locking classified 
material in approved safekeeping equipment whenever it is not in use or under 
direct supervision of authorized employees. Custodians shall follow procedures 
which insure that unauthorized persons do not gainaccess to classified defense 
information or material by sight or sound, and classified information shall not 
be discussed with or in the presence of unauthorized persons. 


categories under the provisions of this order shall not be revealed in telephone 
conversations, except as may be authorized under section8 hereof with respect 
to the transmission of Secret and Confidential material over certain military 
communications circuits. 


(g) Loss or Subjection to Compromise: Any personinthe executive branch 
who has knowledge of the loss or possible subjection to compromise of classified 
defense information shall promptly report the circumstances to a designated 
official of his agency, and the latter shalltake appropriate action forthwith, in- 
cluding advice to the originating department or agency. 


Section 7, ACCOUNTABILITY AND DISSEMINATION 





Knowledge or possession of classified defense information shall be permitted 
only to persons whose official duties require suchaccess in the interest of promoting 
national defense and only if they have been determined to be trustworthy. Proper 
control of dissemination of classified defense information shall be maintained at all 
times, including good accountability records of classified defense information docu- 
ments, and severe limitation on the number of such documents originated as well as 
the number of copies thereof reproduced. The number of copies of classified defense 
information documents shall be kept to a minimum to decrease the risk of compro- 
mise of the information contained in such documents and the financial burden on the 
Government in protecting such documents. The following special rules shall be ob- 
served in connection with accountability for and dissemination of defense information 
or material: 


(a) Accountability Procedures: Heads of departments and agencies shall 
prescribe such accountability procedures as are necessary tocontrol effectively 
the dissemination of classified defense information, with particularly severe 
control on material classified Top Secret underthisorder. Top Secret Control 
Officers shall be designated, as required, to receive, maintain accountability 


registers of, and dispatch Top Secret material. 


(b) Dissemination Outside the Executive Branch: Classified defense infor- 
mation shall not be disseminated outside the executive branch except under con- 
ditions and through channels authorized by the head of the disseminating 
department or agency, even though the personor agency to which dissemination 
of such information is proposed to be made may have been solely or partly 
responsible for its production. 


(c) Information Originating in Another Department or Agency: Except as 
otherwise provided by section 102 of the NationalSecurity Act of July 26, 1947, 
c. 343, 61 Stat. 498, as amended, 50 U.S.C. sec. 403, classified defense informa- 
tion originating in another department or agency shall not be disseminated 
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outside the receiving department or agency without the consent of the originating 
department or agency. Documents and material containing defense information 
which are classified Top Secret or Secret shall not be reproduced without the 
consent of the originating department or agency. 


Section 8, TRANSMISSION 


For transmission outside ofadepartment or agency, classified defense material 
of the three categories originated under the provisions of this order shall be pre- 
pared and transmitted as follows: 


(a) Preparation for Transmission: Such material shall be enclosed in 
opaque inner and outer covers, The inner cover shall be a sealed wrapper or 
envelope plainly marked with the assigned classificationand address. The outer 
cover shall be sealed and addressed with no indication of the classification of 
its contents. A receipt form shall be attached to or enclosed in the inner cover, 
except that Confidential material shall requirea receipt only if the sender deems 
it necessary. The receipt form shall identify the addressor, addressee, and the 
document, but shall contain no classified information. It shall be signed by the 
proper recipient and returned to the sender, 


(b) Transmitting Top Secret Material: The transmission of Top Secret 
material shall be effected preferably by direct contact of officials concerned, or, 
alternatively, by specifically designated personnel, by State Department diplo- 
matic pouch, by a messenger-courier system especially created for that pur- 
pose, or by electric means in encrypted form; or in the case of information 
transmitted by the Federal Bureau of Investigation, such means of transmission 
may be used as are currently approved by the Director, Federal Bureau of In- 
vestigation, unless express reservation to the contrary is made in exceptional 
cases by the originating agency. 


(c) Transmitting Secret Material: Secret material shall be transmitted 
within the continental United States by one of the means established for Top 
Secret material, by an authorized courier, by United States registered mail, 
or by protected commercial express, air or surface. Secret material may be 
transmitted outside the continental limits of the United States by one of the 
means established for Top Secret material, by commanders or masters of 
vessels of United States registry, or by United States Post Office registered 
mail through Army, Navy, or Air Force postal facilities, provided that the 
material does not at any time pass outof United States Government control and 
does not pass through a foreign postal system. Secret material may, however, 
be transmitted between United States Government and/or Canadian Government 
installations in continental United States, Canada, and Alaska by United States 
and Canadian registered mail with registered mail receipt. In an emergency, 
Secret material may also be transmitted over military communications circuits 
in accordance with regulations promulgated for such purpose by the Secretary 
of Defense. 


(d) Transmitting Confidential Material: Confidential defense material 
shall be transmitted within the United States by one of the means established for 
higher classifications, by registered mail, or by express or freight under such 
specific conditions as may be prescribed by the head of the department or agency 
concerned, Outside the continental United States, Confidential defense material 


shall be transmitted in the same manrer as authorized for higher classifications. 


(e) Within an Agency: Preparationofclassified defense material for trans- 
mission, and transmission ofit, withinadepartmentor agency shall be governed 
by regulations, issued by the head ofthe department or agency, insuring a degree 
of security equivalent to that outlined above for transmission outside a depart- 
ment or agency. 
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Section 9, DISPOSAL AND DESTRUCTION 


Documentary record material made or received by a department or agency in 
connection with transaction of public business and preserved as evidence of the or- 
ganization, functions, policies, operations, decisions, procedures or other activities 
of any department or agency of the Government, or because of the informational 
value of the data contained therein, may be destroyed only in accordance with the 
act of July 7, 1943,c.192,57Stat. 380, as amended, 44 U.S.C. 366-380. Non-record 
classified material, consisting of extra copies and duplicates including shorthand 
notes, preliminary drafts, used carbon paper, and other material of similar tem- 
porary nature, may be destroyed, under procedures established by the head of the 
department or agency which meet the following requirements, as soon as it has 
served its purpose: 


(a) Methods of Destruction: Classified defense material shall be destroyed 
by burning in the presence of an appropriate official or by other methods author- 
ized by the head of an agency provided the resulting destruction is equally 
complete. 








(b) Records of Destruction: Appropriate accountability records maintained 
in the department or agency shall reflect the destruction of classified defense 
material. 








Section 10, ORIENTATION AND INSPECTION 


To promote the basic purposes of this order, heads of those departments and 
agencies originating or handling classified defense information shall designate ex- 
perienced persons to coordinate and supervise the activities applicable to their de- 
partments or agencies under this order, Persons so designated shall maintain active 
training and orientation programs for employees concerned with classified defense 
information to impress each such employee with his individual responsibility for 
exercising vigilance and care in complying with the provisions of this order, Such 
persons shall be authorized on behalf of the heads of the departments and agencies 
to establish adequate and active inspection programs to the end that the provisions 
of this order are administered effectively. 


Section 11. INTERPRETATION OF REGULATIONS BY THE ATTORNEY GENERAL 


The Attorney General, upon request of the head of a department or agency or 
his duly designated representative, shall personnally or through authorized repre- 
sentatives of the Department of Justice render an interpretation of these regulations 
in connection with any problems arising out of their administration, 


Section 12, STATUTORY REQUIREMENTS 


Nothing in this order shall be construed toauthorize the dissemination, handling 
or transmission of classified information contrary to the provisions of any statute, 


Section 13. "RESTRICTED DATA" AS DEFINED IN THE ATOMIC ENERGY ACT 


Nothing in this order shall supersede any requirements made by or under the 
Atomic Energy Act of August 1, 1946, as amended. ‘‘Restricted Data’’ as defined 
by the said act shall be handled, protected, classified, downgraded, and declassified 
in conformity with the provisions of the Atomic Energy Act of 1946, as amended, 
and the regulations of the Atomic Energy Commission. 


Section 14, COMBAT OPERATIONS 


The provisions of this order with regard to dissemination, transmission, or 
safekeeping of classified defense information or material may be so modified in 
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connection with combat or combat-related operations as the Secretary of Defense 
may by regulations prescribe, 


Section 15. EXCEPTIONAL CASES 


When, in an exceptional case, a person or agency not authorized to classify 
defense information originates information which is believed to require classifica- 
tion, such person or agency shall protect thatinformation in the manner prescribed 
by this order for that category of classified defense information into which it is 
believed to fall, and shall transmit the information forthwith, under appropriate 
safeguards, to the department, agency, or person having both the authority to classify 
information and a direct official interest in the information (preferably, that de- 
partment, agency, or person to which the information would be transmitted in the 
ordinary course of business), witha request that such department, agency, or person 
classify the information. 


Section 16. REVIEW TO INSURE THAT INFORMATION IS NOT IMPROPERLY 
WITHHELD HEREUNDER 


The President shall designate a member of his staff who shall receive, consider, 
and take action upon, suggestions or complaints from non-Governmental sources 
relating to the operation of this order, 


Section 17, REVIEW TO INSURE SAFEGUARDING OF CLASSIFIED DEFENSE 
INFOR MATION 


The National Security Council shall conduct a continuing review of the imple- 


mentation of this order to insure that classified defense information is properly 
safeguarded, in conformity herewith. 


Section 18. REVIEW WITHIN DEPARTMENTS AND AGENCIES 
The head of each department and agency shall designate a member or members 
of his staff who shall conduct a continuing review of the implementation of this order 
within the department or agency concerned to insure that no information is withheld 


hereunder which the people of the United States have a right to know, and to insure 
that classified defense information is properly safeguarded in conformity herewith, 


Section 19, REVOCATION OF EXECUTIVE ORDER NO. 10290 


Executive Order No. 10290 of September 24, 195lis revoked as of the effective 
date of this order, 


Section 20. EFFECTIVE DATE 


This order shall become effective on December 15, 1953. 
DWIGHT D. EISENHOWER 


THE WHITE HOUSE, 


November 5, 1953. 
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App. (2); Encl. 1 
5000.1, July 8,57 


DEPARTMENT OF DEFENSE - GOVERNMENT PRINTING OFFICE 
AGREEMENT 


This Agreement between the Devartment of Defense and the Government 
Printing Office govems the security measures employed by the Government 
Printing Office, including all facilities therof, for insuring the safeguarding 
of classified information released to it by Department of Defense activities 
for reproduction. 


It is essential that certain security measures be taken by the Public 
Printer to assure the Department of Defense that classified information 
released to the Government Printing Office by the Department of Defense and 
its activities is being safeguarded in accordance with the provisions of 
Executive Order 10501, "Safeguarding Official Information in the Interests 
of the Defense of the United States" and Executive Order 10150, "Security 
Requirements for Government Employment." Accordingly, the following employ- 
ment practices and operating procedures for handling such classified inform- 
ation by the Public Printer are hereby agreed to: 


SECTION I 
GENERAL REQUIREMENTS 
The Public Printer shall: 


@. Be responsible for safeguarding all Department of Defense classified 
information released to him and shal] determine which of his employees 
require possession of, or access to, the information, and shall not supply 
or disclose such information to any unauthorized person. No classified 
information shall be disseminated outside the Government Printing Office 
without authority of the Department of Defense activity whose information 
is involved; 


be Determine the trustworthiness of employees in accordance with 
Executive Order 1050 as amended and! issue anvrovriate clearances prior to 
permitting access to classified information. Further, such employees will. 
have access to material on a "need-to-know" basis and only to the extent of 
their clearances, He shall maintain a current record of all employees who 
have access to classified information, indicating the degree of clearance 
and the date clearance was granted; 


Ce Provide suitable nhysical protective measures for safeguarding 
classified information in accordance with Executive Order 10501. These 
physical security controls shall include but not be limited to receiving, 
handling, transmission, storage, area controls and visitor control procedures; 


d. Not contract with industry for the reprodcution of Department of 
Defense classified information except as specifically approved by the 
activity whose classified information is involved; and 


e. Distribute and transmit Department of Defense classified information 
in accordance with specific instructions provided by the activity whose 
information is involved. 
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SECTION II 
INSPECT IONS 


The Department of Defense, upon appropriate coordination with the 
Public Printer shall have the right to inspect at reasonable intervals 
the procedures, methods, and facilities utilized in complying with the 
requirements of the provisions of this Agreement. 


SECTION IIT 
PRIOR AGREEMENTS 


This Agreement supersedes all other agreements, understandings and 
representations with resnect to the safeguarding of classified information, 
entered into between the Public Printer and the Devartment of Defense 
(including the three military departments). This shall not include 
agreements, understanding and representation contained in contracts for 
the furnishing of sunplies and services to the Department of Defense 
heretofore entered into between the Public Printer and activities of the 
Department of Defense. 


SECTION IV 
SECURITY COSTS 


This Agreement does not obligate the Department of Defense funds, and 
the Devartment of Defense shall not be liable for any costsor claims of 


the Government Printing Office arising out of this Agreement or instructions 
isszed hereunder, 


IN WITNESS WHEREOF, the parties hereto have executed this Agreement 
as of June 26, 1956 . 


The United States of America 

See notations A and B below. 

By /s/ Frederick W. Baumann, Jr. BY gor Jerome D. Fenton 
Government Printing O1f ice epartment of Defense 

This agreement is executed with the understanding that: 

A. The first naragraph does not include our GPO-Department of State 
Service Office, which is under the control securitywise of the 
Atomic Energy Commission and the Central Intelligence Agency; 

Be Section IV, "Security Costs", does not release the Department of 


Defense from obligations of surchages placed against each job for 
the special handling reouired of security work. 


/s/ F.W.B. 
June 26, 1956 
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App. (3), Encl. 1 
$200.1, July 68,57 


AUDIT ACTIVITIES OF THE GENERAL ACCOUNTING OFFICE 


There appears to be a general need for better understanding on the 
part of many elements of the Department of Defense not directly engaged 
in financial management regarding the role of the General Accounting 
Office with respect to activities of this Department. 


As an agent. of the legislative branch of the Government, the 
Comptroller General has from time to time been given extremely broad 
statutory authority to review the activities of executive agencies. 
Important among the various statutes are Sections 312(a) and 313 of the 
Budget and Accounting Act of 1921, Section 206 of the Legislative Re- 
organization Act of 1946, Section 206(c) of the Federal Property and 
Administrative Services Act of 1949, and, most recently, Sections 111(d) 
and 117(a) of the Budget and Accounting Procedures Act of 1950. 


Since initiation of the Joint Accounting Program by the Comptroller 
General, the Bureau of the Budget, and the Treasury Department, the 
Commtroller General has adonted a progressively greater cooperative and 
constructive approach to the carrying out of his audit responsibilities. 
The result, in a majority of instances of inadequacies in accounting 
and internal control, has been correction of the deficiencies through 
cooperation with the agency staffs rather than mere reporting thereof 
to the Congress. This is a desirable procedure. 


In carrying out its audit resnonsibilities, the General Accounting 
Office is departing as rapidly as practicable from the centralized and 
detailed examination of vouchers and is beginning to use a so-called 
comprehensive audit annroach. The comrehensive audit is performed as 
neariy as may be at the site of onerations. Its scope covers the agency 
and its activities as a whole and the extent of detailed examination 
work is determined by the adequacy of the management control exercised. 
Thus, an imortant initial element of this anproach is an evaluation of 
the internal or management controls surrounding each activity. The 
survey of management contro)}s will consist of obtaining and evaluating 
information as to the history, vurpose, authorities, organization, 
activities, policies and procedures of an agency, together with a review 
of its onerating results. Essentially the objectives of this work are 
to determine (1) What the agency is supposed to do and how it does it, 
and (2) the degree to which the agency exercises effective control over 
its resources and activities. In order to test the effectiveness of 
internal control, it will be necessary to perform various audit stens 
such as reviewing, analyzing, and testing accounting data, property 
records, budgetary statements, and other supporting evidence covering 
program operations, including non-appropriated fund activities which 
are carried on as a direct or quasi-official responsibility of the 
department concerned, 





INVESTIGATION OF NATIONAL DEFENSE 491 


The comprehensive audit vrogram is carried out by the Defense 
Accounting and Auditing Division of the General Accounting Office; 
however, inspections and snecial investigations performed by the Office 
of Investigations of thet Office are closely related to the comprehensive 
audit program. The Comptroller General's over-all objective in the 
field of accounting systens development also is coordinated with the 
comprehensive audit program and is carried out by the Accounting System 
Division of the General Accounting Office. All of these activities can 


contribute much to improvement of our systems of accounting and internal 
control. 


The Comptroller General recognizes that the orimary responsibility 
for establishing and maintaining adequate systems of accounting and 
internal control rests with the agencies themselves. As we within the 
military establishment improve internal controls and extend internal 
auditing, the General Accounting Office anticipates that its activities 
can be reduced considerably. Even without this incentive, the establish- 
ment of such controls is required from the standnoint of good management 
practice by the Budget and Accounting Procedures Act of 1950, and by the 
National Security Act, as amended. 


Representatives of the Comptroller General, as indicated in the 
attached list, should be given full cooperation at all levels in the 
course of their work, and reports thereon should receive adequate 
and prompt attention. 
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SECURITY CLEARANCES 


Account and Auditing Or zations 


Directors 


Deputy Directors 


Associate 
Assistant 


Directors 
Directors 


Regional Managers 

Boston, Mass. 
New York, N. Y. 
Philadelphia, Pa. 
Richmond, Va. 
Atlanta, Ga. 
Detroit, Mich. 
Cleveland, Ohio 
Dayton, Ohio 
Chicago, Ill. 


St. 


Louis, Mo. 


New Orleans, La. 


St. 


Paul, Minn. 


Kansas City, Mo. 
Dallas, Texas 
Denver, Colo. 
Seattle, Wash. 
Portland, Ore. 


San 
Los 
Director, 
Director, 
Director, 
Director, 


Director, 


Francisco, Calif. 
Angeles, Calif. 

Claims Division 
European Branch 

Far East Branch 
Division of Personnel ( 


Transportation Division 


or the Acting Director in the 


absence of the Director) 
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App. (4), Encl. 1 
5200.1 July &,57 


POLICY AND PROCEDURE GOVERNING USE OF CODE WORDS 


le Purpose 


The purpose of these instructions is to prescribe policy and 
procedure concerning the use of code words within the Depart- 
ment of Defense, 


2. Definitions 


a. Code Words - A "code word" is a word selected from those 
listed in JANAP 299 and assigned a classified meaning by 
proper authority to insure maximum security concerning 
intentions and to safeguard information pertaining to 
military plans or onerations classified as Confidential 
or higher. 


be Inactive Code Word «An "inactive code word" is a classi- 
fied code word which has been placed in use but which is 
subsequently replaced by another code word having the same 
meaning. 


Ce Obsolete Code Word - A classified word assigned to a plan 
or operation which has been discontimed, or completed, and 
not replaced by a similar plan or oneration, whenever the 
meaning for security reasons cannot be declassified. 


d. Cancelled Code Word - A declassified code word assigned to a 
plan or operation which has been discontinued or comnleted 
and which no longer requires a minimum security classification 
of Confidential. 


e. Nickname - A name consisting of two separate words, neither of 
which appear in JANAP 299 and neither of which will be a word 
similar to such words as project, exercise, operation, etc., 
used to designate an unclassified meaning and employed fcr 
administrative convenience, for morale or public relations 
purposes, 


f. Using Agency - The agency to which a code word is allocated 
for use and which assigns to the word a classified meaning. 


‘wa 
° 


Allocation of Code Yords 


a. The Secretary, Joint Intelligence Group, is responsible for 
the allocation of code words or blocks of code words from 
JANAP 299 to agencies of the Department of Defense, 


23511 O—58- 32 
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Agencies of the Department of Defense will request from the 
Secretary, Joint Intelligence Group, such allocatinn of code 
words as they require. Recipient agencies may reissue code 
words within their organization in accordance with agency 
policies and procedures, subject to applicable rules set 
forth herein. 


Assignment of Classified Meanings to Code Words 


de 


Ce 


d. 


f, 


All code words placed in use within the Department of Defense 
will be selected from JANAP 299. 


The agency resvonsible for the development of a plan or execu- 
tion of an operation will be responsible for determining whether 
to assign a code word and a classified meaning in connection 
therewith. 


Agencies contemplating making use of code words are cautioned 
against employing such words except to provide for maximum 
security on a continuing basis. Code words will be placed 

in use for the following purposes only: 


(1) To designate a classified military plan or operation; 


(2) To designate geographic locations in conjunction with 
plans or operations referred to in (1) above; and 


(3) To conceal intentions in discussions and messages or 
other documents pertaining to plans, operations, or 
geographic locations referred to in (1) and (2) above. 


The agency placing a code word in use will assign to that 
word a specific meaning classified Top Secret, Secret or 
Confidential, commensurate with military security require- 
ments. Code words will not be used to cover unclassified 
meanings. 


The classified meaning of a code word will be limited to in- 
formation indicating the nature of a specified plan or operation 
or the relationship thereto of geographic locations. The 
assigned meaning need not in all cases be classified as high 

as the classification assigned to the plan or operation as 

a whole. 


Code words shopld be selected by each asing agency in such 
manner that the word used does not suggest the nature of its 
meaning. 


A code word should not be used repeatedly for similar purposes; 
i.e. if the initial phase of an operation is designated "Meaning", 
succeeding phases should not be designated "Meaning II" and 
"Meaning III", but should have different code words, 





Se 
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Each agency will establish its own policies and procedures 
for the control and initial assignment of ciassified meanings 
to code words subject to applicable rules set forth herein. 


Notification of Assignment and Dissemination of Code Words and 
Meanings 


ae 


De 


Ce 


de 


f. 


Upon assignment of a classified meaning to a code word, the 
using agency will vromptly notify the Secretary, Joint Intel- 
ligence Group, of the fact of assignment, indicating the word 
and its classification, and the dissemination reauired when 
approvriate. Similar notification will be made when any changes 
occur, such as the substitution of a new word for one previously 
placed in use. Dissemination of the code word and its meaning 
to other agencies of the Department of Defense will be made by 
the Secretary, Joint Intelligence Group, at the request of the 
using agency. 


The using agency is responsible for the dissemination to activi- 
ties witiin its juricdiction of code words and their neanings. 
It is also responsible ror determining the dissemination to be 
made to other agencies, but such dissemination will be made 
through the Secretary, Joint Intelligence Group, whenever time 
permits. Using agencies will promptly advise the Secretary 


. Joint Intelligence Group, of the fact whenever it discloses 


directly to an organization or office of another agency a code 
word and the meaning thereof, 


Each agency having a planing, administrative or operational 
responsibility to fulfill in connection with a classified mean- 
ing received from another agency will be responsible for dis- 
seminating the classified meaning and the related code word to 
activities under its jurisdiction as it deems essential, com- 
mensurate with security requirements, but will not initially 
furnish the meaning to any other agency without the approval 
of the original using agency. 


An agency receiving a classified meaning and its related code 
word from another agency for information and record purposes 
and having no responsibility for action in connection therewith 
will make no internal dissemination of the meaning outside the 
office responsible for maintaining records of code words for 
the receiving agency unless authorized by the original using 
agencye 


When a meaning has not been furnished an agency for a code word 
contained in documents or messages received, amd the agency con- 
siders that it requires knowledge of the meaning, this informa- 
tion may be requested from the office maintaining records of 
code words within the agency, submitting reasons therefor. 


When a word which has been assigned a special meaning is 
furnished by a governmental agency outside the Department of 
Defense for use and dissemination within the Department of 
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Defense, recipients will be advised that the word originated 
outside the Department of Defense and is not subject to 
Department of Defense policy regarding the use of code words. 
However, such a word shall be safeguarded in accordance with 
the classification assigned thereto by the originating agencye 


be Classification, Downgrading and Declassification 


ae 


Bo 


Ce 


de 


Co 


fe 


During the development of a plan or the planning of an operation 
by the headquarters of the using agency, the code word and its 
meaning will have the same classification. When dissemimtion 

of the plan to other agencies or to subordinate echelons of the 
using agency is required, the using agency may downgrade the 
primary code word and such code words as are assigned to geographic 
locations in conjunction therewith below the classification assigned 
to their meanings in order to facilitate additional planning, im 
plementation and execution by such other agencies or echelonse 

Code words in use or obsolete code words will not be downgraded 
below Confidential, will retain their classification and be.safe= 
guarded accordingly until the classification of their related 
meanings is cancelled. 


A code word which is replaced by another code word due to the 
compromise or suspected compromise of the security of information 
connecting it with its assigned meaning, or for any other reason, 
will be carried as an “inactive code word" on the records of all 
agencies concerned and will retain its classification until its 
original related meaning has been declassifiede 


When a plan or operation is discontinued or completed, and is not 
replaced by a similar plan or operation but the meaning cannot for 
security reasons be declassified, the code word assigned thereto 
will be declared obsolete. 


In every case whenever a code word in current use is employed, or 

an inactive or obsolete code word is referred to in written documents, 
the security classification of the code word will be placed in 
parentheses immediately following the code word, ieee, "Label 
(Confidential)". 


When the meaning of a code word no longer requires a classie 
fication, the using agency will cancel the classification of 
both the meaning and the code word, including inactive and 
obsolete code wordse 


Immediately upon changing the classification of the code word or 
its meaning or cancelling the classification of a code word and 
its meaning, the using agency will notify the Secretary, Joint 
Intelligence Group, and all activities concerned within its own 
jurisdiction, The Secretary, Joint Intelligence Group, will in- 
form all other agencies concerned of the action takene 


7o Security Practices 


8o 


Each agency will take positive action to insure that personnel 
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under its jurisdiction who receive knowledge of code words or 
the meanings of code words are informed of security measures 
necessary for their protection. 


During discussions involving details of a classified plan or 
operation which reveal a classified meaning, the use of the 
related code word will be avoided unless all personnel present 
or within hearing also require knowledge of the code words 
Likewise, whenever a code word ig used during discussions, 
disclosure of information indicating the related meaning will 
be avoided unless all personnel present or within hearing also 
require knowledge of the meanings 


The meaning of a code word will be used in a message or other 
document together with the code word only when it is absolutely 
essential to do soe Code words may be used in correspondence 
or other documents forwarded to addressecs who may or may not 
have knowledge of the meaning, but in all cases the code word 
will be employed in a document for purposes of concealment 
only. If the context of a document contains, for example, 
detailed instructions or similar information which indicates 
the purpose or nature of the related meaning, the assigned 

code word should not be usede 


In handling correspondence pertaining to code words and their 
meanings, care should be used to avoid bringing the code words 
and their meanings together. They should be handled in sepa- 
rate card files, catalogs, indexes, or lists, enveloped sepa- 
rately and dispatched at different times so that they do not 
travel through mail or courier channels together. 


A document containing a code word in use will be classified 
Confidential or higher in accordance with the highest classi- 
fication assigned to information contained therein on the same 
basis as any other document which requires security protection. 
In no event, however, will the classification of the document 
be lower than the classification of the code words 


In view of the classification assigned thereto, code words 
will not be used for addresses, return addresses, shipping 
designators, file indicators, call signs, identification sig-= 
nals, or for other similar purposes. 


The use of an inactive or obsolete code word for the purpose 

of referring to the classified meaning originally assigned to 

it is prohibited. Documents, including correspondence, con= 
taining a code word need not be revised or amended, but after 
receiving notice that the status of a code word has been changed 
to "inactive" or "obsolete", offices will promptly discontinue 
use of the word. Correspondence between offices concerned with 
the substitution of new words for old code words will be specific 
as to the inactive status of the old worde 
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The use of a declassified code word, standing alone, to represent 
or to substitute for its original meaning is prohibited. After 
declassification of a code word, reference to such word may be 
made in documents pertaining to the related plan or operation 
provided the text shows clearly that the word is no longer in 
use to represent a classified meanings 


A permanent record of all code words placed in use will be 
maintained by the Secretary, Joint Intelligence Group. A code 


word which has been placed in use and subsequently declassified 
will be reallocated to a using agency only at the discretion 
of the Secretary, Joint Intelligence Group, at such time as he 
may consider that such reallocation and the assignment of a new 
meaning will not result in administrative confusion or loss of 
security concerning the new meaninge 


Compromi se 


Whenever the security of information connecting a code word 
in use with its classified meaning is compromised, the using 
agency will substitute a new code word for the old one in=- 
mediately and change the status of the old word to "inactive", 


Using agencies may also substitute new code words for code 
words in use, changing the status of the latter to "inactive", 
at their discretion whenever compromise of the security of 
information connecting the current code word with its meaning 
is suspected or anticipated due to excessive dissemination or 
for any other reason, 


Reports submitted to the Secretary, Joint Intelligence Group, 
showing the substitction of new code words for old code words 
will contain a statement explaining the reason for the substi- 
tution, For this purpose, the following terms may be used, 
whichever may be appropriate: "compromised", "compromise 
suspected", "excessive dissemination". 


The agency having knowledge of the compromise or suspected 
compromise of classified information pertaining to code words 
by personnel under its jurisdiction, or having reason to be~ 
lieve that its personnel were involved in connection there ith, 
will make an investigation of the circumstances, fix responsi- 
bility for the compromise and take such corrective cstion as 
may be necessarye 
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ENCLOSURE 12 


Coolidge Committee Recommendation Discussed: 


Recommendation 2f. "Cease attempts to do the impossible and stop 
classifying information which cannot be held secret." 


Executive Order 10501 is designed to safeguard equipment and information 
requiring protection in the interests of national defense against coming into 
possession of potential enemies. The classification system established under 
the Executive Order provides means of accomplishing this in connection with 
the physical transmission, handling and storage of such equipment and 
information, 


Clearly, use of the classification system presupposes an ability to 
control access to the particular equipment or information classified. 
Classification without such control is an empty gesture, is futile and 
only serves to generate disrespect for the security program in general. 


The attached amendment to existing Department of Defense Directive 
5230.12, emphasizes the necessity of considering the element of feasi- 
bility of protection from the outset, and also provides specific authority 
for declassification at any time when circumstances render continued 
classification unrealistic in the light of general public accessibility 
to the particular classified equipment or information, 
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DEPARTMENT OF DEFENSE 
DIRECTIVES SYSTEM TRANSMITTAL 


NUMBER DATE DISTRIBUTION 


5230.12 - Chl July 8, 1957 5200 





ATTACHMENTS 


Pages 3 and 4 to DoD Directive 5230,12 


INSTRUCTICNS FOR RECIPIENTS 


The following page changes to DoD Directive 5230,12, "Release to the Public 
of Information on Guided Missiles, Military Aircraft, Associated Powerplants, 
Components and/or Accessories", March 27, 1956, have been duly authorized: 











Remove: Page 3, March 27, 1956 
Insert: Attached Pages 3 and 4 


Amendments appear on Pages 3 and 4, and are indicated by marginal asterisks, 


Prawn Qe fob 
MAURICE W, ROCHE 
Administrative Secretary 


WHEN PRESCRIBED ACTION HAS BEEN TAKEN, THIS TRANSMITTAL SHOULD BE DESTROYED 


SD it. 106-1 PREVIOUS EDITIONS Ant 
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Mar 27, 56# 
5230.12 


D. Information pertaining to military aircraft, guided 
missiles, powerplants, components and/or accessories 
which have been cancelled, discontinued, completed or 
are beyond the phases outlined in the attached appendices 
will be considered for public release on an individual 
basis. 


* IV. FEASIBILITY OF PROTECTION * 


The objective of the Classification System is to safeguard * 
information requiring protection in the interests of national * 
defense. However, in some instances, the development, pro- * 
duction or testing of classified military equipment will, of * 
necessity, expose the product to public view to the extent that * 
particular information (such as the external configuration of ” 
an aircraft) may no longer be protected, and hence, should 

be declassified. The decision in such cases as to declassifi- . 
cation of the equipment or information to the extent actually 
necessary for, or as a result of, development, production or 
testing, must be approved in advance by the Office of Security . 
Review, Office of the Assistant Secretary of Defense (PA). . 
Advance security planning of programs concerning the develop- . 
ment, production and testing of such classified equipment should 2 
provide for all feasible steps, including advance selection of c 
Suitable locations enabling maximum concealment and control, 
calculated to preserve the ability to protect all classified infor- 
mation relating to such equipment for as long as public disclosure 
could be prejudicial to the defense interests of the Nation. " 


* eet eHe He HH He F 


+ * 


+ + 


+ 


“ V. IMPLEMENTATION ™ 


The Secretaries of the Military Departments will issue instructions 
to implement this directive. Implementing directives should re- 
emphasize the necessity for subcontractors to coordinate with 
prime contractors on matters pertaining to release of information 
on subjects covered by this directive. 


#Revised July 8, 57 
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* vI. EFFECTIVE DATE * 


This Directive is effective as of this date. In accordance with 
Section VII, DOD Directive 5025.1, dated January 31, 1956, 

three copies of the proposed implementation of the Directive on 
Release of Information will be forwarded, within 30 days, to 

the Assistant Secretary of Defense (PA}, for review and approval * 
prior to their issuance by the Military Departments. 


ees 


C. E. WILSON 


#Revised July 8, 57 
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ENCLOSURE 13 


Coolidge Committee Recommendation Discussed: 


Recommendation 2g: “Improve procedures for releasing information 
as to the existence and general nature of differences of opinion be- 
tween the several Services to permit authorized representatives to 
express Service views without disparaging their sister Services, and 
without, of course, disclosing information which is classified for 
reasons other than differences in military concept between the 
Services," 


I agree with the Committee's conclusion that "it is futile and harmful 
to try and hide the existence and general nature of Service differences." 
They are a fact of life. 


Service rivalry is a natural manifestation of a vigorous defense 
organization; but when -- whether in an excess of zeal or out of careless- 
ness -- a member of one Service disparages a sister Service or reveals 
information of a security nature, it impairs our defense effort. As never 
before in our history, our survival depends upon Service teamwork. 


I share the Committee's concern with this problem of disparagement. 
However, I do not think it is possible, through issuance of a directive, to 
legislate good judgment, The Department of Defense places only two 
restrictions upon its military and civilian personnel with regard to public 
discussion of its plans and operations, namely: 


1) They must not reveal military information or non-military infor- 
mation which is protected in the public's interest pursuant to 
Constitutional and statutory authorities, 


2) They must acquit themselves with the same propriety expected of 
employees of any organization, public or private. Once policy 
has been decided upon, Defense personnel are expected to carry 
it out loyally. 


In my experience, a healthy difference of opinion among people who 
have a common objective is a sound thing. In fact, it would be surprising 
if, in view of the tremendous problems with which we are confronted, there 
were no disagreements, 
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The problems created by the current international situation and by 
our rapidly advancing technology require the thorough consideration of 
all possible points of view and alternative courses of action. Any other 
course might be fatal to the security of our country and would be contrary 
to the traditions to which we adhere. 


Our Government is a Government of checks and balances. The 
President cannot do certain things without checking with the Congress. 
Within the Executive Branch, policies are coordinated with all the 
Departments concerned, and decisions are reached after all have had 
their say. We follow the same procedure within the Department of Defense. 


The final decisions will not always completely satisfy everybody 
concerned. In an organization composed of people working for a common 
purpose, these decisions should be accepted in the knowledge that they 
were reached after full consideration of all points of view and a realiza- 
tion that the decisions can be reconsidered at any time if new facts are 
discovered which bear upon the problems. 


I believe that ample opportunity exists for the Services to express 
their opinions. Accordingly, I see no need for additional procedures in 
this matter. 
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ENCLOSURE 14 


Coolidge Committee Recommendation Discussed: 


Recommendation No. 6a: "More effective efforts should be made to 
educate officers of offending companies, followed, if necessary, by 
the withdrawal of clearance of offending individuals, plus in extreme 
cases diversion of future business," 


Recommendation No. 6b: "We recommend that the Department of 
Defense take vigorous rneasures to stop this type of 'leak', and 
suggest that strengthening amendments to the Industrial Security 
Manual designed to limit to unclassified information the information 
obtainable from contractors and subcontractors by representatives 
of trade and technical journals would be an effective method to 
accomplish the desired result," 


I concur in the view that more effective efforts are needed to prevent 
unauthorized disclosures of classified information, whether inadvertent or 
otherwise, by Department of Defense contractors. Although there appears to 
be no finding of a deficiency in the Departmental regulations prescribed for 
the industrial security program, the enforcement of contractual obligations 
for the security of classified information and the continuous solicitation of 
industry's fullest cooperation and the need to assist industry in this matter, 
must be given greater emphasis. 


Above all, the Department must recognize that the patriotism of our 
industry and its personnel is unquestioned and that we in DOD have the 
obligation to acquaint industry with our needs in the security field and the 
reasons therefor and to assist industry with its problems in this field if 
we are to enable industry to cooperate. It must be recognized that industry 
and Government have a partnership responsibility with respect to safeguard- 
ing defense information. 


The military departments and the appropriate offices of the Office 
of the Secretary of Defense should, on a continuing basis, keep these con- 
tractors advised of this Department's concern for the unauthorized dis- 
closure of classified defense information and its determination to take ap- 
propriate action with respect to any such disclosures. In this connection, 
I desire that Department of Defense contractors be made acutely aware of 
the fact that such disclosures, if sufficiently serious, are grounds for with- 
drawal of security clearances of offending individuals and, in extreme cases, 
for denying a company an opportunity to participate in future Government 
contracts, as well as for prosecution, 
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For example, all meetings, seminars, instructional curricula, 
publications, and other media by which the DOD performs liaison with 
its contractors should emphasize the importance of protecting the secrets 
with which its contractors are entrusted. The contractor and his subcon- 
tractors must be reminded of the fact that they are specifically prohibited, 
without prior approval of the Department of Defense, from including in any 
advertisement, reports to stockholders or other material which is released 
through any media, any direct or indirect reference to contract work being 
done for the DOD in the development, production, or servicing of any 
classified item. This will include broad categories of production as well as 
specific end items or components, when the contractor is the sole producer 
of that category. Additionally, to further reduce the potentialities of dis- 
closing prohibited information, companies holding classified defense con- 
tracts, or performing work on classified items, must understand that they 
are required to control, in the strictest manner, visits to manufacturing 
plants performing classified work or contracts and conversations with such 
manufacturer's personnel by representatives of the press, trade and 
technical journals. 


With respect to assuring prompt and effective enforcement of security, 
it is of the gravest importance that when an unauthorized disclosure of 
classified information has been discovered which apparently emanates from 
an industrial source, immediate and vigorous investigative action must be 
initiated with a view toward determining the cause and establishing both 
company and personal responsibility for the breach. The military depart- 
ment which holds the contract should initiate prompt investigation of any 
such breach, and in case another military department has security respon- 
sibility relating to the contract facility, it shall, upon request, assist the 
contracting Departmeut in such investigation. At the conclusion of such an 
investigation, when warranted, appropriate disciplinary measures should 
be taken against responsible Defense personnel, as well as against the 
contractor involved. And in every case in which a deficiency in security 
procedures has been detected, immediate corrective action should also 
be taken, 


It will be recalled that on 22 March 1957 a Directive was issued 
relating to the responsibilities of the General Counsel, Office of the 
Secretary of Defense for supervision of investigations of unauthorized 
disclosures of classified information. That Directive should prove of 
considerable assistance in strengthening our administration of the 
industrial security program. 
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510 INVESTIGATION OF NATIONAL DEFENSE 
REPORT OF 


COMMITTEE ON CLASSIFIED INFORMATION 


To The Secretary of Defense: 


The Committee on Classified Information which you appointed 
on August 13, 1956, and charged with the duties set forth in a letter 
of that date to its Chairman (a copy of which is attached as Tab A), 
submits the following report. 


I. Difficulty of the Problems. 


It is an understatement to say that the problems you have confided 
to us are not easy. They are of long standing and have not yielded 
satisfactorily to real attempts to solve them in the past. Your Com- 
mittee therefore has been under no illusion that a simple corrective 
formula could be found. 


II. Scope of Activity. 


We have conferred with personnel in your office and in the mili- 
tary departments who are primarily concerned with information 
security, with the civilian and military heads of the military depart- 
ments, with the Chairman of the Joint Chiefs of Staff, with representa- 
tives of other government agencies whom we thought might prove 
helpful, with representatives of the press, and with certain other 
individuals totaling in all approximately fifty persons. We found 
without exception an attitude of complete cooperation and helpfulness. 


III. Basis for Classification. 


At the risk of stating a platitude, this country is far different 
from a dictatorship, and the impact of that difference is strong on the 
problem of information security. Being a democracy, the government 
cannot cloak its operations in secrecy. Adequate information as to its 
activities must be given to its citizens or the foundations of its de- 
mocracy will be eaten away. We find that the Department of Defense 
fully subscribes to these principles. On the other hand, our democracy 
can be destroyed in another way, namely, by giving a potential enemy 
such information as will enable him to conquer us by war. A balance 
must be struck between these two conflicting necessities. 
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In the Department of Defense there are peculiar factors which 
make the striking of the proper balance difficult. The Department 
spends roughly two-thirds of the national budget. At one time or an- 
other it directs the lives of millions of our young men and women, 
And it is charged with planning for the survival of the nation in case 
of war. These considerations center public interest on its activities 
and weight the balance in favor of maximum disclosure. On the other 
hand, the activities of the Department are of the greatest interest to 
a potential enemy. He can profit from disclosures of its activities 
to a far greater extent than disclosures of the activities of most of 
the other governmental departments. So the other side of the scales 
is heavily weighted, The result is that striking the proper balance 
is more important and more difficult than is the case with most of 
the other departments of the government. 


The principal document governing the determination of how to 
attain the proper balance is Executive Order 10501 (attached as Tab 
B). This Order recognizes the principles outlined above by prescrib- 
ing a dual objective (1) to give the public full information up to the 
point beyond which national security will be damaged, and (2) to 
protect information beyond that point. This protection is given by 
controlling the circulation of sensitive information so that recipients 
will be confined to persons who have been determined to be trust- 
worthy and who have a need to know the information in order to perform 
their duties properly. Obviously this entails the establishment of 
mechanics to identify sensitive information so that all will know it 
should be protected. Further, since some items of information are 
more sensitive than others and so need more careful handling, the 
procedures should grade information according to its sensitivity. 
Accordingly, Executive Order 10501 prescribes that sensitive infor- 
mation should be classified in three categories - "TOP SECRET," 
"SECRET" and "CONFIDENTIAL," and further prescribes the degree 
of protection applicable to each category. 


All this seems to us beyond reasonable criticism as a matter of 
theory. No one has suggested to us a better system. Indeed no one 
has been able to suggest any other comparable system, 


IV. Operations of the Classification System. 


It is, however, one thing to have a theoretically sound system 
and quite another thing to make it operate well in an enormous organ- 
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ization such as the Department of Defense. While we commend the 
operation of that part of the system which deals with enforcing régu- 
lations covering the physical safeguarding of classified information, 
we feel that in certain other respects the system is not operating as 
well as it should. The Department of Defense is accused of failing 
to accomplish both of the dual objectives of the system: it withholds 
too much information and too much leaks out. We think both criti- 
cisms are justified; there are both overclassification and harmful 
disclosures. 


A. Overclassification, 


The .undamental difficulty in the problem of overclassi- 
fication is that the criteria for determining whether information should 
be classified at all, and if so what degree of classification it should 
bear, are necessarily general. If the damage to the nation which a 
disclosure of defense information could cause is exceptionally grave, 
the information should be classified as 'TOP SECRET"; if serious, 
"SECRET" is the proper classification, and if the disclosure could be 
merely prejudicial to the defense interest of the nation, then 
"CONFIDENTIAL" should be used. While some examples oi the first 
two categories are given as guidelines, they are largely confined to the 
effect of disclosure on international relations and the definitions them- 
selves remain general and therefore vague. Two reasonable men of 
similar background and possessing equal knowledge could well disagree 
on the application of these criteria to a particular piece of information. 
When it is realized that within the world-wide activities of the Depart- 
ment of Defense hundreds of thousands of individuals must be authorized 
to apply these criteria in at least the Confidential category, it is not 
surprising that the results are often inconsistent. Within certain tech- 
nical areas guides for classification have been provided, and the Air 
Force has made an attempt to supply general guidance in applying the 
criteria. We commend these efforts, but the problem of generality of 
the criteria is still a major one. 


There are other factors which aggravate the situation. A 
subordinate may well be severely criticized by his seniors tor permitting 
sensitive information to be released, whereas he is rarely criticized for 
over-protecting it. There is therefore an understandable tendency to 
"play safe'' and to classify information which should not be classified, or 
to assign too high a category to it. The use of even Top Secret has gone 
far beyond that contemplated in Executive Order 10501. While the infor- 
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mation protected by this overclassification is not as a rule important 
for the public to know, the resulting load impairs the functioning of 
the system. 


Further, there is a tendency to use the classification system 
to protect information which is not related to the national security. 
Perhaps the prime example is information dealing with administrative 
matters, We strongly believe that, even though the Department of 
Defense is a governmental agency and cannot expect to operate with 
the privacy of a business organization, there are nevertheless certain 
matters which if made public would reduce the efficiency of the oper- 
ations of the Department below the standard which the public itself 
requires. Personnel records is perhaps the most frequently cited 
example of this type of information. An example of equal or perhaps 
greater importance is papers expressing the views of the staff to 
superiors. If these papers are not held private, then the written ad- 
vice of staff members to their superiors may be such as they think 
will later look well in the public print rather than their true opinion. 

But granted the necessity for protecting these administrative matters, 
such protection is justified on other grounds than the national security. 
Within the Department of Defense it is covered by Directive 5200. 6, 

(Tab C), which requires among other things that ''preliminary documents 
relating to proposed plans or policy development" should not be disclosed 
when disclosure would adversely affect morale, efficiency or discipline, "' 
and which authorizes the use of the stamp "FOR OF FICIAL USE ONLY."' 
Nevertheless there is a marked tendency to classify this information 
under Executive Order 10501. This constitutes an abuse of the classi- 
fication system established by that Order and tends to destroy public 
confidence in the system. 


We have heard allegations as to another type of abuse of the 
classification system, namely its use to cover up administrative mis- 
takes. We have found no instances of such abuse, and believe that if it 
exists at all it is of minor importance in the problem of overclassification. 


There is, however, another real source of overclassification. 
It is the attempt to do the impossible - to keep as classified information 
which can no longer be withheld. The physical appearance of a test 
model of a new plane which must be rolled out of the manufacturer's 
plant adjoining a public highway is an example. General performance 
data of a new plane which has become widely known prior to quantity 
production is another. Information originally classified and subsequently 
officially revealed and the classification of compilations of unclassified 
data are other examples. 
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Still another aspect of overclassification is the use of the 
system to protect information which ordinarily would be released 
but which is withheld temporarily in support of a foreign policy ob- 
jective. Whether or not this is overclassification in the strict sense 
of the word, it is certainly so regarded by the press, and it is dis- 
turbing to the system. Granted that standards of what is harmful to 
the national security should vary with the international situation and 
so be generally responsive to foreign policy, the system cannot be 
operated as if steam were being turned on or off ina radiator, Rather 
the system is like a hydro-electric dam where the water can be gradually 
raised or lowered, but not suddenly. There are too many people in- 
volved for sudden shifts of policy. Confusion, uncertainty and loss of 
confidence in the system result. 


Theoretically overclassification can be remedied by declassi- 
fication. And Exeaitive Order 10501 contains admirable provisions 
relating to declassification. These provisions are not, however, work- 
ing satisfactorily. In only a few offices is declassification keeping up 
with the creation of current classified material, and the backlog of 
classified information created during and since World War II remains 
substantially untouched, in vaults, warehouses and industrial plants. 
While we do not consider that dissolving this backlog would contribute 
in a major way to the immediate problem of safeguarding current 
classified information, we do feel concern over the failure to keep up 
a declassification program on a more current basis. The Executive 
Order requires that where possible a date for automatic declassification 
be set at the time of classification. This device is not widely used, 
largely because of reluctance to rely on forcasting future events. 
Probably it could and should be used more widely. But even so, there 
is a great field where it cannot be applied. Current practice is to 
consult the office which originated the classification before declassi- 
fying. This entails an appreciable amount of paper work. Further, 
when the document is declassified notification must be given to all 
those who have copies, which often entails a formidable task of addi- 
tional paper work, especially where industry is involved. With the 
continuing requirement to reduce administrative personnel throughout 
the Department of Defense, the additional effort and paper work 
necessary to attain adequate declassification has simply not been forth- 
coming. The act of classification is simple and expeditious, 
declassification is involved and tedious. In the battle between the two, 
the advantages are on the side of classification, and declassification 
has fallen below the effectiveness envisaged by Executive Order 10501. 
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For all these reasons overclassification has reached 
serious proportions. The result is not only that the system fails to 
supply to the public information which its proper operation would 
supply, but the system has become so overloaded that proper protection 
of information which should be protected has suffered. The press re- 
gards the stamp of classification with feelings which vary from indiffer- 
ence to active contempt. Within the Department of Defense itself the 
mass of classified papers has inevitably resulted in a casual attitude 
toward classified information, at least on the part of many. 


B. Unauthorized Disclosures. 


The seriousness of unauthorized disclosures, both in number 
and nature, cannot be determined, because only those which come to 
light are available for evaluation. The unknown ones are probably the 
most vicious in that they are likely to include those involving real 
espionage. We can only hope that there are not many of them. It is, 
however, obvious that the weaker the protective system is, the greater 
the number of unknown compromises will be. This of course is a 
reason for our concern over the factors described in connection with 
overclassification which tend to weaken the system. 


As to known unauthorized disclosures, not all are serious. 
The number and nature of those which have been traced to careless 
violation of the rules for physical protection (locking safes, manner 
of transmission of classified information, etc.) persuade us that the 
violations of these rules within both the Department of Defense and 
industry is reasonably under control. Nor do we think that unauthor- 
ized disclosures occurring at social gatherings, either through care- 
lessness or to enhance someone's ego, as distinguished from deliberate 
"leaks"' considered below, present a serious problem. While it is true 
that compilations of data which are composed of unclassified items may 
disclose information helpful to a potential enemy, their disclosure in 
all probability merely saves him some time and effort, and does not 
appear to us to represent a major problem. 


We are, however, concerned with deliberate disclosures of 
classified information or so-called "leaks.'' While in many cases it 
could be argued that the information so disclosed is not really of serious 
security significance, that is not always true, and these leaks evidence 
a breakdown of the system and indeed of discipline itself which, if 
unchecked, may have most serious consequences. There have been a 
good many instances of this type of unauthorized disclosure over a 
considerable period of time, and the number appears to be increasing. 
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Due to the difficulties in identifying the sources of these leaks because 
of the large number of persons who have had access to the information 
in question, it is impossible to describe with certainty the individuals 
who are responsible and the reasons which motivated them. We are, 
however, left with the strong impression that both civilians and mili- 
tary of considerabl. vcesition and rank are involved, and that they are 
generally motivated by a desire to further the interests of a particular 
Service. 


There is no doubt that the traditional differences in point of 
view of the three major Services are accentuated today. The revo- 
lutionary developments in new weapons since the advent of the atomic 
bomb have made mandatory a continuing review of the over-all concept 
of national defense, to determine how to spend most wisely the money 
which our economy can afford for national defense in this indeterminate 
period of strained international relations and rapidly developing tech- 
nology. Further, it is not possible to demonstrate that the decisions 
of these difficult problems are right when taken, The decisions involve 
a balance of calculated risks, on which reasonable men may differ. 
Only a war can prove whether the decisions are right. Under these 
circumstances it is understandable that different Services will have 
different concepts and that ardent advocates of a particular concept 
will wish to do everything they can to weight the balance in favor of 
their particular philosophy. The deplorable thing is that they should 
carry their ardor to the point of undermining the system on which the 
nation relies for the protection of its defense secrets and should flout 
the discipline which makes all the Services, their own included, 
effective. 


In this connection, it is doubtless true that loyalty to a Service 
has a greater appeal to the individual, since it is rpoted in years of 
tradition, then does loyalty to the comparatively recently created De- 
partment of Defense. Also, when one Service has apparently profited 
by taking its case outside the Department, the pressure to obtain a 
similar advantage for another Service is intensified. But in our judg- 
ment neither of these considerations is an excuse for excesses which 
damage the whole defense effort. 


Nor is there any excuse on the ground that when there is 
disagreement among the Joint Chiefs of Staff, decision is made by the 
Secretary of Defense and a few non-military advisors. Some members 
of the press appear to think that this is so. On the contrary, the Secretary 
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of Defense can and frequently does obtain the advice of the Armed 
Forces Policy Council, composed of the Secretary of Defense, the 
Deputy Secretary of Defense, the Secretaries and military Chiefs 

of the three military departments and the Chairman of the Joint 
Chiefs of Staff. If agreement is not reached in that manner, the 
matter can be and often is taken to the President or presented to the 
National Security Council, chaired by the President, where dissenting 
views can be fully heard. Even after a matter has been heard at the 
National Security Council, appeals can be and sometimes are made to 
the President. In our view the refusal of members of a Service to 
accept decisions reached after such a process is utterly inexcusable. 


From the foregoing we conclude that the two major shortcomings 
in the operation of the classification system are overclassification and 
deliberate unauthorized disclosures. We further conclude that little, 
if any, progress can be made without a successful attack on these two 
major shortcomings. 


V. Fundamental Causes of Shortcomings. 


Preliminary to suggesting remedies to defects in any given situ- 
ation, it is often profitable to inquire into their causes, in an endeavor 
to identify the fundamental ones and so make remedial action simpler 
and more effective. In our view, the trouble in this case does not 
ster from defects in statutes, executive orders, directives or regu- 
lations. No change in the statutes or executive orders has been 
suggested to us which would in our judgment contribute significantly 
to improving the situation, The directives and regulations seems to 
us to be in the main well conceived and conscientiously administered 
by the security offices both in the Office of the Secretary of Defense, 
in the Joint Chiefs of Staff and in the military departments. While 
they may need supplementing to carry out some of the recommenda- 
tions in this report, they are not the cause of the trouble. The trouble 
lies deeper than that, 


We have been told that information security is a state of mind 
and not a set of rules. With this we agree. We further think that a 
state of mind is part of morale, and as such is a facet of discipline, 
and discipline is a command function, 


Stating the matter less abscractly, a failure to comply with the 
regulations governing information security is a breach of discipline as 
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much as a failure to comply with regulations for the proper mainten- 
ance of weapons. It is immaterial whether the failure is inadvertent, 
as is generally the case in overclassification and in-some unauthorized 
disclosures, or is deliberate, as in the case of disclosure to further a 
particular military concept, 


Generally speaking, it is very difficult in this country to enforce 
compliance with rules if those rules are not widely accepted as both 
necessary and reasonable. The failure of prohibition in the 1920's is 
the classic example. While this principle has less force in a military 
establishment than in civilian life, nevertheless in the activities of 
military organizations which are not directly related to combat, the 
principle has substantial force. 


In the case of information security, while the need for it is ac- 
cepted in the abstract, the need is not so keenly felt as in many other 
matters. It is not difficult for an infantryman to appreciate the need 
for the skillful use of ground cover when an enemy is shooting at him; 
but the intelligence agents of a potential enemy work quietly, and it is 
easy to forget their existence in the press of getting things done. We 
are aware that there are procedures throughout the Department designed 
to bring home the importance of information security by way of indoctri- 
nation and the like, and we commend these efforts. We think, however, 
that they are too largely confined to the lower echelons and that their 
effect has worn thin with those of higher rank. 


Nor is the reasonableness of the security rules accepted as fully 
as it should be. On that score overclassification plays an important 
part. When much is classified that should not be classified at all, or 
is assigned an unduly high classification, respect for the system is 
diminished and the extra effort required to adhere faithfully to the 
security procedures seems unreasonable, 


But the lack of a keen appreciation that security regulations are 
both necessary and reasonable is not the only cause for the existing 
lack of discipline in the field of security information. These are lacks 
on the positive side of discipline. Discipline however has a negative 
side - punishment. Even in this country punishment is recognized as 
an essential element of discipline. And we think disciplinary action 
has not been adequate in the field of security information, even after 
making due allowance for the difficulties generally encountered in 
identifying those responsible for violations. 
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VI, Recommendations on the Two Major Shortcomings. 


With the foregoing considerations in mind, we recommend as 
follows: 


A. Overclassification. 


Recommendation No, 1. We recommend that a 
determined attack be made on overclassification. 
We think this should be spearheaded by the re- 
sponsible heads within the Department of Defense, 
from the Secretary of Defense down, registering 
a keen interest in information security. 


In any organization, particularly a military one, the example of 
the head of the organization has a potent influence on the whole organ- 
ization. If he is interested in a particular subject, his immediate 
subordinates will be aware of it and will make sure that they are inter- 
ested too. This interest will flow down the chain of command in a 
surprisingly short time until it permeates the entire organization. 


There are many ways by which this keen interest may be evidenced. 
An important one is for the responsible head to make a point of personally 
checking the classification of documents coming across his desk, sending 
back with displeasure those which have been overclassified. This should 
be supplemented by evidencing a personal interest in the contents of a 
paragraph dealing with information security, which we recommend below 
be included in each program. An examination of the detailed recom- 
mendations which follow will suggest other ways of registering interest. 


Our second recommendation sets forth other steps which we think 
should be taken to reduce overclassification. We have received a great 
many suggestions and recommend the following as having merit: 


Recommendation No. 2a. Extend the use of classi- 
fication guides now existing in several technical 
fields to other areas, and supplement the regu- 
lations covering general classification by develop- 
ing guidelines and listing typical examples for 

each category of classification. 


Department of Defense Directive 5230.12 (attached as Tab D) is an ad- 
mirable example of a technical classification guide, except that it could 
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well prescribe the appropriate category of classification. On general 
classification, it should prove helpful to list certain categories as re- 
quiring a high degree of protection, such as strategic plans, future 
programs, design details, detailed performance data, new develop- 
ments, operational methods, deployment, information as to our own 
specific weaknesses, and sources of our information regarding a 
potential enemy. 


Recommendation No, 2b. Carry down the line 
Recommendation No. | made with respect to 

top officials, that superiors throw back over- 
classified matter received from subordinates. 


At one time there was a requirement for the superior to initial a 
stamped form indicating his approval of the classification assigned, 
but this became routine and we think it would again, and do not recom- 
mend its reinstatement. 


Recommendation No. 2c. Cut down the number 
who are authorized to classify information as 
Top Secret and to receive copies of Top Secret 
papers. 


Executive Order 10501 contemplates a more specific designation of 
those authorized to use this category than the regulations of the Services 
now provide. This should be corrected, and at the same time a real 
effort made to limit more severely the distribution of copies of Top 
Secret documents. 


Recommendation No. 2d. Require that each 
program or order susceptible of such treat- 
ment contain a special paragraph dealing 
with information security. 


This paragraph should prescribe the degree of classification for the 
various elements of the program, establishing if possible automatic 
declassification on a certain date or happening of a certain event, and 
should force a deliberate decision on the harmful effect on security of 
an early deadline. 


Recommendation No. 2e. Make wholly clear that 
the classification system is not to be used to 
protect information not affecting the national 


11 
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security, and specifically prohibit its use 
for administrative matters. 


Recommendation No, 2f. Cease attempts 
to do the impossible and stop classifying 
information which cannot be held secret. 


This includes information which cannot be withheld beca'1se it inevitably 
is known to too many people. It includes the physical appearance and 
general performance data of new weapons when they have become widely 
known. It also includes compiled data composed of unclassified items 
and information which is already puklic, where official confirmation 
would not be of substantial value to a potential enemy, even though it 
will require additional machinery to keep track of what inforrration 

has been publicly revealed. 


Recommendation No, 2g. Improve procedures 
for releasing information as to the existence 
and general nature of differences of opinion 
between the several Services to permit author- 
ized representatives to express Service views 
without disparaginy their sister Services, and 
without, of course, disclosing information 
which is classified for reasons other than 
differences in military concept between the 
Services. 


This recommendation really falls under No. 2f above, but it is also 
related to "leaks" in that it would tend to reduce the pressure causing 
them, and it is of sufficient importance to justify a recommendation 
by itself, There is no doubt that the existence of the differences of 
opinion between the Services, and their general nature, is widely 
known. Any attempt to cover up their existence and general nature 
not only creates great pressure to "leak" but creates an undesirable 
and inaccurate impression in the public mind that the Secretary of 
Defense is trying to cover up grave issues which he cannot solve. 
That tends to shake the confidence of the public in our: whole defense 
set-up. Some of the press argue vigorously that the present proced- 
ures permitting disclosure of the issues are inadequate, that here are 
issues of great national importance on which the rightness of the final 
decision cannot be demonstrated short of war, and for decisions to be 
wholeheartedly supported the public must be informed; they should not 
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be decided in secret by a small group, however high their rank, 
Public discussion, they say, will not embarrass the Secretary of 
Defense if he takes the position that the problems are difficult; that 
he will consider all views and reach a decision only after the most 
careful consideration and with the very best advice he can obtain. 
They argue that under such circumstances publicity will help him 
because he will then receive understanding support from the public. 
If this argument contemplates going further than the limited publicity 
recommended above, we think it goes too far. Decisions on military 
planning involve facts the disclosure of which would be most harmful 
to the security of the nation. It seems to us that those decisions 
must be left in the future, as they have in the past, to the military 
experts under supervision of the civilians made responsible by law, 
with proper Congressional participation. We therefore urge the 
improved procedures recommended above without passing on the 
merits of the foregoing argument, and on the simple ground that it 
is futile and harmful to try to hide the existence and general nature 
of Service differences. We should like to add that no one with whom 
we talked has advocated that once a decision is made, the Services 
be permitted to dispute those decisions in public. 


Recommendation No, 2h. Avoid changing 
the scope of classified information to re- 
flect temporary changes in emphasis in 
our foreign policy. 


As noted above, this may not be overclassification in the strict sense 
but many of the press think it is and it creates serious confusion in the 
already difficult task of applying the criteria to determine classification 
all over the world, 


Recommendation No. 2i. Establish within 

the Office of the Secretary of Defense 

(possibly within the office of the Administrative 
Secretary) an official who would be responsible 
for establishing, directing and monitoring an 
active declassification program both in the 
Office of the Secretary of Defense and the mili- 
tary departments. 


This official should be divorced from the direct influence of both 
security and public information officials in order to bring an unbiased, 
dispassionate and realistic judgment to the field of declassification. He 
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should likewise be of sufficient experience and knowledge to exercise 
mature discretion in matters affecting national policy vis-a-vis 
national security. After appropriate study, it might prove desirable 
to establish similar offices with comparable stature and mission in 
the military departments. In coordination with each other, means 
might then be found for simplifying declassification procedures and 
for eliminating the necessity of laboriously clearing each declassi- 
fication action with the originating office. Except where inappropri- 
ate, notification as to declassification action should also be reduced 
to a simple circularizing process, such as periodical bulletins, post- 
cards, etc. We have been advised that the Interdepartmental Com- 
mittee on Internal Security is studying the government-wide problem 
of declassification, and that the Department of Defense is participat- 
ing in the preparation of that Committee's report. In view of this 
pending study and of the complexity of the problem, we have not 
conducted a thorough examination of the total Department of Defense 
declassification problem. Nevertheless, we have penetrated the 
matter sufficiently to determine that while at first glance this par- 
ticular problem presents an utter maze of complexities and frustra- 
tions, more effective steps should be taken toward finding a practical 
solution to the immediate situation. Therefore, it is in the sense of 
making a start on a seemingly insurmountavle problem that we re- 
commend consideration of establishing the official described above. 


It should be noted that some of the measures proposed in the 
foregoing recommendations (particularly f) may be of some help to a 
potential enemy, but the chances are they would do no more than save 
him some time and effort. On balance we think there is more to be 
gained than lost in adopting the recommendations, 


It is obvious that some of the foregoing recommendations will 
require the expenditure of money. For instance, i involving declassi- 
fication, and f involving better machinery for keeping track of infor- 
mation which has already been officially released, will require more 
money. But we think that the comparatively modest additional expense 
required is well worth while. 


The foregoing recommendations concerning classification do not 


purport to be exhaustive. They represent our selection from all those 
submitted to us. In their implementation it is probable that others 
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equally adapted to attaining the desired objectives will suggest them- 
selves. 


B. Deliberate Unauthorized Disclosure. 


We think an important step in preventing deliberate unauthor- 
ized disclosure of classified information is to eliminate delay in 
instituting investigations. 


The existing investigatory machinery within the Department of 
Defense consists primarily of the machinery of the three military de- 
partments. The Office of the Secretary of Defense does not have 
inachinery designed to handle a full scale investigation. In appropri- 
ate cases the Department can and does call upon the Federal Bureau 
of Investigation; but the military departments carry the main load. 
While we are not equipped to make a detailed examination of the compe- 
tence and impartiality of the machinery of the military departments it 
is our distinct impression that their investigators are fully competent 
and have a professional pride in their work which produces impartiality. 
We see no reason to create a new organization of investigators re- 
sponsible directly to the Secretary of Defense. 


We do think, however, that someone directly responsible to the 
Secretary of Defense should be charged with maintaining the closest 
contact with investigations, in order to make sure that they are 
promptly initiated and vigorously pursued, no matter where they lead, 
and that the information produced by investigators reaches the top 
levels for action, and that appropriate action is taken. We further 
think that, for the purpose of refuting any allegation of Service bias 
if for no other reason, provision should be made for the participation 
of more than one Service in important investigations. 


We have already alluded to the difficulty frequently encountered 
in identifying the source of "leaks.'' We are not convinced that this 
difficulty is insurmountable, and we think some action can and should 
be taken to overcome it. 


Accordingly we propose as our third recommendation the follow- 
ing actions: 


Recommendation No. 3a. We recommend thai 
the Secretary of Defense make one person of 
stature in his office responsible for seeing 
that investigations are initiated with utmost 
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promptness on the occurrence of a "leak, "' 
and are vigorously pursued. 


At present the responsibility is divided between the Assistant Secretary 
of Defense (Manpower, Personnel and Reserve) and the General Counsel, 
with the Assistant Secretary of Defense (Legislative and Public Affairs) 
participating at least to the extent of identifying and weighing the 
seriousness of the "leak.'' Whether the responsibility should be 
centered in one of those, or in someone else, is a matter of organiza- 
tion on which we do not feel competent to recommend; but whoever is 
szlected, procedures should be established providing for the appropri- 
ate participation of the other interested elements of the Secretary's 
office. 


Recommendation No. 3b. We further re- 
commend that the Secretary of each mili- 
tary department start the investigating 
machinery of his department going instantly 
upon the occurrence of an unauthorized dis- 
closure and follow the progress of the in- 
vestigation closely. 


Recommendation No, 3c. In the case of 

a serious "leak, '' we recommend that the 
Secretary or military Chief of each mili- 
tary department convene a Court of 

Inquiry composed in each case of represen- 
tatives of the three military departments. 


Each of the three Courts should be charged with investigation within 
one of the military departments and its progress should be closely 
followed by the official in the Office of the Secretary of Defense de- 
scribed in 3a above. 


Recommendation No. 3d. In case ofa 
"leak" appearing in the press which involves 
the disclosure of information which obviously 
gravely damages the security of the nation, 
and where the source of the "leak'' cannot be 
identified, we recommend that the author be 
summoned to testify in a grand jury investiga- 
tion in order to discover the source of the 
"leak," 














526 INVESTIGATION OF NATIONAL DEFENSE 


As to disciplinary action itself we have the following recom- 
mendations: 


Recommendation No. 4a. When a member 
of the Department of Defense has been 
identified as the source of a "leak," stern 
disciplinary action should be taken, and 
taken with the utmost promptness. 


It seems to us that in the past, disciplinary action has often been too 
lenient and too slow, We think that, however high the motives of the 
individual may seem to himself, he is guilty of a serious offense and 
should be dealt with accordingly. 


Recommendation No, 4b. In cases where 
it is clear, from a "leak" or otherwise, 
that an individual has not accepted a de- 
cision reached by the Secretary of Defense 
or higher authority, we recommend that 
prompt and stern disciplinary action be 
taken, whatever the rank of the individual 
may be. 


Recommendation No. 4c. Commanding 
officers should be held responsible for 
security derelictions within their commands. 


Even where it has proved impossible to identify the source of a "leak,"' 
we do not think that all disciplinary action is necessarily defeated. 

Since the advent of organized military forces, dependent for thcir 
functioning on a chain of command, it has been inherent in the system 
to hold a commander accountable for derelictions or ineffectiveness 

in the discharge of his responsibilities. In war and peace, commanders 
of all ranks and positions have been relieved and frequently demoted for 
failures in various aspects o. the art of command. Violations of security 
affecting the national security are as serious as many other derelictions 
of command and should be treated as such by administrative action of a 
disciplinary nature. This should apply through the whole hierarchy of 
command. 


We think the recommendations contained in this Part VI of our 
report should result in substantial progress in overcoming the two 
major shortcomings of overclassification and unauthorized disclosures. 
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VII, Unauthorized Disclosures of Administrative Matters. 


So far in this report our concern has been primarily with classi- 
fied information and we have merely noted that certain administrative 
matters, such as the advice of staff members to their superiors, often 
do not affect the national security and that in such case they should be 
protected under Department of Defense Directive 5200.6 and not by 
the classification system. 


The vast majority of our people, both military and civilian, are 
well indoctrinated in the need for preserving the integrity of infor- 
mation dealing with military operations, such as war plans, and toa 
lesser degree of information less obviously relating to the national 
security. However, in the case of administrative matters which do 
not involve national security, but which nevertheless should not be 
publicly disclosed, there is every indication that such matters do not 
share the same regard. The impression is wide-spread that’papers 
that do not bear a classification stamp (even if stamped ''FOR 
OFFICIAL USE ONLY" and regardless of their import) are fit subjects 
for disclosure and discussion both within and outside the Department, 
even though in view of the provisions of Department of Defense Di- 
rective 5200.6, that disclosure involves a breach of discipline as 
much as the disclosure of classified information. The reason for 
this may be that responsibility for the administration of this Di- 
rective has not been fixed. It has not been assigned to the various 
security offices and it is on the periphery of the responsibilities of 
the various administrative offices. 


We therefore submit the following as our fifth recommendation: 


- Recommendation No. 5a. Responsibility 
for protecting administrative matters en- 
titled to protection should be definitely 
fixed. 


Our view is that it should be assigned to the various security offices, 
since the problem of protecting administrative matters is essentially 
no different than protecting classified information, even though the 
basis for the protection is different. Whether or not this is the proper 
administrative move, the main point is to fix responsibility somewhere. 


Recommendation No. 5b. Department of 
Defense Directive 5200.6 should be amended 
to add to the information protected by para- 
graph III A 3 f information relating to the 
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advice on official matters which person- 
nel of the Department of Defense exchange 
with each other; and paragraph III B should 
be amended to make the use of the stamp 
"FOR OFFICIAL USE ONLY" compulsory 
on all future documents entitled to pro- 
tection under Directive 5200. 6. 


Recommendation No. 5c. A vigorous 
program of indoctrination should be initi- 
ated among all personnel to instill a regard 
for the safeguarding of administrative 
matters entitled to protection under Di- 
rective 5200. 6. 


Recommendation No, 5d. In serious 

cases of unauthorized disclosures of these 
administrative matters, investigations and 
disciplinary action similar to that recom- 
mended above in connection with "leaks" 

of classified information should be under- 
taken, with the same person in the Office 
of the Secretary of Defense being responsi- 
ble for initiating and following up investiga- 
tions. 


VII, Industry. 


We think that industry does a satisfactory job in protecting 
classified information, except in one aspect. Indeed some companies 
do an outstanding job. The exception is that in their desire to build 
up prestige some companies give out damaging technical information 
in their annual reports to stockholders, in advertisements, at business 
conferences and to trade and technical journals, This is especially 
true in connection with the production of new weapons, and it applies 
both to prime and subcontractors. As a part of our sixth recommienda- 
tion we therefore recommend: 


Recommendation No. 6a. More effective 
efforts should be made to educate the 
officers of offending companies, followed 
if necessary by the withdrawal of clear- 
ance of offending individuals, plus in ex- 
treme cases diversion of future business, 
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We have received compelling evidence of the real harm caused 
by information published in trade and technical journals. In some 
cases the data disclosed approaches complete specifications and de- 
tailed performance data of new planes or weapons -- matters which 
are of the greatest help in enabling a potential enemy to attain 
superiority in that vital field by taking advantage of our progress or 
concentrating on counter measures. This information appears to be 
derived from visits to manufacturing plants and conversations with 
manufacturer's personnel. 


Recommendation No. 6b. We recommend that the 
Department of Defense take vigorous measures 
to stop this type of "leak, " and suggest that 
strengthening amendments to the Industrial 
Security Manual designed to limit to unclassi- 
fied information the information obtainable 

from contractors and subcontractors by re- 
presentatives of trade and technical journals 
would be an effective method to accomplish 

the desired result. 


1X, Congres é 


We have not included as unauthorized disclosures in this report 
classified information given to Congress. While we believe damage 
to the national security can, and sometimes does, come from dis- 
closure of classified information furnished Congress, Congress will 
not, and in our opinion should not, authorize the large appropriations 
necessary to support the national defense effort without adequate in- 
formation. The problem of security is well understood by both 
Congress and the Department of Defense, and procedures are available 
which, if followed by both branches of the government with understand- 
ing and good will, should produce a reasonably satisfactory degree of 
information security. We urge both branches to continue their efforts 
to insure that this mut.al understanding and good will exists at all 
times. In so doing we think that both branches should keep in mind 
that unfriendly nations can glean a great deal of valuable information 
from the published reports of proceedings before Congressional Com- 
mittees. Granted that these Committees should have a great deal of 
information, it seems to us unnecessary and highly undesirable to 
publish to the world information of great help to a potential enemy. 
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Recommendation No. 7. Care should be 
exercised to see that the published reports 
of proceedings before Congressional Com- 
mittees do not contain classified operational 
concepts or technical data concerning new 
weapons and installations. 


X. The Press. 


We have alluded to the press a number of times in this report. 
In so doing we mean not only the newspapers, but also the wire 
services, magazines, radio, television -- in short all non-technical 
news media. We think we have their point of view clearly in mind, 
insofar as such a diverse and individualistic group may be said to 
have a single point of view. 


It is our conclusion that in spite of the keen competition in the 
collection of news, and in spite of the resulting tendency of some to 
underrate the aid disclosures can give a potential enemy, or the dis- 
comfort disclosures can give our allies, or the importance of interim 
security for information which will ultimately be released, neverthe- 
less the press is fully as loyal to the nation as any other segment of 
our population. Indeed we have run across instances where infor- 
mation of high news value has been voluntarily withheld, only to have 
it "scooped" by someone less scrupulous. It is true that we have 
also run across instances where a member of the press has made it 
clear that he is disclosing the contents of a Top Secret document. 

We think that is a disservice to the United States which is wholly 
inexcusable, even after making due allowance for the existing tendency 
to overclassify. 


It has been suggested to us that some form of voluntary censor- 
ship by the press could be organized if a proper approach were made 
to leaders of the press. After careful consideration we do not recom- 
mend it. We believe that the competitive element in news gathering 
is too strong for any such attempt to be successful. We think past 
experience proves that this may not be done short of censorship, and 
that should war come, whether a major or minor war, censorship 
will be readily accepted by the press. 


It has been proposed to us that all information given to the press 
should flow through the Office of Public Information and that the present 
practice of permitting direct access by the press to members of the 


21 








INVESTIGATION OF NATIONAL DEFENSE 531 


Department of Defense should be discontinued. We do not favor this 
proposal; we think it is in the nature of a partial censorship. We do 
however believe that the Office of Public Information cannot effectively 
perform its proper function if it has not at least general information 
as to who has been interviewed by members of the press. and if it is 
not available when requested to assist in such interviews. 


We also believe that some members of the press do not fully 
appreciate the marked difference between ordinary peacetime and 
the present so-called "cold war.'"' While we are confident that the 
press can be counted on not to publish information which they deter- 
mine will significantly damage the security of the nation, “we believe 
that in making their own determination some of them tend to ignore 
the difference between ordinary peace and today's international situ- 
ation. In 1948 Dr. Vannevar Bush made an able presentation to the 
press of the problem of information security on technical matters 
as it existed at that time. We think that presentation is equally 
applicable today, and attach a copy as Tab E. 


Accordingly as our eighth recommendation we recommend: 


Recommendation No, 8a. All interviews by 
the press with members of the Department 
of Defense in the Washington area should be 
arranged through the Office of Public Infor- 
mation and, if so requested by the person to 
be interviewed, a representative of that 
Office should attend the interview. 


Recommendation No. 8b. A forceful state- 
ment outlining the differences between 
ordinary peace and the present situation 
from the point of view of information securi- 
ty should be prepared and given wide dis- 
tribution to the press, 


Recommendation No. 8c. When a request 
by the press for the release of information 
is denied on the ground that the information 
is classified, the press should be told why 
it is classified. The bald statement that it 
is classified often creates in their minds 
the feeling that the refusal is wholly arbi- 
trary. Of course in some cases the full 
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background is too sensitive to be dis- 
closed. Nevertheless we think more 
can be done along these lines. 


XI. Concentration of Implementation. 


It is impossible for us to draw geographical lines delineating 
those areas in which the problems we have discussed are the most 
acute, and those areas in which they are less acute. Nevertheless 
we are convinced that the Washington area contains by far the largest 
number of problems and that they are by far the most acute. It is 
there that the future of the Services is decided, and there that the 
mass of classified papers is generated, and there that the number of 
officials with over-all knowledge is the greatest. 


We therefore submit our ninth recommendation: 


Recommendation No. 9. Implementation 
of the recommendations of this report 
should be concentrated on the Washington 
area. 


Not only should this simplify implementation, but if the situation in 
Washington can be improved, we believe improvement in the field 
would follow almost automatically. 


XII. General Conclusions. 


Our examination leads us to conclude that there is no conscious 
attempt within the Department of Defense to withhold information which 
under the principles set forth at the beginning of this report the public 
should have; that the classification system is sound in concept and, 
while not operating satisfactorily in some respects, it has been and is 
essential to the security of the nation; and that further efforts should 
be made to cure the defects in its operation. 


XIII. Summary of Recommendations. 
For convenience there follows a summary of our recommendations. 
Recommendation No. 1. Make a determined attack on over- 


classification, spearheaded by the responsible heads within the Depart- 
ment of Defense, from the Secretary of Defense down. (page 10) 
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Recommendation No. 2a. Supply guides to overcome the 
generality of classification criteria. (page 10) 


Recommendation No, 2b, Broaden Recommendation No. 1 
by requiring that all superiors reject overclassified material received 
from subordinates. (page 11) 


Recommendation No. 2c. Cut down the number who are 
authorized to classify information as Top Secret and to receive copies 
of Top Secret papers. (page 11) 


Recommendation No, 2d. Require that each program or order 
susceptible of such treatment contain a special paragraph dealing with 
information security. (page 11) 


Recommendation No, 2e. Make wholly clear that the classi- 
fication system is not to be used to protect information not affecting 
the national security. (page 11) 


Recommendation No. 2f. Cease attempts to classify infor- 
mation which cannot be held secret. (page 12) 


Recommendation No, 2g. Improve procedures for releas- 
ing information as to the existence and general nature of differences 
of opinion between the several Services to permit authorized re- 
presentatives to express Service views, without disparaging their 
sister Services, and without, of course, disclosing information which 
is classified for reasons other than differences in military concept 
between the Services. (page 12) 


Recommendation No. 2h. Avoid changing scope of classi- 
fied information to reflect temporary changes in emphasis in our 
foreign policy. (page 13) 


Recommendation No, 2i. Establish within the Office of the 
Secretary of Defense an official who will be responsible for establish- 
ing and monitoring an active declassification program. (page 13) 


Recommendation No. 3a. Designate one official in the 
Office of the Secretary of Defense as responsible for seeing that in- 
vestigations of "leaks" are initiated with utmost promptness on their 
occurrence and are vigorously pursued. (page 15) 
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Recommendation No. 3b. Within each military department 
start investigating machinery going instantly upon occurrence of an 
unauthorized disclosure. (page 16) 


Recommendation No. 3c. Convene Courts of Inquiry of 
tri-service composition in case of a serious "leak." (page 16) 


Recommendation No. 3d. In case of a "leak" appearing in 
the press which obviously gravely damages the security of the nation, 
and where the source of the ''leak'' cannot be identified, summons the 
author to testify in a grand jury investigation in order to discover the 
source. (page 16) 


Recommendation No. 4a. Take prompt and stern discipli- 
nary action when the source of a "leak" is identified. (page 17) 


Recommendation No. 4b. Take prompt and stern discipli- 
nary action when an individual has not accepted a decision reached 
by the Secretary of Defense or higher authority. (page 17) 


Recommendation No. 4c. Hold Commanders responsible 
for security derelictions within their commands. (page 17) 


Recommendation No. 5a. Fix responsibility for protecting 
administrative matters. (page 18) 


Recommendation No. 5b. Amend Department of Defense 
Directive 5200.6 to include protection for information relating to ad- 
vice on official matters and compel use of "FOR OFFICIAL USE ONLY" 
stamp on all future documents entitled to protection under that Directive. 
(page 18) 


Recommendation No. 5c. Initiate a program of indoctrination 
among all personnel of the Department of Defense to instill a proper 
regard for safeguarding of all information protected by Department of 
Defense Directive 5200.6. (page 19) 


Recommendation No, 5d. Take appropriate and prompt in- 
vestigative and disciplinary action in cases of unauthorized disclosure 
of information on these administrative matters. (page 19) 


Recommendation No. 6a. Take steps to develop a better 
understanding in certain parts of industry of the hazards to national 
security resulting from disclosure of certain technical classified infor- 
mation. (page 19) 
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Recommendation No. 6b. Take vigorous steps to stop 
leaks to trade and technical journals. (page 20) 


Recommendation No. 7. Exercise care in the publishing 
of reports of proceedings before Congressional Committees to elimi- 
nate sensitive technical data and classified operational concepts. 
(page 21) 


Recommendation No. 8a. Arrange interviews with Depart- 
ment of Defense members through the Office of Public Information, 
with a representative sitting in if requested. (page 22) 


Recommendation No. 8b. Release a forceful statement to 
the press outlining the differences between ordinary peace and the 
present situation from the point of view of information security. 


(page 22) 


Recommendation No. 8c. Give reasons for classification 
whenever possible when requests for information are denied. (page 22) 


Recommendation No. 9. Concentrate implementation of 
these recommendations on the Washington area. (page 23) 


Respectfully submitted: 
se ‘ 
Charts 0. Codectyr, 
Charles A. Coolidge, Chairman 
Wh wins Utah ller 


Admiral William M. Fechteler, USN (Ret.) 







Genera} John E. Hull, USA (Ret.) 


Gen@ral Gerald C. Thomas, USMC (Ret.) 


ral bl. Y biased 


Lieutenant General Idwal H. Edwards, USAF (Ret. ) 


November 8, 1956. 
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1 Jure 195) 
NUMBER 5200.6 


Department of Defense Directive 


SUBJECT Policy Governing the Custody, Use and Preservation of 


Department of Defense Official Information Not Within 
the Purview of Executive Order No. 10501 


References: (a) Revised Statutes, Sec. 161 (5 U.S.C. 22) 


(b) Sec. 3 of the Act of June 11, 196 (60 Stat. 
238; 5 U.S.C. 1002) 

(c) Sec. 1 of the Act of June 25, 1948 (62 Stat. 
791; 18 U.S.C. 1905) 


PURPOSE 


A. 


C. 


Pursuant to statutory requirements, to assure the proper 
custody, preservation and use of official infomation which 
requires protection in the public interest, but which is 
not within the purview of Executive Order No. 10501. 


To authorize the use of the term "For Official Use Only” 
within the Department of Defense for identifying this type 
of official information. 


To avoid arbitrary and unreasonable withholding of such 
information, but to assure that official information not 
within the purview of Executive Order No. 10501 is released 
only by authorities who are competent to determine whether 
release is prejudicial to the public interest. 


BACKG FOUND 


A. 


Records and files of an executive agency of the Government, 
in the absence of specific statutory restriction, are gen- 
erally subject to the right of inspection by persons having 
a legitimate interest in such records and files. The prin- 
cipal exception to the general rule concerming the right of 
inspection provides that the use of official records may be 
subjected to appropriate restrictions when the head of the 
agency deems such restrictions are required in the public 
interest. 
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The authority for imposing restrictions on the use of public 
records is derived primarily from reference (a) which permits 
the head of a department to issue regulations, not inconsistent 
with law, governing the custody, preservation ami use of the 
records of his department. Reference (b) provides generally 
that, except for (1) any function of the United States requir 
ing secrecy in the public interest or (2) any matter relating 
solely to the internal management of an agency, the records 

of an agency of the Government shall be made available to per 
sons properly and directly concerned, except information "held 
confidential for good cause foumd." Reference (c) provides for 
penalties for disclosure of official information which would be 
in violation of law. 


ITI. POLICY 


A. 


1. All documents, material, technical information or any other 
information relating to the operations and activities of 
the Department of Defense are considered official informa- 
tion. 


2. That official informtion which requires protection in the 
interests of national defense is so protected under the 
provisions of Executive Order 10501, dated 5 November 1953, 
"Safeguarding Official Information in the Interests of the 
Defense of the United States," and implementing Department 
of Defense Directives Number 5200.1, dated 19 November 1953, 
and Number 5200.3, dated 21 December 1953. 


3. Certain other official information, not within the pu-view 
of Executive Order 10501, requires protection in accordance 
with statutory requirements or in the public interest. Such 
information includes, but is not limited to, the following: 


a. Records and information which pertain to individuals 
Such as personnel records, medical records, and in- 
vestigative reports, documents, and proceedings. 


b. Infomation as to the identity of confidential informants 
and infomation furnished by them in confidence, 


ce. Information received in confidence from private ind- 
viduals, firms, or organizations in connection with bids, 
proposals, “trade secrets", and reports of a financial, 
technical, or scientific nature. 


d. Information which is, or may reasonably be expected to 
be, connected with any pending or antitipated litigation 
before Federal and state courts or regulatory bodies. 
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e@. Advance information on proposed plans to procure, 
lease or otherwise acquire or dispose of materials, 
real estate, facilities, or functions, which would 
provide undue or discriminatory advantage to private 
or personal interests. 


f. Preliminary documents relating to proposed plans or 


policy development when premature disclosure would 
adversely affect morale, efficiency or discipline. 


ge Examination questions and answers to be used in 
training courses or in the determination of quali- 
fications of candidates for employment, entrance to 
duty and advancement or promotion. 


B. In order to assure uniformity within the Department of Defense 
for identifying information such as listed in Section III A 3 
above, the term "For Official Use Only" is authorized. The 
use of the term is optional and the conditions under which it 
will be used shall be prescribed by the Secretaries of the 
Military Departments and the Assistant Secretary of Defense 
(Manpower and Personnel). Information such as described in 
Section III A 3 above will be afforded protection as required, 
regardless of whether or not the information is identified 
by the term "For Official Use Only." 


C. Release of official information such as described in Section 
III A 3 above will be authorised only upon a determination by 
a@ responsible official that the request for such information 
is based upon a legitimate interest, and that its release will 
not be prejudicial to the public interest or contrary to law, 
The arbitrary and unreasonable withholding of such information 
will be avoided. In this connection, the identifying term 
"For Official Use Only" will be removed promptly when there is 
no longer a specific justification for protecting such information. 


ACTION 


The Secretaries of the Military ents and the Assistant Secretary 
of Defense (Manpower and Personnel) will insure that adequate regula- 
tions have been, or are, issued to implement the policy stated herein 
with regard to the protection and athorizsed release of the official 
records and information of their respective agencies. 
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IMPLEMENTATION 


It is requested that copies of implementing instructions be 
furnished this office when issued. 


EFFECTIVE DATE 


This Directive is effective immediately. 


uber} 


Acting Secretary of Nefense 
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THE SECRETARY OF DEFENSE 
WASHINGTON 


August 13, 1956 


Dear Mr. Coolidge: 


As you are aware, I am seriously concerned over the un- 
authorized disclosure of classified military information. Iam, 
therefore, forming a committee to study the problem and suggest 
methods and procedures to eliminate this threat to the national 
security. 


I appreciate your willingness to be chairman of the com- 
mittee. Iam asking a senior retired officer from each Military 
Service to serve with you. I will appreciate it if you and your commit- 
tee will undertake an examination of the following matters affecting 
national security: 


1. A review of present laws, Executive Orders, Department 
of Defense regulations and directives pertaining to the classifi- 
cation of information and the safeguarding of classified informa- 
tion, to evaluate the adequacy and effectiveness of such documents. 


2. An examination of the organizations and procedures fol- 
lowed within the Department of Defense designed to implement 
the above cited documents, to evaluate the adequacy and effective - 
ness of such organizations and procedures. 


3. An examination of the means available to the Department 
of Defense to fix responsibility for the unauthorized disclosure of 
classified information, and to determine the adequacy and effec- 
tiveness of such means in preventing future unauthorized disclo- 
sures of such information. 


4. An examination of the organizations and procedures in the 
Department of Defense designed to prevent the inadvertent dis- 
closure of classified information in any manner, 


I realize that the above problem areas are complex, and I want 
your committee to have adequate opportunity to go into them thoroughly. 
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In view of the extreme seriousness of the matter, however, I would 
appreciate an interim report as soon as possible. 


Sincerely, 


CEOihor— 


Honorable Charles A. Coolidge 
Department of Defense 
Washington 25, D. C. 


23511 O—58——-35 
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March 27, 1956 
NUMBER 5230.12 


(Public Information Security Guidance No. 19) 


Department of Defense Directive 


SUBJECT Release to the Public of Information on Guided Missiles, 


Military Aircraft, Associated Powerplants, Components 
and/or Accessories 


Reference: (a) Department of Defense Directive 5230.9, dated 


March 29, 1955, subject: "Clearance of Department 
of Defense Public Information" 


Enclosures: (1) Appendix - Release Schedule for Military Aircraft 


Ie 


II. 


(2) Appendix - Release Schedule for Military Engines 


(3) Appendix - Release Schedule for Guided Missiles 


PURPOSE 


This directive provides public information security guidance 
governing the review of all information concerning guided 
missiles, military aircraft,associated powerplants, components 
and/or accessories prior to its release to the public. It is 
applicable to: 


A. 


B. 


All agencies and offices of the Department of Defense. 


All contractors or subcontractors who receive 
Department of Defense contracts, letters of intent, 
or supplemental agreements for development or 
production, 


POLICIES GUIDING THE RELEASE OF PUBLIC INFORMATION 


A. 


The premature release to the public of information per 
taining to guided missiles, military aircraft, asso- 
ciated powerplants, components and/or accessories may 
constitute a grave threat to national security. It 

is necessary to safeguard this information ard establish 
uniform action within the Department of Defense consistent 
with the principles of reference (a), 





III. 


E. 
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The provisions of this directive do not abrogate the 
authority and responsibility of the Secretaries of the 
Military Departments regarding the security classifica- 
tion and declassification of projects under their cog- 
nizance. 


Authority is hereby delegated to the Director, Office of 
Security Review, Office of the Assistant Secretary of 
Defense (Legislative and Public Affairs) for final clearance 
for release to the public of information described herein. 


The placement of military aircraft, guided missiles, 
associated powerplants, components and/or accessories 

into the appropriate phases of development and production 
(see attached appendices) will remain the responsibility of 
the Secretaries of the Military Departments. 


It 1s recognized that instances will arise which, because 
of their sensitivity or other overriding factor, cannot 
be readily resolved within the guidance contained herein. 
Each such case will be considered by the Office of the 
Secretary of Defense and resolved on its ow merit. Any 
decision in such a case will not be considered as estab- 
lishing a precedent. 


PROCEDURES AND APPLICATIN 


A. 


Cc. 


The appendices are guides only to the releasability 

of information to the public and will not be considered 
as authority for automatic release. Information pre- 
viously authorized for public release by the Office of 
the Secretary of Defense may be released or re-released 
to the public without further approval. However, prior 
unofficial publication of the types of information 
described herein does not constitute authority for 
official release. If the information pertains to class- 
ified contracts or projects, the contractor shall be 
guided by Paragraph & of Industrial Security Manual for 
Safeguarding Classified Information. 


Organizations and personnel to whom this directive is 
applicable will submit proposed public releases in 
accordance with existing directive issuances. 


The attached aircraft appendices will not apply to rotary 
wing, training, liaison, search and rescue, glider-type, 

or research aircraft. Proposed public release of informa- 
tion on these aircraft will be considered individually when 
submitted for review. 








Iv. 
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D. Information pertaining to military aircraft, guided 
missiles, powerplants, components and/or accessories 
which have been cancelled, discontinued, completed or 
are beyond the phases outlined in the attached ap- 
pendices will be considered for public release on an 
individual basis. 


IMPLEMENTATION 


The Secretaries of the Military Departments will issue 
instructions to implement this directive. Implementing 
directives should re-emphasize the necessity for sub- 
contractors to coordinate with prime contractors on mat- 
ters pertaining to release of information on subjects 
covered by this directive. 


EFFECTIVE DATE 


This Directive is effective as of this date. In accordance 
with Section VII, DOD Directive 5025.1, dated Jamary 31, 
1956, three copies of the proposed implementation of the 
Directive on Release of Information will be forwarded, within 
30 days, to the Assistant Secretary of Defense (I&PA), for 
review and approval prior to their issuance by the Military 
Departments. 


, 


PEW 


Secretary of Defense 
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APPENDIX 
RELEASE SCHADULH FOR MILITARY ALNCRAFT 


Phases of Development and Production: * 


1. Preliminary design and studies and Phase I contracts through mockup. 


2. Phase II contracts from mockup until factory roll-out of first production 
aircraft. 


3. Factory roll-out of first production aircraft until combat or training units 
receive first production aircraft. 


4. After operational or training units are receiving production aircraft. 


* Production aircraft refers to the first aircraft of an unbroken series 
produced for inventory in accordance with an established production schedule. 


Category I Category II 
Items of Information Aircraft of New Improvements of 
Design Existing Aircraft 
| i i ee ee 
a. Model designation & Mfg. 
and Powerplant Model & Mf¢. =m & SS NR R R R 
b. General engineering princi- 
ples & aerodynamic design 
information. NR NR NR WR NR NR NR NR 
ce Physical characteristics 
which include external 
photographs, drawings, 
dimensions, models and 
launchers. NR NR R_ R NR NR R R 
d. Performance in Generalities. NR NR R R NR NR R R 
e. Exact Performance and 
Characteristics data. NR NR NR NR NR NR NR NR 


f. Internal Photographs and 
Drawings. NR NR NR NR* NR NR NR NR 
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APPENDIX 


RELEASE SCHEDULE FOR MILITARY AIRCRAFT (Cont'd) 


Category I Category II 
Items of Information Aircraft of New Improvements of 
Design Existing Aircraft 
me 2d — me 
g Armament details which can 
not be ascertained from 
external inspection. NR NR NR XR NR NR NR MR 


* Certain internal photographs, drawings, and dimensions that do not reveal 
significant details may be considered for release. 
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APPENDIX 


RELEASE SCHEDULE FOX MILIVAKY ENGINES 


Phases of Development and Production: 


1. During design, drafting of specifications and data. 
2. Date of completion of first engine for initial full scale testing. 
3. Date of acceptance of 50-hour qualification test or equivalent. 


4. Date of acceptance of 150-hour qualification test or equivalent. 


Category I Category II 
Items of Information Engines of Modified version of 
New Existing Series with 
Design Military Value 
a I 
a. Model designation, type 
and Mfg. NR NR R_ R NR NR R R 
b. Dimensions and power or 
thrust class. NR NR NR R NR NR NR R 
ce Specific performance and 
characteristic data. NR NR NR QR NR NR NR WR 
d. Internal photographs and 
drawings. NR NR NR NR* NR NR NR NR* 
e. External photographs and 
drawings. NR NR NR R NR NR WR R 
f. Engineering design 
information. NR NR NR WR NR NR NR NR 


* Certain internal photographs, drawings, and dimensions that do not reveal 
significant details may be cons*iered for release. 








APPENDIX 


Phases of Development and Production: * 


1. 


26 


36 


be 


Ce 


schedule. 
Category I 
Items of Information Missiles of New 
Design 
1 2 3 
Model designation & Mfg. NR NR R 
Production schedules and 
capabilities, number of 
missiles per contract, unit 
cost per missile, delivery 
rate. NR NR NR 
General engineering principles 
and aerodynamics design 
information. NR NR NR 
Performance in generalities. NR NR R 
Exact performance. NR NR NR 
External physical characteristics 
of missiles and launchers which 
include photos, drawings, dimen- 
sions and miniature moddls. MR Ni R 


Preliminary design and studies and Phase I contracts through mockup. 


RELEASE SCHADULE FOk GUADED MIS ILss 
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Phase II contracts from mockup through Research and Development Models and 


R&D operation, includes prototype and technical evaluation. 


From the start of production through service acceptance of the first production 
model and through equipping and using units, including logistics activities 


in support thereof. 


Production guided missile refers to the first guided missile of an unbroken 
series produced for inventory in accordance with an established production 


Category II 
Model Improvements 
of Existing Missiles 


Z  aiaaee Re 
NR NR R 

NR NR JOR 

NR NR R 

NR NR R 

NR WR JMR 

NR NR R 
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APPENDIX 


RELEAS® SCHEDULE FOR GUIDED MISSILES (Cont'd) 





Category I Category II 
Items of Information Missiles of New Model Improvements 
Design of Existing Missiles 
1 2 3 1 2 3 
g- Internal photos, drawings and 
dimensions. NR NR WNR* NR WR NR 


h. Power plant *difg & type. 


5 
5 
~ 
3 
5 
~ 


i. Power plant model. NR WR R NR NR R 
j- Armament details, including 

fuzing. NR NR WR NR NR OR 
k. Specific details of control, 

guidance, launching and propulsion, NR NR WR NR NR WR 
1. Design studies. NR NR OR NR NR MWR 


m. General propulsion and launching 
system information. NR NR R NR WR R 


* Certain internal photographs, drawings and dimensions that do not reveal 
significant details may be considered for release. 


*# The term power plant includes any method of motivation such as air breathing, 
solid or Jiguid propellant, engine motor, etc. 
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OFFICE OF THE SECRETARY OF DEFENSE 
Washington, D.C. 


HOLD FOR RELEASE APRIL 16, 1948 
FRIDAY, APRIL 16, 1948, 2:45 PM, EST NO. 51-48 


Remarks of Vannevar Bush, Chairman, Research 

and Development Board, and President, Carnegie 
Institution of Washington, Before American Society 

of Newspaper Editors, Statler Hotel, Washington, D.C. 


As the second World War reached its end, Mr. Churchill, com- 
menting on the possible future action of Russia, declared that "It is a 
riddle wrapped up in a mystery inside of an enigma." Much the same 
characterization applies to the problem of security of technical mili- 
tary information in a great democratic nation such as ours in times 
of international tension such as these. Ido not by any means profess 
to have an answer to this riddle. But the problem as a whole is one 
to which I have given a lot of hard thinking, and I can at least put some 
results of that before you. 


We are all fully aware that aggression is still loose in the world, 
and that the peril of outright armed aggression and consequently of sudden 
full-scale war is as real today as it was ten years ago. We know, too, 
that the nature of warfare has undergone a sweeping and fundamental 
change in the past decade, so that today the well-being of nations, the 
potentialities of the United Nations as a stabilizing force, and the hope 
of a final and lasting peace depend as never before on continuing and 
successful development of the advanced weapons, the advanced tech- 
niques, which science and technology have made available to the mili- 
tary art. We know full as well that unless we safeguard our own ad- 
vances in these fields, we may expect to fight a possible future war 
with weapons as good as obsolete because the enemy knows both what 
they are and how to counter them. That is, we know that if we are 
careless, if we are gullible, we not only lose the staggering power of 
surprise, but indeed give that power over to the enemy in double terms. 


There is the essence of the problem. The quick, obvious and 
easy answer of course is, ''Tell nothing to anyone.'"' But easy answers 
don't make sense generally, and this one is no exception. There are 
other factors of very great importance to the problem. 


Principal among these is our realization that the bulwark of the 
democratic process is an informed public opinion. The whole history 
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of this country is a demonstration that the free exchange of ideas 
and complete accessibility of information are vital to the national 
welfare. In the narrower and more specialized field of fundamental 
science, as in public affairs, freedom of information, active and 
alert interchange of ideas, are, we know, equally imperative for 
growth and advancement. It is no mere matter of custom and tradition -- 
it is a practical fact of experience -- that sound administration of a 
representative republic depends on the education of the electorate 
through the ample supply of information through publication, and that 
vigoroue and dynamic scientific activity similarly depends upon the 
crossfertilization of trained minds through uninhibited and generous 
interchange of ideas, 


The riddle wrapped up in a mystery inside of an enigma, then, 
is the problem of reconciling the preservation of the values inherent 
in the practice of full and free dissemination of fact with the common- 
sense requirement that we do not put into a potential enemy's hands 
information which will help him to kill our young men, devastate our 
cities, and overthrow our nation. The problem is that of distinguish- 
ing between information which rightly and properly belongs to every 
man and information which for the safety and security of every man 
must be protected. In terms of the military research and development 
with which we are immediately concerned, the problem is that of de- 
fining in the process from research through development to procure- 
ment the point where the law of diminishing returns begins to operate 
on publication, That is the point where the possible peril to the total 
national safety because of the publication of a piece of information is 
greater than any possible gain from such publication. 


In evaluating facts to determine this point, we have constantly 
to bear in mind that the art of the spy is to put a half-dozen seemingly 
innocent facts together and from them to draw conclusions which may 
be fatal to our interests. You will recall a newspaper's account of the 
Battle of Midway, which included the order of battle of the Japanese 
fleet. That information added nothing to the value of the story to any 
ordinary reader, but made it damningly plain to any enemy agent who 
saw it that the United States was in possession of the Japanese code. 
By some dispensation, our enemies did not make use of that fact to 
institute new codes, Had they done so, and had they as a result been 
able to conceal their further plans from us, the welfare of the United 
States would indeed have been jeopardized. The fact of our possession 
of their code was secret information and should have been so regarded 
by all of us. The fact that it was not is a reminder that all too easily, 
through over-confidence, bad judgment, or occasionally and worst of all, 
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out and out irresponsibility, this matter of security can be misjudged 

as a mere battle of wits between publicists on the one hand and mili- 
tary men onthe other. This is a dangerous and damnable misconception. 
The battle of wits is between the United States and a potential future 
enemy, and there can be no question, to my mind, of where that fact 
means the allegiance of all of us belongs, or of the requirements which 

it imposes on us. 


In that battle of wits, we do well to pay full heed to certain of the 
long proved principles of actual warfare. Among those of the very high- 
est importance is that of defense in depth, and this applies very de- 
cidedly in the matter of protecting information essential to security. 

The field commander who safeguarded vital bases only by garrisoning 
them, whose supply depots were protected only by a corporal's guard, 
with no outposts, would not last twenty-four hours in modern warfare. 
So it is in the research and development whose purpose is to provide 
advanced and powerful weapons to our armed forces. Here, if we 

either do not seek out the critical point of which I have spoken, or ignore 
it when it is determined, but go ahead with the development and wait to 
impose secrecy until the finished weapon has been produced, we are be- 
ing exactly as misguided and stupid. It is not enough thus to protect 
merely the last vital boundary, to protect a vital base merely by garrison- 
ing it. There must be first, second, third -- sometimes even more -- 
lines of defense around vital developments as well as around vital bases. 
We can.compete in the open with any totalitarian power and give them 
cards and spades as far as fundamental science -- the foundation on 
which development rests -- is concerned. It would be difficult for us 

so to compete if we followed the totalitarian model and regimented our- 
selves in this regard. But in the applications which grow through de- 
velopment out of fundamental science, it is a different matter. The 
critical point may well be reached far earlier in the process than we 
are accustomed to think, and for the safety of the republic we must be 
alert to it and ready at once to erect the defenses of protection and 
security which it demands, 


Sometimes in discussions of this problem of determining the deli- 
cate point where common sense and the common good demand that in- 
formation become protected, you will hear it argued that no secret can 
be kept very long anyhow. This argument flies in the face of the facts. 
For example, consider the technique of pulse detection of submarines -- 
Asdic as it used to be called. The United States put a lot of effort into 
that technique, and developed it to a high point of effectiveness over a 
considerable period of years. There was no leak such as that in the 
Japanese code affair. The Nazis therefore went in complete ignorance 
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of the entire development, and as a result for a long time lost U boats. 
The truth of the matter is that this is the primary reason why their 
submarine campaign did not at once get off to a heavy start in the early 
part of the war. As we all know, when it finally did go into high gear, 
it dealt us losses that could well have been decisive but for the fact 
that our shipbuilding effort by then had had opportunity to go into still 
higher gear. It took time for that to happen, and the secrecy which had 
surrounded Asdic -- the secret which had been kept and well kept -- 
gave the United States and its Allies the time demanded. 


Another and greater secret, extending over a long period and in- 
volving a large number of people, is involved in the development of the 
atomic bomb. Do not misunderstand me here as suggesting that there 
is a so-called secret of the bomb -- a single set of two or three facts 
that could be put down on a slip of paper and would enable anyone who 
wanted to to go ahead and build bombs. What I am referring to is a 
different sort of thing -- the fact that we had under way in this country 
in the midst of a terrible war the development of a new, titanically 
powerful weapon and were diverting scarce and vital materials and 
manpower to completing it. Knowledge of this would unquestionably 
have affected the war plans, the strategy, the choice of weapons and 
techniques, of all our enemies. A leak here might well have had 
fatal consequences. There was no leak. 


Those are demonstrations that the thing can be done. They show 
that the critical point can be determined, however it may vary as be- 
tween different kinds of projects, and that once it has been determined, 
Americans can cooperate in maintaining the kind of control essential to 
the common defense. Today, we have few real secrets, but they are 
ones ‘which we must protect, and to protect them under the democratic 
way, we must cooperate freely and honestly with one another. I am 
sure this can be done, because it is being done today and because the 
information in question is reasonably easy of definition. Absolute 
secrecy about the very existence of experimental projects may be un- 
desirable as well as impossible. But on the contrary, there may be 
very good reason for protecting the fact that we are engaged in ex- 
perimentation of a particular sort, that is, for not letting a potential 
enemy know a particular fashion in which we are marshaling part of 
our strength. Technical details, of course, must be guarded all along 
the way, but we cannot dismiss the problem with that. Of very great 
importance indeed to the national welfare is information about the 
success or nonsuccess, the efficiency, the effectiveness, of results. 

It is absurd to tell a possible euemy that a certain weapon development 
is successful, for thus we specify to him the counter effort which he 
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should take. It is equally absurd to tell him that some other under- 
taking has failed, for thus we advise him not to try it and 80 we help 
him to make better preparations against us. 


The National Military Establishment is taking definite steps 
for the better handling of its aspect of the whole problem -- which 
means really safeguarding the responsible publicist against pitfalls 
into which he might stumble because of irresponsibility on the part 
of others, as much as it means insuring that the heavy assignment 
of the Establishment to assure the defense of the nation is fully and 
properly met. 


I am sure that as we go on, joint effort can be counted on when 
critical points are reached and protective action is needed. The 
freedom of the press is involved here, yes, and rightly so. The 
press of the democratic world today is the only press which has 
freedom, freedom to publish, and, be it remembered, freedom not 
to publish when in its considered judgment -- in the considered Were 
judgment of sincere and responsible men, the greater good is served 
by following common-sense requirements to protect information that 
might be of aid and comfort to the enemy. 
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APPENDIX B 


Cir 11-1 
CIRCULAR DEPARTMENT OF THE ARMY 
No. 11-1 WasHINGTON 25, D. C., 15 November 1956 


Effective until 15 November 1958 unless sooner rescinded or superseded 


ARMY INFORMATION PROGRAM 


1. Transmitted herewith for information and guidance is the Long- 
Range Army Information Program concept in chart form. 

2. This concept outlines the basis for an Army-wide Information 
Program and establishes basic guidance for commanders and informa- 
tion officers to assist them in programming information activities 
designed to attain troop and public support of the Army’s role in a 
sound National Military Program. 

8. Column A (Army Activities—Subjects) lists the overall activities 
and/or subjects in which the Army is actively engaged in carrying out 
its assigned missign. Columns B and C (Implications) outline the 
editorial or inferential emphasis necessary to attain the objectives 
listed under colunins D and E (Goal). Thus, by working from right 
to left, the commander is guided by the mechanical flow of the chart 
in the accomplishment of a particular goal. 

4. Fact Sheets pertaining to each item listed under column A are 
now in preparation and will be forwarded to the field as they are com- 
pleted. These fact sheets will highlight the progressive nature of the 
Army’s current thinking, planning, and operations under each activity 
or subject, and will further amplify the implications outlined in 
columns B and C of the chart. 

5. Detailed Information Programs in consonance with the chart 
will be developed for each fiscal year beginning with fiscal year 1958 
at Department of the Army level and forwarded to major commands 
for implementation. However, this does not preclude the exploitation 
of any or all of the listed subjects or activities by local commanders 
within their areas upon receipt of this circular. 

6. Action with respect to Information Programs at class II installa- 
tions and activities and class III installations will be taken by the heads 
of the Department of the Army agencies. 
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[AG 000.7 (7 Nov. 56) CINFO] 
By Order of Wilber M. Brucker, Secretary of the Army: 


| MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General. 


Distribution : 
Active Army: C. 

To be distributed on a need-to-know basis to all installations, activities 
located off an installation, and to all units and headquarters down to and 
including divisions, and units and headquarters of comparable size. 

NG: State AG (3). 
USAR: None. 
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APPENDIX B-2 


*AR 360-5 
ARMY et DEPARTMENT OF THE ARMY 
No. 360-5 WASHINGTON 25, D. C., 21 June 1956 


PUBLIC INFORMATION 
GENERAL POLICIES 


Paragraph Page 


SECTION I. GENERAL 
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Le eee eee = 2 3 
II. AUTHORITY AND RESPONSIBILITIES 
Generales cslic ls coiiesissc 6 epliseciicesc.- 3 3 
Chief of Public Information, Office of the 4 4 
Secretary of the Army. 
Chief of Information 4nd Education_________-_- 5 6 
Department of the Army staff agencies________-_ 6 6 
Major continental commands_____-__---------- 7 ¥ 
Oversen commande oo jac LN 52k 8 9 
III. POLICY AND PROCEDURES REGARDING 
REVIEW AND CLEARANCE OF 
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Department of Defense policy on review and 9 9 
clearance. 
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IV. PUBLIC INFORMATION OPERATIONS 
IN THE FIELD 
Ohiectives£5..$24562 5 sia a a ee a , 11 12 
Public information officer —— a... 12 13 
Contact with representatives of national 13 15 
public information media. 
Visits requested by media representatives_______ 14 15 
Travel of new media representatives to and 15 16 
from oversea areas at Government expense. 
V. RELEASE OF INFORMATION 
I i sain scessias a tieccstaglewin igs ee ce 16 17 
Submission of material for review_ patel 17 18 
Authorization to witness tests or photograph» 18 19 


classified material. 








*These regulations supersede AR 360-5, 20 October 1950, including C 1, 12 February 1951; 
C 2, 23 May 1955; C 3, 9 September 1955; and C 4, 16 May 1956; AR 360-30, 23 February 1951; 
AR 360-62, 10 October 1952; SR 360-5-1, 27 October 1950, including C 1, 18 December 1950; 
SR 360—5-21, 12 January 1953; SR 600-700-10, 23 May 1950; DA memorandum (unnumbered), 
15 April 1955, subject: Clearance of Information for Release to Press and Public; DA message 
921941, 23 October 1952; DA message 472167, 4 December 1953; DA message 303618, 13 April 
1955; and DA letter (AGAO-C (M) 380.01 (19 Dee 52) G2), 29 December 1952, subject: Publica- 
tion and Distribution of Material on Sensitive Activities. 
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Publication of military information in military 


controlled publications. 


Army theme in commercial advertising______-_- 
Army cooperation in commercial motion picture, 


radio, and television productions. 

Visits of media representatives to military 
installations and facilities of Department 
of Defense contractors. 

Release of information on nonbattle losses 
(accidents) occurring within the contin- 
ental United States. 

Release of information on casualties and 
nonbattle losses in oversea areas (AR 
600-400). 

Release of aerial photographs 

Release of information concerning activation, 
reactivation, or inactivation of military 
installations. 

Release of information concerning activation, 
training, and movement of units. 

Use by Department of the Army of personal 
letters or communications. 

Release of information regarding travel of 
very important persons (VIP’s). 

Release of information from civilian or 
military personnel records pertaining to 
disciplinary actions. 

Photography at courts-martial 

Release of information on guided missiles, 
military aircraft, associated powerplants, 
components, and/or accessories. 

Release of information on atomic energy, 
nuclear weapons, guided missiles, and 
new weapons. 


RELEASE SCHEDULE FOR MILITARY 
AIRCRAFT 


RELEASE SCHEDULE FOR MILITARY 
ENGINES 


RELEASE SCHEDULE FOR GUIDED 
MISSILES 


SECTION I 
GENERAL 


Paragraph 


19 


20 
21 


22 


23 


24 


25 


26 


27 


28 


29 


30 


31 
32 


33 





Page 


19 


19 
20 


21 


21 


23 


24 


25 


25 


25 


26 


28 


30 


31 


32 


1. Purpose and scope. These regulations outline public infcrma- 
tion concepts and responsibilities and are published for informa- 
tion and guidance. 


bo 
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2. Definitions. a. The term “public information” pertains to in- 
formation concerning the Army which is released to the public. 
Such information is disseminated to provide the people of the 
United States with a factual report of Army activities, missions, 
and objectives, so as to create public understanding of the Army. 


b. A public information release is defined as any material, 
spoken, pictorial, or written, released to the general public to ac- 
complish public information objectives of the Department of the 
Army. 


SECTION II 
AUTHORITY AND RESPONSIBILITIES 


3. General, a. The American public has the right of access to all 
unclassified information concerning the objectives and activities of 
the Army, the release of which is not prohibited by appropriate 
sérvice regulations. The provision of such information is in the 
national interest and is an important function of command. The 
policy of the Department of the Army is that the discharge of this 
responsibility will be accomplished in a positive and anticipatory 
manner. 


b. Coordination and clearance of public information activities 
and material with appropriate agencies within the Army Fstab- 
lishment is the responsibility of all persons, commands, and 
agencies engaged in public information activities or proposing the 
public release of material subject to review. Where the material 
to be released consists of information from Department of the 
Army records, coordination will be effected with those agencies 
charged by AR 345-20 with responsibility for taking final action 
on behalf of the Secretary of the Army upon requests for informa- 
tion from, access to, or copies of such records. Material falling 
within the following broad categories is subject to additional 
clearance or coordination with the Department of Defense by the 
Chief of Information and Education, Department of the Army: 


(1) Information concerning interservice activities and mis- 
sions. 

(2) Information concerning the foreign or military policy of 
the United States Government. 

(8) Information concerning atomic energy; chemical, bio- 
logical, or radiological warfare; guided missiles; or new 
developments in general. 

(4) Discussions of the military policy of another service, or 
information pertaining to any activity under joint re- 


3 
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sponsibility, or under the separate responsibility of an- 
other service. 

(5) Information having overriding national defense policy 
implications. 

c. Material proposed for public release (par. 16) submitted to 
an Army agency or command having review authority (pars. 5, 7, 
8, 9, 10, and 12c) will be revised for— 

(1) Security. For the purpose of safeguarding classified in- 
formation. 

(2) Conformance to policy on release of information. Policy 
directives issued from time to time by the Department of 
the Army or higher authority direct that information 
concerning certain subjects (b above contains examples) 
will be released only by or with the approval of the issu- 
ing authority. 

(83) Constructive contribution. Department of Defense policy 
requires that information originated by members of the 
Army Establisnment constitute a constructive contribu- 
tion to the primary mission of the Department of Defense 
of insuring national security. In no event will a member 
of the Army Establishment release statements to the pub- 
lic which would discredit or disparage a sister Service. 
Accuarcy and propriety. Department of Defense policy 
((3) above) and Department of the Army policy require 
that material released by members of the Army and its 
civilian employees meet standards of accuracy and 
propriety. 

(6) Removal of deleted matter. Any matter deleted from 
material proposed for publication under (1), (2), (3), 
or (4) above will be removed before the material pro- 
posed for publication is made available to any public in- 
formation media or the public. 

d. The Chief of Information and Education, Department of the 
Army, in order to expedite the handling of public information 
material, is authorized to exchange communications direct with the 
heads of Department of the Army agencies, the commanding gen- 
erals of major commands, and commanders of installations. 

e. Any public information or review matter raising a question 
not adequately covered by announced policy will be referred for 
determination to the Department of the Army, ATTN: Chief of 
Information and Education. 


4, Chief of Public Information, Office of the Secretary of the 
Army. a. General. The Chief of Public Information, Office of the 


1 


(4 
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Secretary of the Army, is directly responsible to the Secretary of 
the Army and is responsive to the requirements of the Chief of 
Staff in public information matters. Significant responsibilities 
include— 


(1) Advising the Secretary of the Army, the Chief of Staff, 
and agencies of the Department of Defense on public 
information matters relating to public understanding 
and support of the Army. 


(2) In accordance with policies established by the Secretary 
of Defense, coordination and supervision, through the 
Office of the Chief of Staff, of the worldwide implementa- 
tion of public information policies and programs of the 
Department of the Army. 


(3) Administering the Department of the Army’s public in- 
formation security review program. 


b. Implementation of Executive Order 10501, 5 November 1958. 


(1) Responsibility. Section 18, Executive Order 10501 (DA 
Bul. 18, 1953) states that the head of each department 
and agency will designate a member or members of his 
staff who will conduct a continuing review of the im- 
plementation of this order within the department or 
agency concerned to insure that no information is with- 
held which the people of the United States have a right 
to know. The Chief of Public Information, Office of the 
Secretary of the Army, is responsible for the conduct of 
this review within the Department of the Army. 


(2) Purpose. Executive Order 10501 recognizes that it is 
essential that the people of the United States be informed 
concerning the activities of the Government, including 
the Department of Defense and the military departments. 
This objective does not conflict with the safeguarding of 
security information in the interests of national defense. 

(3) Delegation of authority. The Chief of Public Informa- 
tion, Office of the Secretary of the Army, may delegate 
specific functions to such members of his staff as he may 
designate. 

(4) Implementation. Implementation of this responsibility 
under Executive Order 10501 will be in conformance with 
AR 380-5. 

(5) Initiation of requests. Requests for review actions re- 
garding specific problems under this responsibility will 
be made to the Chief of Public Information, Office of the 


v 
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Secretary of the Army, by the heads of Department of 
the Army Staff agencies; Commanding General, Con- 
tinental Army Command; Commanding Generals, ZI 
armies ; Commanding General, Military District of Wash- 
ington; Commanding General, Army Antiaircraft Com- 
mand; and major oversea commanders. Requests for re- 
view action received from the Department of Defense or 
from other Federal departments and agencies will be sub- 
mitted to the Chief of Public Information, Office of the 
Secretary of the Army. (Section 16, EO 10501, provides 
that suggestions or complaints from nongovernmental 
sources relating to operation of the Executive Order will 
be received, considered, and acted upon by a designated 
member of the President’s staff.) 


5. Chief of Information and Education. The Chief of Informa- 
tion and Education is directly responsible to the Chief of Staff 
in public information matters. His more significant responsibili- 
ties include— 

a. Participation with Department of the Army planning agen- 
cies in the formulation of major plans and policies to insure due 
consideration of information implications. 

b. Planning and direction of the worldwide public information 
policies and programs of the Department of the Army. 

c. Review of material proposed for release to the public by 
members of the Army Establishment, coordination of such material 
with departmental and field interests, and obtaining necessary 
clearances from Department of Defense for all individuals, agen- 
cies, and commands of the Army Establishment. 


6. Department of the Army staff agencies. a. The heads of all 
Department of the Army Staff agencies are responsible for estab- 
lishing policies governing public release of information pertaining 
to their missions and functions. They will prepare informational 
material concerning these missions and functions for dissemina- 
tion to the public. All such material will be directed through the 
Chief of Information and Education, Department of the Army, 
except when requests by public information media representatives 
are addressed directly to the head of the staff agency concerned in 
connection with a news topic of immediate press interest. If in- 
quiries concern the United States Army as a whole, or invlove 
other services, or raise questions of security, broad policy, or 
propriety, clearance for release will be obtained through the Office 
of the Chief of Information and Education, Department of the 
Army. 
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b. Information pertaining to any phase of Department of Army 
activity prepared for public dissemination will not be released 
until coordinated with the agency having primary interest in the 
subject, or subjects, contained therein. This agency will assume 
full responsibility that— 

(1) All necessary security coordination with other interested 
agencies is effected. 

(2) Any questions pertaining to security policies have been 
referred to the Assistant Chief of Staff, Intelligence. 

(8) The information is, in fact, unclassified, and releasible 
for public dissemination. 

c. The heads of those Department of the Army staff agencies 
exercising command of class II and III installations or class II 
activities will— 

(1) Require that public information programs and proposed 
releases originating in such installations or activities 
which concern the national mission of the staff agency 
involved be submitted to the departmental head of that 
agency for review prior to submission to the Chief of 
Information and Education. 

(2) Coordinate such programs and proposed releases with the 
Chief of Information and Education who will accomplish 
any required additional review and coordination with the 
Department of Defense. 

(3) Insure coordination of the public information function 
of such installations and activities with the ZI army com- 
mander or the Commanding General, Military District of 
Washington, as appropriate, in cases where material 
proposed for release pertaining to the mission or opera- 
tional function of the releasing installation or activity is 
of more than local interest or otherwise warrants the at- 
tention of the Army commander. 


7. Major continental commands. a. The Commanding General, 
Continental Army Command, is responsible for— 
(1) The conduct of public information activities regarding 
his duties and missions, 
(2) Public information planning in connection with maneu- 
vers and joint exercises under his jurisdiction. 
(3) The coordination of public information activities and 
proposed releases with the Chief of Information and 
Education, Department of the Army, when the scope 


— 
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of interest or subject matter involved warrants such co- 
ordination or requires reference to the Department of 
Defense. 

(4) The review, as provided in these regulations, of material 
proposed for release on a national scale pertaining to his 
duties and missions, unless the materia] in question con- 
cerns subjects reserved to the releasing authority of the 
Department of the Army or the Department of Defense. 

(5) The furnishing of advice and guidance to major com- 
manders on matters of public information pertaining to 
the functions and responsibilities of the Commanding 
General, Continental Army Command. 

(6) The coordination and supervision of public information 
instructions at those Army schools under his jurisdiction. 


b. ZI army commanders and the Commanding General, Military 
District of Washington are responsible for the execution of a 
sound public information program concerning their resnective 
commands. Each of these commanders is, in addition, responsible 
for— 

(1) The coordination of public information matters through- 
out their respective commands to include the coordination 
of public information matters at class II and III installa- 
tions and class II activities in all cases where there is a 
possibiilty that the information impact of an action will 
be felt in the Army area concerned. 

(2) The conduct of mutually beneficial relations between 
subordinate elements of his command and neighboring 
civilian communities. 

(3) The review, as provided in these regulations, of material 
proposed for public release by an individual or element of 
his command, provided that an information policy for the 
type of material in question has been established by the 
Department of the Army. 

c. Commanders of class II and III installations and commanders 
of class II activities are responsible for— 

(1) The conduct of public information activities regarding 
their duties and missions. 

(2) The coordination of public information matters with the 
ZI army commanders or the Commanding General, Mili- 
tary District of Washington, as appropriate, in all cases 
where there is a possibility that the public information 
impact of an action will be felt in the Army area con- 
cerned. 
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d. The public information responsibilities of the Commanding 
General, Army Antiaircraft Command, are the same as those as- 
signed to the heads of the Department ofethe Army staff agencies 
(par. 6). For public information purposes, field units of the Army 
Antiaircraft Command are considered in the same category as 
class II or III installations, 


8, Oversea commands, Oversea commanders are responsible for 
the conduct of public information activities within their commands. 
They will be guided by the announced policies of the Department 
of the Army. 


SECTION III 


POLICY AND PROCEDURES REGARDING REVIEW AND 
CLEARANCE OF INFORMATION 


9. Department of Defense policy on review and clearance. De- 
partment of Defense policy is that defense information released to 
the public by military or civilian personnel of the Department of 
Defense, to include the military departments, will be submitted to 
the Department of Defense for review and clearance. Defense in- 
formation comprises information generated by the agencies of the 
Department of Defense regarding the Department of Defense, the 
Army, the Navy, the Air Force, and the Marine Corps, including 
material concerning military subjects, the national defense of the 
United States, or the foreign or military policy of the United 
States. This policy applies to all forms of defense information, 
whether of fact or of opinion and whether visual or auditory, for 
dissemination to the public. It is recognized that submission by 
local commands to the Department of Defense for clearance of all 
information proposed for release is impracticable. Therefore, 
local commands are authorized to clear and release material of a 
local or regional nature which is in consonance with Army and 
Defense Department directives and which does not have over- 
riding national defense policy implications. The basic purpose 
of Department of Defense policy regarding the review and clear- 
ance of defense information is to assure the flow of legitimate in- 
formation to the American people and to cooperate with public 
information media representatives. The Army’s public informa- 
tion objectives (par. 11) support those of the Department of De- 
fense. 


10. Procedures. a. Manuscripts. 
(1) General. Members of the Army on active duty and civil- 
ian employees of the Army Establishment will not make 


9 
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any commitment to furnish manuscripts containing de- 
fense information to publications other than service jour- 
nals and official Army publications unless prior approval 
therefor is obtained from the Secretary of the Army. 
Requests from service journals for articles may be ac- 
cepted without such prior approval and such material 
may be prepared as an official duty utilizing military 
facilities and clerical help. For the purposes of this 
regulation the term “service journal” includes Army 
newspapers and magazines which represent a particular 
branch, or a group of branches of the Army. This does 
not include service related civilian publications (e.g. 
Army Times, Army-Navy-Air Force Journal, Army- 
Navy-Air Force Register). Except as indicated in (2) 
below, all manuscripts including those prepared for 
service journals will be submitted for clearance to the 
Chief of Information and Education, Department of the 
Army, at least 15 days in advance of proposed release. 


(2) In the field. Manuscripts dealing with subjects of a local 


or regional nature and not having overriding national 
defense policy implications may be cleared by local com- 
manders, (par. 12c). 


b. Releases to public information media, media inquiries, inter- 
views, and press conferences. 


(b 


(1) Release to media. 
(a) At Department of the Army. The Chief of Information 


and Education has responsibility for the preparation, 
required coordination with Department of the Army 
agencies and with the Department of Defense, and is- 
suance, through the Department of Defense, of all re- 
leases at Department of the Army to public informa- 
tion media. Department of the Army agencies will 
furnish to the Chief of Information and Education 
(Public Information Division) basic information, in 
summary form wherever practicable, for the prepara- 
tion of releases. The Chief of Information and Educa- 
tion, rather than the agency furnishing the informa- 
tion, is responsible for the release of information so 
furnished to his representatives and for writing the 
release in proper form for issuance to media. 

In the field. Local commands are authorized to release 
to media information concerning matters which do not 
have military security or overriding national defense 


-— 
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policy implications and are in consonance with Army 
and Defense Department directives regarding the re- 
lease of information. Examples of such material are 
items of local or regional nature involving command 
personnel (including human interest or feature-type 
stories) and training and field exercises which do not 
include tests of equipment, organization, or tactics. 
Care will be taken not to release information of an 
alarmist nature, nor that which is detrimental to uni- 
fied, balanced, defense interests. Nothing in the fore- 
going should discourage local commands from submit- 
ting to higher headquarters, for release through proper 
channels, items considered to be of national interest 
and outside the sphere of local command information 
operations. Neither. should the foregoing interfere with 
dissemination on a local level of nationally released in- 
formation emanating from Office, Chief of Information 
and Education, which can be given local application. 
For guidance regarding the release in cases of emer- 
gency or genuine urgency of information normally 
reserved to the releasing authority of high headquart- 
ers see paragraph 12d. 
(2) Inquires from media. 
(a) At Department of the Army. 

1. The Chief of Information and Education, Department 
of the Army, has overall responsibility for the furnish- 
ing of information in response to inquiries of media 
representatives. Upon request, Department of the 
Army agencies will furnish to the Chief of Informa- 
tion and Education (Public Information Division), 
information required for the answer of media in- 
quiries. In furnishing such information, representa- 
tives of the Chief of Information and Education 
should be advised of any classification or other per- 
tinent considerations regarding the information. 

2. Department of the Army agencies having a technical 
liaison officer are authorized to furnish information of 
a routine nature to media representatives in response 
to requests. In case of doubt regarding the furnishing 
of information in response to an inquiry by a media 
representative, guidance will be secured from the 
Office of the Chief of Information and Education. All 
other Department of the Army agencies will refer 
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media inquiries to the Office of the Chief of Informa- 
tion and Education (Public Information Division) 
except as indicated in paragraph 6a. 

(b) In the field. The authority of local commanders is as 
specified in (1) (b) above. 

(3) Interviews and press conferences. 

(a) At Department of the Army. Normally, interviews 
and press conferences will be arranged by the Chief 
of Information and Education and, where appropriate, 
monitored by representatives of his office or by the 
technical liaison officer concerned. Interviews are con- 
sidered the most efficient means of informing the 
representatives of the press on major pertinent Army 
matters of interest to the public. 

(b) Inthe field. (See (1) (b) above). 

(4) Speeches (for use before external groups). 

(a) At Department of the Army. All material utilized in 
speeches prepared by personnel at Department of the 
Army will be submitted, in five copies, at least 8 work- 
ing days in advance of proposed delivery, to the Chief 
of Public Information, Department of the Army, who 
will effect required clearance and coordination with 
Department of Defense. 

(b) Inthe field. (See (1) (b) above). 

c. Reference to Chief of Information and Education, Depart- 
ment of the Army. In case of doubt regarding the proposed release 
of information or the application of Department of Defense or 
Department of the Army policies regarding the release of informa- 
tion, appropriate inquiries should be made of the _ public 
information officer of the command concerned or of the Chief of 
Information and Education, Department of the Army, as 
appropriate. 


SECTION IV 
PUBLIC INFORMATION OPERATIONS IN THE FIELD 


11. Objective. a. The United States Army has an obligation to 
report on its activities to the American people. In order that they 
may be continuously informed of the activities and accomplish- 
ments of the Army, it is essential that, consistent with military 
security, the American people be given factual] information relat- 
ing to the— 

(1) Missions and objectives of the Army and their support 
of national aims. 
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(2) Progress and accomplishments of the Army in the 
United States and oversea areas. 

(3) Utilization of funds appropriated by Congress. 

(4) Continuous effort of the Army to provide weapons, 
weapons systems, training, equipment, methods, and 
techniques having a margin of superiority which will 
assure success in battle. 

(5) Necessity for maintaining an Army of sufficient strength 
to meet the requirements of national security, including 
oversea commitments. 

(6) Relationship of the Army to the American people. 


(7) Present and future requirements of the Army in men, 
money, and materials. 


(8) Role of the Army in relation to the other services in 
protecting the nation. 
(9) Identification of leaders and accomplishments of indi- 
viduals and units. 
(10) Activities in the public interest, to include resulting 
public benefits. 


(11) Opportunities for advancement, individual development, 
and financial security afforded by the Army. 


(12) The role of the reserve components in national defense 
and their need for continuous public support, particularly 
at the community level. 


b. In accomplishing these objectives, sound principles of com- 
munity relations, press relations, and public relations will be 
observed. Commanders will take cognizance of the fact that 
publicity is only one element of any public relations program and 
will insure that members of their commands fully realize that 
each member of the Army shares in responsibility for individual 
maintenance of public confidence and support. Emphasis will be 
placed on the fact that such things as good human relations, good 
performance, and an individual code of honorable conduct form 
the foundation of favorable public opinion. 


12. Public information officer. a. In the final analysis, the com- 
mander is the-primary public information officer of any activity 
or command of the Army. It is he who must make the basic de- 
cisions relating to the public information activities of his command 
and cause the timely preparation of public information programs 
which will seek to anticipate any section or situation affecting 
the good name of the Army. Accordingly, the public information 
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officer must be informed of existing and projected plans and 
policies of thé command if he is properly to assist the commander 
in formulating an adequate public information program and in 
representing him to the public. Correspondingly, the public in- 
formation officer has a -responsibility to keep the commander 
informed of developments or impending developments in the news 
field which are of significance to the command. 


b. Military or civilian public information officers will be ap- 
pointed on the staff of each installation and on the staffs of all 
commanders down to and including the regiment or unit of 
equivalent size. Those specifically provided for by TOE or 
TD will have the status of special staff officers when such is 
indicated as their primary duty. Others will perform their public 
information duties in addition to other duties. In order to perform 
their duties and to represent the commander properly, public 
information officers should: be in frequent contact with the com- 
mander and must have direct access to him at all times. Particular 
consideration will be given to assigning graduates of the Army 
civil schooling program in public information and of the Army 
Information School to the activities for which they have received 
special training. 

c. Public information officers normally perform the function 
of review. This function is accomplished in accordance with AR 
and SR of the 360-series AR 345-20 and AR and SR of the 380- 
series, AR 580-80, and policy pronouncements of the Department 
of the Army or of higher authority duly promulgated by the De- 
partment of the Army, concerning the release of information on 
specific subjects. Material submitted for review and proposed 
for release by an individual through sale or contribution to media 
with circulation or coverage confined to the vicinity of an Army 
installation may be reviewed and cleared by the installation public 
information officer concerned, provided that public interest in 
the material is also confined primarily to such vicinity. Similarly, 
the public information officer of a ZI army is competent to clear 
material of interest and coverage that is primarily regional to the 
Army area to which he is assigned. Materiel concerning subject 
matter of national or potential national interest, or proposed 
for release on a national scale, will be referred to the Chief of 
Information and Education, Department of the Army, for review 
and, when appropriate, coordination with other Department of the 
Army staff agencies and the Department of Defense. However, in 
all cases, material having overriding national defense policy impli- 
cations will be submitted to the Chief of Information and Educa- 
tion for required clearance with the Department of Defense. 
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d. The authority to release information to public information 
media is subject to the same general guidance and limitations as 
those pertaining to the review of material in c above, and to 
instructors contained elsewhere in these fegulations. It is recog- 
nized, however, that conditions of emergency or circumstances of 
genuine urgency may, on occasion, require the local release of 
information normally reserved to the releasing authority of a 
higher headquarters. When, in the opinion of a commander at any 
echelon, sound judgment dictates the making of such release, the 
provisions herein pertaining to his authority to do so will not 
be interpreted to constitute a prohibition. In such instances, the 
public information officer of the next higher headquarters will 
be notified without delay that such release has been made. 


13. Contact with representatives of national public information 
media. Army installations or commands may not contact national 
news media (such as magazines, feature syndicates, news reels, 
radio or television chains) for the purpose of initating or partic- 
ipating in public information projects of national scope unless 
specific authority to do so has been obtained from the Department 
of the Army. 


14, Visits requested by media representatives. a. Cooperation 
with news media representatives requesting permission to visit 
an installation under Army jurisdiction for the purpose of obtain- 
ing information for public release may be given by and at the 
discretion of the installation commander. Such action may be 
takeh without reference to the Chief of Information and Educa- 
tien, Department of the Army, provided that— 

(1) Requests for such permission originate with a responsible 
editor or executive of the news media concerned. 

(2) Requests initiated by a reporter or other representative 
of comparable status are investigated to the extent 
necessary to insure that the applicant is a representative 
of a recognized news agency, or is a bona fide free lance 
journalist. 

(3) No information or material that is classified within the 
meaning of AR-380-5, or that is privileged within the 
meaning of AR 345-20, AR 345-60, or AR 380-1 is dis- 
cussed with, shown to, or made available to any news 
media representative except as authorized by the provi- 
sions of b below. Requests for material which raise doubt 
as to the applicability of policy should be referred to the 
Chief of Information and Education, Department of the 
Army. Media representatives may, when appropriate, 
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be asked to submit their material for security clearance 
prior to publication. 


b. In areas where field press censorship is in effect, off-the- 
record information is a command decision and is limited to those 
unusual situations in which the net benefit from such release 
outweighs the security loss involved (see FM 45-25). A com- 
mander furnishing such information will confine his comments to 
the operations of his own command. 


c. The conditions of a(1) and (2) above are not intended to 
restrict the normal functions of the public information officer. 
Subject to the restrictions relative to public information pro- 
jects of national scope (par. 13), public information officers are 
encouraged to invite news media representatives to attend news- 
worthy events scheduled at Army installations or commands. 


15. Travel of news media representatives to and from oversea 
areas at Government expense. a. The general policies of the De- 
partment of the Army concerning nonreimbursable transporta- 
tion of correspondents between the continental United States and 
oversea areas, including Alaska, via military aircraft or military 
surface craft are— 

(1) News media representatives will not be furnished mili- 
tary transportation between the United States and over- 
sea areas. 

(2) The Army will not be placed in a position of competing 
with United States commercial transportation. 

(3) Air transportation will not be provided for news media 
representatives on any given route if civil air carriers 
adequate to handle such traffic are in operation on that 
route. 


b. It is recognized that in unusual circumstances exception may 
be made to the general policies stated above where the travel is 
primarily of official concern to the Department of the Army, for 
compelling reasons such as— 


(1) The Department of Army desires to invite a group of 
correspondents on a trip to report on a matter of special 
interest to the Army. 


(2) The military travel itself is a vital part of the story or 
stories to be covered as in air evacuation, maneuvers, 
or the movement of troops. In such cases the transporta- 
tion furnished will be limited to the extent and duration 
of the assignment requiring military travel. All requests 
for such transportation will be carefully evaluated as to 
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the importance of the coverage and the audience to be 
reached by the media. 

(3) The story or stories to be covered are of an emergency 
nature and the coverage will be impaired or delayed, to 
the serious detriment of the national defense establish- 
ment, if military transportation is not provided. 

(4) The proposed coverage is of unusual importance to the 
Department of the Army and will bring extraordinary 
benefits to the Army. The determination will be made, 
in cases where the coverage is of primary concern to 
the Army, by the Chief of Information and Education, 
Department of the Army, with the concurrence of the 
Deputy, Public Affairs, Office of the Assistant Secretary 
of Defense (L&PA). 

(5) The proposed coverage is in an area not served by com- 
mercial transportation from and to the United States. 

ec. Except in emergency cases where time or policy does not 
permit accreditation, no correspondent will be given military 
transportation until he is accredited to the Department of Defense. 
No Army agency will commit Government transportation (as 
described in a above) to any requesting news agency or corre- 
spondent until the request has been approved by the Chief of In- 
formation and Education, Department of the Army. 


d. Orders covering transportation approved as indicated above 
will be issued by the oversea commander or ZI army commander 
having primary interest. Two copies of any such orders will be 
furnished the Chief of Information and Education, Department of 
the Army. 

e. Correspondents furnished military transportation will be 
informed that they will be expected to pay for meals, hotel accom- 
modations, or any other personal expenses incidental to the travel. 


SECTION V 
RELEASE OF INFORMATION 


16. General a. Within the bounds of security and Department of 
the Army policy, the writing of articles, books, and related 
material intended for publication, and the engaging in public and 
private discussions on appropriate occasions by military personnel 
and civilian employees, on topics of military and professional 
interest, or general interest concerning the Army, or in support 
of the military policy of the United States, or in the interests of 
national defense, are authorized and desirable. However, any 
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commitment to furnish manuscripts to publications other than 
service journals must have advance approval of the Secretary of 
the Army (par. 10a(1)). For general guidance on review and 
clearance, see paragraphs 9 and 10. 


b. Persons subject to these regulations may engage in, and 
accept payment for, private literary efforts of their own, to include 
both writings and speeches, provided such activity is not a part 
of and does not interfere with their official duties or. respon- 
sibilities. However, material for service journals may be prepared 
as an office duty utilizing military facilities and clerical help. In 
gathering material for private literary efforts, such persons 
will not employ their official status as a means of gaining access 
to material that is not available to news media representatives or 
commercial free lance journalists. 


ce. Members of the United States Army on active duty and 
civilian employees of the Army Establishment will not speak or 
write on a regularly schedued basis for tommercial publications 
or interests without prior written approval of the Chief of Infor- 
mation and Education, Department of the Army. See AR 600- 
10. 


d. Members of the United States Army on active duty and 
civilian employees of the Army Establishment will not receive 
pay (including honorariums) for speeches or other informational 
material] which their duties require them to provide. 


e. In interviews with news media representatives, no classified 
information will be disclosed except as' authorized by the provi- 
sions of paragraph 14b. Policies proposed for adoption by the 
Department of the Army will not be discussed unless they have 
been approved by the Chief of Staff for discussion or release. 
Except where paragraph 14) applies, individuals wi.! confine 
themselves to “‘on-the-record” statements. 


17. Submission of material for review. a. Every member of the 
Army Establishment is personally responsible that information 
he releases or makes available for release to the public is con- 
sistent with the national security and the policies and objectives 
of the Department of Defense. 


b. Members of the United States Army on active duty and 
civilian employees of the Army Establishment who propose the 
public release of information will, before releasing or making such 
material (to include fictional material) available for release, sub- 
mit it for appropriate military reviews and obtain clearance 
thereof in accordance with paragraph 3c when— 
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(1) The material concerns military subjects or pertains to 
the national defense of the United States. 
(2) The material contains information concerning or bearing 
on the foreign or military policies of the United States. 
ce. Nothing obtained in this paragraph will be interpreted as 
abrogating or modifying any official instructions or regulations 
issued for the purpose of safeguarding classified information. 


18. Authorization to witness tests or photograph classified mate- 
rial. a. Unless otherwise authorized by the Department of the 
Army, invitations to witness tests of new or modified arms or 
equipment of a classified nature, will be limited to those persons 
(in the military service and civilian technicians) intimately con- 
cerned with the research and development, production, adoption, 
or use of the article in question. 

b. Photographs or other information concerning new or newly 
modified arms or equipment will not be released without specific 
authorization by the Department of the Army. 


19. Publication of military inforniation in military controlled 
publications. The heads of Department of the Army staff agencies, 
and the commanding generals of major ZI and oversea Army 
commands are responsible that publications of any kind which are 
prepared by agencies under their direct control for public sale or 
public distribution conform to Department of the Army policies. 
Publications such as Army newspapers (see AR 355-5 and AR 
355-20), which are under the supervision of troop information and 
education officers, will be subject to the approval of the com- 
manders under whose jurisdiction they are prepared. These 
commanders are responsible that the publications conform to the 
rules and policies prescribed by the Department of the Army for 
the release of military information. 


20. Army theme in commercial advertising. a. The Army theme 
may be used in commercial advertisements provided the advertise- 
ment does not disclose classified military information, bring dis- 
credit on the military service, or express or imply Army approval 
of or preference for the products advertised over like products of 
another company. Army personnel on active duty may not indorse 
such products in such a way to involve the Army uniform, or their 
title or grade, or express or imply other official Army connotation. 

b. In cooperating with an advertiser, the Department of the 
Army does not assume responsibility for the accuracy of the 
advertiser’s claims or for his compliance with laws protecting the 
rights of privacy of military personnel whose photographs, names, 
or statements appear in the advertisement. 
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21. Army cooperation in commercial motion picture, radio, and 
television productions. a. Motion pictures. 


(1) Commercial motion picture film scripts are certified for 


(2) 


(3) 


Army cooperation after approval by the Department of 
the Army and the Department of Defense. When a film 
script has been approved, agencies of the Department of 
the Army will cooperate with the company concerned. 
Cooperation will be at no cost to the Government; ar- 
rangements will be made for the reimbursement of any 
cost incurred. This cooperation may include furnishing 
technical advisors, access to locations, equipment, wea- 
pons, and troops. If the interest of economy, the use of 
military personnel and facilities will be included as a 
part of, or in conjunction with, normal training activities 
to the maximum practicable degree. As a pre-requisite 
to this cooperation, the Department of the Army is able 
to require that the film script and production reflect the 
Army’s traditions, ideals, and devotion to the public 
service. 

Army cooperation in motion pictures produced by a 
foreign firm in an oversea command normally will be 
authorized in the manner outlined in (1) above. Over- 
sea Army commanders may, however, authorize Army 
cooperation in such motion pictures when production 
schedules make proper and accurate portrayal of the 
Army dependent upon immediate cooperation. 
Commanders learning of motion picture projects con- 
cerning Army subjects that are being produced without 
the knowledge of the Department of the Army will report 
such information to the Department of the Army, ATTN; 
Chief of Information and Education. 


b. Radio and television. 


(1) 


Radio and television scripts and productions are certified 
for Army cooperation in the same manner as are motion 
pictures when proposed for, or subject to, release on a 
national scale, or when the subject matter thereof con- 
cerns information reserved to the review authority of 
the Department of the Army or the Department of 
Defense. 


(2) A major commander may authorize Army cooperation 


in a radio or television production which is regional to his 
command in public interest and coverage. An installation 
commander has similar authority in the case of produc- 
tions that are limited in public interest to his own local 
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area. Scripts for such productions may be reviewed and 
cleared for release by public information officers in 
accordance with the authority contained in paragraph 
12c and d. 

c. Legitimate stage productions. 

(1) Limited Army cooperation may be extended to legitimate 
stage productions, not classed as “little theater,” in the 
Same manner as indicated in certifying cooperation for 
motion pictures and television. 

(2) Since legitimate stage productions for “little theater” 
normally are restricted to local audiences, commanders 
of installations in the vicinity of such activities may 
authorize cooperation in such productions in accordance 
with authority contained in paragraphs 2la and b. 
Such cooperation normally will consist of technical advice 
and informational assistance. However, if necessary 
to assure accuracy of presentation, commanders may 
provide necessary items of equipment, ete. 


22. Visits of media representatives to military installations and 
facilities of Department of Defense contractors. Subject to the 
provisions of AR 380-20 (governing visitors), AR 380-130 (in- 
dustrial security regulations), AR 380-131 (governing visits to 
Department of Defense contractors), and Industrial Security 
Manual for Safeguarding Classified Information, visits of media 
representatives, including those representing national media and 
representatives of advertisers, to military installations and the 
facilities of contractors engaged in work for the Army, may be 
authorized by the commanding officers and the Department of 
Defense contractors concerned. 


23. Release of information on nonbattle losses (accidents) oc- 
curring within the continental United States. The Department 
of the Army policy is to reduce the minimum overall delay between 
the time of an accident and the release of information to the press. 

a. In cases of accidents within the confines of installations of 
the Armed Forces, public release of names and addresses of killed 
or injured military personnel may be withheld until such times as 
the next kin can reasonably be expected to have received the 
official notification of the accident. In order to allay the anxiety 
of relatives of other personnel of the installation, however, every 
effort will be made to release such names and addresses at the 
same time that the news of the accident itself is released, or as 
soon thereafter as possible. In cases where the identification of 
victims of an accident involving more than one person introduces 
a delay in notifying some of the nearest of kin concerned, the 
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names and addresses of individuals killed or injured will be re- 
leased separately as notification is accomplished. 

b. In case of accidents outside the confines of installations of 
the Armed Forces— 

(1) If military personnel figure in accidents involving civil- 
ian or military automobiles, trains, commercial or private 
aircraft, or in any other types of accidents with the 
exception of (3) below, the names and addresses of the 
military personnel should be released immediately upon 
positive identification. 

(2) If the accidents involve military aircraft which crash in 
or upon the borders of cities or towns, or which cause 
civilian deaths or injuries or appreciable damage to 
property, the names and addresses of the military per- 
sonnel should be released immediately upon positive 
identification. 

(3) If the accidents involve military aircraft which crash 
in localities remote from populated areas involve no civil- 
ian deaths or injuries and cause no appreciable property 
damage, names and addresses of military personnel may 
be withheld until such time as the next of kin can reason- 
ably be expected to have received notification of the ac- 
cident. 

(4) For the purpose of these regulations, an aircraft char- 
tered by the Department of the Army for the exclusive 
use of the military, or by individual members of the 
Army for their exclusive use, will be considered to be 
military aircraft and the releasing of information 
relative to casualties will be governed accordingly. 

c. When circumstances permit, one-story coverage of accidents 
is desirable. Normally, information released will be substantially 
as follows: 

(1) Statement that the accident has occurred. 

(2) Location of the accident and the time. 

(3) Names and addresses of the deceased or injured persons 
(see details in SR 600-400-100). 

(4) In answer to questions on the cause of the accident, the 
customary reply will be that a board of officers will 
investigate and determine the exact cause. Unclassified 
information based upon approved finding of such boards 
may be made available to media, subject to the provisions 
of AR 15-6. 

d. In all accidents, prompt action will be taken to safeguard 
items of Government property or projects which are classified. 
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This responsibility should be discharged with due consideration 
for reporters and photographers in the performance of their 
duties (see SR 360-5-15). Harmony and cooperation between 
public information officers and members of the press usually will 
promote fair and unsensational reporting of accident stories. 


e. Information regarding line of duty or misconduct status 
of individuals will not be released to the public except with the 


express approval of the Secretary of the Army or The Adjutant 
General. See AR 345-20. 


24. Release of information on casualties and nonbattle losses in 
oversea areas (see AR 600-400). The policy of the Department 
of the Army is to release information to news media on casualties 
(except missing in action, see a(3)(c) below) and nonbattle 
losses as soon as possible after the emergency addresses have been 
officially notified. Information will be released as follows: 

a. Casualties. 


(1) Immediately, if notification has been made by the over- 
sea commander to the emergency addressee, or next of 
kin, residing within the oversea command. 

(2) In all other cases, not less than 72 hours after dispatch 
of notification telegram by The Adjutant General. 


(3) Casualties will be identified according to type, except 
missing in action, in news releases and the term 
“casualty” itself will be avoided in order to correct a 
popular tendency to construe “casualties” to mean 
“killed.” News releases will identify casualties as— 

(a) Total deaths. 

1. Killed in action. 
2. Died of wounds received in action. 

(b) Wounded in action (with a subparagraph indicating 
percentage of wounded returned to duty based on 
medical records). 

(c) Missing in action—Notification will be made to next 
of kin only and should disclose no information other 
than the fact that the man is missing. 

(4) In all cases pertaining to casualties, notification of the 
emergency addresse takes precedence over the release 
of such information to the public. 

(5) The Adjutant General will furnish information con- 
cerning casualties to the Chief of Information and Educa- 
tion for dissemination to news media. 
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b. Nonbattle losses. 


(1) Immediately, if notification has been made by the over- 
sea commander to the emergency addressee, or next of 
kin, residing within the oversea command. 


(2) In all other cases (except (3) below) not less than 48 
hours after dispatch of report to The Adjutant General 
by the oversea commander, unless definite information 
is available that notification to the emergency addressee 
or next of kin has been accomplished. 


(3) In those cases where local civil authorities have released 
the names of deceased personnel, theater commanders of 
military assistance advisory groups, military missions, or 
other Army organizations not under theater commands, 
may authorize release or confirmation. Such action will 
be taken only when necessary to preserve good press 
relations, and must be simultaneously reported to the 
Chief of Information and Education, Department of 
the Army. 





25. Release of aerial photographs. a. Even though unclassified, 
official aerial photographs of military installations and other pos- 
sible target areas will not be publicly released except as authorized 
by appropriate Department of the Army or Department of Defense 
authority. Requests for exceptions to this policy will be referred to 
the Chief of Information and Education, Department of the Army. 
In addition to this restriction on the release of such official aerial 
photographs, commanders will, when called upon for such advice 
by media, recommend against the taking or publishing by news 
media of aerial photographs of military installations and other 
possible target areas, stressing that compliance with this recom- 
mendation is voluntary but desirable in the interests of national 
security. 

b. The photographing of vital (classified) military installations 
without the permission of the commander of the installation con- 
cerned is punishable by law. The reproduction, publication, or 
sale of an aerial photograph of such installations is also an offense 
punishable by law unless such a photograph indicates it has been 
reviewed and cleared for release by the authority competent to ac- 
complish the security review thereof (see Title 18, United States 
Code, Sections 795, 796, and 797, as implemented by Executive 
Order No. 10104, 1 February 1950). (Sec. I, Da Bul. 5, 1950). 
Where recourse to legal authority becomes necessary in connec- 
tion with such requests, guidance should be obtained from the staff 
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judge advocate or other legal officer of the command or installation 
concerned. 


26. Release of information concerning activation, reactivation, 
or inactivation of military installations. As security restrictions 
permit, accurate and timely information concerning activation, 
reactivation, or inactivation of military installations will be re- 
leased at Department of the Army level. Release to members of 
Congress will be made by the Chief of Legislative Liaison in ad- 
vance of release to the public. After the Congress has been 
notified, the releases will be made through normal public informa- 
tion channels through the Office of Public Information, Depart- 
ment of Defense. 


27. Release of information concerning activation, training, and 
movement of units. See AR 360-33. 


28. Use by Department of the Army of personal letters or com- 
munications. Generally the writer of a personal letter or communi- 
cation expects that the contents will be treated in a personal and 
confidential manner, or at least not be released to the public. 
Therefore, in every case where it is proposed to release a letter 
or communication to the public, the consent of the writer thereof 
will be obtained in writing in advance of the release. In the event 
the writer is deceased, the written consent of the personal repre- 
sentative or the nearest of kin, as appropriate, will be obtained. 
In those cases where compliance with this policy is impracticable, 
request for exception will be submitted to the Department of the 
Army for determination. 


29. Release of information regarding travel by very important 
persons (VIPs). a. Definition. A very important person (VIP) 
is defined as an individual (civilian official, ranking member of 
an armed service, foreign government head, etc) whose position 
is of such importance that his travels are of especial interest to 
public information media representatives. 


b. General. Normally there is no reason to classify the move- 
ment of VIPs. Unnecessary classification of the movement of 
VIPs, traveling in military aircraft, vessels, or other conveyances, 
or arriving at military bases results in conflicts with media repre- 
sentatives with consequent embarassment to the Department of 
Defense and the military departments. 


c. Policy. 


(1) The movement of VIPs will not be classified, except 
where required in the interest of national security, or 
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where it is deemed that adverso foreign reaction will 
result if information regarding the movement is released. 
Classification is authorized only when directed by the 
Secretary of the Army or the Secretaries of other mili- 
tary departments concerned, the Secretary of State or 
the Secretary of Defense, or higher authority. 

(2) Itineraries of VIPs will be released in advance to com- 
manders of installations and activities concerned, and 
normal media relations will be observed. 

(3) Where the movement is not classified but the VIP does 
not desire media coverage, every effort will be made to 
comply with his wishes. 


30. Release of information from civilian or military personnel 
records pertaining to disciplinary actions. See AR 345-60. 


31. Photography at courts-martial. a. Department of the Army 
policy prohibits the photographing of prisoners, except for official 
purposes. Disregard of this policy could subject the Army to 
criticism on grounds of defamation, embarrassment, mental 
anguish, and similar charges. 


b. In cases of national public interest in matters of a nonclassified 
nature, certain photography in connection with court-martial is 
permitted. 


c. On receipt of requests from news media for permission to 
take photograp‘is during the period of a trial by court-martial, 
commanders will be guided by the following: 

(1) Photography of the interior of the courtroom may be 
permitted when personnel involved in the proceedings 
are not physically present therein. 

(2) During the period of the trial, photography of the ac- 
cused may be permitted at such times as he is out-of- 
doors in public view. At their option, members of the 
court or the accused, may be photographed in the room 
or rooms assigned to the press. Any photography of the 
accused will be accomplished only under appropriate cir- 
cumstances, never in a courtroom, cell, cellblock, prison 
yard, or like area. A military prisoner will not be photo- 
graphed when other prisoners are present nor be forced 
to pose for photographs, except for official purposes. Any 
photography permitted will not impede or interfere with 
the progress of the trial. 
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32. Release of information on guided missiles, military aircraft, 
associated powerplants, components, and/or accessories. a. A need 
has developed for an orderly system of releasing information to 
the public on the above subjects. The premature release to the pub- 
lic of information on these subjects may constitute a grave threat 
to national security. 


b. The provisions of this paragraph are applicable to— 

(1) All agencies of the Department of the Army. 

(2) All contractors or subcontractors who receive Depart- 
ment of the Army contracts, letters of intent, or supple- 
mental agreements for development or production. In 
this connection, the responsibility of subcontractors to 
coordinate with prime contractors on matters pertaining 
to release of information on this subject is reemphasized. 


c. Policies guiding the release of public information are as 
follows: 

(1) The Chief of Public Information is responsible for obtain- 
ing final clearance for release to the public of informa- 
tion described herein. 

(2) Proposed public releases will be submitted for review in 
accordance with paragraph 3c. 


(3) Information previously authorized for public release by 
the Department of Defense and/or the Department of the 
Army may be released or re-released without further ap- 
proval. However, prior unofficial publication of the types 
of ‘information described herein does not constitute 
authority for official release. 

(4) If the information pertains to classified contracts or 
projects, the contractor shall be guided by paragraph 6N 
of Industrial Security Manual] for Safeguarding Classi- 
fied Information. 

d. Procedures and application are as follows: 

(1) Appendixes I, II, and III are furnished as guides only to 
the releasability of information and are not to be con- 
sidered as authority for automatic release. 

(2) Appendix I will not apply to rotary wing, training, 
liaison, search and rescue, glider-type, or research air- 
craft. Proposed public release of information on these 
aircraft will be considered individually when submitted 
for review. 

(3) Information pertaining to military aircraft, guided mis- 
siles, powerplants, components, and/or accessories which 
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have been canceled, discontinued, completed, or are be- 
yond the phases outlined in the appendixes will be con- 
sidered for public release on an individual basis. 





33. Release of information on atomié energy, nuclear weapons, 
guided missiles, and new weapons. a. Prior to the first release by 
the Department of Defense, or any component thereof, of any in- 
formation relating to the subjects listed in (1) through (3) below, 
such information must be cleared by the Chief of Information and 
Education, Department of the Army. 


(1) Military application of atomic or nuclear power. 


(2) The performance or capabilities of new or modified 
weapons, including guided missiles. (For further in- 
formation on guided missiles, see par. 32). 


(3) New or modified equipment or techniques that are related 
to (1) or (2) above. 

b. Before a news media representative or private writer is 
authorized to visit a military installation for the purpose of ob- 
taining information for public release concerning the subjects 
listed above, such visits must be approved by the Chief of In- 
formation and Education, Department of the Army. Request for 
such authorization should be directed to the Chief of Information 
and Education. Approved visits must be governed by the follow- 
ing: 

(1) Only information cleared for release will not be disclosed. 
Information which has not been cleared will not be re- 
vealed on an off-the-record basis as background material. 

(2) Cooperation will be given to news media representatives 
on the condition that final material will be submitted to 
the Chief of Information and Education for security re- 
view prior to publication. Material should be submitted 
in quadruplicate to facilitate clearance. 

c. Instructions for release of information by a contractor or 
manufacturer and visits by public information media representa- 
tives to industrial plants engaged in production of new weapons 
and equipment or modification thereof, are governed by the pro- 
visions of this paragraph and paragraph 32. 

d. Nuclear weapons. 

(1) The President has directed that all statements, written or 
oral, to be made public by Government officials regarding 
nuclear weapons must be checked in advance with the 
Chairman, Atomic Energy Commission. This applies to 
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statements concerning the military applications of atomic 
energy. 

(2) The above applies to the entire field of information con- 
cerning nuclear weapons and prohibits any public dis- 
cussion, written or oral, at any level unless appropriate 
clearance thereof has been obtained. It applies to ma- 
terial which has already been released as well as informa- 
tion not previously made public. 

(3) All material on this subject that is proposed for public 
release in any manner by persons subject to Army Regu- 
lations will be submitted to the Chief of Information, 
Department of the Army, for clearance with the appro- 
priate agencies. 
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APPENDIX I 
RELEASE SCHEDULE FOR MILITARY AIRCRAFT 


Phases of Development and Production :! 
1. Preliminary design and studies and Phase I contracts through 
mockup. 


2. Phase II contracts from mockup until factory roll-out of first 
production aircraft. 


3. Factory roll-out of first production aircraft until combat or 
training units receive first production aircraft. 


4. After operational or training units are receiving production 











aircraft. 
Category I—Aircraft Category II—Improve- 
‘ of new design ments of existing aircraft 
Items of information ai ee = = 
1 2 3 4 1 2 | 8 | 4 


! i 





’ i 
a. Model designation and man-|NR?/R° |R |R |NRIR |R [R 
ufacturer and powerplant 
model and manufacturer. 

b. General engineering princi-| NR | NR | NR 'NR |NR |NR |NR|NR 
ples and aerodynamic de- 
sign information. 

. Physical characteristics NR |NR IR R NR |NR | R R 
which include external 
photographs, drawings, 
dimensions, models, and 


° 


























launchers. 
d. Performance in generalities.| NR | NR |R R NR |NR/R R 
e. Exact performance and |NR | NR | NR | NR |NR |NR |NR|NR 
characteristics data. 
f.Internal photographs and} NR | NR | NR | NR*!| NR | NR | NR | NR* 
drawings. | 
g. Armament details which can|NR |NR |NR |NR |NR | NR |NR|NR 
not be ascertained from ex- | 
ternal inspection. | | 
| i | 





1 Production aircraft refers to the first aircraft of an unbroken series produced for inventory 
in accordance with an established production schedule. 


2 NR—Not releasable. 
3 R—Releasable. 


4Certain internal photographs, drawings, and dimensions that do not reveal significant de- 
tails may be considered for release. 
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APPENDIX II 
RELEASE SCHEDULE FOR MILITARY ENGINES 


Phases of Development and Production: 

1. During design, drafting of specifications and data. 

2. Date of completion of first engine for initial full scale testing. 
3. Date of acceptance of 50-hour qualification test or equivalent. 
4. Date of acceptance of 150-hour qualification test or equivalent. 


Category Il1—Modified 
Category I—Engines version of existing series 


’ : of new design with military value 
Items of information 





manufacturer. 

b. Dimensions and power or|NR | NR 
thrust class. 

. Specific performance and NR | NR 
characteristic data. 


NR |R NR |NR |NR | R 


oO 


NR | NR |NR |NR | NR |NR 





a. Model designation, type and| NR | NR R NR |NR |R R 


d. Internal photographs and NR | NR | NR | NR'|NR | NR | NR |NR 
drawings. 

e. External photographs and|NR |NR |NR/|R NR |NR |NR |R 
drawings. 

f. Engineering design informa-|NR | NR |NR |NR |NR | NR |NR | NR 
mation. 


1 Certain internal photographs, drawings, and dimensions that do not reveal significant de- 
tails may be considered for release. 
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APPENDIX III 
RELEASE SCHEDULE FOR GUIDED MISSILES 

Phases of Development and Production :! 

1. Preliminary design and studies and Phase I contracts through 
mockup. 

2. Phase II contracts from mockup through Research and Develop- 
ment Models and R&D operation, includes prototype and tech- 
nical evaluation. 

3. From the start of production through service acceptance of the 
first production model and through equipping and using units, 
including logistics activities in support thereof. 


Category II—Model im- 


Category I—Missiles provements of existing 
Items of information of new design missiles 
1 | 2 | 3 1 | 2 3 


a. Model designation and manu-|NR |NR INR |NR |R 
facturer. 

b. Production schedules and NR. |NR |NR |NR /|NR INR 
capabilities, number of mis- 
siles per contract, unit cost 
per missile, delivery rate. 

c. General engineering principles | NR NR NR NR NR |R 
and aerodynamics design in- 








formation. 
d. Performance in generalities___| NR NR /|R NR |NR |{R 
e. Exact performance________-__- NR NR |NR |NR |NR |NR 


f. External physical characteris- | NR NR R NR NR |R 
tics of missiles and launchers 
which include photos, draw- 
ings, dimensions, and minia- 
ture models, 
g. Internal photos, drawings and|NR NR NR? | NR NR NR 


dimensions. 

h. Power plant’ manufacturer and| NR |NR /|R NR NR |R 
type. 

i. Power plant model____________ NR NR R NR NR R 

j. Armament details, including NR NR NR NR NR NR 
fuzing. 

k. Specific details of control, NR NR |NR |NR NR NR 
guidance, launching and pro- 
pulsion. 

gS NR NR NR NR |NR 





ZZ 


R 
m. General propulsion and launch- | NR R R NR NR R 


ing system information. 





o 


1 Production guided missile refers to the first guided missile of an unbroken series produced 
for inventory in accordance with an established production schedule. 

2 Certain internal photographs, drawings, and dimensions that do not reveal significant de- 
tails may be considered for release. 

8 The term power plant includes any method of motivation su~h as air breathing, solid or 
liquid propellant, engine motor, etc. 
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[AG 360.06 (20 Jun 56) CINFOE] 
By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
Gencral, United States Army, 
Official : Chief of Staff. 
JOHN A. KLEIN, 
Major General, United Statcs Army, 
The Adjutant General. 


Distribution: 
Active Army, NG and USAR: B 
To be distributed on a need-to-know basis to all units and headquarters 
down to and including separate battalions (administrative) and to units 
and headquarters of comparable size and responsibility. 
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AppPENDIx B-3 


AR 360-5 
C2 
| PUBLIC INFORMATION 
| GENERAL POLICIES 
| CHANGES DEPARTMENT OF THE ARMY 
No, 2 WASHINGTON 25, D, C., 22 March 1957 


AR 360-5, 21 June 1956, is changed as follows: 
. The term Chief of Information and Education is changed to Chief 
of Information throughout the regulations. 
33. Release of information on atomic energy, nuclear weapons, 
guided missiles, and new weapons. 
* au * * a» * * 

d. Nuclear weapons. 

(1) (Superseded) Oral or written statements to be made pub- 
lic by Government officials regarding nuclear weapons, which 
contain information not previously made public officially, 
must be cleared in advance with the Chairman, Atomic 
Energy Commission. This applies to statements concerning 
the military applications of atomic energy. 

(2) (Superseded) The above applies to the entire field of in- 
formation concerning nuclear weapons and prohibits any 
public discussion, written or oral, at any level unless appro- 
priate clearance thereof has been obtained. 

* * e » * * * 

34. (Added) Participation of military personnel in commer- 
cially sponsored radio-television broadcasts not of a public service 
nature. 

a. Definitions: 

(1) Local program. A local program is defined as one broadcast 
or rebroadcast only by the station over which it originates, 
or rebroadcast at a later time by another station within the 
same general broadcast area as the original station. 

(2) Regional program. A regional program is one broadcast 
over the facilities of two or more interconnected stations in 
the same geographical area, but not in the same broadcast 
area. Filmed, taped, kinescoped, or transcribed programs 
which are broadcast over one station at a time, but which 
are later broadcast from one or more other stations in the 
same geographical area but not in the same broadcast area 
are considered regional programs. 

(3) National program. A national program is one broadcast 
over the facilities of two or more interconnected stations not 
in the same geographical or broadcast areas. Any filmed, 
taped, kinescoped, or transcribed program originating simul- 

TAGO 6149B—Mar. 
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taneously or successively from stations not in the same geo- 
graphical or broadcast areas is considered a national program. 

(4) Regional command. A regional command is defined as a 
numbered Army headquarters, a Naval District headquar- 
ters, or a major air command headquarters. 

b. Policy. The participation of military personnel in commercially 
sponsored or sustaining radio or television programs may be permitted 
when deemed by appropriate authority to be in the best interests of 
the Department of the Army; when it is in keeping with the dignity 
and prestige of the Army Establishment, and it does not interfere 
with the customary employment and regular engagement of per- 
formers. To provide guidance and to regulate and control such 
participation, the following standards are herewith established: 

(1) Authority to permit participation is delegated as follows: 
(a) Authority to permit participation by members of the Army 
in local commercially sponsored or sustaining radio or 
television programs is delegated to the commander of the 
installation to which the individual is assigned. 
Authority to permit participation in regional commercially 
sponsored or sustaining radio or television programs is 
delegated to ZI army commanders and the Commanding 
General, Military District of Washington, U. S. Army. 
(c) Authority to permit participation in national programs is 
reserved to the Secretary of Defense. Requests for author- 
ity to participate in national programs will be forwarded 
to the Chief of Information, Department of the Army, 
who will obtain the necessary clearance. 
(2) Appearances may be approved by officials indicated above 
when— 

(a) For entertainment purposes— 

1. The program concerned is devoted entirely to the observ- 
ance of a national holiday or is dedicated to the Armed 
Forces or to the Army, or 

2. The program is local and originates entirely from a mili- 
tary installation, or 

$. The military participation sought is unique in character, 
has no commercial counterpart, and contributes to the 
interests of the Department of the Army, or 

4. The Secretary of Defense deems it to be in the national 
interest, 


(d 


— 





INVESTIGATION OF NATIONAL DEFENSE 





(b) For information purposes the person appearing is news- 
worthy in his own right, or when appearing as an official 
representative of the Department of the Army or his com- 
mand for the sole purpose of informing the viewing or 
listening audience of the operation or functioning of the 
Department of the Army or of his command. 

(3) Military personnel who desire to take part in audience par- 
ticipation programs will, when feasible, consult an Army 
public information officer prior to appearing. However, 
prior approval is not required in order to participate. It is 
the responsibility of the individual appearing on such a 
program to so conduct himself as to reflect credit upon him- 
self and the military profession. 

[AG 350.05 (14 Mar 57) CINFO] 


By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution : 
Active Army, NG, and USAR: B. 
To be distributed on a need-to-know basis to all units and headquarters 
down to and including separate battalions (administrative) and to units and 
headquarters of comparable size and responsibility. 
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APPENDIX B-4 


AR 360-5 
*C 3 
PUBLIC INFORMATION 
GENERAL POLICIES 
CHANGES HEADQUARTERS, 
DEPARTMENT OF THE ARMY 
No. 3 WASHINGTON 25, D. C., 4 October 1957 


AR 360-5, 21 June 1956, is changed as follows: 

3. General. a. The American public * * * and anticipatory man- 
ner. Nothing in these regulations will be deemed to authorize the 
refusal to clear material, otherwise releasable, because its release 
might tend to reveal administrative error or inefficiency. 

* * * * * * * 

c. Material proposed for public release (par. 16) submitted to an 
Army agency or command having review authority (pars. 5, 7, 8, 9, 
10, and 12¢) will be reviewed for— 

~ * * * ok * * 

(3) (Superseded) Conformance with established policies. Mate- 
rial released to the public will not conflict with established 
policies or programs of the Department of the Army, the De- 
partment of Defense, or those of the national Government, 
since such material may have national or international sig- 
nificance. In no event will a member of the Department of 
the Army release statements to the public which would dis- 
credit or disparage a sister service. 


om * - ~ * * * 
12. Public information officer. 
+ * a ea x * - 


d. (As changed by C 1, 25 Jul 56) The authority to release infor- 
mation to public information media is subject to the same general 
guidance and limitations as those pertaining to the review of material 
in ¢ above, and to instructions contained elsewhere in these regula- 
tions. It is recognized * * * has been made. 

33. Release of information on atomic energy, nuclear weapons, 
guided missiles, and new weapons, 

* * *. * * * * 

b. Before a news * * * by the following: 

(1) (As superseded by C 1, 25 Jul 56) Only information cleared 
for release will be disclosed. Information which has not 
been cleared will not be revealed on an off-the-record basis 
as background material. 

_* * x * “ * * 

[AG 350.05 (26 Sep 57) CINFO] 

*These changes supersede C 1, 25 July 1956. 

TAGO 2025B—Oct. 
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By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 

General, United States Army, 

Official: Chief of Staff. 
HERBERT M. JONES, 

Major General, United States Army, 

The Adjutant General. 






Distribution: 
Active Army, NG, and USAR: B. 
To be distributed on a need-to-know basis to all units and headquarters 
down to and including separate battalions (administrative) and to units 
and headquarters of comparable size and responsibility. 


i 
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APPENDIX B-5 


AR 360-5 
C4 
PUBLIC INFORMATION 
GENERAL POLICIES 
CHANGES HEADQUARTERS, 
DEPARTMENT OF THE ARMY 
No. 4 WASHINGTON 25, D. C., 19 June 1958 


AR 360-5, 21 June 1956, is changed as follows: 


21. Army cooperation in commercial motion picture, radio, and 
television productions. «a. Motion pictures. 

~ * * * * * * 

(4) (Added) Army support of motion picture premiers and 
other showings in the civilian domain for which admission 
is charged, will be confined to motion pictures which have had 
Army cooperation or which Department of Defense considers 
suitable for support. The support rendered will be limited 
to locally available recruiting displays in theater lobbies, 
personal appearances of military or civilian Army digni- 
taries, and normal recruiting advertising and publicity. The 
commitment of Army musicians, choral groups, or other en- 
tertainers, drill teams, other troop units, special exhibits, 
sidewalk or street presentations, searchlights or other outside 
publicity support is not authorized. Requests for exceptions 
to this policy must be submitted to Chief of Information for 
approval by Department of Defense. 

[AG 350.05 (12 Jun 58) CINFO]) 


By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution: 
Active Army, NG, and USAR: B. 
To be distributed as needed to all units and headquarters down to and 
including separate battalions (administrative) and to units and headquarters 
of comparable size and responsibility. 


TAGO 6891B—June 
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APPENDIX B-6 


TROOP INFORMATION 
GENERAL PROVISIONS 


GENERAL 
th cniaittredettaetbaanecacabuacsenasec 
POR: 45 0k 255 Le yo x6 20m <n hens owen 


Responsibilities_.............-- penkecasseeewen 
Pane otk oa eeu. 25) AA. aia 
Sent Gepapidntion sacs: 4i6 i oi0- 6 es- ie eens cn 
TROOP INFORMATION REQUIREMENTS 
a I hs 


Phases of troop information_.........-.-------- 
DISSEMINATION OF TROOP INFORMA- 
TION 
eee acdn nb ah de gwmie 
LILI EAE ee ee 
Department of the Army publications. ........-. 
Department of the Defense publications. ....._-. 
Memorandums, notices, and daily bulletins__...-- 
I daa wi cena aie 
Troop information motion pictures. .......--.--- 
ASNT MOWMONENS. oon coon ccc sno d ade’) LL Se 
Armed Forces radio and television facilities.__...-. 
SUPPLY PROCEDURES FOR TROOP INFOR- 
MATION MATERIALS 
a 
Ee a Gn ueccdam nal 
Requisitioning by oversea commands-_----------- 
NO 
Pee BEG BIORNED ... nonce cccudoeell,.24.-5 


. ARMY NEWSPAPERS 


Responsibilities_..........--- itcn swears seeesd 
en 
Civilian enterprise newspapers._..--...--------- 
Mandatory distribution._..........-..-.--.-.-. 
Stopping or suspending Army newspapers. .-.---- 


*AR 355-5 


DEPARTMENT OF THE ARMY 
WassinaTon 25, D. C., 20 February 1957 


Paragraph 
1 


€ 


IS oP GW WO 


9 
10 
11 


12 
13 
14 
15 
16 
17 
18 
19 
20 
21 


22 
23 
24 
25 
26 


27 
28 
29 
30 
31 
32 
33 


Page 


11 
12 
13 
13 
13 


13 
14 
14 
14 
17 
18 
19 


*These regulations together with AR 621-5, 20 February 1957, supersede AR 
355-5, 10 August 1955, including C 1, 29 May 1956; AR 355-20, 10 August 1955; 
and AR 355-30, 10 August 1955, including C 1, 18 October 1955, and C 2, 28 March 
1956; and Reports Control Symbol CSTIE-9(R4). 
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Vv. ARMY NEWSPAPERS—Continued Paragraph Page 
a 34 19 
Army News Service (ANS)-.........-.-.--.-.-.. 35 19 
Army News Features (ANF). .---.......--..... 36 19 
Armed Forces Press Service (AFPS)__.._......-- 37 19 

VI. ARMED FORCES RADIO AND TELEVISION 
FACILITIES 
Gent. ncnasuernninnadesiinwenbiadeineacnes 38 21 
SN cb i Ra bind nitrite cab Rance Rai, 39 22 
I tinethtare conbennneeadondepenns 40 22 
Establishment of installations..............---- 41 23 
QeeRORE lived ie Bde decccwienewbdsecsicwds 42 24 
Armed Forces transcription and television re- 
CONIDD SIR edie nn isttinas ne commences 43 26 


VII. SUPPLY PROCEDURES FOR ARMED 
FORCES RADIO AND TELEVISION 





FACILITIES 
Projeet Wath a. 6 6 cdi ase SESSLER UES 44 28 
Requisitioning instructions............-....--.. 45 29 
Maintenanes SURDOT... <nninns<cdaddeonntcnenes 46 29 
GRE DOIG: 5 Didi 6 gaia nines enndnnpeene 47 29 

VIII. TROOP INFORMATION REPORT (RE- 

PORTS CONTROL SYMBOL CINFO-10) 
Bettetehivouis sa tsb ne cies osesedaedaiGe eeaidns 48 30 
Manse of camera... cccdccctccucccccicdenehoee 49 30 
Instructions for preparation of report........-... 50 80 

Secrion I 
GENERAL 


1. Purpose. These regulations define troop information; announce 
policies, requirements, and responsibilities pertaining thereto; and 
provide guidance for the establishment and conduct of troop infor- 
mation activities and facilities. 

2. Definition. Troop information is a command activity consisting 
of any means used by the commander to develop in the soldier an 
understanding of his role in the Army and to keep him informed of 
the military and civil events, conditions, policies, and actions which 
affect him as an individual. 

3. Objectives. a. The general objective of troop information is to 
increase the effectiveness of the Army by providing information to in- 
crease understanding. 

b. Specific objectives. The specific objectives are to— 

(1) Further develop in each soldier his— 
(a) Belief in the principles of American democracy and free- 
dom. 
(6) Sense of responsibility as a citizen of the United States. 


9 














598 INVESTIGATION OF NATIONAL DEFENSE 


(c) Awareness of the threat of communism to America and the 
free world. 

(d@) Determination to fight to preserve his American heritage. 

(e) Will to continue resistance when facing military odds in 
combat. 

(f) Endurance under physical, mental, and emotional stress. 

(2) Convince each soldier that— 

(a) He is of personal importance to the Army. 

(6) His duties are essential to the effective operation of his 
unit. 

(c) His unit has a vital mission in the role of the Army. 

(d) The Army has an essential role in the defense of the nation 
and the free world. 

(e) Military service is a patriotic duty and merits the support 
and respect of every citizen. 

(3) Explain to each soldier— 

(a) The mission of the Army. 

(6) The mission of his unit. 

(c) His military service obligations. 

(d) Policies, procedures, and actions which affect him as an 
individual. 

(e) His responsibilities in conduct and behavior as a member 
of the Army. 

(f) The people, geography, climate, and importance of mili- 
tary-civilian relationships in areas in which he may serve. 

(g) National and international events which affect him as an 
individual. 

4. Principles. The following principles are the basis of troop 
information. 

a. Troop information is a command function, with each echelon 
actively participating. 

6. The individual is the most important element of the Army. 

c. Commanders must be constantly on the alert to anticipate the 
informational needs of their troops. 

d. All personnel, enlisted and commissioned, have a part in troop 
information by recognizing and bringing to the attention of the com- 
mander matters that require explanation to insure understanding. 

e. Effective troop information is timely, factual, as complete as 
possible, and readily understandable. 

f. The provision of factual information is a strong defense against 
enemy propaganda. Maximum coordination between troop informa- 
tion, military intelligence, and psychological warfare activities is 
necessary. However, troop information facilities should not be uti- 
lized for direct psychological warfare purposes. 


3 
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g. Troop and public information are mutually supporting. Imple- 
mentation differs primarily in methods, emphasis, and timing. 

5. Responsibilities. a. All commanders are responsible for the 
effective conduct of troop information within their commands. 

b. The Chief of Information, Department of the Army, is respon- 
sible for the development of troop information policies and the staff 
supervision and coordination of troop information throughout the 
Army. 

ce. The Commanding General, United States Continental Army 
Command, has the function of assuring implementation (to include 
supervision and inspection) of troop information activities within 
the continental United States with the exception of the Army Anti- 
aircraft Command. 

d. The Commanding General, Army Antiaircraft Command, has 
the function of assuring implementation (to include supervision and 
inspection) of troop information activities within his command. 

e. When such activities are under their control, major oversea com- 
manders are further responsible for— 

(1) Publication of unified command-wide service newspapers 
(sec. V). 

(2) Establishment and operation of Armed Forces radio and 
television facilities (secs. VI and VII). 

6. Personnel. a. Troop information personnel, as provided by 
'TOE’s and TD’s, are immediate advisors to the commander in the 
execution of his troop information function. The troop information 
officer must sense, analyze, and judge troop information require- 
ments; then anticipate, recommend, and prepare necessary imple- 
menting actions. 

b. In the selection of personnel for assignment to troop information 
duties, including that of instruction, the following criteria are con- 
sidered desirable: 

(1) Military experience as broad as possible, with troop duty 
especially desirable. 

(2) Army Information School training. 

(3) A broad general educational background, attained either 
formally or informally, to enable clear and effective com- 
munication and practical application of ideas and facts. 

(4) Evidence of such mental and emotional maturity as will 

vender judgments reasonably free of emotional bias. 

c. Specific qualifications are contained in SR 605-105-5 and AR 
611-201. 

d. AR 604-20 contains data in regard to security clearance for 
personnel engaged in troop information activities. 
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e. AR 616-140 contains information on the information career 


program. 

7. Staff organization. The normal staff organization is a staff 
section for information, containing both troop and. public informa- 
tion, reporting direct to the commander or his chief of staff (fig. 1). 


Commanding General 
_Information 

f of Staff 
Info Info 


















Figure 1. Sample staff organization for information functions, 


Section II 
TROOP INFORMATION REQUIREMENTS 


8. General. The requirements of troop information are the infor- 
mation needsofthecommand. They include what information should 
be given to the soldier, when it should be given, and by what means. 

9. Troop information plans. a. For the objectives stated in para- 
graph 3 to be attained most effectively, a troop information plan is 
necessary. This should reflect the subject areas to be covered by the 
preparing command, serve as a guide for the plans of subordinate com- 
mands, and be closely related to the overall information plan of the 
command. 

b. Each information plan should be based on the following: 

(1) Points of emphasis as determined by the commander. 

(2) A continuing analysis of the information needs of the 
command. 

(3) Consideration of the effects of actions, directives, and policies 
affecting the command. 

(4) Subject areas prescribed in the information plans of Depart- 
ment of the Army and intermediate headquarters. 

(5) Close coordination with all other staff sections. 
Maximum utilization of every medium available. 


vo 
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10. Troop information subjects. a. Department of the Army 
prescribes subject areas to be covered during certain phases of a 
soldier’s career and subjects for presentation to all troops during 
specified periods. 

6. Major commanders may emphasize certain subject areas, or 
specific subjects, and direct that these be included in troop information 
plans prescribed by local commanders. 

c. Local commanders, in establishing their programs, will include 
subjects prescribed by higher headquarters as well as subjects which 
stress problems directly affecting their commands. 

1L. Phases of troop information. a. Jndividual training (to in- 
clude common specialist courses and service school training during 
advanced individual phase). ‘Troops undergoing this training will be 
given formal instruction in those subject areas prescribed by the Army 
‘Training Program, Programs of Instruction, and Training Memo- 
randums of United States Continental Army Command. Dissemina- 
tion of other troop information, as desired by the appropriate com- 
manders, normally will be by means other than formal instruction 
(sec. IIT). 

b. Unit and post cycle training. Troops undergoing this training 
will be presented those troop information subjects specified by Depart- 
ment of the Army and subjects prescribed by intermediate and local 
headquarters (sec. III). 

c. Field exercises, manewvers, and combat. Troop information is 
an important part of maneuver and field exercise training and is essen- 
tial to troops in combat. During these periods the formal aspects of 
troop information activities will seldom be possible. Troop informa- 
tion objectives may be attained through informal briefings supple- 
mented by Army newspapers and troop information radio broadcasts. 

(1) Propaganda. Commanders must take positive measures to 
discredit or counteract the effects of enemy propaganda. 

(2) Military news. 

(a) News of the military situation will be disseminated to par- 
ticipating troops within the limits of military security. 

(6) Operation plans will have a troop information annex giv- 
ing guidance and necessary information for the conduct 
of desired briefings on maneuvers, field exercises, and pro- 
posed operations. 

(3) General news. Since troops are denied by the circumstances 
the normal sources of news, the roles of Army newspapers 
and Armed Forces radio stations take on increased impor- 
tance, 
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d. Special orientations. Commanders will insure that the special 
orientations listed below are conducted so as to achieve prescribed 
troop information objectives: 

(1) Orientation prior to individual or unit movement overseas. 

(2) Orientation upon arrival overseas. 

(3) Orientation of personnel being transferred from one com- 
mand to another. 

(4) Orientation prior to separation or transfer to reserve status. 


Section III 
DISSEMINATION OF TROOP INFORMATION 


12. General. a. Formal periods of instruction, informal briefings, 
publications, films, radio, television, Army newspapers, and displays 
are the principal methods of disseminating information in support of 
troop information objectives. Except during the individual train- 
ing period, and for specifically announced subjects, Department of 
the Army imposes no mandatory requirement as to methods or mate- 
rial to be utilized. 

6. Troop information, in whatever form, is the voice of the com- 
mander expressing facts, his judgment of facts, and his viewpoint 
on specific issues. Responsibility for dissemination of troop infor- 
mation should be delegated sparingly and judiciously, and its execu- 
tion carefully supervised. The extent of understanding by his men 
and their attitude toward troop information objectives is a direct 
reflection upon the commander. 

c. Effective dissemination requires careful study of the subject mat- 
ter and planned utilization of facilities, materials, time, and indi- 
vidual talent. No single means can be specified as the most 
effective method. Careful selection of the primary method of dis- 
semination for a specific subject, with combinations of other methods, 
as appropriate, will give the commander his most effective program. 

d. Dissemination of information dealing with domestic politics of 
the United States and its allies will be on an impartial and objective 
basis. 

e. Regulations and directives of the Armed Forces are not offered 
as debatable issues, but as matters of information which servicemen 
must understand to fully and effectively comply therewith. Dissem- 
ination of this type of information should develop reasons for policies, 
directives, and regulations. 

f . Troop information should be disseminated in such a manner as to 
support or supplement unit operations and other subjects on the 
training program. 
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g. Under no circumstances will dissemination, or the discussion 
resulting from dissemination, be allowed to assume the form of attacks 
against American principles and system of government, or the advo- 
cacy of ideologies and forms of government hostile or contrary to 
the interests of the United States. 

h. Military personnel may engage in discussion of policies of the 
Government of the United States provided they understand that such 
discussion in no way diminishes their obligation to abide by those 
policies. 

13. Formal instruction. a. The effectiveness of formal instruc- 
tion in troop information depends upon the personal attention of the 
commander in the selection of the subject, in the assignment of in- 
structors, and in the preparation and presentation of instruction. If 
the commander does not act in the capacity of instructor, he, and his 
officers, should be present and actively participate in the presentation. 

b. At company level one training period a week normally is devoted 
to formal troop information instruction, conducted in the same manner 
as other military training. This period is available to the commander 
for support of troop information objectives prescribed by higher head- 
quarters and developed within his own command. 

c. Subjects prescribed for formal presentation by any headquarters 
will be included in locally prepared training schedules and monitored 
by G-3 (S3) in the same manner as other types of training. 

d. Instruction will be conducted in accordance with FM 21-6 and 
be made as interesting as possible through the planned use of films, ci- 
vilian and military guest speakers, demonstrations, tape recordings, 
panels, graphic training aids, and other instructional aids. 

e. Subjects listed below normally will be presented by a commissioned 
officer— 

(1) Leadership. 

(2) Policies of the Government (such policies as are expressed in 
laws enacted by the Congress and in Executive Orders of the 
President). 

(3) Regulations and directives of Armed Forces (includes verbal 
orders of commanding officers). 

14. Informal briefings. Short announcements and informal talks 
by commanders during scheduled assemblies, training periods, or rest 
periods are valuable methods of presenting troop information. These 
may be used to emphasize previous formal instruction or to present 
new material which does not warrant a formal period of instruction. 

15. Department of the Army publications. «a. Officers’ Call. 
Officers’ Call, published as a DA pamphlet on an as-needed basis, is one 
of the Chief of Staff’s means in carrying out his troop information 
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responsibility to the officer corps. Commanders will insure that all 
Officers are aware of and understand material contained in current 
Officers’ Call publications. 

b. Troop T opies. 

(1) Major troop information subjects prescribed by the Depart- 
ment of the Army are usually supported by DA Pamphlets 
(Troop Topics). These are designed as an aid to the in- 
structor but are not to be considered as the only source of 
information. All other possible sources should be used to 
make instruction or other means of dissemination as interest- 
ing and complete as possible. 

(2) Troop Topics are available in sufficient quantities through 
AG publications channels to place desired issues in day rooms 
as reading material. 

ce. Army Information Digest. 

(1) An official monthly magazine of Department of the Army 
published under the supervision of the Chief of Information, 
Department of the Army. 

(2) The mission of the Army Information Digest is to keep per- 
sonnel of the Army aware of trends and developments of 
professional concern. 

(3) Automatic distribution is made to all headanarters. includ- 
ing company level. 

d. Posters and maps. 

(1) Designed and distributed to support selected subjects of the 
troop information program. 

(2) Available items are listed in DA Pam 310-3 and DA Pam 
355-50. 

e. Other publications. All Department of the Army publications, 
especially pamphlets, may support certain troop information objec- 
tives and should be used as source material by instructors and, when 
appropriate, placed in day rooms as supplementary reading material. 

f. Supply procedures. Supply procedures for obtaining Depart- 
ment of the Army publications are contained in section LY. 

16. Department of Defense publications. Office of Armed Forces 
Information and Education, Department of Defense, provides publi- 
cations of common interest to the Armed Services. Supply procedures 
are contained in section LV. 


17. Memorandums, notices and daily bulletins. Written material 
for voluntary reading often may be used to good advantage, Unoffi- 
cial sections of daily bulletins, memorandums from commanders to 
selected groups of individuals, and special articles for bulletin boards 
should be exploited, normally in conjunction with other means of 
dissemination. 
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18. Displays. Suitable troop information displays, posters, and 
maps may be utilized as desired by commanders in day rooms, mess 
halls, and other areas where troops may gather. 

19. Troop information motion pictures. a. Films explain sub- 
jects in a vivid, interesting, and accurate manner. They are not, how- 
ever, a substitute for the personal leadership of commanders in carry- 
ing out the troop information function. When applicable, they may 
be used to supplement instruction as prescribed in FM 21-6. Recent 
films are accompanied by an Instructor’s Film Reference to aid the 
instructor in his presentation. 

6. Department of Defense provides films applicable to all of the 
Armed Forces, while Department of the Army produces films designed 
to support troop information objectives of the Army. 

c. Officers’ Conference Films, produced by Department of Defense, 
often support Officers’ Cail publications. These are film-recorded 
discussions in which prominent authorities discuss military matters, 
world problems, and domestic issues with groups of senior officers. 

d. All Department of the Army films and those Department of 
Defense films adopted for distribution to Army Signal Corps Film 
and Equipment Exchanges are listed in DA Pam 108-1. New 
releases and rescissions are published in monthly Signal film bulletins 
to Signal Film Exchanges. 

e. Procedures for obtaining films are contained in section IV. 

f. Requests for the production of new films or the revision of exist- 
ing films to support troop information programs should be sub- 
mitted in accordance with AR 108-6 (Reports Control Symbol SIG- 
110(R1)). 

20. Army newspapers. a. An Army newspaper is a publication 
prepared and distributed by, or for, a unit or installation of the 
Army, for the dissemination of information to military personnel. 

b. The Army newspaper is a valuable means at the disposal of the 
commander for explaining command problems to troops, disseminat- 
ing news of interest not readily available from other sources, explain- 
ing local policies and procedures, and developing and maintaining 
esprit de corps. The value of this medium is directly proportionate 
to the command support received. 

o. Policies and procedures governing Army newspapers are con- 
tained in section V, 

21. Armed Forces radio and television facilities. a. Armed 
Forces radio and television facilities are effective means at the dis- 
posal of the commander for explaining command problems, policies, 
and procedures; disseminating news, educational and entertainment 
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programs, emergency security information; and combating enemy 
propaganda. 

6. Policies and procedures governing Armed Forces radio and 
television facilities are contained in sections VI and VII. 


Section IV 


SUPPLY PROCEDURES FOR TROOP INFORMATION 
MATERIALS 


22. Materials available. a. Information materials are listed in— 


(1) DA Pam 108-1. 
(2) DA Pam 310-1, 
(3) DA Pam 310-3. 
(4) DA Pam 355-50. 

6. Information materials listed in DA Pam 310-1 and DA Pam 
310-3; those listed in DA Pam 355-50 which carry a Department of 
the Army number; and those Armed Forces Talks, You and Your 
USA Pamphlets, Know Your Communist Enemy Pamphlets, Armed 
Forces Information Pamphlets, Fact Sheets, and Officers’ Call 
Pamphlets which do not carry a Department of the Army Number 
(issues prior to June 55), are stocked by The Adjutant General. 

ce. Information materials listed in DA Pam 355-50 not covered 
by 5 above are stocked by the United States Armed Forces Institute 
(USAFI), Madison 3, Wisconsin. 

d. Pocket guides to specific areas are authorized for issue to the 
following: 

(1) Commands which are located in or near the areas. 

(2) Army terminals and personnel centers processing personnel 
embarking for the areas. 

(3) Units which have been alerted for direct movement to the 
areas, 

(4) Others as approved by the Chief of Information, Depart- 
ment of the Army. 

e. Supplies and equipment authorized for troop information activi- 
ties are indicated in TA 10~-100-32, TA 20-92, and appropriate 
TOE’s. 

f. Other materials which are required in troop information activi- 
ties, not available through normal supply channels, may be obtained 
by local procurement in accordance with pertinent regulations and 
within the availability of appropriated or nonappropriated funds. 
These include periodicals, newspapers, books, maps, drawing mate- 
rials, etc. 
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23. Requisitioning. a. Requisitions for publications stocked by 
The Adjutant General will be submitted on DA Form 17 (Requisition 
for Publications and Blank Forms) and forwarded as follows: 

(1) By active Army organizations within continental United 
States through the publications officer for processing through 
The Adjutant General publications supply channels. 

(2) By organizations within oversea commands in accordance 
with instructions issued by the oversea commander. 

(3) By units of the Army Reserve and National Guard to chiefs 
of military districts and State adjutants general, respectively, 
for approval and forwarding direct to the appropriate Adju- 
tant General Publications Center. See paragraph 48, AR 
310-1. 

b. Requisitions for publications stocked by USAFI will be sub- 
mitted on DA Form 17, in sufficient quantities so that three copies 
will be received by USAFI, and forwarded as follows: 


(1) By active Army organizations within continental United 
States through command channels to Commanding Generals, 
’ ZI armies, Army Antiaircraft Command, or Military Dis- 


trict of Washington, U. S. Army, as appropriate, for ap- 
proval and forwarding direct to Director, USAFI, Madison 
3, Wisconsin. 

(2) By organizations within oversea commands in accordance 
with instructions issued by the oversea commander. 

(3) By units of the Army Reserve through command channels 
to Commanding Generals, ZI armies or Military District of 
Washington, U. S. Army, as appropriate, who will forward 
approved requisitions to Chief of Army Reserve and ROTC 
Affairs, Department of the Army, Washington 25, D. C., for 
approval, citation of funds, and forwarding to Director, 
USAFI, Madison 3, Wisconsin. 

(4) By units of the National Guard to State adjutants general 
for approval, citation of funds, and forwarding direct to 
Director, USAFI, Madison 3, Wisconsin. 

ce. Commanders (including USAR and NG) may obtain such infor- 
mation motion picture films listed in DA Pam 108-1 from Army 
Signal Corps Film and Equipment Exchanges. In addition, avail- 
able motion picture films may be obtained from the following sources 
in accordance with local regulations established by the pertinent 
department: 
(1) Naval District Training Aids Libraries. 
(2) Marine Corps Training Aids Libraries. 
(3) Aviation Film Libraries. 
(4) Air Material Film Libraries, USAF. 
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d. Requests for Armed Forces Radio and Television Service radio 
transcriptions will be submitted as follows: 

(1) By organizations within the continental United States 
through command channels to the Chief of Information, De- 
partment of the Army, Washington 25, D. C., ATTN : Troop 
Information Division. 

(2) By organizations within oversea commands to Armed Forces 
Radio Broadcast Stations in accordance with instructions 
issued by the oversea commander. 

24. Requisitioning by oversea commands. a. Requisitions pre- 
pared by authorized oversea requisitioning agencies for troop informa- 
tion materials will be forwarded to the oversea supply division of tlie 
designated Army terminal in accordance with SR 730-10-10. 

6. Requisitions from oversea commands requesting air shipments 
will be accompanied by an air priority. 

25. Oversea supply agency. Requisitions for troop information 
materials received from oversea commands by the oversea supply 
agency at an Army terminal will be processed in accordance with AR 
725-50 and forwarded for supply action as follows: 

a. Extract requisitions for those publications listed in paragraph 
22b will be forwarded to the appropriate Adjutant General public:- 
tions center. 

b. Extract requisitions for those publications listed in paragraph 
22¢ will be forwarded to Director, USAFI, Madison 3, Wisconsin. 

26. Funds and property. a. Budgeting and funding will be in 
accordance with instructions issued by Department of the Army. 
Payments made from nonappropriated funds are subject to limitations 
defined in AR 230-5. 

b. Separate station property accounts for property used in troop 
information are not authorized at installations. Accounting pro- 
cedures for Armed Forces Radio Service equipment and “Stars and 
Stripes” equipment will be as prescribed by the oversea commander. 


SEcTION V 
ARMY NEWSPAPERS 


27. General. a. The Army newspaper is a basic medium of troop 
information. It is of maximum value to commanders when it is em- 
ployed as a functional part of the information plan by stressing se- 
lected information subject areas. 

b. Units, installations, and commands may establish and maintain 
newspapers for information, training, and education of personnel ac- 
cording to the policies set forth in these regulations 
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28. Definitions. a. Authorized Army newspaper. The term 
“Authorized Army newspaper” as used herein includes unit, com- 
mand, and installation newspapers, theater newspapers (when Army 
is delegated responsibility), daily news summaries, and news bulletins 
published by any post, camp, station, unit, installation, command, or 
agency of the Department of the Army. It does not include official 
publications, civilian enterprise newspapers, or civilian employee 
newspapers. 

b. Theater newspapers. ‘Theater newspapers are authorized Army 
newspapers published by major oversea commands, for which the 
Secretary of the Army is the executive agent, which have command- 
wide applicability and distribution. 

c. Civilian enterprise newspapers. Civilian enterprise newspapers 
are commercial publications, published by civilian concerns, which 
contain news of interest to personnel of particular military installa- 
tions. 

d. Civilian employee newspapers. <A civilian employee newspaper 
is a publication of nonregulatory nature published by and for civilian 
employees of an installation of the Department of the Army. 

e. Periodicals. See AR 310-1. 

29. Responsibilities. @. The Chief of Information, Department 
of the Army, exercises Department of the Army staff supervision over 
Army newspapers. 

6. Staff supervision is the responsibility of the officer charged with 
the troop information function. 

c. The Director of Civilian Personnel, Department of the Army, is 
responsible for determination of policy governing the publication of 
civilian employee newspapers and exercises Department of the Army 
staff supervision over such papers. See AR 230-87. 

30. Policies and procedures. a. General. 

(1) Authorized Army newspapers supplement the news coverage 
of the civilian press, radio, and television. 

(2) Operating principles of authorized Army newspapers are 
similar to those of reputable commercial newspapers pub- 
lished in the United States. Commanding officers are re- 
sponsible for, and control the publication of, authorized 
Army newspapers within their commands in the same manner 
that any civilian publisher controls his newspaper. 

(8) Close coordination with all interested staff sections is es- 
sential, 

(4) In oversea commands where personnel of the other services 
are part of the command efforts should be made to secure the 
cooperation and active participation of those services in the 
publication of the theater newspaper. 
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b. Editorial policies. 


(1) 


(2) 


(3) 


(4) 


(5) 


(6) 


News coverage will be as complete as practicable using all 
available reputable sources. Writing will be factual, objec- 
tive, accurate, and impartial. 

Editors will distinguish between facts and opinions which 
may be part of anewsstory. When opinion is expressed, the 
person or source should be identified. 

Editorial opinion will be confined to the editorial columns, 
reflect the policies of the command, and be directed to the 
interest and welfare of the Armed Forces of the United 
States. 

The editorial and news policy should serve to increase knowl- 
edge and understanding. Facts will be presented in an ob- 
jective manner and conform to the principles of good taste. 
There will be no appeal to emotions detrimental to the inter- 
est of the United States or its governmental agencies; this, 
however, is not to be construed as authority to impose or 
direct arbitrary censorship. 

Postal regulations prohibit the mailing of any material pub- 
licizing lotteries, raffles,.or prizes related thereto. There- 
fore, such material will not be distributed through the mails. 
Political campaign news. 


(a) Authorized Army newspapers published in the continental 


United States will not carry political campaign news, as 
such news is readily available through the commercial 
press, radio, and television facilities. 


(6) Oversea authorized Army newspapers may include political 


campaign news procured from nationally recognized 
United States News Services. Political campaign news 
will be accurate and treated on a nonpartisan basis. Max- 
imum effort will be made to maintain a well balanced cov- 
erage of material by, about, or emanating from major 
opposing parties or candidates, 


(c) Editorials concerning political campaigns and editorial 


comment, analysis, or interpretation of news pertaining 
thereto, will not appear in authorized Army newspapers. 


c. Advertising. Authorized Army newspapers will not contain ad- 
vertising. This does not preclude use of the following: 


(1) 





Material publicizing service-sponsored activities, such as 
religious services, the Blood Donor Campaign, the Red Cross, 
post theater, service clubs, education centers, Army ex- 
changes, Army Emergency Relief, and civic and sporis events 
of interest to local post or unit military personnel. 
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(2) Free and noncommercial advertising of personal property 
or services offered by and for local post or unit personnel for 
their convenience. 

(3) Publicity regarding books, magazines, or other commercial 
publications sold by a revenue-producing authorized Army 
activity. Such publicity will be limited to a listing of the 
publications by name and author, without implying in any 
manner that the Army or the Government indorses or favors 
any specific commercial product, commodity, or service ; equal 
publicity, to the extent practicable, will be given to all com- 
mercial publications offered for sale. 

d. Masthead. Authorized Army newspapers will include the fol- 
lowing identification in eaqh issue: 

(1) Name of publication. 

(2) A statement that the publication is “an authorized publica- 
tion.” In no case will an Army newspaper state that it is an 
“official publication.” 

(3) The military unit publishing the paper. 

(4) The Post Office address. 

(5) Frequency of publication. 

(6) A statement that views and opinions expressed are not neces- 
sarily those of the Department of the Army. 

(7) Additional information as desired by the commander. 

e. Credit. 

(1) All material obtained from other than local sources will be 
properly accredited. This includes Army News Service 
(ANS), Armed Forces Press Service (AFPS), Army News 
Features (ANF), commercial news services, other publica- 
tions, radio, and television services. 

(2) Army photographic credits are governed by AR 108-5. 

(3) Civilian publications are authorized to reproduce all non- 
copyrighted material appearing in authorized Army news- 
papers. Proper credit is customary. 

f. Copyrighted material. When authorized Army newspaper desire 
to use copyrighted material from commercial sources, reprint permis- 
sion will be obtained prior to publication. 

g. Funds. 

(1) Nonappropriated funds. Except as otherwise authorized by 
these regulations, nonappropriated funds will be used to de- 
fray the cost of printing authorized Army newspapers. 
Such civilian personnal and fiscal support as may be author- 
ized from nonappropriated funds for a theater newspaper 
will be provided as approved by the major oversea com- 
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(2) Appropriated funds. 

(a) Nonrevenue-producing newspapers. Appropriated funds 
may be used to help defray the cost of publishing non- 
revenue-producing authorized Army newspapers’ by 
payment of regularly employed civilian or military per- 
sonnel and for stationery, supplies, and equipment. 

(b) Revenue-producing newspapers. When _ responsibility 
for the theater newspaper has been delegated to an Army 
commander by the commander of a unified command, such 
personnel, fiscal, and logistical support as may be author- 
ized from appropriated funds will be provided by the 
Army. 

(3) Revenue-producing activities. Additional instructions cover- 
ing funding of revenue-producing activities are contained in 
AR 230-5. 

h. Stationery, supplies, and equipment. Administrative supplies, 
such as mimeograph paper stocks, office equipment, and such other 
equipment as may be authorized by current tables of allowances and 
tables of equipment, may be used in the publication of authorized 
Army newspapers. See TA 20-92 and TA 10-100-82. 

i. Further details. See DA Pam 20-23 and TM 28-210. 

31. Civilian enterprise newspapers. Commanders may aut!orize 
the circulation of civilian enterprise newspapers within their com- 
mands providing the following policies and procedures are observed : 

a. When selecting a civilian enterprise newspaper for distribution 
within his command the commander will afford an equal and fair 
opportunity to all interested and responsible bidders to submit specifi- 
cations and price (if a charge is required). The final selection will 
be based upon the best obtainable offer, price, or other factors as 
appropriate. 

b. Appropriated funds, or supplies or equipment purchased there- 
from, will not be used to defray either publication or distribution costs. 
The publication of a civilian enterprise newspaper will not be subsi- 
dized by either appropriated or nonappropriated funds. However, 
nonappropriated funds may be used for the purchase of subscriptions 
to the finished publication when the local commander deems such pur- 
chase to be in the best interest of his command. 

e. A civilian enterprise newspaper is not subject to military control 
with respect to content. A commander may, however, make recom- 
mendations or suggestions as to editorials, features, and other types of 
news articles. He also may prohibit circulation within his command 
of material which he considers to be in bad taste, detrimental to disci- 
pline, subversive, or otherwise contrary to the best interests of his 
command. 
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d. Army personnel on active duty and civilian employees of the 
Army will not be members of the editorial or administrative staffs of 
a civilian enterprise newspaper, and they will not authorize their 
names to be carried in the masthead. A commsander may authorize 
niembers of his command to prepare features and other types of news 
articles for release through public information office channels, and 
names of military and civilian personnel may appear as bylines. News 
released to a civilian enterprise newspaper will also be made available, 
simultaneously, as a general news release through the public informa- 
tion office. 

e. A commander should maintain liaison with the publisher. This 
liaison, a function of the troop information officer, is to insure that the 
Army does not infringe upon the rights of, or become involved in, the 
operations of the newspaper. 

j. A commander may authorize members of his command to co- 
ordinate and cooperate with the editor or publisher to the extent neces- 
sary to insure publication of a proper newspaper. Personnel will not 
be assigned to duty at the premises of the paper or to duties which are 
under the supervision or direction of personnel of the civilian concern. 

g. Civilian enterprise newspapers will not state that they are au- 
thorized newspapers of the Department of Defense or the Department 
of the Army nor use the name, ensign, or emblem of the Department of 
Defense or of the Army or of any Army unit in such a manner as to 
imply that the publications are authorized Army publications. 

h. Authorized Army newspapers will not be distributed as supple- 
mentary inserts in civilian-published newspapers; nor will civilian- 
published newspapers, or features or comic sections, be distributed as 
parts of authorized Army newspapers. 

i. Civilian enterprise newspapers distributed to members of the 
Army pursuant to these regulations will have the following printed 
on the first page of each paper, supplement or portion thereof, im- 
mediately below its title, preferably in type not smaller than 8 point 
or leaded 7 point boldface: 

“Published by (name of publisher), a private firm (or individual). Opinions 
expressed by the publisher and writers herein are their own are not to be con- 
sidered an official expression by the Department of the Army. The appearance 
of advertisements in this publication does not constitute an indorsement by the 
Department of the Army of the products or services advertised.” 

32. Mandatory distribution. One copy of each issue of Army 
newspapers will be sent to the Chief of Information, Department of 
the Army, Washington 25, D. C., ATTN: Chief, Troop Information 
Division, Daily news bulletins and news summaries may be sent 
weekly. 
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33. Stopping or suspending Army newspapers. Notification of 
action to stop or suspend Army newspapers will be forwarded through 
command channels to the Chief of Information, Department of the 
Army, Washington 25, D. C., ATTN: Chief Troop Information Di- 
vision, and, if a subscriber, to the Armed Forces Press Service, and 
Army News Features. 

34. Use of mails. Local commanders will ascertain from local 
postal authorities the appropriate regulations for the mailing of Army 
newspapers. 

35. Army News Service (ANS). News, editorial, and feature 
articles affecting Army units and Army personnel and their families 
are published as required and distributed automatically to newspaper 
editors of all authorized Army newspapers which are recorded at the 
Department of the Army, and to troop information officers having 
civilian enterprise papers and civilian employee papers. Releases 
are prepared and distributed by the Troop Information Division, 
Office, Chief of Information, Department of the Army. 

36. Army News Features (ANF). a. This is a biweekly clip sheet 
published by Army News Features, 61 Hardesty Avenue, Kansas City, 
Mo., containing feature material about the Army. Matrices are avail- 
able to letterpress publications. 

b. Editors of authorized Army newspapers desiring this service 
will submit a letter of request through channels to the Chief of Infor- 
mation, Department of the Army, Washington 25, D. C., ATTN: 
Chief, Troop Information Division. Civilian enterprise and employee 
papers may request this service through the troop information office 
of the installation they serve. 

c. Request for this material will contain— 

(1) Name of publication. 

(2) Publishing unit. 

(3) Post office address. 

(4) Method of reproduction. 

37. Armed Forces Press Service (AFPS). «. Services provided. 
The Armed Forces Press Service (AFPS) is an activity of the Office 
of Armed Forces Information and Education (OAFIE), which offers 
the following services to editors and supervising officers of Army 
newspapers : 

(1) Clips sheets, published weekly. They carry text and art. 
Illustrations appearing in clip sheets are provided upon 
request in mat form for letterpress papers and in precut 
stencils for stencil-duplicated (mimeographed) papers. 
Photo-offset papers may use the illustrations in the form in 
which they appear in the clip sheet. 
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(2) Armed Forces Newspaper Editors’ Guide (DA Pam 20-23). 
This guide is designed as a ready reference, in technical mat- 
ters, for editors of Army newspapers. 

(3) Advice to editors. Advice concerning the organization and 
operation of service newspapers and detailed critiques of 
specific Army newspapers are available upon request, and 
also are given through editorial suggestion in the monthly 
“Galley Guide,” distributed with clip sheets. Direct com- 
munication between editors and the Armed Forces Press 
Service is authorized for this service, 

b. Certificates of merit. The Armed Forces Press Service awards 
certificates of merit to service and civilian employee newspapers 
quarterly, on the basis of outstanding excellence. These awards 
will not be made to civilian enterprise newspapers. 

ce. Eligibility. 

(1) Authorized Army newspapers are eligible to receive ma- 
terials prepared by the AFPS. 

(2) Newspapers published by and for civilian employees of the 
Army of the United States and approved by the commanding 
officer of an Army installation are eligible to receive AFPS 
materials and services. 

(3) AFPS is not authorized to distribute materials to publica- 
tions designed primarily for the benefit of non-Government 
employees or non-Government agencies, even though such 
may be located on a military installation. This, however, is 
not intended to preclude the release by the local commanders 
of AFPS materials not copyrighted or syndicated to civilian 
publications. 

Civilian enterprise newspapers may receive AF PS materials 

and services through the staff officer charged with troop in- 

formation functions of the installations they serve and may 
use AF PS material as provided in the AFPS clip sheet mast- 
head. 

(5) The following nonpublishing activities may be provided with 
the AFPS clip sheet upon justification, in writing, through 
channels of their need for the service: 

(a) Headquarters which have a supervisory interest in Army 

newspapers. 

(b) Army radio broadcasting stations for use in actual broad- 

casting. 

(c) Isolated detachments at which newspapers are not readily 

obtainable and whose parent organizations do not publish a 
post or station newspaper. 
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ad. Use of AFPS materials. 


(1) AFPS material will carry individual AFPS credit lines. 
(2) AFPS material may be edited or revised by editors as re- 


quired by newspaper space limitations or as advisable for local 
appeal. When AFPS material is edited or revised, accuracy 
and conformance to accepted standards of good taste will be 
maintained. 


(8) AFPS material will not be used in commercial advertisements. 


e. Procedures. 


(1) Request for AFPS materials will be addressed through mili- 


tary channels to the Chief of Information, Department of 
the Army, Washington 25, D. C., ATTN: Chief, Troop In- 
formation Division. Such request will include the following: 
(a) Name of publication. 
(b) Name and address of unit or installation publishing the 
paper. 
(ce) Frequency of publication. 
(d) Method of reproduction to be used (letterpress, mimeo- 
graph, offset, etc.). 
(e) Particular services desired. 
(f) Whether publication is an authorized Army newspaper, a 
civilian enterprise newspaper, or a civilian employee paper, 
(g) Approximate number of copies printed per issue and esti- 
mated number of readers. 
(h) Approximate cost of printing. 


(2) Each request for AFPS materials will be accompanied by 


three copies of the publication. If the paper is not yet being 
published, copies will be forwarded as soon as publication 
begins. 


f. Mandatory distribution. Army and civilian employee news- 


papers subscribing to Armed Forces Press Service will forward two 
copies of each issue, on publication date, to the Armed Forces Press 
Service, Fisk Building, 250 West 57th Street, New York 19, N. Y. 


Section VI 


ARMED FORCES RADIO AND TELEVISION FACILITIES 


38. General. a. Armed Forces radio and television stations and 


networks afford commanders an expeditious means for the dissemina- 
tion of command news and information, educational material, enter- 
tainment, and emergency security information to service personnel 
and dependents stationed overseas. 
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b. Subject to international agreement when required, Armed Forces 
stations and networks for television and radio may be established in 
oversea commands where local civilian English language radio facil- 
ities are inadequate. 

c. Television stations may be established in specified isolated areas 
in the United States where commercial television program materials 
for information, education, and entertainment are unavailable. 

39. Definitions. a. Armed Forces Radio and Television Service. 
The Armed Forces Radio and Television Service (AFRTS) is the 
field agency of the Office of Armed Forces Information and Educa- 
tion, Department of Defense (OAF IE), which supports the operation 
of troop information radio and television in the services. 

b. Armed Forces radio and television facilities. Armed Forces radio 
broadcasting and television facilities are fixed plant facilities consist- 
ing of radio broadcasting station(s), carrier current station(s), audio 
distribution system(s), telecasting station (s), or wired television sys- 
tem(s) operated within the Department of the Army for purposes of 
information, education, and entertainment, and for such other pur- 
poses as may be directed by the Department of the Army. 

ce. Identifying terms. 

(1) A television recording (kinescope-kinephoto-magnetic video 
tape recording) is a permanent record of video signals re- 
corded photographically, electronically, or by other means, 
and which may be displayed through a television system, or 
projected as a completed motion picture. 

(2) A direct positive television recording is a film which results 
from photographing an electronic image and processing this 
film so as to obtain a print for immediate projection. 

(3) A negative television recording is a film exposed as indicated 
in (1) and (2) above, but on which a negative image appears. 
This film is not suitable for nonelectronic projection, but re- 
quires subsequent printing. 

40. Responsibilities. a. The Chief of Information, Department of 
the Army, exercises Department of the Army staff supervision over 
all Army Armed Forces radio and television facilities. 

b. The command supervision of each Armed Forces television sta- 
tion, radio broadcasting station, or network operated by the Army is 
the responsibility of the major commander of the area in which the 
stations are located, and includes responsibility for— 

(1) Efficiency and economy of operation. 

(2) Programming of high quality and variety. 

(3) Technical operation and proper maintenance. 
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@. Stati supervision of each Armed Forces television station, radio 
broadcasting station, or network is a function of the troop information 
officer of the major command in which the station is located and to 
which operational control is delegated. 

d, Engineering and installation of new Army Armed Forces radio 
or television facilities will be performed by the Signal Corps elements 
of the major command concerned. Personnel assigned to an Armed 
Forces radio or television facility may be used to assist. After instal- 
lation, the Signal Corps will continue to provide engineering and 
maintenance assistance as required. 

e. Direct communication is authorized on matters pertaining to 
radio or television programming between troop information officers 
of major oversea commands, and agencies as indicated in (1) and (2) 
below. Information copies of such communications will be forwarded 
to the Chief of Information, Department of the Army, Washington 
25, D. C., ATTN : Chief, Troop Information Division. 

(1) Armed Forces Radio and Television Service (AFRTS-LA), 
1016 North McCadden Place, Hollywood 38, Calif. 

(2) Armed Forces Press, Radio and Television Service 
(AFPRTS-NY), 250 West Fifty-Seventh Street, New York, 
ke 

f. The Chief Signal Officer will furnish assistance regarding engi- 
neering, installation, operation, and maintenance of Army Armed 
Forces radio and television facilities. Requests for such assistance 
should be included with projects or forwarded through major com- 
mand channels. 

41. Establishment of installations. a. A commander, on deter- 
mining that there is a need for an Armed Forces radio or television 
installation, a major modification, or other change to an existing out- 
let, such as additions, rehabilitation, or discontinuation, will submit 
a signal project for the requirement in accordance with AR 105-22. 

6. The Chief Signal Officer will coordinate approval of the project 
or project change with the Chief of Information. 

c. Upon receipt of approved project or change thereto, the appro- 
priate commander will notify the Chief of Information, Department 
of the Army, ATTN: Chief, Troop Information Division, the planned 
date the station will begin or cease operation and, when applicable, 
date on which transcriptions and/or kinephoto material should arrive 
or be discontinued. 

d. In those areas under the jurisdiction of the Federal Communi- 
cations Commission, the following criteria will apply in determining 
the acceptability of Armed Forces radio and television broadcasting 
stations for which concurrence has been requested : 
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(1) The station (radio only) must not be located in the conti- 
nental United States. 
(2) The station must not cause interference, as determined under 
the Commission’s rules, to stations licensed by the Commis- 
sion or to stations in other countries, in contravention of 
outstanding treaties or agreements. 
The station must not restrict or preclude the use of any fre- 
quency by a station licensed by the Commission in accordance 
with its rules and standards, or notified for operation in 
other countries under the provisions of applicable treaties 
or arrangements. 
Stations will, so far as technically possible, avoid competing 
for audiences with licensed commercial stations. No effort 
will be made to solicit the attention of a civilian audience. 

42. Operation. a. Identification. In compliance with command 
directives and international regulations, Armed Forces radio and 
television stations will identify themselves as follows “. . . Station” 
(e. g., American Forces Network, Far East Network, Armed Forces 
Television, or Radio Station, etc.) followed by the name of the city, 
post, or geographic location. Station call letters will precede or follow 
this identification. Stations that are a part of a network may use the 
net identification. All stations will announce their affiliation at least 
twice daily upon opening and closing as “an affiliate of the Armed 
Forces Radio and Television Service.” In accordance with ACP 
114 (_ ), call signs assigned to the military installation will serve as 
the call signs of Armed Forces radio stations. The call sign, suffixed 
by the letters TV, will serve as identification for Armed Forces tele- 
vision stations. 

b. Personnel. Qualified military and civilian personnel, within 
authorized strength, necessary to operate each Armed Forces radio or 
television facility, will be provided by the command. Other military 
departments, when appropriate, should, by joint agreement, provide 
an equitable share of the required personnel. 

c. Frequency and power. Assigned television or radiofrequency 
and power will not be deviated from except by approval of the assign- 
ing authority. 

d, Notification of changes. Notification of any changes to an 
Armed Fcrces radio and television facility will be forwarded to the 
Chief of lnformation, Department of the Army, Washington 25, 
D. C., ATIN: Chief, Troop Information Division. 

e. Program performance log. Each station will maintain a de- 
tailed daily program performance log (showing programs, musical 
numbers, and spot announcements and the times at which they were 
actually broadcast) covering the entire broadcast day. 
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f. Program schedules. A copy of the weekly program schedule 
(showing times at which programs are scheduled to be aired) will be 
forwarded, as often as prepared, to the Officer-in-Charge, Armed 
Forces Radio and Television Service, 1016 North McCadden Place, 
Los Angeles 38, Calif.; a copy will be furnished the Chief of Infor- 
mation Department of the Army, Washington 25 D. C., ATTN : Chief, 
Troop Information Division. 

g. Policies governing news broadcasts. 


(1) 
(2) 


(3) 


(4) 
(5) 


(6) 


News programs will be broadcast as frequently as may be 
consistent with good programming standards. 

News broadcasts will be as complete as practicable. News 
will be factual, objective, accurate, and impartial and be 
based on reports provided by commercial press associations, 
Armed Forces Press Service, AFRTS-LA, AFPRTS-NY, 
or other accredited news-gathering agencies, including au- 
thorized military news media and official press releases ema- 
nating from major command headquarters. 

Distinction will be made between facts and opinions when 
part of a news story. When opinion is expressed, the per- 
son or source will be identified. 

News broadcasts will conform to the principles of good 
taste. 

News programs will be based on balanced coverage of prin- 
cipal news developments and will not contain editorializing, 
analysis, commentary, or sensationalism. 

News commentaries, other than sports, will be restricted to 
television recordings, transcriptions, or shortwave broad- 
cast from the Armed Forces Radio and Television Service, 
Los Angeles, and the Armed Forces Press, Radio and Tele- 
vision Service, New York. Straight news broadcasts pre- 
pared directly from sources outlined in (2) above, excluding 
commentaries, may be aired live by local personnel. 


h. Dissemination of political matter. 


(1) 


(2) 


Armed Forces radio and television stations and networks 
are authorized to broadcast political news of a factual na- 
ture furnished by nationally recognized United States news 
services. Political news broadcasts will not include com- 
ment, criticism, analysis, or interpretation. 

Political addresses over Armed Forces television and radio 
stations will be restricted to transcriptions or television re- 
cordings distributed or broadcast short wave by Armed 
Forces Radio and Television Service. Addresses of Presi- 
dential candidates will be scheduled during the most ad- 
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vantageous listening hour of the day. Adequate publicity 
will be given, including the date and hour of the address. 

t. Religious programs. Religious programs originating in or origi- 
nally broadcast in the United States, except those supplied by the 
Armed Forces Radio and Television Service, wili not be broadcast. 
All requests received for use of broadcast time for such religious pro- 
grams will be submitted through command channels to the Chief of 
Information, Department of the Army, Washington 25, D.C., ATTN: 
Chief, Troop Information Division, for coordination with the Armed 
Forces Chaplains Board. 

j. Locally prepared live broadcasts. Commanders may authorize 
Armed Forces radio and television outlets to originate live programs 
which are prepared initially for broadcast over Armed Forces outlets 
and networks and are presented by, or under the supervision of, staff 
members of those stations or networks. Rebroadcast of such programs 
may be made with the permission of the command charged with the 
responsibility of the particular station(s) involved. Such authority 
may be delegated by commanders where such action is deemed 
desirable. 

k. Prohibited broadcast. Except as specified herein, no Armed 
Forces radio or television station will broadcast or rebroadcast any 
program sponsored by private or commercial interest or foreign gov- 
ernments, except those programs supplied by, or authorized by, the 
Armed Forces Radio and Television Service. This prohibition does 
not apply to live broadcast of local sport and special events which are 
prepared initially for broadcast over Armed Forces radio or televi- 
sion stations and presented by, or under the supervision of, staff mem- 
bers of those stations. In certain instances, events or ceremonies 
broadcast by the foreign government or agency may be deemed of 
sufficient cultural or informational value to warrant rebroadcast by 
Armed Forces stations. In such cases, major commanders are au- 
thorized to rebroadcast such programs. No broadcast of this nature, 
however, will be made without the express permission of the agency 
or agencies originating the program. 

l, Clearances. The Office of Armed Forces Information and Edu- 
cation, Department of Defense, is the sole agency responsible for 
obtaining clearance for use of published musical selections and tele- 
vision recordings from interested unions where required, and from 
such other associations, owners, or sponsors as may be necessary. 

43. Armed Forces transcription and television recording serv- 
ice. a. Preparation and distribution. The Office of Armed Forces 
Information and Education, Department of Defense, prepares and 
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distributes to those installations designated by the Department of the 
Army informational, educational, and entertainment programs and 
materials by means of transcriptions, television recordings, and short- 
wave broadcasting. 


(1) Complete Armed Forces television recording and radio tran- 


scription service is authorized only for approved Armed 
Forces radio and television stations. Requests for such ma- 
terial will be made through channels to the Chief of Informa- 
tion, Department of the Army, ATTN: Chief, Troop 
Information Division. 


(2) Partial Armed Forces radio transcription service is author- 


ized for military and Veterans Administration hospitals, in 
accordance with AR 40-685. 


(3) Partial Armed Forces radio transcription, television record- 


ing, and film service may be authorized for certain approved 
installations. Request for this service will be made through 
channels to the Chief of Information, Department of the 
Army, ATTN: Chief, Troop Information Division. 


8. Restrictions. 





(1) Except when specifically authorized by the Director, Office 


of Armed Forces Information and Education, Department 
of Defense, Armed Forces television recordings and radio 
transcriptions will not be used— 

(a) On commercial, private, or foreign government stations. 

(6) Ina program which originates from a military installation 
and is broadcast by a commercial station. 

(c) On a wired carrier or dummy antenna system. 

(¢d) At a dance, party, or other activity where such use would 
preclude hiring of professional musicians and artists. 

(e) As a feed from a hospital program distribution system to 
provide entertainment for such nonhospital activities as 
service clubs, barracks, workshops, and offices, 

(f) For commercial purposes or in any manner that would 
constitute competition with, or otherwise be detrimental to, 
commercial artists, copyright owners, or owners of other 
services or properties of a commercial nature. 


(2) Recordings made by Armed Forces stations or networks will 


not be made available to commercial or private radio stations 
or networks, or their representatives, without approval of the 
oversea commander, or the commander to whom such au- 
thority is delegated; and then only through normal public 
information channels, 
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c. Ownership. 

(1) All television recordings and transcriptions distributed by 
Armed Forces Radio and Television Service remain the prop- 
erty of the United States Government through custodianship 
of the Department of Defense. The right to use this material 
is not transferable. In no case will television recordings, 
transcriptions, or duplicate copies made therefrom, be re- 
tained by governmental agencies, private agencies, or private 
individuals except as authorized by the Director, Office of 
Armed Forces Information and Education, Department of 
Defense. 

(2) Ownership of and rights to all material prepared by military 
or civilian personnel as a part of their official duty or em- 
ployment in Armed Forces radio and television stations rests 
with the Department of the Army. No rebroadcast of the 
material is authorized without the express permission of the 
originating station or the Chief of Information, Department 
of the Army. 

d. Disposition of radio transcriptions. Armed Forces radio tran- 
scriptions on hand at Armed Forces radio stations which are no longer 
needed or which have been declared obsolete will be reported to the 
Armed Forces Radio and Television Service, Los Angeles, for dis- 
position instructions. Transcriptions will be screened semiannually 
to assure that obsolete television recordings are removed from the 
files. 

e. Disposition of television recordings. When no longer needed, or 
when declared obsolete, Armed Forces television recordings or films 
will be returned to Armed Forces Press, Radio, and Television Serv- 
ice, New York, or to such other place as may be directed by OAFIF. 

f. Use of Armed Forces television recordings. Armed Forces tele- 
vision recordings, having been screened and approved for release by 
the Director, Office of Armed Forces Information and Education, 
Department of Defense, will be presented as received. No deletions 
or additions will be made except to repair damaged film, or as directed 
by the Director, Office of Armed Forces Information and Education, 
Department of Defense. 


Sicrion VII 
SUPPLY PROCEDURE FOR ARMED FORCES RADIO AND 
TELEVISION FACILITIES 


44, Project system. The provisions of AR 105-22 apply in estab- 
lishing facilities or effecting changes to the basic facilities such as 
additions, removals, and rehabilitations. 


DIR 
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45. Requisitioning instructions. «a. Requisitions for initial issue. 
Requisitions will be submitted through normal supply channels in 
accordance with AR 725-50 for those items listed on the approved bill 
of materials. Any additional material required will be included in a 
project change. 

b. Requisition of nonstock-numbered maintenance items. Non- 
stock-numbered maintenance items will be requisitioned through 
normal supply channels, citing the approved project as the “Author- 
ization” and the basic item(s) shown on the approved bill of materials 
as the “Basis” for the requirement. Requisitions for nonstock- 
numbered maintenance items will be submitted quarterly. 

c. Requisition of end-item replacement. End-item replacement of 
unserviceable or obsolete items in facilities now installed will be ob- 
tained by a project change and requisitioned as initial issue in 
accordance with a above. 

d, Emergency requisitions. To enable prompt action in emergency 
situations to alleviate or avert shutdown or major breakdown, emer- 
gency requirements will be processed on a priority basis in advance of 
other requests for supply action. Strict interpretation of emergency 
requirements must be observed by all concerned and such requisitions 
will outline clearly the emergency involved. Requisitions will be 
submitted to the oversea supply agency serving the command. 

e. Air shipments. Requisitions from oversea command requesting 
air shipments will be accompanied by an air priority. 

46. Maintenance support. a. Maintenance support for standard 
stock-numbered items which are authorized Armed Forces radio and 
television stations in appropriate TOE’s, TA’s, EML’s, or troop in- 
formation projects will be provided through appropriate depots. 

6. Level of supply of nonstock-numbered spare parts. A 180-day 
level of nonstock-numbered spare parts will be maintained at oversea 
stations. 

c. Maintenance of equipment. Within their capabilities, mainte- 
nance of equipment will be performed by personnel assigned to Armed 
Forces radio and television facilities. Signal maintenance support 
for problems which are beyond these capabilities will be provided by 
Signal Corps elements of the major command concerned. 

47. Local procurement. Local procurement of authorized items 
of project material will be in accordance with existing policy govern- 
ing local purchasing. In determining the advisability of local pro- 
curement, consideration should be given to the future availability of 
adequate maintenance supplies and spare parts from local sources, 
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Section VIII 


TROOP INFORMATION REPORT (REPORTS CONTROL 
SYMBOL CINFO-10) 


48. General. a. Troop Information Report (DA Form 510) (Re- 
ports Control Symbol CINFO-10) will be prepared as of the end of 
each fiscal quarter. The first report prepared under these regulations 
will be rendered for the period ending 31 March 1957. 

b. An initial distribution of DA Form 510 will be made to using 
units and agencies. 

49. Manner of reporting. a. All installations, activities, and 
organizations conducting troop information will submit reports not 
later than 15 days following the quarter being reported to the follow- 
ing major commands. 

(1) Army Antiaircraft Command. 
(2) ZI armies. 

(8) Military District of Washington. 
(4) Major oversea commands, 

b. ZI armies, Army Antiaircraft Command, Military District of 
Washington, and major oversea Army commands will prepare and 
submit (letter of transmittal not required) consolidated reports not 
later than 30 days following the quarter being reported, as follows: 


(1) ZZ armies and Military District of Washington. Submit an 
original copy only to the Commanding General, United 
States Continental Army Command, ATTN: Information 
Section; and two copies to Chief of Information, Depart- 
ment of the Army, Washington 25, D. C., ATTN: Troop 
Information Division. 

(2) Army Antiaircraft Command and major oversea Army com- 
mands. Submit an original and one copy to Chief of Infor- 
mation, Department of the Army, Washington 25, D. C., 
ATTN: Troop Information Division. 

50. Instructions for preparation of report. a. Section J. A. 
Report the number of full-time civilians and military personnel as- 
signed to troop information duties as of the end of the quarter. Full- 
time military personnel refers to those military personnel whose troop 
information activity is a primary assignment. Personnel who are 
engaged in troop information activities as an additional duty will not 
be reported. 

b. Section I. B. Record obligations during quarter in appropriate 
celumns by activity. Entries made in “Other” will be explained in 
“Comments” section of report. Nonappropriated fund expenditures 
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in connection with civilian enterprise newspapers will be included in 
“Other” column. 

e. Section II. 

(1) Ztem A. For oversea commands only. Indicate whether 
weekly or daily and average circulation. 

(2) Items B, C, and D. Indicate number of Army newspapers 
published (authorized and civilian enterprise) ; number of 
television outlets; and number of radio outlets, AM or FM. 

d. Section III, Briefly indicate in narrative form the general action 
and specific outstanding actions taken by the command in support of 
certain specified Troop Information subjects, as directed by Depart- 
ment of the Army. One copy of each publication produced by the 
command in support of troop information will be inclosed with the 
report. 

e. Section 1V.—Comments and recommendations. Include a brief 
description of problems encountered, and resommendations which, if 
adopted, will aid in achieving the objectives of Troop Information. 
Any inadequacy in distribution of troop information materials or 
publications should be noted. Explanation for expenditures reported 
as “Other” will also be included. 


[AG 353 (22 Oct 56) CINFO] 
By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution: 
Active Army, NG, and USAR: A. 
To be distributed on a need-to-know basis to all units and headquarters 
down to and including companies and batteries and to units and headquar- 
ters of comparable size. 
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APPENDIX B-7 


AR 355-5 
C1 
TROOP INFORMATION 
GENERAL PROVISIONS 
CHANGES HEADQUARTERS, 
DEPARTMENT OF THE ARMY 
No. 1 WASHINGTON 25, D. C., 5 November 1957 


AR 355-5, 20 February 1957, is changed as follows: 
Secrion V (Superseded) 
ARMY NEWSPAPERS 


27. General. a. The Army newspaper is a basic medium of troop 
information. It is of maximum value to commanders when it is em- 
ployed as a functional part of the information plan. 

6. Units, installations, and commands may establish and maintain 
newspapers for information, training, and education of personnel ac- 
cording to the policies set forth in these regulations. 

28. Definitions. a. Authorized Army newspaper. The term 
“Authorized Army newspaper” as used herein includes unit, command, 
and installation newspapers, theater newspapers (when Army is dele- 
gated responsibility), daily news summaries, and news bulletins pub- 
lished by any command or agency of the Department of the Army. 
It does not include official publications, civilian enterprise publica- 
tions, or civilian employee newspapers. 

b. Civilian enterprise publications. A civilian enterprise publica- 
tion is issued by a civilian publisher, although intended for a military 
audience. There are three categories, as follows: 

(1) A civilian enterprise newspaper, which has a purpose similar 
to that of an authorized Army newspaper; the newspaper is 
intended for distribution to personnel of a specific military 
installation or unit. 

(2) A comic supplement. 

(3) A feature section. 

Either or both of these civilian enterprise publications listed in (2) 
and (3) above may be distributed with an authorized Army, civilian 
enterprise or civilian employee newspaper provided they meet the 
requirements of paragraph 31. 

ce. Civilian employee newspaper. A civilian employee newspaper is 
similar to an authorized Army newspaper except that it is published 
by and for civilian employees of an installation or activity of the 
Department of the Army. See AR 230-87. 

d. Periodicals. See AR310-1, 
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29. Responsibilities. a. The Chief of Information, Headquarters, 
Department of the Army, exercises Department of the Army Staff 
supervision over Army newspapers. 

6. At each command level, staff supervision is the responsibility of 
the Information Officer. 

c. The Director of Civilian Personnel, Headquarters, Department of 
the Army, is responsible for determination of policy governing the 
publication of civilian employee newspapers and exercises Depart- 
ment of the Army Staff supervision over such papers. See AR 


230-87. 


30. Policies and procedures. a. General. 


(1) 
(2) 


(3) 
(4) 


Authorized Army newspapers supplement the news coverage 
of the civilian press, radio, and television. 

Operating principles of authorized Army newspapers are 
similar to those of reputable commercial newspapers pub- 
lished in the United States. Commanding officers are re- 
sponsible for, and control the publication of, authorized 
Army newspapers within their commands in the same man- 
ner that any civilian publisher controls his newspapers. 
Close coordination with all staff sections is essential. 

In oversea commands where personnel of the other services 
are part of the command, efforts should be made to secure 
the cooperation and active participation of those services 
in the publication of the theater newspaper. 


b. Editorial policies. 


(1) 


(2) 


(8) 


(4) 


News coverage will be as complete as practicable using all 
available reputable sources. Writing will -be factual, ob- 
jective, accurate, and impartial. 

Editors will distinguish between facts and opinions which 
may be part of a news story. When opinion is expressed, 
the person or source should be identified. 

Editorial opinion will be confined to the editorial columns, 
reflect the policies of the command, and be directed to the in- 
terest and welfare of the Armed Forces of the United States. 
The editorial and news policy should serve to increase know]l- 
edge and understanding. Facts will be presented in an 
objective manner and conform to the principles of good taste. 
There will be no appeal to emotions detrimental to the in- 
terest of the United States or its governmental agencies; 
this, however, is not to be construed as authority to impose 
or direct arbitrary censorship. 
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(5) Postal regulations prohibit the mailing of any material 
publicizing lotteries, raffles, or prizes related thereto. 
(6) Political campaign news. 

(a) Authorized Army newspapers published in the con- 
tinental United States may contain voting information 
obtained through military channels, but will not carry 
political campaign news, as such news is readily available 
through the commercial press, radio, and television 
facilities. 

(b) Oversea authorized Army newspapers may include polit- 
ical campaign news procured from nationally recognized 
United States news services and voting information 
obtained through military channels. Political campaign 
news will be accurate and treated on a nonpartisan basis. 
Maximum effort will be made to maintain a well balanced 
coverage of material by, about, or emanating from major 
opposing parties or candidates. 

(c) Editorials concerning political campaigns and editorial 
comment, analysis, or interpretation of news pertaining 
thereto, will not appear in authorized Army newspapers. 

c. Advertising. Authorized Army newspapers shall not contain 
paid advertisement inserted by or for any private individual, firm, or 
corporation; nor shall they contain any other material which implies 
that the Department of the Army or any of its activities indorses or 
favors any specific commercial product, commodity, or service. This 
does not preclude use of the following: 

(1) Material publicizing service-sponsored activities, such as 
religious services, the Blood Donor Campaign, the Red 
Cross, post theater, service clubs, education centers, Army 
exchanges, Army Emergency Relief, and civic and sports 
events of interest to local post or unit military personnel. 
(2) Free and noncommercial advertising of personal property or 
services offered by and for local post or unit personnel for 
their convenience. 
Publicity regarding books, magazines, or other commercial 
publications sold by a revenue-producing authorized Army 
activity. Such publicity will be limited to a listing of the 
publications by name and author, without implying in any 
manner that the Army or the Government indorses or favors 
any specific commercial product, commodity, or service. 

d. Masthead. Authorized Army newspapers will include the fol- 

lowing identification in each issue: 


(3 


~~ 
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(1) Name of publication. 

(2) A statement that the publication is “an authorized publica- 
tion.” In no case will an Army newspaper state that it is 
an “official publication.” 

(3) The military unit publishing the paper. 

(4) The Post Office address. 

(5) Frequency of publication. 

(6) A statement that views and opinions expressed are not nec- 
essarily those of the Department of the Army. 

(7) Basis of distribution (a brief statement of the distribution 
of the paper, i. e., one copy per so many military personnel in 
the command, one copy per so many civilian personnel in the 
command; one copy per so many dependents, etc.). 

(8) Additional information as desired by the commander. 

e. Credit. 

(1) All material obtained from other than local sources will be 
properly accredited. This includes Army News Service 
(ANS), Armed Forces Press Service (AFPS), Army News 
Features (ANF), commercial news services, other publica- 
tions, radio, and television services. 

(2) Army photographic credits are governed by AR 108-5. 

(3) Civilian publications are authorized to reproduce all non- 
copyrighted material appearing in authorized Army news- 
papers. Proper credit is customary. 

f. Copyrighted material. When authorized Army newspapers de- 
sire to use copyrighted material from commercial sources, reprint per- 
mission will be obtained prior to publication. 

g. Funds. 

(1) Nonappropriated funds. Except as otherwise authorized by 
these regulations, nonappropriated funds will be used to de- 
fray the cost of printing authorized Army newspapers. Such 
civilian personnel and fiscal support as may be authorized 
from nonappropriated funds for a theater newspaper will be 
provided as approved by the major oversea commander. 

(2) Appropriated funds. 

(a) Nonrevenue-producing newspapers. Appropriated funds 
may be used to help defray the cost of publishing nonreve- 
nue-producing authorized Army newspapers by payment 
of regularly employed civilian or military personnel and 
for stationery, supplies, and equipment. 

(b) Revenue-producing newspapers. When responsibility for 
the theater newspaper has been delegated to an Army com- 








INVESTIGATION OF NATIONAL DEFENSE 631 


mander by the commander of a unified command, such per- 
sonnel, fiscal, and logistical support as may be authorized 
from appropriated funds will be provided by the Army. 
(3) Revenue-producing activities. Additional instructions cov- 
ering funding of revenue-producing activities are contained 
in AR 230-5. 

h. Stationery, supplies, and equipment. Administrative supplies, 
such as mimeograph paper stocks, office equipment, and such other 
equipment as may be authorized by current tables of allowances and 
tables of equipment, may be used in the publication of authorized Army 
newspapers. See TA 20-92 and TA 10-100-82. 

i. Army Newspaper Awards. Department of the Army Newspaper 
Awards are presented to outstanding Authorized Army Newspapers 
semiannually, based on recommendations of major commanders. 

j. Further details. See DA Pam 20-23 and TM 28-210. 

31. Civilian enterprise publications. Commanders may authorize 
the circulation of civilian enterprise publications within their com- 
mands providing the following policies and procedures are observed : 

a. When selecting a civilian enterprise publication for distribution 
within his command the commander will afford an equal and fair 
opportunity to all interested and responsible bidders to submit speci- 
fications and price (if a charge is required). The selection normally 
will be for a period of not more than 1 year and will be based upon 
the best obtainable offer, price, or other factors as appropriate. Nor- 
mally, at any military installation, distribution will be limited to one 
civilian enterprise publication in each of the categories listed in para- 
graph 285. However, commanders may authorize distribution of two 
or more civilian enterprise publications in the-same category where 
this appears desirable. 

6. Appropriated funds, or supplies, or equipment purchased there- 
from, will not be used to defray publication costs. The publisher of 
a civilian enterprise publication will not be subsidized by either appro- 
priated or nonappropriated funds. However, nonappropriated funds 
may be used for the purchase of subscriptions to the finished publica- 
tion when the local commander deems such purchase to be in the best 
interest of his command. 

ec. A civilian enterprise publication is not subject to military control 
with respect to content. A commander may, however, make recom- 
mendations or suggestions as to editorials, features, and other types 
of news articles. He also may prohibit circulation within his com- 
mand of material which he considers to be in bad taste, detrimental to 
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discipline, subversive, or otherwise contrary to the best interests of his 
command, 

d. Army personnel on active duty and civilian employees of the 
Army will not be members of the editorial or administrative staffs of 
a civilian enterprise publication and they will not authorize their 
names to be carried in the masthead. A commander may authorize 
members of his command to prepare features and other types of news 
articles for release through information office channels, and names of 
military and civilian personnel may appear as bylines. News or infor- 
mation made available to a civilian enterprise publication should be 
made equally available to any other publisher who indicates a desire 
to have it. 

e. A commander should maintain liaison with the publisher. This 
liaison is to insure that the Army does not infringe upon the rights 
of, or become involved in, the operations of the publication. 

f. A commander may authorize members of his command to coor- 
dinate and cooperate with the editor or publisher to the extent neces- 
sary to insure an effective publication. Personnel will not be as- 
signed to duty at the premises of the publication or to duties which 
are under the supervision or direction of personnel of the civilian 
publisher. 

g. Civilian enterprise publications will not state that they are 
authorized publications of the Department of Defense or the Depart- 
ment of the Army nor use the name, ensign, or emblem of the Depart- 
ment of Defense or of the Army or of any command in such a man- 
ner as to imply that the publications are authorized Army publica- 
tions. 

h. Authorized Army newspapers will not be distributed as supple- 
mentary inserts in civilian enterprise publications; nor will civilian- 
published newspapers be distributed as parts of authorized Army 
newspapers. However, a civilian enterprise comic supplement or fea- 
ture section, with commercial advertising, may be distributed as an 
insert in an authorized Army newspaper, provided— 

(1) Fair and equal opportunity is provided for responsible 
persons or organizations to compete for this privilege as 
provided in a, above. 

(2) The front page of each civilian enterprise comic supple- 
ment or feature section carries a statement as required in z 
below, and each succeeding page carries a statement in similar 
type to the effect that the appearance of commercial adver- 
tisements in the supplement or section does not constitute an 
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indorsement by any military department of the products or 
services advertised. 

z. Civilian enterprise publications distributed to members of the 
Army pursuant to these regulations will have the following printed 
on the first page of each copy, immediately below its title, prefer- 
ably in type not smaller than 8 point or leaded 7 point boldface: 

“Published by (name or publisher), a private firm (or individual). 
Opinions expressed by the publisher and writers herein are their own and 
are not to be considered an official expression by the Department of the 
Army. The appearance of advertisements in this publication does not 
constitute an indorsement by the Department of the Army of the products 
or services advertised.” 

32. Mandatory distribution. One copy of each issue of Author- 
ized Army, theater newspapers, and civilian enterprise publications 
will be sent to the Chief of Information, Department of the Army, 
Washington 25, D. C., ATTN: Troop Information Division. 

33, Stopping or suspending Army newspapers. Notification of 
action to stop or suspend Army newspapers will be forwarded through 
command channels to the Chief of Information, Department of the 
Army, Washington 25, D. C.. ATTN: Troop Information Division, 
and, if a subscriber, to the Armed Forces Press Service, and Army 
News Features. 

34. Use of mails. Local commanders will ascertain from local 
postal authorities the appropriate regulations for the mailing of 
Army newspapers. 

35. Army News Service (ANS). News, editorial, and feature arti- 
cles affecting Army units and Army personnel, and their families are 
published as required and distributed automatically to newspaper 
editors of all recorded authorized Army newspapers. Also, distribu- 
tion is made to information officers at installations having civilian en- 
turprise papers and civilian employee papers. Releases are prepared 
and distributed by the Troop Information Division, Office, Chief of 
Information, Department of the Army. 

36. Army News Features (ANF). a. This is a biweekly clipsheet 
published by the Office, Chief of Information, Department of the 
Army, containing feature material about the Army. Matrices are 
available to letterpress publications, 

b. Editors of authorized Army newspapers desiring this service will 
submit a letter of request through channels to the Chief of Informa- 
tion, Department of the Army, Washington 25, D. C., ATTN: Troop 
Information Division. Civilian enterprise publications and civilian 
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employee newspapers may request this service through the infor- 
mation office of the installation they serve. 

c. Request for this material will contain— 

(1) Name of publication. 

(2) Publishing unit. 

(3) Post Office address. 

(4) Method of reproduction. 

37. Armed Forces Press Service (AFPS). a. Services provided. 
The Armed Forces Press Service (AFPS) is an activity ot the Office 
of Armed Forces Information and Education (OAFIE), DOD, 
which offers the following services to editors and supervising officers 
of Army newspapers: 

(1) Clipsheets, published weekly. They carry text and art. 
Illustrations appearing in clipsheets are provided upon re- 
quest in mat form for letterpress papers and in precut sten- 
cils for stencil-duplicated (mimeographed) papers. Photo- 
offset papers may use the illustrations in the form in which 
they appear in the clipsheet. 

(2) Armed Forces Newspaper Editors’ Guide (DA Pam 20-23). 
This guide is designed as a ready reference, in technical mat- 
ters, for editors of Army newspapers. 

(3) Advice to editors. Advice concerning the organization and 
operation of service newspapers and detailed critiques of 
specific Army newspapers are available upon request, and 
also are given through editorial suggestion in the monthly 
“Galley Guide,” distributed with clipsheet. Direct com- 
munication between editors and the Armed Forces Press 
Service is authorized for this service. 

b. Certificates of merit. The Armed Forces Press Service awards 
certificates of merit to service and civilian employee newspapers 
quarterly, on the basis of outstanding excellence. These awards will 
not be made to civilian enterprise publications. 

ce. Eligibility. 

(1) Authorized Army newspapers are eligible to receive mate- 
rials prepared by the AF PS. 

(2) Newspapers published by and for civilian employees of the 
Army and approved by the commanding officer of an Army 
installation are eligible to receive AFPS materials and 
services. 

(3) AFPS is not authorized to distribute materials to publica- 
tions designed primarily for the benefit of non-Government 
employees or non-Government agencies, even though such 
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may be located on a military installation. This, however, 
is not intended to preclude the release by the local com- 
manders of AFPS materials not copyrighted or syndicated 
to civilian publications. 

(4) Civilian enterprise publications may receive AFPS mate- 
rials and services through the information officers of the in- 
stallations they serve and may use AF PS material as pro- 
vided in the AFPS clipsheet masthead. 

(5) The following nonpublishing activities may be provided 
with the AFI'S clipsheet upon justification of their need for 
the service: 

(a) Headquarters which have a supervisory interest in Army 
newspapers. 

(6) Army radio broadcasting stations for use in actual broad- 
casting. 

(c) Isolated detachments at which newspapers are not readily 
obtainable and whose parent organizations do not publish 
a post or station newspaper. 

d. Use of AFPS materials. 

(1) AFPS material will carry individual AFPS credit lines. 

(2) AFPS material may be edited or revised by editors as re- 
quired by newspaper space limitations or as advisable for 
local appeal. When AFPS material is edited or revised, 
accuracy and conformance to accepted standards of good 
taste will be maintained. 

(3) AFPS material will not be used in commercial advertise- 
ments. 

e. Procedures. 

(1) Request for AFPS materials will be addressed through mili- 
tary channels to the Chief of Information, Department of the 
Army, Washington 25, D. C., ATTN: Troop Information 
Division. Such request will include the following: 

(a) Name of publication. 

(5) Name and address of unit or installation publishing the 
paper. 

(c) Frequency of publication. 

(d) Method of reproduction to be used (letterpress, mimeo- 
graph, offset, etc.). 

(e) Particular services desired. 

(f) Whether publication is an authorized Army newspaper, a 
civilian enterprise publication, or a civilian employee 
paper. 
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(g) Approximate number of copies printed per issue and esti- 
mated number of readers. 

(h) Approximate cost of printing (authorized Army and 
civilian employee newspapers only). 

(2) Each request for AFPS materials will be accompanied by 
three copies of the publication. If the paper is not yet being 
published, copies will be forwarded as soon as publication 
begins. 

f. Mandatory distribution. Army and civilian employee news- 
papers subscribing to Armed Forces Press Service will forward two 
copies of each issue, on publication date, to the Armed Forces Press 
Service, 250 West 57th Street, New York 19, N. Y. 

[AG 353 (22 Oct 57) CINFO] 

By Order of Wilber M. Brucker, Secretary of theArmy: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution: 
Active Army, NG, and USAR: A. 
To be distributed on a need-to-know basis to all units and headquarters 
down to and including companies and batteries and to units and headquarters 
of comparable size. 
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APPENDIX B-8 


AR 355-5 
C2 
TROOP INFORMATION 
GENERAL PROVISIONS 
CHANGES HEADQUARTERS, 
DEPARTMENT OF THE ARMY 
No. 2 WASHINGTON 25, D. C., 6 May 1958 


AR 355-5, 20 February 1957, is changed as follows: 
28. Definitions. 


* * * * * * * 

b. (Superseded) Civilian enterprise publications. A civilian enter- 
prise publication is issued by a civilian publisher, although intended 
for a military audience. There are two categories, as follows: 

(1) A civilian enterprise newspaper, which has a purpose similar 
to that of an authorized Army newspaper; the newspaper is 
intended for distribution to personnel of a specific military 
installation or unit. 

(2) A comic supplement, which may be distributed with an au- 
thorized Army, civilian enterprise or civilian employee news- 
paper provided it meets the requirements of paragraph 31. 

* * * * * * . 

30. Policies and procedures. a. General. 

(1) (Superseded) Authorized Army newspapers are tools of 
command intended to assist a commander in accomplishing 
the assigned mission of his command as well as to supplement 
the news coverage of the civilian press, radio and television. 

* *” * * * * a 

d. Masthead. Authorized Army newspapers will include the fol- 
lowing identification in each issue: 

* * * * * * * 

(7) (Superseded) Basis of distribution. A brief statement de- 
scribing circulation to military and civilian personnel in the 
command, to dependents and to other interested people. This 
may be omitted if necessary for security reasons. 

* * * as * * * 

31. Civilian enterprise publications. Commanders may author- 
ize * * * procedures are observed : 

a. When selecting a civilian enterprise publication for distribution 
within his command the commander will afford an equal and fair 
opportunity to all interested and responsible bidders to submit specifi- 
cations and price per copy (if a charge is required). The selection 
normally * * * this appears desirable. 

* * * * * * * 

h. (Superseded) Authorized Army newspapers will not be dis- 
tributed as supplementary inserts in civilian enterprise publications; 
TAGO 5932B—May 
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nor will civilian published newspapers be distributed as parts of 
authorized Army newspapers. However, a civilian enterprise comic 
supplement with commercial advertising may be distributed as an 
insert in an authorized Army newspaper provided— 

(1) Fair and equal opportunity is provided for responsible per- 
sons or organizations to compete for this privilege as pro- 
vided in a above. 

(2) The front page of each civilian enterprise comic supplement 
carries a statement as required in 7 below, and each succeed- 
ing page carries a statement in similar type to the effect that 
the appearance of commercial advertisements in the supple- 
ment or section does not constitute an indorsement by any 
military department of the products or services advertised. 

* * * * ” . * 

[AG 353 (28 Apr 58) CINFO] 


By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army. 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution : 
Active Army, NG, and USAR: A. 
To be distributed as needed to all units and headquarters down to and 
including companies and batteries and to units and headquarters of com- 
parable size. 
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APPENDIx B-9 
AR 355-5 


TROOP INFORMATION 
GENERAL PROVISIONS 


CHANGES HEADQUARTERS, . 
DEPARTMENT OF THE ARMY 
No. 8 WasuHineorTon 25, D. C., 18 July 1958 


AR 355-5, 20 February 1957, is changed as follows: 


13. Formal instruction. 
* * * o € + * 


f. (Added) See AR 355-6 for troop information instruction re- 
quired during basic combat and advanced individual training, unit 
and post cycle training and operations, and in specified special 
situations. 

22. Materials available. 

* * * a * * * 


b. (Superseded) The Adjutant General stocks information pub- 
lications and posters listed in DA Pamphlets 310-1 and 310-3, and 
publications and posters which carry a Department of the Army 
number, Armed Forces Talks, and Fact Sheets listed in DA Pamphlet 
355-50. 

ce. (Superseded) The following information materials listed in 
DA Pamphlet 355-50 are stocked by the United States Armed Forces 
Institute, Madison 3, Wisconsin : 

(1) Publications and posters which do not bear a DOD number 
or other service authentication. 
(2) Maps. 

c.l (Added) Information publications and posters listed in DA 
Pamphlet 355-50 which bear Department of Defense numbers, but 
not Department of the Army numbers, are distributed on a one time 
basis by The Adjutant General, and no stocks are maintained by The 
Adjutant General or the United States Armed Forces Institute. 

* ~ * - * * * 


[AG 353 (3 Jul 58) CINFO} 
By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution: 
Active Army, NG, and USAR: A. 
To be distributed as needed to all units and headquarters down to and 
including companies and batteries and to units and headquarters of com- 
parable size. 


TAGO 314B—July 
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APPENDIX B-10 


AR 355-6 
Army REGULATIONS HEADQUARTERS, 
DEPARTMENT OF THE ARMY 
No. 355-6 Wasuineton 25, D. C., 18 November 1957 
TROOP INFORMATION 
TROOP INFORMATION INSTRUCTION 
Paragraph 
NG sities onncbaadtas bs < cuuwes ado aeeked - jd, ~440e obbaisce 1 
ND ce ch lieedie Wie nae oes seeiaeelak ~bund end pimes ice bd Sewellerdke 2 
NN Sete tiie phn dade s saree Lictenm~ <n eae cusnenanune~nke~ den 3 
a es cine mona aw ae aemnnwineieh 4 
Unit and post cycle training and operations___..........-------------- 5 
Re fe eee. ode es scene aca cokes sknigwoescoue 6 
Orientation prior to movement overseas..............----------------. . 
Orientation upon arrival at oversea destination._._.......... .--------- 8 


Orientation prior to, during, and subsequent to field maneuvers and 
eae ikea Momus aan shah hae es baGca hao nese a 
rr en an esicnasdesusedibimese adahonacate 10 


© 


1. Purpose. To prescribe the troop information instruction 
required for all military personnel, including those NGUS and USAR 
members undergoing active duty for training with the aetive Army, 
during basic combat and advanced individual training, unit and post 
cycle training and operations, and in specified special situations. 

2. Scope. Troop information instruction prescribed herein is 
confined to those subjects for which’ the Chief of Information, Head- 
quarters, Department of the Army, has staff responsibility. The 
formal instructional periods prescribed are considered the minimum 
necessary to attain essential knowledge and understanding of the 
subjects. Where specific instructional periods or other methods of 
dissemination for subjects listed are not prescribed, commanders 
will be guided by the principles, policies, and procedures set forth in 
AR 355-5, other Headquarters, Department of the Army directives, 
and directives of intermediate headquarters. 

3. Conduct. a. Troop information instruction will be conducted 
in accordance with FM 21-5, FM 21-6, and AR 355-5. 

6. Informal briefings, publications, films, radio, television, Army 
newspapers, and displays supplement and support troop information 
instruction required during military service. 

c. Additional training in those subjects covered by troop information 
instruction will be integrated, wherever appropriate, with other mili- 
tary or nonmilitary subjects and utilized for concurrent training. 

d. All training and troop information instruction should be r lated 
wherever possible to the Code of Conduct. 


TAGO 2956B—Nov. 
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4. Individual training. Training prescribed in this paragraph 
will be directed toward attainment of the troop information objectives 
stated in paragraphs 36(1)(qa), (5), (c), (d), 3b(2), and 36(3), AR 355-5. 

a. A minimum of 6 hours of formal instruction for all military 
personnel will be completed prior to the end of the sixteenth week of 
individual training, as indicated below: 











Subject Principles—Procedures—Skills to be taught and applied Hours 
Citizenship—Our Development of appreciation and understanding 1 
Country. of the basic concepts of American life born through 


the widsom, courage, and foresight of the early 
Americans. Foster religious tolerance, individual 
integrity, respect for truth, and government by law. 
Citizenship—Our Explain the organization of our Government, checks 1 
Government, and balances among three branches (executive, legis- 
lative, and judicial) and how our system protects 
the individual. Emphasize the individual’s responsi- 
bility to take part in governmental matters; to vote, 
and to serve in the Armed Forces. 
Citizenship—Our Instill in the soldier’s mind the responsibilities and 1 
Heritage, privileges enjoyed by United States citizens, the 
measures citizens must take to protect them, and the 
difference between freedom and license. Emphasize 
that freedoms and privileges are contingent upon the 
individual discharging the responsibilities entailed. 


Communism— To illustrate the pattern of communist expansion 1 
International and the methods used by communists in their efforts 
Communism, to weaken and overthrow governments of other 


countries and the importance of these countries to the 
United States. 


Communism— To outline the growth of communism in the United 1 
Communism in States, its organization and methods of operation, 
the USA. and to impress on the soldier the current aims of 


communists against our country with emphasis on 
the controlling connection with the Kremlin. 
To explain and define enemy propaganda and to 1 

instruct the soldier on the techniques of dissemination 

in war and peacetime. To develop an awareness of 

the enemy’s use of propaganda today in inflaming 
emotions of different groups of people, creating 
animosity and disrupting unity, both in the United 

States and among our friends abroad. 


Defense Against 
Enemy Propa- 
ganda, 


6. The instruction prescribed in a above encompasses those subjects 
in which the Chief of Information, Headquarters, Department of the 
Army, has primary staff interest; however, all indoctrination subjects 
prescribed in Army Training Programs are essential to the attainment 
of troop information objectives cited above. 
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c. In addition to the formal instruction prescribed above, emphasis 
is placed upon the commander’s continuing responsibility for keeping 
troops undergoing individual training adequately informed of the 
following: 

(1) Subjects prescribed in Department of the Army Troop Infor- 
mation quarterly guidance letters. 

(2) Subjects of area or local importance, as desired by com- 
manders. 

(3) Military policies, directives, events, and conditions that 
affect the soldier as an individual, particularly those of local 
impact. 

(4) Current events affecting the Army and the soldier. 

5. Unit and post cycle training and operations. The training 
prescribed in this paragraph is applicable to all military personnel 
upon completion of the individual training phase. The subjects 
prescribed below, and all other troop information indoctrination and 
training prescribed by commanders, will be directed toward attain- 
ment of the troop information objectives stated in paragraph 3, 
AR 355-5. 

a. All military personnel will be instructed in the following: 

(1) Mission, to include the mission of the Army, mission of the 
unit and its relationship to the overall Army mission, explana- 
tion of why the individual soldier is at his present station in 
his particular job and the importance of that job. 

(2) History of the unit, to develop pride in the unit and under- 
standing of the problems confronting it. 

(3) Military service obligations, to include active duty and 
reserve obligations as applied to the individual soldier. 

(4) Those subjects prescribed in Department of the Army Troop 
Information quarterly guidance letters. 

(5) Those subjects of area or local importance, as desired by 
commanders at all echelons. 

b. All military personnel will be kept adequately informed of the 
following: 

(1) Military policies, directives, events, and conditions that 
affect the soldier as an individual. 

(2) Current events affecting the Army and the soldier. 

ce. Training periods necessary to accomplish prescribed troop infor- 
mation instruction will be provided in ATP’s for unit training phases. 
See paragraph 136, AR 355-5. 

6. Transfer orientation. Personnel being transferred inter- or 
intra-command will be instructed in the following: 

a. Reasons for the transfer. 
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b. The importance of submitting valid certificates and financial 
claims. 

7. Orientation prior to movement overseas. a. Jndividual move- 
ment. Commanding General, United States Continental Army Com- 
mand is responsible for insuring that a minimum of 1 hour of formal 
instruction is given at personnel centers processing individuals for 
oversea shipment covering the following subjects: 

(1) Protection of the legal rights of United States military 
personnel. Attention will be focused upon the provisions of 
agreements between our Government and the host govern- 
ment, any implementing arrangements thereunder, including 
the liability of United States personnel to the jurisdiction of 
foreign courts, and the nature of procedures available to 
insure that the individual’s rights are fully protected. 

(2) Proper standards of conduct, including troop-community 
relations. The necessity for respecting the laws, customs, 
and cultures of any country in which the individual is sta- 
tioned or visits will be stressed. 

(3) Background of situation which requires troops to be stationed 
overseas. 

(4) The importance of submitting valid certificates and financial 
claims. 

b. Unit movement. 

(1) Commanding General, United States Continental Army 
Command is responsible for insuring that a minimum of 3 
hours of formal instruction is given by the unit conducting 
final processing for oversea shipment. This instruction will 
cover those subjects specified for “individual movement”’ as 
listed in a above, as well as the geography, government, 
laws, customs, and traditions of the foreign country in which 
the unit will be stationed. 

(2) See paragraph 2, Annex G, AR 220-20, which under certain 
conditions, authorizes direct communication between oversea 
commanders and ZI Army commanders on matters connected 
with designated units preparing for rotation or units replace- 
ment packets for units overseas. 

8. Orientation upon arrival at oversea destination. a. Oversea 
commanders will insure that all personnel, upon arrival at oversea 
destination, are fully informed on those subjects prescribed for 
“unit movement” overseas as listed in paragraph 76(1). 

b. See paragraph 76(2). 
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9. Orientation prior to, during, and subsequent to field maneuvers 
and exercises. Commanders will insure that instruction is conducted 
covering the following: 

a. Necessity, purpose, and description of maneuvers. 

b. Reason for maneuver controls and role of umpires. 

c. Respect for private property and rights of civilians in the 
maneuver area. 

d. Proper conduct en route to, during, and returning from maneu- 
vers. 

e. Critiques during and after maneuver to appraise individual and 
organizational accomplishments. 

10. Orientation prior to separation. a. All personnel who are to 
be separated or transferred to reserve status, will receive one hour of 
instruction conducted by the parent unit or home station not more 
than 4 weeks prior to the individual’s arrival at the transfer station, 
covering the following subjects. 

(1) How the individual’s service has contributed to the security 
of the United States. Instruction should emphasize the 
present and continuing importance of the role of the Army 
in a sound National Defense Program, the necessity for 
public understanding and support of that program, and the 
vital role of individual Army alumnus in promoting that 
understanding and support. 

(2) Future Reserve status and obligations, including a discus- 
sion of service in the Army Reserve and the Army National 
Guard with equivalent emphasis on exch component. 

! (3) Proper wear of the uniform, on appropriate occasions, by 
! reserve, retired, or discharged personnel. 

b. The instruction prescribed in a above is in addition to that 
preseribed in AR 635-15. 

{AG 350 (31 Oct 57) CINFO] 
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By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution: 
Active Army, NG, and USAR: A. 
To be distributed on a need-to-know basis to al! units and headquarters 
down to and including companies and batteries and to units and headquarters 
of comparable size, 
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APPENDIX B-11 


*AR 366-19 
ARMY REGULATIONS DEPARTMENT OF THE ARMY 
No. 360-19 WASHINGTON 25, D. C., 18 Maroh 1955 


PUBLIC INFORMATION 


PUBLIC INFORMATION ACTIVITIES COST REPORT 
(Reports Control Symbol CSOCI-8 (R2)) 
Effective I January 1955 


Paragraph 
PG ora aes aoe hss Jee hi estan de div cn secusuesene-seeee- 1 
ne ttn ier 2S Fe a oe Sa Se PR Sek oii este een 2 
iia citrine neerenennnnenscnseedbeebatebenetsei~e 3 
alas hte ioc icin enon ieee a at ag le 4 
Routing and due dates___....._.--.-.----- aa aaa ria 5 
he a iti ea neces arentaanenes sam conintses Go ptepaenmileniieecss 6 
Accounting records : 7 


nneues ee rene GebtGL..... 6 2020 se nn cc ce 8 
Establishing limitations 


1. Purpose.—These regulations establish accounting procedures and 
provide a report of expenses incurred in connection with public infor- 
mation activities to insure that special Congressional limitation on 
public information activities of the Department of the Army are not 
exceeded. 

2. Preparing agencies.—A limitation on the cost of public infor- 
mation activities will be established each fiscal year by the Department 
of the Army for major commands and Department of Army agencies 
having public information responsibilities. The recipient of a Depart- 
ment of the Army limitation will establish sublimitations for appro- 
priate installations and activities for which it has a public information 
responsibility. Consolidated reports will be prepared by major com- 
mands and Department of Army agencies receiving a Department of 
the Army limitation. Feeder reports will be submitted to the above 
when appropriate sublimitations are established. If notification of 
limitation is not received, no expenses may be incurred for public 
information activities and no report is required. 

3. Report form.—Report will be prepared on DA Form 1283-R 
(Public Information Activities Cost Report) (Reports Control Sym- 
bol CSOCI-8 (R2) (fig. 1)). This form will be reproduced locally 
on 8- by 1014-inch paper. The title, number, date, and reports control 
symbol will appear on each copy of the reproduced form. 

4, Frequency.—Reports will be prepared as of the end of each quar- 
ter. First report under these regulations will cover the period 1 





*These regulations supersede SR 360-45—5, 11 May 1953, including C 1, 19 November 1953. 
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January 1955 through 31 March 1955. Subsequent reports will be 
submitted quarterly. 

5. Routing and due dates.—a. Consolidated reports will be trans- 
mitted to the Chief of Information and Education, Department of the 
Army, Washington 25, D. C., no later than 15 days after the close of 
the report period. The report for the period ending 30 March 1955 
will be forwarded on or before 30 April 1955. 

b. Letter of transmittal is not required; space for designation of 
preparing agency and remarks is provided on the form. 

6. Definition —a. For the purpose of these regulations, public in- 
formation activities, the cost of which must be accounted for, include— 

(1) Pay and allowances of all personnel, including secretarial 
and clerical, both military and civilian, engaged in activities 
listed in (2) through (7) below. The applicable share of 
pay and allowances of personnel engaged in this work on a 
part-time basis will also be included. 

(2) Preparation of material (whether voluntary or upon specific 
request) for distribution to, and official contacts with repre- 
sentatives of, nongovernmental publications. 

(3) Preparation of material (whether voluntary or upon specific 
request) for radio and television broadcasting purposes, and 
official contacts with broadcasting representatives. 

(4) Preparation and publication of advertisements in any form 
whether paid or free. 

(5) Preparation, installation, presentation, and circulation (in- 
cluding packing, crating, and transporting) of exhibits, ex- 
cept those for internal use, procurement purposes, or civilian 
contractor plant morale and incentive purposes. See AR 
360-50. 

(6) Production and presentation of motion pictures and film 
strips, except those for internal use within the Government. 

(7) Preparation and printing of publications other than those 
required by law or those issued primarily for internal use 
in the Government. 

6b. When material, as listed in a@ (2) through (7) above are pre- 
pared originally for internal use or for recruiting purposes and it is 
later determined to utilize them for the purposes listed, only such 
additional factors (pay and allowances, supplies) as are required to 
prepare and distribute them will be included. 

c. Thecost of the following activities are excluded : 

(1) Time of civilian and military officials (other than those 
having public information or public relations as a specific 
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responsibility) who, by virtue of their offices, are called upon 
to participate in such activities. 

(2) Time of personnel devoted to such matters as accounting, 
personnel records or supply for public information or public 
relations activities. 

(3) Time of personnel whose work is devoted to publications 
required by law, or those primarily for use within the Gov- 
ernment. 

(4) Time of personnel devoted to answering correspondence and 
inquiries from the public, or participating in meetings in- 
tended to answer questions from the public. 

(5) Issuance of interpretations of regulations and orders issued 
under the Administrative Procedures Act. 

(6) Time of personnel at “open-house” presentations at military 
installations, participating in parades, musical concerts, and 
demonstrations. 

(7) Advertisements, exhibits, films, film strips, or publications 
relating to acquisition of government property, or recruit- 
ment or employment of government personnel. 

d. Direct expenditures for travel, materials and supplies, and other 
purposes applicable to the activities indicated in @ above will be in- 
cluded. Incidental expenses, such as use of equipment, transportation 
of things (other than as specifically provided for in @ (5) above), 
postage, telephone charges (other than long distance calls) , stationery 
and office supplies, or allocations of indirect expenses for the occu- 
pancy of space in military installations are excluded. 

7. Accounting records.—Source records for the preparation of the 
report will not be prescribed by the Department of the Army. Each 
recipient of an advice of limitation for public information activities 
will maintain memorandum records which will reflect the status of 
the limitation established. Forms required to develop information 
in the detail necessary to prepare the report will be designed and 
reproduced locally under the provisions of AR 310-40. Such forms 
will include a certification by the initiating officer as to the accuracy 
thereof. All records and reports will be retained for subsequent 
review and audit. 

8. Instructions for preparing report.—This is not a cumulative 
report. 

a. Section 1—Personnel. 

(1) Column b.—Number of individuals who occupy positions on 
a full-time basis, performing no official duties other than 
those falling within the definition of public information 
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activities (par. 6). The number so employed as of the last 
day of the reporting period will be entered. Where full- 
time positions have been filled only part of the quarter, col- 


umn d. “Man Years” will reflect the actual time spent. 
(2) Column c.—Number of individuals who perform duties fall- 


ing within the definition of public information activities on a 
part-time basis, that is, perform other duties or are employed 
on a part-time basis. 

(3) Column d.—The number of man-years spent on duties falling 
within the definition of public information activities by in- 
dividuals entered in columns b and c. For the purpose of 
determining man-years, the standard work period will be 
established as 40 hours within any calendar week. The work 
year will consist of 52 weeks, 260 days or 2080 hours. For 
example, if a reporting agency maintained a staff of three 
individuals working full time on public information activi- 
ties for 12 weeks and two individuals working 4 hours per 
day for 4 weeks, the man-years would be computed as: 


40 hours per week X12 weeks 3 individuals _ 
2080 hours per year 





0.69 


4 hours per day X5 days per 
week X 4 weeks X 2 individuals 


2080 hours per year or 


The total man-years in column d would therefore equal 0.77. 

(4) Column e.—The cost of compensation for the number of man- 
years (column d) for individuals entered in columns b and c. 
Military compensation rates will be computed in accordance 
with SR 35-4300-2. 

b. Section 2—Other costs.—Obligations should be classified and re- 
ported by object of expenditure. 

(1) Column a.—For detailed definitions of object classes see para- 
graph 29, SR 35-210-30. Enter the title and object class, i. e., 
Travel (02). 

(2) Column b.—Obligations by object class incurred during the 
period covered by the report. 

c. Section 3—Summary. 

(1) Colwmn a.—Amount of limitation established as set forth in 
paragraph 2. 

(2) Column b-—Obligations.—Total obligations reflected in sec- 
tion 1 and section 2 for the reporting period. Reports sub- 
sequent to first quarter will reflect by quarter the obligations 
previously reported. The total of this column is the only 
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PUBLIC INFORMATION ACTIVITIES Reports Control Symbol 


cee fe | emer 























SECT LON PERSONNE! 
Part Time Man Years Obligations 
a b c a e 
cena a LE ceeeemeeeeel 
EES A A a a a 
ee ee ea re el 
[tee Ot eh Sco ee ee 





SECTION II - OTHER COSTS 
Object Clessification Obligetions Incurred 






Total 


SECTION III - SUMMARY 


ja. __ Amount Aveilepie | d. Obligations 
area ie. SO 
ce eee ek oh aetna seedless eeeeeeemenncnsenaassonsinenhe sameeerened 


DA Form 1283-R, 1 Mar 55 
Figure 1. 
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cumulative figure appearing on this report and will be shown 
in all reports subsequent to the first quarter. 

9. Establishing limitations.—Information copies of all directives 
establishing sublimitations within a Department of the Army limita- 
tion in accordance with paragraph 2 will be furnished the Chief of 
Information and Education, Department of the Army, Washing- 
ton 25, D. C. 

[AG 121. 6 (19 Jan 55) CINFO] 


By ORDER OF THE SECRETARY OF THE ARMY : 


M. B. RIDGWAY, 
General, United States Army, 
OFFICIAL: Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General. 


DIsTRIBUTION : 
Active Army: C. 

To be distributed on a need-to-know basis to all units and head- 
quarters down to and including divisions and to units and head- 
quarters of comparable size (class I and IT installations and class 
II activities located off an installation are included). 

NG: State AG (3). 
USAR: None. 
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AppPENDIx B-12 


AR 360-19 
Cl 


PUBLIC INFORMATION 


PUBLIC INFORMATION ACTIVITIES COST REPORT 
(Reports Control Symbol CSOCI-8 (R2)) 


op gem DEPARTMENT OF THE ARMY 
No. 1 WasuHincTon 25, D. C., 19 November 1956 


AR 360-19, 18 March 1955, is changed as follows: 


7. (Superseded) Accounting records. Source records for the 
preparation of the report will not be prescribed by the Department of 
the Army. Each recipient of an advice of limitation for public in- 
formation activities will maintain memorandum records which will 
reflect the status of the limitation established. Forms required to de- 
velop information in the detail necessary to prepare the report will be 
designed and reproduced locally under the provisions of AR 310-1. 
All records and reports will be retained for subsequent review and 
audit. 


[AG 121.6 (13 Nov 56) CINFO] 
By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General. 


Distribution : 
Active Army: C. 

To be distributed on a need-to-know basis to all installations, activities 
located off an installation, and to all units and headquarters down to and 
including divisions, and units and headquarters of comparable size. 

NG: State AG (3). 
USAR: None. 


TAGO 2834B—Nov. 
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AppPENDIx B-13 


*AR 360-23 
ArMy REGULATIONS DEPARTMENT OF THE ARMY 
No. 360-23 WASHINGTON 25, D. C., 6 May 1955 


PUBLIC INFORMATION 


RELEASE OF UNCLASSIFIED PHOTOGRAPHS AND MOTION PICTURES 
TO FOREIGN NATIONALS 


Paragraph 
PUrIONe OR W006 ose sd ike Saree tihannns teen eeaakohae 1 
PRODI a icin diidhecibiceddietbieisd dd ponte nindithailsicaddsdcibnetnk 2 
RGR Or OIC ak nk nhs hb i se be desde eee 3 


1. Purpose and Scope. These regulations establish procedures 
concerning the release to foreign nationals of unclassified official Army 
pictorial material. They are concerned with the distribution of this 
material as a public relations or public information function to per- 
sons or organizations proposing publication or use in foreign coun- 
tries with which the United States maintains friendly relations. 
These regulations do not apply to the established practice of furnish- 
ing or exchanging pictorial material by military commands, attachés, 
or missions to or with foreign governments or representatives thereof. 
Requests for material secured or controlled by any intelligence agency 
will be referred to the Assistant Chief of Statf, G-2, Department of 
the Army. 

2. Procedures. a. Requests received directly from organizations or 
individuals located or residing in foreign countries other than Can- 
ada. 

(1) Still pictorial material. Agencies or commands receiving a 
request: for still picture material will, if compliance with 
the request is deemed appropriate, assemble the material 
and forward it with the original letter of request, through 
channels, to the Chief of Information and Education, De- 
partment of the Army, Washington 25, D. C. The latter 
will effect any required coordination and will forward the 
material to the Office of Public Information, Department 
of Defense (OPI, DD), which will, in turn, forward it to 
the United States Information Agency (USIA) for further 
transmittal to the requestor, if deemed advisable, through 
the appropriate United States Information Service (USIS) 
field office in the country concerned. OPI, DD, will advise 
the requestor that future requests should be directed to the 
nearest USIS office. USIA is the overall Government agen- 
cy; its operating field service abroad is referred to as USIS.) 

(2) Motion picture material. Agencies or commands receiving 





*These regulations supersede SR $60-5-8, 3 September 1954. 


TAGO 4981B—May 
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a request for motion picture material (to include film strips) 
will refer the request directly to the nearest USIS office. No 
comment will be made as to the availability of such material 
inasmuch as USIA will make final determination as to the 
advisability of endeavoring to fulfill the request. 


b. Requests received from individuals or organizations in the United 
States purporting to represent news media or other interests located 
in foreign countries other than Canada. Agencies or commands re- 
ceiving a request for pictorial material will, if compliance with the 
request is deemed appropriate, assemble the material and forward it 
with the original letter of request, through channels, to the Chief of 
Information and Education, Department of the Army. The latter 
will effect any required coordination and forward the material to OPI, 
DD, for the requestor. OPI, DD, will maintain liaison with USIA 
in this connection. 

c. Requests received directly from individuals or organizations in 


the United States purporting to represent news media or other interests 
located in Canada or directly from organizations or individuals located 
or residing in Canada. Except where direct release is authorized by d 
below, agencies or commands receiving requests for pictorial material 
will, if compliance with the request is deemed appropriate, assemble 
the material and forward it with the original letter of request, through 


channels 


, to the Chief of Information and Education, Department of 


the Army. The latter will effect any required coordination and for- 
ward the material to OPI, DD, for the requestor. 
d. Direct release by public information officers. 


(1) 


(2) 


In continental United States, its Territories and possessions. 
Public information officers may continue to furnish directly 
to bona fide representatives of foreign news media pictorial 
material regional tothe command. Requests that do not fall 
within this category will be handled in accordance with 6 
above. 

In foreign countries. Public information officers may con- 
tinue to furnish directly to bona fide representatives of in- 
digenous news media and to bona fide representatives of for- 
eign media present in, or accredited to, the command pictorial 
material in the interest of local understanding and support 
of the command. Requests that do not fall within this cate- 
gory will be referred to the nearest USIS representative. 


3. References. a. Procedures in connection with the release of un- 
classified official still and motion picture material in general are con- 
tained in SR 360-5-2. 
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6. Procedures in connection with the release of unclassified United 
States military information to foreign nationals in general are con- 
tained in SR 380-5-11. The procedure established by these regula- 
tions for the release of unclassified official Army pictorial material to 
individual foreign nationals of friendly natious who are not official 
representatives of foreign governments constitutes an exception, au- 
thorized by the Assistant Chief of Staff, G-2, Department of the Army, 
to the general procedures established by SR 380-5-11. 

c. Procedures in connection with the procurement by foreign gov- 
ernments under the Mutual Defense Assistance Program of training 
aides (including motion pictures and film slides) are contained in 
paragraph 27, SR 795-200-1. 

[AG 062 (21 Apr 55) CINFO] 


By ORDER OF THE SECRETARY OF THE ARMY: 


M. B. RIDGWAY, 
General, United States Army, 
OFFICIAL: Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General. 


DISTRIBUTION : 
Active Army: 


Gen Staff, DA (2) Corps (2) 

SS, DA (2) Div (2) 

Tee Sve, DA (2) Brig (2) 

CONARC (5) Regt (2) 

Army AA Comd (2) Class I & II Instl (2) 
OS Maj Comd (5) Gen & Br Svc Sch (5) 
Log Comd (1) Joint Sch (5) 

MDW (2) Specialist Sch (5) 
Armies (5) Mil Dist (2 


NG and USAR: Same as Active Army. 
For explanation of abbreviations used, see SR 320-50-1, 
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ApPENDIx B-14 


*AR 360-27 
ARMY REGULATIONS DEPARTMENT OF THE ARMY 
No. 460-27 WASHINGTON 25, D. C,, 9 February 1955 


PUBLIC INFORMATION 


RELEASE OF INFORMATION BY MANUFACTURERS, COLLEGES, AND 
UNIVERSITIES HOLDING ARMY CONTRACTS 


Sectron I. GENERAL. Paragraph 
Reepeeen een 6 20 lee WU Sal SU be 1 
II. MANUFACTURERS. 
re i iat a ctl plate alle ae dnbee eiebatmieenstnnres 
I ath cei mn lh nese ec tapine bdniad 
a acs se Ge asec bnsasseeger ig civ ark baboae ree apiaiaaeesmgenss 
Manufacturers outside the continental United States_________- 
Business reports___-_-_- tiie teense ocean x 
III. COLLEGES AND UNIV ERSITIES. 
eS inicttin Se ease dinniateielowieiemaiad 
Publication of professional papers a a 
hh. «ne LOaE ae eaiee teen 


Can Aaron 


Section I 
GENERAL 


1. General policy.—a. Civilian agencies engaged in production, 
procurement, research and dev elopment, or other activity, under mili- 
tary contract, are responsible for safeguarding classified information 
concerning such contract and the activities accomplished thereunder 
from persons or agencies not authorized to receive such information. 
In addition to specific security agreements written into contracts 
awarded by the Army, Department of Defense Security Agreement 
(DD Form 441), together with the attachment thereto, and the pro- 
visions of AR 380-5, where applicable, govern. 

b. In case of doubt as to whether the release of information will 
result in a breach of security, the manufacturer, college, or university 
is responsible for obtaining proper clearance prior to releasing the 
information, or making the information available for release. Nor- 
mally the channel for effecting clearance will be through the Army 
contracting agency or representative to the Chief of Information and 
Education, Department of the Army, Washington 25, D. C., who will 
accomplish necessary clearance in coordination with other Depart- 
ment of the Army staff agencies and, when appropriate, the Depart- 
ment of Defense. 

Section II 


MANUFACTURERS 


2. Applicability.—This section is applicable to manufacturers who 
receive from the Department of the Army, or any component thereof, 
any information for precontract negotiations, award of contract, let- 


*These regulations supersede paragraph 185, ¢, d and e, AR 360-5, 20 October 1950; Depart- 
ment of the Army Public Information Guidance Number 20, 12 October 1951, issued by Public 
Information Division, Office of the Chief of Information, Department of the Army, including 
Change 1 thereto, 11 February 1952; DA message WAR 87093, 25 July 1950; and DA message 
WAR 96570, 15 November 1950. 


TAGO 3601B—Feb. 
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ter of intent, or supplementary agreement, for the production of mili- 
tary equipment, weapons, or supplies, or information relative to re- 
search and development projects. 

3. Release guide.—a. The following general information relative 
to contracts may be released to the public by manufacturers subject to 
these regulations without further specific clearance by the Department 
of the Army, provided the release thereof is not prohibited by the 
terms of the contract itself: 

(1) A statement that a contract (or letter of intent) has been 
received. 

(2) Type of item in general terms (i. e., tanks, trucks, ammuni- 
tion, clothing, ete.) provided that the designation of the item 
or equipment itself is not classified. 

(3) In the case of unclassified contracts, releases may include the 
name of the purchasing office, a brief description of the com- 
modity or service, quantity, and dollar amount of the contract. 

(4) A statement that workers in certain fields are required. The 
number of additional personnel needed by the plant may be 
announced. 

(5) Subject to restrictions listed in these regulations, a contractor 
may advertise for bids from prospective subcontractors for 
component parts or services in those cases where the subse- 
quent contract itself will be unclassified. 

(6) Information previously officially approved for release. 

b. Contractors will not release to the public information of the 
following nature concerning Army contracts unless clearance for the 
release thereof is obtained from the Chief of Information and Edu- 
cation, Department of the Army, who will coordinate such requests 
with other Department of the Army Staff agencies and, as appro- 
priate, with the Department of Defense: 

(1) Production schedules, future planning on production sched- 
ules, or rates of delivery. 

(2) Information on sources of supply, quantities and qualities 
of strategic or critical supplies and movements, assembly or 
storage of supplies or materiel. 

(3) Information on sabotage attempts or plant security measures. 

4) Information on research and/or development contracts. 

ts) Information, including any photograph, sketch or plan, con- 
cerning first models of weapons or equipment, outstanding 
production achievements, or performance of weapons or 
equipment. 

(6) Information on material for shipment to allied governments. 

(7) Movement of military aircraft. (This restriction is appli- 
cable to all cases, including those where actual movement 
order is unclassified. The purpose of such restriction is to 
reduce unauthorized disclosure of aircraft deliveries, modi- 
fication and conversion programs. ) 

(8) Movement of naval vessels, unless approved by the responsible 
commander. 

9) Classified information. 
4. Subcontractors.—A subcontractor or branch plant involved in 
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Army production programs may also release information as stipu- 
lated in aragrapus 2 and 3, provided he does not— 

a. Indicate that he is the sole supplier. 

b. Indicate the percentage of the aap contractor’s requirements 
he provides in terms of quantity or dollar value. 

c. Reveal rates of production or delivery. 

5. Manufacturers outside the continental United States.—The 
initial release of information relative to military contracts or activi- 
ties accomplished under military contracts held by a manufacturer 
outside the continental United States will be made by the Secretary of 
Defense. A contracting agency desiring an initial release of informa- 
tion should forward pertinent information concerning the contract. 
together with the manufacturer’s proposed release, to the Chief o 
Information and Education, Department of the Army, who will effect 
necessary coordination with the interested Department of the Army 
agencies and submit the material to the Department of Defense for 
release. After the initial release at the Seat of Government, the 
manufacturer concerned may release to the public further informa- 
tion at his own initiative, subject to the policies and procedures out- 
lined in these regulations. 

6. Business reports.—In order that manufacturers holding classi- 
fied contracts may make state of business reports to stockholders, stock 
exchanges, etc., the total company-wide dollar value of backlog may 
be released provided that— 

a, Only the military total is used and not broken down by individual 
military service or item. 

- The release does not reveal the quantity or volume of individual 
orders. 

c. The report is not made for periods of less than 8 months, 


Secrion III 
COLLEGES AND UNIVERSITIES 


7. Applicability.—This section is applicable to colleges and univer- 
sities which receive from the Department of the Army or any com- 
ponent thereof, any information for precontract negotiations, award 
of contract, letter of intent, or supplementary agreement, for the 
accomplishment of military research and development. 

8. Publication of professional papers.—The release of unclassi- 
fied information derived from research and development contracts 
is eneonrpged as it is considered that the dissemination of such infor- 
mation will accrue to the general benefit of the United States. It is 
realized that the recognition which scientists receive from the publi- 
cation of the results of their work is of great importance to them as 
a personal incentive, and is, in a sense, a part of their compensation. 

9. Release guide.—a. Colleges and universities which are awarded 
unclassified Army research and development contracts, letters of in- 
tent, or supplemental agreements, may release the following informa- 
tion to the public without further specific clearance by the Depart- 
ment of the Army, provided the release thereof is not prohibited by the 
terms of the contract itself. 
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(1) A statement that a contract, letter of intent, or supplemen- 
tary agreement has been received. 

(2) The type of contract (i. e., a proposal for a new electronics 
system or a fabric research study). 

(3) mentee of public or professional interest pertinent to 
research and development accomplished under the contract. 

(4) Information previously officially approved for release. 

b. Department of the Army agencies, or colleges and universities 
will not make public releases regarding research and development 
pean performed under military contract without proper clearance 
lIi— 

(1) The contract is classified. 

(2) Such information pertains to research, methods, or end prod- 
ucts that develop security significance in an otherwise un- 
classified contract. 

(3) Special agreements concerning the relense of information are 
written into the contract. (When exception to this rule is 
desired, the procedures outlined in par. 1 will be observed.) 


[AG 380.01 (11 Jan 55) CINFO] 


By ornDeER OF THE SECRETARY OF THE ARMY! 


M. B. RIDGWAY, 
General, United States Army, 
OFFICIAL: Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General, 


DISTRIBUTION : 
S 
Active Army: 


DCOFS (2) Gen & Br Sve Sch (5) except 
Gen Staff, DA (2) USMA (2) 

SS, DA (2) Depots (2) 

Tec Sve, DA (2) Hosp (2) 

CONARC (5) POE (2) 

Army AA Comd (2) PG (2) 

OS Maj Comd (5) Arsenals (2) 

Log Comd (1) Mil Dist (2) 

MDW (2) Proc Dist (2) 

Armies (5) QM Market Cen (2) 


Ft & Cps (2) 
NG: State AG (3). 
USAR: None. 
Unless otherwise noted, distribution applies to ConUS and overseas, 
For explanation of abbreviations used, see SR 320-50-1, 
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Appenpix B-15 


AR 360-31 
1-2 
ArMy REGULATIONS DEPARTMENT OF THE ARMY 
No. 360-31 WASHINGTON 25, D. C., 27 April 1951 


PUBLIC INFORMATION 
ACTIVATION, REACTIVATION, OR INACTIVATION OF MILITARY 


INSTALLATIONS 
Paragraph 
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1. General—The Public Information Security Guidance (par. 2) is published 
for the information and guidance of all concerned as the Department of Army 
policy for release of information concerning the activation, reactivation, or inac- 
tivation of military installations. 

2. Policy. 


1. GENERAL 

(a) The activation, reactivation, or inactivation of a station, base, or 
other military installation is of wide general interest and of great local 
import. It is necessary that the first announcement of such intentions 
be accomplished accurately, officially, and simultaneously. 

(b) The degree of national interest is governed by the importance of the 
activity. 

(c) The degree of local interest is governed by the size and nature of the 
activity with relation to the size of the local community. 

(d) The local members of Congress are vitally interested in any such 
activity within their districts. 

(e) The local civic authorities must prepare for the additional problems 
presented. 

(f) The local business and industry must prepare for the additional re- 
quirements to support the activity or for an increase in unemployment 
because of the closing of the activity. 

2. PREPARATION OF RELEASES 

(a) National press release will be prepared by the cognizant Service, or 
jointly if more than one Service is involved. This release will be made 
through normal public information channels through the OSD. 

(b) Simultaneous notice to interested members of Congress will be made 
by the cognizant Service. 

(c) Local release to the press, civic authorities, etc., will be made by 
the cognizant local commander. 

(d) Releases of information on activation, reactivation, or inactivation 
of military or naval, industrial reserve plants will be coordinated by the 
Munitions Board. In the case of industrial reserve plants there is not 
always need for coordination with the Congress and it is sometimes desir- 
able to have private management initiate the publicity releases. 

3. TIMING OF RELEASES 

(a) The time of the original release will be set by the cognizant Service, 
This will be the time for the National press release. 

(b) The time of local press release should coincide with the national 
release. 

(c) Local notification to interested parties (see para 4c) should be timed 
to coincide with the national press release or as soon thereafter as 
practicable. 

4. NATURE OF RELEASE 

(a) The content of releases to the various interested parties should, 
in each case, be determined by the degree of interest. 

(b) The members of the local community have the greatest need to know. 
The information they receive should be widely disseminated and complete 
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insofar as security restriciions permit. If the future use or product is 
classified, or if it is desirable to withhold such information, the use should be 
referred to in general terms, such as: manufacture of ordnance, ammuni- 
tion, rockets; for training, for research and development, for overhaul 
and repair, etc., if possible. 

(c) Local commands (cognizant commanders) should be advised that 
it is desirable to set up a conference in the local community and be pre- 
pared to discusss freely (military security governing) the military position 
regarding the reactivation, inactivation or probable size of facility; possible 
civilian employment opportunities, and general impact of activity on the 
community. In addition to interested business and community leaders, 
members of the press should also be invited to attend these conferences. 

{AG 680.1 (26 Apr 51)] 


By ORDER OF THE SECRETARY OF THE ARMY: 


OFFICIAL: J. LAWTON COLLINS 
EDWARD F. WITSELL Chief of Staff, United States Army 


Major General, USA 
The Adjutant General 


DISTRIBUTION : 
Cc 








662 INVESTIGATION OF NATIONAL DEFENSE 


APPENDIX B-16 


AR 360-33 
ARMY Perret DEPARTMENT OF THE ARMY 
No, 360-33 WasHINGTon 25, D. C., 9 October 1951 


PUBLIC INFORMATION 
ACTIVATION, TRAINING, AND MOVEMENT OF UNITS 





Paragraph 
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1. General.—The Department of Defense Public Information Security Guidance 
(par. 2) is published for the information and guidance of all concerned as the 
Department of the Army policy for release of information concerning the activa- 
tion, training, and movement of units. 

2. Policy. 

I. ACTIVATION OF UNITS 

1. Ordering Into Active Military Service of National Guard, Air National 

Guard, and Organized Keserve Units. 
a. Releasable: 


(1) Designation of unit if smaller than Division (ground forces) or 
Wing, locally. (The initial release should be made locally and may 
be confirmed by higher authority.) 

(2) Designation of Division (ground forces), Wing, or higher, release 
will be made through Department of Defense by the service con- 
cerned. 

(3) Date of entry into active service. 

(4) Command to which assigned. 

(5) Installation to which assigned, if unclassified. 

(6) Type of equipment (including aircraft) involved, unless classified. 

(7) Histories, biographies, or photographs of individuals and units, 

b. Not Releasable: 

(1) Roundups or compilations of 1, a (1) (4) and (5) above, 

(2) Routing of transportation to installation to which assigned or to 
assembly points. 

(3) Specific mission, except as clearly indicated by unit designation. 

(4) Personnel strength. 

(5) Status or amount of equipment involved. 

2. Ordering into Active Military Service of Individual Reserves. 
a. Releasable: 

(1) The number of individual reserves called in each increment may 
be released locally by town, city of less than a million population, 
or borough or comparable subdivision of larger cities. (Larger area 
callups may be released by the Department of Defense.) 

b. Not Releasable: Summaries and compilations. 
8. Activation of Regular Units. The provisions of I. 1. above are applicable, 
except as noted in Paragraph 5, below. 
4. Activation of Ships. 
a. Releasable: 


(1) Activation of Naval Vessels, by the Local Commander. 
(2) Activation or new construction of merchant vessels, 
b. Not Releasable: Keel laying, launching, or commissioning of new vessels, 


except as approved by the Chief of Naval Operations. 
5. Activation or Ordering Into Active Military Service of Specialized Units 


such as Aircraft Control and Warning Units, Underwater Demolition Team, 
Ranger Units, etc. 
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a. Releasable: The provisions of I. 1. above are applicable, except when 
the unit is moved to a classified installation, in which case appropriate 
security regulations will apply. 

b. Not Releasable: All information concerning classified installation, plans, 
equipment, techniques, etc, 

6. Redesignation of Units. 

a. Releasable: 


(1) New designation of unit, if smaller than Division (ground forces) 
or Wing, locally. Division (ground forces), Wing, or higher will 
be released through the Department of Defense by the service con- 
cerned, 

(2) Histories, biographies, or photographs of individuals and units. 

b. Not Releasable: 

(1) Specialized Table Organization and Equipment under which unit 
will operate. 

(2) Specific mission, except as clearly indicated by unit designation. 

(3) Personnel strength. 

(4) Status or amount of equipment involved. 

(5) Fact that change in personnel strength, equipment, or mission of 
unit is involved, 

II. TRAINING OF UNITS 
(Release may be made by the responsible Commander, in accordance with 
the following provisions.) 
1. One Service involved: 
a. Releasable: 


(1) Designation of unit involved. 

(2) Type of equipment, including aircraft, involved unless classified. 

(3) General personal interest stories. 

(4) General stories of training facilities, methods, etc. when informa- 
tion is not classified and would not indicate future operational 
planning. 

(5) General scope and duration of land or air training performed within 
the continental limits of the United States, or of naval maneuvers 
held in home waters. 

b. Not Releasable: 


(1) Details of training of specialized units, 
(2) Amount and quality of equipment. 
(3) Strength of units. 
(4) Details of techniques, results, efficiency, etc., of forces involved. 
2. Joint Training Exercises. 
After initial release by the Secretary of Defense the Joint Commander may 
release information in accordance with II, 1. above. 
III. MOVEMENT OF UNITS 
1. Within the United States. 
a. Releasable: 
(1) Designation of unit, if smaller than Division (ground forces) or 
Wing, locally. (Release may be made locally if necessary and may 
be confirmed by higher authority). 
Designation of Division, (ground forces) Wing, or higher, release 
will be made through the Department of Defense by the service 
concerned. 
Name and location of new station, assembly point, training area, 
etc., within the United States, unless the movement itself and/or 
new station is classified. 
(4) Departure date, provided routing of transportation and details of 
movement are not revealed. 
(5) General information as necessary for local civil relations such as 
housing, recreation, commercial support, etc, 





os 
~] 
— 


- 


(3 


~~ 











664 INVESTIGATION OF NATIONAL DEFENSE 


(6) Upon arrival at new station within the United States, normal pub- 
lic information activities may be resumed. 
(7) Ship movements in continental waters including South America 
and excluding Alaska, Arctic and Antarctic. 
b. Not Releasable : 


(1) Strength and composition of units. 
(2) Hour of departure. 
(3) State of training and combat efficiency. 
(4) Status of equipment, 
2. To Overseas Destinations. 
a. Releasable (Through the Department of Defense by the Service con- 


cerned unless otherwise indicated) ; 

(1) Designation of unit. 

(2) Fact that a unit has been alerted for movement to an undisclosed 
port of embarkation for (water or air) movement to the Atlantic 
and Caribbean areas after previous announcement by the Depart- 
ment of Defense. 

(3) At the port of embarkation: The fact that a unit of Division 
(ground forces), Wing, or larger size is preparing to embark for 
a specific overseas area, may be announced locally, after previous 
announcement by the Department of Defense. The presence of 
smaller units at the port will not be announced, 

b. Not Releasable: 

(1) Destination, except as permissible in paragraph III 2 a above. 

(2) Port of embarkation, except as provided in 2 a above. 

(3) Exact date and time of departure from former station, routin”, 
and method of transportation to port of embarkation or otuer 
destination. 

(4) Exact date and time of departure from port of embarkation. 

(5) Strength, composition, status of equipment, or combat efficiency. 

(6) All information concerning ship movements of Naval vessels or 
vessels sailed under Naval Control of Shipping to Far East, Alaska, 
Eastern Atlantic and Mediterranean. Routine expeditions such as 
Privilof Islands supply expedition may be released when approved 
by the Chief of Naval Operations. 

8. From Overseas to the United States. 


a. Releasable: 


(1) Return of vessels from overseas may be announced upon arrival at 

Pearl Harbor or 72 hours* prior to arrival at the first continental 

U. S. port. 

(2) Return of troops, only as follows: 

(a) Statement that a number of troops are scheduled for return 
may be made prior to departure from overseas area. 

(b) Arrival at specific port in the U. S. may be announced on arrival 
at Pearl Harbor or 72 hours* prior to arrival at the first con- 
tinental U. S. port. 

(3) Return of units. after coordination with the Department of De- 
fense, as follows: 

(a) Fact that a unit has been alerted for movement to the Zone of 
Interior may be released prior to departure from overseas area. 

(b) Except for Naval Vessels or vessels sailed under Naval Control 
of Shipping, designation of unit may be released by the theater 
commander, If designation has not been previously released 
it may be released at the time of sub-paragraphs c & d below. 

(c) Arrival at a specific port in the U. S. may be announced on 
arrival at Pearl Harbor or 72 hours* prior to arrival at the first 
continental U. S. port. 

(d) Arrival by air at a specific airport in the U. S. may be an- 
nounced upon arrival, 
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b. Not Releasable: 


(1) Date or hour of departure, 
(2) Port of embarkation. 
(3) Name of ship, prior to arrival Pearl Harbor or 72 hours* prior to 
arrival at the first continental U. S. port. 
(4) Routing, length of trip, or other information which might compro- 
mise shipping control system. 
*When the duration of the voyage is less than 72 hours, announcement shall not 
be made prior to departure from the overseas port. 

4. Within an Oversea Area. (Release of movements are governed by instruc- 
tions of the theater commander. In the absence of such instructions the follow- 
ing rules apply.) 

a. Releasable: 


(1) Arrival of a ship 30 days after reporting to CINCFE. 

(2) Arrival of a ship after completion of a movement to a European 
port or the Canal Zone. Advance notice of arrival or departure will 
not be made. 

b. Not Releasable: Except as officially announced by the theater com- 
mauder: 

(1) Arrival of units, 

(2) The names or designations of specific units, their sizes, places of 
landing, locations, and movements. 

(3) The names and locations of subordinate headquarters, their move- 
ments, units committed (except 8th Army, 5th AF, 20th AF, 7th Flt, 
TI77, ete.) or any field locations. 

(4) Movement of units within the theater. 

(5) Establishment of bases. 

(NOTE: Nothing in these instructions shall be construed to limit the authority 
inherent in command in cases of emergency.) 
{AG 380.01 (25 Sep 51)] 





By ORDER OF THE SECRETARY OF THE ARMY: 


OFFICIAL? J. LAWTON COLLINS 
WM. E. BERGIN Chief of Staff, United States Army 


Major General, USA 
The Adjutant General 


DISTRIBUTION : 
Cc 
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AppPENDIx B-17 


*AR 360-45 
Army REGULATIONS HEADQUARTERS, 
DEPARTMENT OF THE ARMY 
No. 360-45 WASHINGTON 25, D. C., 27 December 1957 
PUBLIC INFORMATION 
PUBLIC INFORMATION ACTIVITIES 
(Reports Control Symbol CINFO-4(R2)) 
Paragraph 
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1, Purpose. These regulations prescribe the procedures for 
informing Headquarters, Department of the Army, of public infor- 
mation and community relations activities conducted within the con- 
tinental United States. 

2. Preparing agencies, frequency, and routing. a. All installa- 
tions, activities, units, and organizations in continental United States, 
including Army Air Defense Command units on site down to and 
including battalions, conducting public information and community 
relations activities, will prepare this report for the quarterly periods 
ending 31 March, 30 June, 30 September, and 31 December and will 
dispatch an original and one copy of the report within 8 days fol- 
lowing the quarter being reported, as follows: 

(1) Class I installations and activities. To headquarters of 
appropriate Zone of Interior army or Military District of 
Washington, 

(2) Class II installations and activities. To the appropriate 
Army Staff Agency, Headquarters, Department of the 
Army, ATTN: Technical Liaison Officer. 

(3) Army Air Defense Command Units. To headquarters, U. S. 
Army Air Defense Command, through channels prescribed 
by that headquarters. 

b. ZI armies, Military District of Washington, USARADCOM, 
and Army Staff agencies, upon receipt of reports from class I and 
II installations and activities will prepare consolidated reports and 
submit an original and one copy (letter of transmittal not required) 
to Chief of Information, Department of the Army, Washington 25, 
D. C., not later than 15 days following the end of the report period. 


*These regulations supersede AR 360-45, 12 January 1956, including Reports 
Control] Symbol CSOCI-4(R1). 
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3. Report form. Report will be prepared on DA. Form 1607 
(Public Information Activities), 

4, Effective date. The first report prepared under these regula- 
tions will be for the period ending 31 March 1958. 

5. Instructions for preparation of report. a. Section ]—Publie 
Information Activities. Each activity will be credited only to the 
major area of emphasis mainly supported. 


(1) 
(2) 


NL fm 
or 


~ 


~~ 
Ce 


(8) 
(9) 


Column 1. List the Department of Army approved major 
areas of emphasis for the current fiscal year. 

Column 2. Enter the number of news releases (except home 
town releases) which support the areas of emphasis. A 
single news item released to several newspapers or other 
media is considered one release. All news items released 
to daily newspapers, periodicals, and radio and TY stations 
should be included in this column, 

Column 3, Enter the number of photograph releases as pre- 
scribed in (2) above. 

Column 4. Self-explanatory. 

Column 5. Self-explanatory. 

Column 6. Self-explanatory. 

Column 7. Enter the number of radio broadcasts (do not 
repeat data reported in column 2). One program broadcast 
by three stations will be counted as three broadcasts. 
Column 8. Enter the number of TV telecasts as prescribed 
in (7) above. 

Column 9. Enter the number of home town news releases 
made regardless of the media to which released, except those 
sent to the Army Home Town News Center. Maximum prac- 
ticable use will continue to be made of the Army Home 'Town 
News Center. 


b. Section I]—Analysis of Program and Remarks. 


(1) 


Analysis of program. Include a brief analysis of the public 
information and community relations programs conducted by 
the command, with especial attention given to the following: 
deficiencies; critical problems in operations; exceptional ac- 
complishments; recommendations for corrective actions 
which require approval of higher authority; and suggestions 
for improving the information program and increasing 
public support. 

Remarks. Note briefly reactions of news media and the gen- 
eral public regarding any outstanding public information or 
community relations activities or accomplishments. Note 
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particularly requests for additional information and “repeat” 
performances which indicate public reaction. 

[AG 000.7 (3 Jun 57) CINFO] 


By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 


Official : Chief of Staff. 


HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution : 


Active Army: C (CONUS) plus AAA Brig (CONUS); AAA Gp (CONUS); 
AAA Bn (CONUS). 

To be distributed on a need-to-know basis to all installations, activities 

located off an installation, and to all units and headquarters down to and 


including divisions, and units and headquarters of comparable size, and as 
indicated. 


NG: State AG. 
USAR: None. 
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APPENDIX B-17A 


*AR 360-50 
Army REGULATIONS DEPARTMENT OF THE ARMY 
No. 360-50 WASHINGTON 25, D. C., 25 June 1954 


PUBLIC INFORMATION 
UNITED STATES ARMY DISPLAYS AND PRESENTATIONS 


Paragraph 
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1. General.—a. Purpose.—These regulations— 

(1) Clarify and define the public information function, as dis- 
tinguished from the troop information and technical infor- 
mation functions, performed by displays and presentations of 
the United States Army mission and activities, 

(2) Provide a basis for portraying the mission and activities 
of the Army in an interesting, educational, and favorable 
manner; and for making the maximum use of exhibits as an 
informative medium. 

b. Application.—These regulations do not apply to the Armed 
Forces Institute of Pathology, except for planning and coordination 
with the Office, Chief of Information, for national and international 
events. 

2. Definition.—a. For the purposes of these regulations, an exhibit 
is defined as any presentation, designed for exhibit purposes only, 
which portrays any mission, function, or activity of the Army. 

b. Any fund limitation on public information activities will apply 
to those exhibits intended primarily as a public relations display to 
the general public, as distinguished from presentations which assist 
in the accomplishment of the Army’s mission. 

c. The preparation, installation, and circulation of presentations 
which are intended primarily for use in troop information, training, 
recruiting, acquisition or disposal of Government property, industrial 
incentive, or the dissemination of technical information among groups 
of scientists or specialists should not be considered as falling within 
the definition of public information contained in SR 360-45-5. 

d. Concerts, parades, ceremonies, military formations, or troop 
participation in civilian functions are not exhibits. 

3. Supervision.—a. The Chief of Information, Department of the 
Army, is charged with the following responsibilities for the operation 
of a coordinated program of United States Army displays and presen- 
tations throughout the Army Establishment: 


*These regulations supersede AR 360-50, 23 December 1952. 
TAGO 6247B—June 
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(1) Representing the Department of the Army on all matters 
pertaining to policy, participation, and coordination with 
other components of the Department of Defense. 

(2) Developing policies, requirements, and standards for all 
agencies of the Department of the Army. 

(3) Planning definite themes and subjects for presentations. 

(4) Establishing liaison with responsible agencies in the tech- 
nical services and field installations. 

(5) Utilizing the facilities and personnel of the 8578th Adminis- 
trative Area Unit, Cameron Station, Virginia, for the con- 
struction, handling, repair, and storage of all General Army 
exhibits, displays, and presentations. 

b. The Chief of Information is responsible for coordinating and 
controlling all Army public exhibit activities other than those local to 
a post or installation. Inquiries relating to Army participation by 
exhibit in public expositions, fairs, industrial or technical displays, or 
other public events of national or regional interest which may warrant 
Army representation will be referred to the Chief of Information, 
Department of the Army, Washington 25, D.C. 

4. Identification of Exhibits.—The purpose of Army exhibits is to 
depict the Army Establishment as a whole. Individual exhibits may 
highlight specific activities which are primarily associated with seg- 
ments of the Army. The identity of the individual branch, compo- 
nent, or agency concerned will, however, be subordinate in both size 
and position to the identity of the exhibit with the United States Army. 

5. Utilization.—In order to effect maximum economy, multipurpose 
presentations designed to aid in training, recruiting, or troop informa- 
tion also should be used for public relations purposes. 

[AG 001 (18 Jun 54) CINFO] 


By ORDER OF THE SECRETARY OF THE ARMY: 


M. B. RIDGWAY, 
General, United States Army, 
OFFICIAL: Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General. 


DISTRIBUTION : 
Active Army: D 
NG: None 
USAR: None 
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ApPENDIx B-18 


AR 360-51 
ArMY REGULATIONS DEPARTMENT OF THE ARMY 
No. 360-51 WASHINGTON 25, D. C., 14 February 1955 


PUBLIC INFORMATION 
OVERSEA DISASTER RELIEF 


Section I. GENERAL, Paragraph 
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II. PROCEDURES. 


Magazine and feature articles..............-_----...-...-. 
Photographic coverage...........-......-.... nidts Sumpetne 
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ASM 


Section I 
GENERAL 


1. Purpose.—These regulations provide guidance to oversea com- 
manders, chiefs of Military Assistance Advisory Groups, and military 
attachés concerning measures to be taken to insure that proper recog- 
nition is given to efforts of United States Army agencies in pro- 
viding assistance to governments of other countries in the event of 
such disasters as fires, floods, typhoons, hurricanes, earthquakes, ava- 
lanches, and other natural catastrophes bringing injury, hunger, pri- 
vation, or need of medical aid to residents of such countries. Infor- 
mation regarding efforts by United States Army commands and agen- 
cies to alleviate suffering, prevent spread of disease, and bring relief 
to local populations should be made available promptly to news and 
pictorial media. 

2. Scope.—The degree of emphasis on the part played by the Army 
in such relief operations should be dictated by good judgment, and 
should be in consonance with the amount of local good will generated 
by the aid furnished. Favorable local and world opinion will bring 
credit to the United States, the Army, and commanders and agencies 
participating. Public information procedures in such disasters should 
be coordinated at all stages with representatives of the United States 
Department of State in the area, and with other United States Gov- 
ernment departments and agencies which participate in the relief 
program. So far as is practicable, commanders will give all possible 
assistance to local information media representatives and accredited 
correspondents in obtaining full coverage of disaster relief operations. 

3. Types of coverage.—News coverage of oversea disaster relief 
operations by United States Army elements will include the following: 

a. Spot news releases to local media and world press agencies, in- 
cluding the United States Information Agency (USIA), at the scene. 
TAGO 3654B—Feb. 
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6. Photographic coverage through Signal channels for release lo- 
cally, and, in the United States, by the Department of the Army, 
through Office of Public Information, Department of Defense. 

c. Feature material, for release to local media, and for forwarding 
to Office of the Chief of Information and Education, Department of 
the Army, to be distributed to newspapers in the United States through 
Army News Features, and for possible development as magazine 
articles, 

d. Radio and television material. 


Section II 
PROCEDURES 


4, Spot news.—Release of spot news concerning disaster relief 
operations is the responsibility of the oversea commander concerned. 
The Office of the Chief of Information and Education, Department 
of the Army, will act in advisory capacity, but will not initiate spot 
news releases at Department of the Army level. 

5. Feature and magazine articles.—a. Feature material, includ- 
ing but not limited to a complete roundup story after conclusion of 
the relief operations, will be made available to media locally and 
forwarded through public information channels to Feature Branch, 
Public Information Division, Office of the Chief of Information and 
Education, Department of the Army, Washington 25, D.C. Material 
of sufficient interest to warrant consideration for magazine publication 
should be forwarded to Magazine and Book Branch, Office of the Chief 
of Information and Education, Department of the Army, Washington 
25, D.C. 

b. Feature material of a timely nature, such as outstanding ex- 
amples of heroism or meritorious service by United States Army 
personnel, should be made available to media locally and forwarded 
to Feature Branch by the most expeditious means. 

ce. Post-operation roundups should include location and type of dis- 
aster, dates, total casualties, estimates of damage or material loss, types 
of aid given by United States Army personnel and equipment, dollar 
value of assistance, number of United States Army personnel in- 
volved; examples of outstanding achievement by Army personnel; 
statement of thanks or appreciation by local, regional, or national 
officials; and clippings of editorial comment in area newspapers. 

d. Magazine article material, including complete background data, 
chronology of operations, appropriate anecdotes and incidents, color- 
ful or dramatic sidelights, and brief biographies of personnel involved 
importantly, should be forwarded to Magazine and Book Branch for 
suitable placement. 

6. Photographic coverage.—a. General.—At the outset of relief 
operations, the responsible Army commander will dispatch without 





INVESTIGATION OF NATIONAL DEFENSE 673 


delay Signal Corps photographers in sufficient number to insure full 
still and motion picture coverage of the disaster area and relief 
activities. Such assignment will be coordinated between the Public 
Information Oflficer and Signal Officer of the command concerned. 

b. Type of coverage.—Photographers should be briefed, preferably 
prior to departure, on the nature of the disaster and extent of Army 
relief operations. If a wide area is involved, photographers should 
be assigned specific missions. 

(1) Locations of relief operations should be established by in- 
clusion in photographs of identifying signs, distinctive types 
of architecture, terrain, or inhabitants, wherever possible. 

(2) Photographers should be alert for pictures which would de- 
pict military personnel rendering assistance to the affected 
populace, evacuating inhabitants from devastated areas, giv- 
ing medical aid and inoculations, providing food, shelter and 
clothing, and aiding in temporary rehabilitation. 

c. Dissemination of photographic material_—The primary consid- 
eration is a dual one of the time element and likely scope of usage. 
The most expeditious means of shipment will be employed for both 
still and motion picture coverage. A command message will be dis- 
patched to the Department of the Army with internal instructions for 
distribution to Office of the Chief Signal Officer and Chief of Infor- 
mation and Education, giving details as to material shipped, method 
of shipment and designation of carrier, addressee, date shipped, way- 
bill or Jabel number, and information concerning any dissemination 
already made to media. 

(1) If processing laboratory facilities are available, and media 
representatives on the scene desire prints of still photographs, 
all exposures should be developed immediately, prints made, 
and distribution effected. Public Information Officer will 
forward to the Chief of Information and Education, Depart- 
ment of the Army, one complete captioned set of all prints, 
with pertinent information concerning any distribution made 
to media. 

(2) Original still photo negatives and two captioned prints made 
from each negative will be dispatched by the Signal officer 
of the command concerned within 24 hours after receipt by 
processing laboratory. This procedure is authorized by 
paragraph 28, SR 110-50-5, as relates to spot news photos. 

(3) Motion picture footage will be dispatched without delay to 
the Signal Corps Pictorial Center. 

(4) Provided transmission equipment is available, selected photos 
should be transmitted over radio-facsimile or wirephoto 
facilities. Such selected photos, however, may not be omitted 
from shipments described in (1) and (2) above. 
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7. Radio and television.—a. Procedures for television coverage 
and dissemination are the same as those described for motion picture 
photography in paragraph 66 and c. Coverage for television should 
be accomplished preferably on 35mm film, but 16mm film is satis- 
factory if 35mm camera equipment is not available. 

b. Coverage for radio should be accomplished by a tape-recording 
team of at least two persons, and should include both “hometown” 
interviews and feature stories. 

(1) “Hometown” tape-recorded interviews with military per- 
sonnel who are rendering assistance in the disaster will be 
dispatched via air mail to the Army Home Town News Cen- 
ter, 601 Hardesty Avenue, Kansas City 1, Missouri. Three- 
minute interviews, with the subject giving his comments and 
observations of on-the-scene activities and explaining his 
particular job, are desired. An information card on each 
person interviewed should be included with the tape 
recording. 

(2) Tape-recorded feature stories should be of 3 to 10 minutes 
in length and will be dispatched via air mail to Radio-TV 
Branch, Office of the Chief of Information and Education, 
Department of the Army, Washington 25, D. C. A written 
list of names and home towns of United States personnel 
featured in the recording should accompany the tape. Re- 
corded features may include comments in English (or in 
native language, translated) by persons receiving assistance, 
to explain the United States contribution to disaster relief, 
and recorded sound effects of the activity in progress. 

[AG 000.7 (8 Feb 55) CINFO] 
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APPENDIX B-19 


*AR 360-55 
ArMyY REGULATIONS DEPARTMENT OF THE ARMY 
No. 360-55 WasHINeToN 25, D. C., 23 January 1957 
PUBLIC INFORMATION 
COMMUNITY RELATIONS 
Paragraph 
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1. General. The Army comes into closest contact with the public 
at the installation level. Therefore, commanders must conduct active 
community relations programs. Primary staff responsibility for this 
aspect of Army public relations rests on the information officer. 
However, every member of the Army Establishment has an individual 
responsibility for the maintenance of good community relations. Op- 
portunities exist for the individual to associate himself with reputable 
civic groups such as Parent-Teachers Associations, business and pro- 
fessional clubs, youth groups, veterans’ organizations, religious 
groups, charitable organizations, and other activities of mutual] inter- 
est in the community. A closer bond of understanding and good will 
results when members of the community and military and civilian 
employees of the Army and their dependents participate in these 
activities. 

2. Definition of community relations. Army community rela- 
tions is that command function that appraises the attitudes of the 
civilian community toward the command as well as the attitudes of 
the command toward the civilian community, and initiates programs 
of action to earn community respect and confidence. 

3. Principles of a community relations program. a. A commu- 
nity relations program requires— 

(1) Command supervision at all echelons. 


*These regulations supersede SR 220-210-1, 1 July 1949, including C 1, 19 June 
1950, and C 2, 8 September 1950. 
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(2) Evaluation of the command reputation in the local commu- 
nity. 

(3) Development and execution of plans to maintain the desired 
relationship and reputation of the command in the local 
community. 

6. The commander in addition to using his information officer may 
organize an informal community relations committee consisting of 
key senior members of his staff (both military and civilian) and his 
subordinate commanders, This committee is a tool of command and 
composed exclusively of personnel assigned to a particular installa- 
tion. Some of its members may or may not be members of a civilian 
advisory committee (par. 4) depending upon the desires of the local 
commander. The functions of this informal committee should include 
the following features, which should be monitored by the information 
officer : 

(1) Planning a continuous community relations program. 

(2) Identifying and establishing contact with the community 
organizations whose members conduct business and economic 
affairs of the community, for example, the chamber of com- 
merce, the businessmen’s clubs, the professional associations, 
and so forth. 

(3) Identifying and establishing contact with the key officials 
in the civilian community whose opinions and decisions affect 
the daily affairs of the community. 

(4) Formulating and recommending plans and policies to the 
commander to establish the desired reputation and acceptance 
of the command in the community. 

(5) Gathering material and formulating plans to maintain a con- 

- stant orientation program on community relations for all 
members of the command. 

(6) Developing and promoting new ways for members of the 
command to participate actively in the local community 
activities, 

(7) Conducting a periodic reappraisal of the community rela- 
tions situation to determine if a modification or new pro- 
cedures are required in the command’s community relations 


program. 

4, Civilian advisory committee. A civilian advisory committee 
will assist in resolving common problems with the local civilian com- 
munity and develop cooperation and understanding between the 
civilian community and the installation concerned. In the selection 
of members for the committee all military services in the loca] area 
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should be represented, which will enable the committee to operate also 
as an interservice community relations council. In areas where such 
committees already exist and are operating successfully, these regula- 
tions require no changes in procedures. One such committee for each 
area is enough. The determination of the geographical territory to 
be included in a specific area should be achieved through an informal 
meeting of the heads of the local Army agencies and other service 
agencies, if appropriate, or their responsible representatives. In 
addition to the commander and senior members of his staff, repre- 
sentatives of the Army Reserve, ROTC, and National Guard instruc- 
tor units as well as a representative of retired Army personnel may be 
included among the military members, Civilian members of the com- 
mittee should include local representatives of the Federal and State 
Governments, heads of local county and city governments, business 
and civic leaders, a representative of the clergy and of the school board 
as well as others agreed upon by the military and civilian members 
charged with establishing the committee. The naming of the com- 
mittee and its specific functions can be covered in detail in the com- 
mittee’s constitution and bylaws. The information officer of the local 
Army installation is the logical choice for executive secretary of the 
committee. Areas in which such a committee can be of assistance 
are— 

a. Establishment of an effective two-way channel of.communication 
between the Army and the community. 

b. Cooperation between the civilian and military law enforcement 
agencies, 

ce. Sponsorship of joint social activities. 

d. Cooperation in providing adequate offpost housing for military 
personnel with families at fair rental rates. 

é. Provision and plans for community attendance and community 
support of Army activities such as Armed Forces Day and other 
special events. 

f. Exchange of ministers and chaplains 

g. Provision for recreational facilities for servicemen. 

h. Recruitment for all compunents of the Army Establishment. 

2. Provision and plans for civic, professional, and business clubs 
to hold their regular luncheons occasionally with one of the units at 
the military installation. 

5. Coordination of Army activities in local communities. Peri- 
odic and informal meetings of the heads of Army agencies in a local 
community are an effective means of fostering cohesiveness and en- 
hancing community relations at the local level. Therefore—within 
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established channels—major commanders should promote the estab-: 
lishment of informal committees in each locat community. ‘These: 
committees will be comprised of representatives of all local Army 
agencies, i. e., class I, class II, class III, military districts, ARAACOM 
organizations, ROTC, Army Reserve, and National Guard instructor 
units, and the like. The informal meetings will insure— 

a, Mutual exchange of ideas. 

b. Mutual understanding of problems, especially those concerned 
with public relations, of the respective agencies, 

ce. Cooperation and coordination to produce mutual efforts toward 
the attainment of Army objectives. 

d. Promotion of procedures to insure that the Army speaks with a 
common voice in each community. 

6. Troop participation in civilian ceremonies. Troop participa- 
tion in civic ceremonies stimulates as well as satisfies public interest 
in the Army and furthers community relations. 

a. As a general policy, authority is granted to participate in public 
exhibitions, demonstrations, or ceremonies as follows: 

(1) In observance of Armed Forces Day, Memorial Day, Inde- 
pendence Day, Veterans Day, and on other occasions which 
the Secretary of the Army may designate and on correspond- 
ing occasions in foreign countries by Army units stationed 
therein. 

(2) In “Open House” programs on posts, camps, stations, termi- 
nals, or other installations or activities. 

(3) In events of a local nature for the purpose of initiating or 
furthering the community relations program and/or to assist 
the recruiting program. 

(4) As designated by the Chief of Information, assist in pub- 
licizing motion pictures in the production of which the Army 
has cooperated. 

6. The Army commander concerned, who may delegate the author- 
ity to installation commanders, if desired, is authorized to approve 
participation of color guards, guards of honor, bands, troops and 
equipment (other than aircraft, see AR 95-5) in events of local 
importance occurring within the vicinity of the installation concerned. 
An exception to this policy is the Washington, D. C., area where such 
approval must be obtained from the Secretary of the Army. 

c. Requests initially received by Continental Army Command will 
be forwarded to the Army commander concerned for action. 

d. Requests received by the Department of the Army will be re- 
viewed by the Chief of Information who will advise the requesting 
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agency in any instance in which the occasion is considered inappro- 
priate. In all other instances, requests will be forwarded to the 
Army commander concerned. If the Army commander approves 
troop participation under the provisions of these regulations, he may 
authorize direct coordination between the military organization and 
the civilian agency concerned. A report outlining the contemplated 
degree of participation or the reasons for nonparticipation will be 
forwarded without delay to the Chief of Information, Department 
of the Army. 

e. Authority to permit Army participation in events of a national 
or international character, or which require coordination among the 
services or other governmental agencies, must be obtained from the 
Secretary of the Army. Agencies receiving such requests will for- 
ward them to the Chief of Information who is responsible for coordi- 
nating such requests with the Department of Defense. 

f. Army participation in public events must not directly or in- 
directly benefit or appear to benefit or favor any private individual, 
commercial venture, sect, or political or fraternal group. Requests 
for exceptions will be forwarded to Chief of Information for neces- 
sary coordination. 

g. In general, the cost of participation in public events will not be 
borne by the Army, except the pay of military personnel and small 
incidental expenses for activities of a local nature within areas con- 
tiguous to the installation to which the participating Army units are 
assigned. 

(1) Transportation and operating costs of equipment used, costs 
of transportation of personnel, housing and standard per 
diem allowances, and all other costs, when the activity is not 
contiguous to the installation, will be borne by the civil or- 
ganization sponsoring the activity. Exceptions to this policy 
may be made by the Secretary of the Army. Requests for 
exception will be forwarded to Chief of Information for 
necessary coordination. 

(2) With the approval of the Secretary of the Army, transpor- 
tation costs may be excluded from the cost to be borne by 
the civil organization sponsoring the event when transpor- 
tation can be accomplished by Government transportation 
in conjunction with training activities. 

h. Parachute jumps, and equipment drops, except those scheduled 
as a part of regular training programs on Army installations, must 
be approved in advance by the Secretary of Army. Requests for 
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such approval will be sent to the Chief of Information, Department 
of the Army. 

7. Band, personnel and equipment participation in public events. 
a. Use of service bands will be in conformity with AR 220-90 and 
SR 220-90-1. 

b. Commanders may authorize participation of military personnel, 
equipment and Army bands (except the U. S. Army Band and the 
U. S. Army Field Band) for parade and demonstration purposes. 
In general, the following conditions are considered suitable for 
participation: 

(1) When participation is an appropriate part of official occa- 
sions attended by the senior officers of the Government or 
the Department of Defense, in their official capacities and in 
the performance of official duties. 

(2) For parades and ceremonies incident to gatherings of per- 
sonnel of the Armed Forces, veterans, and patriotic organiza- 
tions. 

(3) At public rallies and parades intended to stimulate interest 
in the Armed Forces and/or to further the community rela- 
tions program. 

(4) Fund drives for officially recognized Armed Forces relief 
agencies or charitable organizations such as the Red Cross 
or United Givers Fund when the proceeds are donated to 
these agencies. 

(5) Athletic contests in which one or more Armed Forces teams 
are participating. 

(6) Inconnection with recruiting activities for the Armed Forces. 

(7) At official occasions and free social and entertainment activi- 
ties held on or off Armed Forces installations, provided that 
such free social and entertainment activities are conducted 
for the benefit of personnel of the Armed Forces and their 
guests. 

(8) For aircraft participation, see AR 95-5. 

8. Exhibits. a. Army exhibit participation is defined as any pres- 
entation of Army equipment, displays and exhibits, other than operable 
aircraft, at expositions, demonstrations, fairs, celebrations, and simi- 
Jar events. 

b. Requests for Army exhibit participation in events of interna- 
tional or national character, or those requiring coordination among 
the armed services or with other agencies of the Federal Government, 
will be referred to the Chief of Information, Department of the Army, 
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who is charged with effecting the necessary coordination with the 
Department of Defense. 

c. Authority to approve participation in events other than those 
indicated in & above is delegated to the local commander concerned. 

d. Except as may be specifically authorized in advance by. the Secre- 
tary of the Army, the sponsor of the occasion or event in which Armed 
Forces exhibits are requested, will be required to provide public lia- 
bility and property damage insurance bond to safeguard the United 
States Government from any claims arising as a result of Armed 
Forces participation. The liability insurance policy must state clearly 
the intent to cover accidents caused by or resulting from the display, 
operation, or maintenance of equipment and displays owned by the 
United States Government, or resulting from acts of officers or em- 
ployees of the United States Government acting within the scope of 
their employment. In local activities as authorized in paragraphs 
6a(3), and 6, the insurance requirement is waived. Requests for 
exception to this policy will be forwarded to Chief of Information for 
necessary coordination. 

9. Speaking engagements. a. Acceptance of speaking engage- 
ments by military personnel offers one of the most direct methods of 
informing the local public about the Army. 

b. Local commanders will determine the appropriateness of the 
occasions and the advisability of having their members participate. 

c. Every legiiimate opportunity to “tell the Army story” and to 
emphasize the important part played by the Army on the “Defense 
Z'eam” should be utilized. 

d. Selected enlisted personnel and civilian employees as well as 
officers should be considered as speakers to appear before civic associa- 
tions, veterans’ meetings, church groups, and similar organizations. 

e. Every talk or speech should contain, if appropriate, a reference 
concerning the role the Army installation plays in the community, and 
its relation to the national defense as a whole. 

f. Speeches are subject to review and clearance on the same basis as 
is any material proposed for public release. See AR 360-5, 

g. Payment for a speech may not be accepted except as provided for 
in paragraph 16, AR 360-5. 

h. News releases, containing highlights of speeches made by mili- 
tary personnel before local groups, should be prepared and sent to 
local information media together with a copy of the complete text, 
when available. 

10. Visits of special groups. It is desired that every commander 
of an Army installation arrange on a continuing basis for public- 
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spirited and key citizens of nearby communities to visit his installa- 
tion as guests of the Army and to be given a clear “as is” concept of 
Army activities conducted there. Where the size of the community 
permits, groups selected should be composed of individuals belonging 
to related occupations or interests; i. e., educators, businessmen, indus- 
trialists, clergymen, governmental officials, and business, civic, pro- 
fessional, labor, fraternal, and other organizations. In small com- 
munities, composite groups should be selected. A separate program 
should be developed for each visiting group in order to emphasize 
what the Army is doing and the advancement being made in those 
particular areas of interest to the specific group. Commanders should 
not overlook the civilian interest that management, utilities, supply, 
and warehousing activities may have for certain of these groups. 
Every effort should be made to present interestingly and clearly the 
Army’s position on major issues and its important role in national 
defense. Guided tours, which are visits to and tours of an Army 
installation (preferably arranged in advance) by specific groups and 
escorted by military personnel, should be conducted on a continuing 
basis by all installations. Such guided tours can be arranged for 
school classes, church groups, civic clubs, Boy Scout and Girl Scout 
groups, ROTC units, etc. 

11. Open house. a. Definition. “Open House” is defined as an 
occasion on which an installation commander acts as host to the gen- 
eral public. 

b. Objective. In order to establish and maintain cordial relation- 
ships between military installations and the civilian communities sur- 
rounding them, the holding of annual open houses, particularly on 
Armed Forces Day and the Army’s Birthday, is desirable and author- 
ized. Betterment of understanding by the general public of the mission 
and function of the Army may be obtained through close contacts be- 
tween the military and civilian communities. The successful handling 
of open-house arrangements requires the complete cooperation of all 
local commanders. Some principles to be observed are stated below. 

(1) An open house should be conducted in such a manner as to 
give a true, clear picture of the installation at work. 

(2) Security measures will not be impaired. Installations in 
which the work is primarily of a classified nature or in which 
the presentation of a clear idea of the mission of the installa- 
tion would involve matters of security will not conduct open 
house programs. 

(3) Arrangements should include an itinerary by means of which 
the overall, comprehensive picture of the post, its personnel, 
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and its mission: may be presented. The itinerary should be 
simple and avoid unnecessary detail. 

(4) A general invitation to the public by means of a local news 
release announcing the holding of the open house and con- 
taining instructions concerning times, routes to follow, park- 
ing arrangements, and other pertinent information is gen- 
erally sufficient. Personal invitations to local civilian offi- 
cials should be sent by the installation commander. 

(5) Guides should be provided to escort groups of visitors accord- 
ing to the specified itinerary. Commentaries should point 
out the part played in the installation mission by each point 
visited ‘and the role of the installation in the national defense 
picture. 

(6) On the day of the ceremony, commanders should be present 
to greet guests and make them welcome. 

c. Participation by reserve component units. Reserve component 
units are encouraged to participate in open-house activities through 
the use of armory facilities. 

d. Participation by Army civilian employees. Army civilian em- 
ployees, as full-fledged members of the “Army Team,” should be en- 
couraged to participate in the planning and implementing portions of 
the open-house activity. 

12. Oversea commands. Community relations are of equal impor- 
tance to commanders in oversea areas, particularly those areas where 
United States troops are stationed. Commands in oversea areas will 
conduct vigorous, constructive community relations programs in close 
cooperation with the representatives of the Department of State, 
United States Information Agency, and other agencies of the United 
States Government. This should not be construed to derogate from 
or infringe upon the functions of the Assistant Chief of Staff, G5 
(Civil Affairs/Military Government), which are concerned with the 
basic relationships between United States Army Forces and the people 
and civil governmental agencies of the country in which they are 
located. 

13. Reports. See AR 360-45. 

[AG 014.13 (11 Jan 57) CINFO] 
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By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution : 


Active Army: C. 

To be distributed on a need-to-know basis to all installations, activities 
located off an installation, and to all units and headquarters down to and 
including divisions, and units and headquarters of comparable size. 

NG and USAR: C. 

To be distributed on a need-to-know basis to all units and headquarters 

down to and including divisions. 
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SecTIon I 
GENERAL 


1. Purpose.—These regulations acquaint correspondents with their responsi- 
bilities while under the jurisdiction of the Armed Forces in area commands as 
designated by the Secretary of Defense and serve as a directive to Armed Forces 
personnel in their relationship with correspondents under jurisdiction of the 
Armed Forces. 

2. Policy.—The policy of the Department of Defense is to give the public 
timely and, so far as it is compatible with national defense, complete informa- 
tion of Army, Navy, Air Force, Marine Corps, and Coast Guard activities and 
to afford opportunities to correspondents of recognized public information agen- 
cies to gather and transmit such news. 

3. Definitions.—For the purpose of simplification and understanding, certain 
terms used herein are defined below: 

a. “Public information agencies” shall mean a press, radio, or pictorial organi- 
zation regularly engaged in the collection and dissemination of news to the public, 
including press associations, news and pictorial feature services, newspapers, 
periodicals, radio and television broadcasting organizations, and newsreel com- 
panies. 

bd. “Correspondents” shall mean journalists, press reporters, photographers, 
columnists, editors and publishers, radio and television reporters, commentators 
and cameramen, and newsreel and other documentary picture production per- 
sonnel who are duly accredited to the Department of Defense and regularly en- 
gaged in the collection and dissemination of news to the public. 

c. “News material” shall mean all news material, whether of information or 
opinion and whether visual or auditory, for dissemination to the public. 

d. “Press traffic” shall mean news material transmitted in writing or by means 
of telecommunications (in the form customarily employed by news media agen- 
cies in transmitting such news material before publication) to newspapers, news 
periodicals, and broadcasting organizations. 

e. “Official photographs” shall mean those stills made by military photographers 
or civilian photographers employed by the Department of Defense, as distin 
guished from photographs made by war correspondent photographers. Unclassi 
fied official and unclassified captured photographs will be made available to all 
interested news photo agencies and media when practicable. 

f. “Official motion pictures” shall be those motion pictures made by military 
photographers or civilian photographers employed by the Department of Defense, 
as distinguished from motion pictures made by war correspondent photographers. 
Unclassified official motion pictures as well as unclassified captured motion pic- 
tures will be made available to all interested theater newsreel and television 
news film companies and other media if practicable. 

4. General.—All possible assistance within the limits dictated by military 
necessity will be given correspondents to assist them in performing efficiently 
and intelligently their work of keeping the public informed of the activities of 
the Armed Forces of the United States. 

a. Correspondents accompanying the Armed Forces of the United States are 
subject to the orders of the military commander of the unit to which attached. 
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They are subject to military law in accordance with the Uniform Code of Mili- 
tary Justice, Article 2 (10), (11), and (12). They must wear the prescribed 
uniform and be prepared to identify themselves when called upon to do so by 
proper authority. They shall at all times observe the same military security 
regulations as service personnel, including censorship of personal correspond- 
ence. 

b. Correspondents are not, in general, entitled to the benefits provided by law 
for persons in the Armed Forces. 

c, In the event of capture by enemy forces, correspondents are entitled to 
treatment as prisoners of war, provided they are in possession of an identity 
card issued by the Department of Defense establishing their status. (Article 4, 
Geneva Convention Relative to the Treatment of Prisoners of War, of 12 August 
1949.) (Par. 8a and b.) 

d. Correspondents will not exercise command, will not be placed in a position 
of authority over military personnel, nor will they be armed. They will have 
the same obligations as military personnel in regard to personal conduct, the 
settlement of accounts, and compliance with standing orders. 

e. A correspondent becomes subject to military law, as indicated above, upon 
physically entering a theater of operation in an accredited status, or upon board- 
ing Government transportation en route thereto. 

f. As far as facilities permit, correspondents will be treated as commissioned 
officers, with the assimilated rank of major or comparable grade, in such mat- 
ters as messing, living accommodations, and transportation. They will be ac- 
corded the same privileges and have the same obligations as officers in the use of 
post exchanges, ships stores, clothing sales stores, and recreational facilities. 
Use of such facilities must be without cost to the Government. 

g. Correspondents may converse freely with Armed Forces personnel, unless 
such conversation interferes with the discharge of military duties. They are ex- 
pected, however, to refrain from conversing with Armed Forces personnel at 
work or on guard, or from discussing or soliciting information known to be 
classified, 

Section II 


ACCREDITATION 


5. Application.—Application for the accreditation of any individual corre- 
spondent will be submitted by the sponsoring employer to the Office of Public 
Information, Department of Defense, Washington 25, D. C. 

6. Limit on number.—The following considerations shall govern the number 
of correspondents accredited to any theater of operation: 

a. The number of correspondents accredited to a theater will be within quotas 
established by the theater commander after coordination with the military 
department concerned and the Department of Defense. Quotas will be deter- 
mined by the size of the command and the availability of facilities and logistical 
support. 

b. When limitation of quotas is necessary, the Department of Defense will give 
preference in the consideration of applications to agencies reaching broad seg- 
ments of the American public and to selections which maintain a balanced rep- 
resentation of the various informational media. 
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7. Agreement.—Before final acceptance, a correspondent will be required to 
sign an agreement in quadruplicate as follows: 


OFFICE OF THE SECRETARY OF DEFENSE 
Office of Public Information 
Washington 25, D. C. 


(Date) 
AGREEMENT 


As a correspondent accredited to and authorized by the Department of Defense 
Oi terete ene nti nina aeee~emieetr Tle DUC pone OF OnLainiog Rows 
(Name of unit) 
material for public dissemination, I subscribe to the following conditions: 

1. As a correspondent, I understand that I am subject to military law in accord- 
ance with the provisions of Article 2 (10), (11) and (12) of the Uniform Code 
of Military Justice, and to all regulations for the Government of the Armed 
Forces. 

2. My movements and actions shall be in accordance with the regulations of 
the Department of Defense and the instructions of the commanding officer of the 
headquarters to which I am attached. 

3. I agree to submit for censorship all news material obtained during the period 
of this accreditation, whether for release while with the armed forces or there- 
after as long as security is a consideration. 

4. I agree to comply with all currency control regulations in effect in the places 
visited under this authorization. 

5. I guarantee to meet all financial obligations incurred by me while accom- 
panying the armed forces under this authorization. 

6. I waive all claims against the United States for loss or damage to my prop- 
erty or for personal injury, sustained in connection with my activities as a war 
correspondent, during the period covered by this authorization. 


7. This authorization is for the period________________--_ ce iN at 
and subject to revocation at any time, for cause, by the Department of Defense. 
UN ca incest asec Ginseuioemntenence ges 

ERR a Jel a Sa 


(Company, syndicate, or agency) 
eee mieniilinminer 
(Name) 

1 ‘-copy—Office of Public Information, Department of Defense. ° 

1 copy—Military Department concerned. 

1 copy—commanding officer, headquarters concerned. 

1 copy—correspondent. 

8. Credentials—The issuance and use of credentials shall be as outlined 
below. 

a. When an application for accreditation as a correspondent is approved, the 
applicant will be furnished credentials, including a correspondent’s identification 
ecard (SD Form 36), by the Office of Public Information, Department of Defense. 
Possession of this identification card establishes the physical identity of the 
correspondent, his connection with a recognized public information agency, and 
the completion of a file check by appropriate Federal security agencies. 

b. The correspondent shall be furnished an identity card by the Department 
of Defense (DD Form 489), stating that he is an accredited correspondent serving 
with the Armed Forces of the United States and entitled to treatment as a pris- 
oner of war in accordance with Article 4, Geneva Convention Relative to Pris- 
oners of War, of 12 August 1949. For the purpose of insuring proper treatment 
in the event of capture, the identity card will provide the assimilated rank of 
major or comparable grade. 
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c. A correspondent’s accreditation card does not authorize the bearer to have 
aceess to classified military information. 

d. Correspondents will produce identification cards upon request of an officer, 
warrant officer, or enlisted man in the execution of his duty. 

e. Where conditions warrant, in addition to Department of Defense credentials, 
major headquarters commanders may issue passes or credentials with regula- 
tions governing their use. 

9. Termination of accreditation to a theater of operation.—An accredited 
correspondent may leave a theater of operation at any time upon military orders 
issued by the commander concerned. 

a. If accompanying the Armed Forces beyond the territorial limits of the 
United States, and the return journey is made by Government transportation, 
relief does not become effective until arrival in the United States. If the journey 
is made by other than Government transportation, relief becomes effective at the 
time of departure from the theater of operation or base command. 

b. Accreditation as a war correspondent to a theater of operation will be 
terminated upon— 

(1) Severance of employment with the sponsoring agency. 
(2) Revocation of accreditation. 
ec. Revocation of accreditation is a responsibility solely of the Secretary of 
Defense. In general, disaccreditation will result from— 
(1) Personal misconduct of a criminal or moral nature. 
(2) Violation of security regulations. 
(3) Membership in, close relationship to, or adherence to subversive organi- 
zations. 

d, Upon termination of accreditation, the correspondent will leave the theater 
of operation or base command upon instructions of the commander concerned. 
Correspondents whose accreditation has been terminated will surrender their 
credentials to the theater or base commander before departure for the conti- 
nental United States, at which time they will be issued temporary credentials 
covering the return journey. The theater or base commander will forward the 
expired credentials to the Office of Public Information, Department of Defense. 


Section III 


ADMINISTRATION 


10. Uniform.—The following regulations will govern the wearing of military 
uniforms by war correspondents: 

a. Accredited correspondents accompanying the Armed Forces of the United 
States in a theater of operation will wear the following officer-type service uni- 
forms: , 

(1) Winter.—Jacket and/or shirt and trousers, wool, shade 33; or fatigue 
clothing; necktie, shade 51, trench coat, shade 79; garrison cap, wool, 
shade 33. 

(2) Summer.—Cotton khaki shirt, trousers and cotton khaki garrison cap, 
shade 1; or fatigue clothing; necktie, shade 51. 

b. Correspondents accompanying the Armed Forces of the United States will 
wear civilian insignia conforming to the following specifications: On a khakt- 
colored cloth background 2% inches in height and 3 inches in width, a dark blue 


AGO 18358 5 











690 INVESTIGATION OF NATIONAL DEFENSE 


equilateral triangle of 114 inches, bearing the letters U. 8. in khaki color % inch 
in width and % inch in height. The word WAR will appear above the blue 
triangle and the word CORRESPONDENT below it in dark blue letters 44 inch 
in height. This insignia will be, worn on the left breast pocket of outer garments 
or in a comparable position on outer garments having no pockets. It will also 
be worn on the left front of the garrison cap. 

ec. Correspondents may wear military decorations awarded to them as civilians 
accompanying the Armed Forces. They may also wear decorations or service 
ribbons awarded them for previous active Federal military service. 

d. Correspondents may not wear military insignia or divisional or unit in- 
signia. Civilians accompanying the Armed Forces are not eligible for the award 
of service medals. 

e. Articles of special clothing and equipment may be issued to correspondents 
on memorandum receipt where required. 

f. Accredited correspondents will not wear civilian clothing while accompany- 
ing the Armed Forces in a theater of operation. Exceptions may be made for 
special groups under escort visiting military areas for limited periods. 

11, Transportation.—The following rules will govern the furnishing of Gov- 
ernment transportation to correspondents: 

a. When commercial facilities are inadequate, Government transportation may 
be furnished to accredited correspondents, for travel to and from the command 
to whtch attached, whenever such transportation is available and essential mili- 
tary personnel are not displaced. 

b. Within the theater, or other command of attachment, correspondents may 
request Government transportation required for the accomplishment of their 
missions. 

c. The baggage of correspondents normally will be moved with that of the 
headquarters to which attached. Its weight and content will be within the 
limits prescribed by the commander concerned. 

12. Reporting upon arrival.—Upon arrival at the headquarters to which at- 
tached, correspondents will report to the Public Information officer, who will 
provide the assistance and guidance required for the accomplishment of their 
missions. 

13. Change in assignment.—Changes in assignment will be effected as follows: 

a. Correspondents officially assigned to the headquarters of a senior com- 
mander may, at their request, be attached to a subordinate headquarters. Such 
changes of assignment will be subject to the approval of the commanding officers 
concerned. 

b. A correspondent’s movement to a theater other than that to which currently 
assigned will be accomplished only with the approval of the commanders con- 
cerned and the Department of Defense. 

14. Discipline.—Disciplinary action may be taken as follows for violation of 
these or other regulations: 

a. The privileges accorded an accredited correspondent may be suspended for 
the use of words or expressions in a news dispatch intended to mislead or deceive 
a censor and cause approval of otherwise objectional dispatches. 

b. In extreme cases of offense, the correspondent may be placed in arrest to 
await evacuation or disciplinary action. 
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c. Information of the conduct of a correspondent warranting disciplinary 
action, together with that of any action taken or contemplated, will be forwarded 
through appropriate channels to the Office of Public Information, Department 
of Defense. 

15. Communication with sponsoring agency.—When the behavior or activities 
of a correspondent are of such a nature, commendable or otherwise, as to warrant 
ealling the facts to the attention of the sponsoring agency, commanders will 
forward all pertinent information to the military department concerned. Recom- 
mendations relative to the case will be sent by the department to the Office of 
Public Information, Department of Defense, for action. 


Sror1ion IV 
CORRESPONDENT OPERATIONS 


16. Filing of material—The following regulations will be followed in filing 
news material: 

a. Prior to transmittal, all news material will be submitted for review to the 
appropriate censorship authority, as directed by the commander of the force 
to which the correspondent is attached (par. 17). 

b. Correspondents will employ only those communications facilities desig- 
nated by the commander of the force or unit to which attached. 

c. When commercial communications facilities are not available, the use of 
Armed Forces facilities by correspondents is authorized subject to the following 
conditions: 

(1) Press traffic will not interfere with operational military traffic. 

(2) When military necessity requires that priority of transmission of news 
material be established, procedures (pooling, priorities, word limit 
restrictions, etc.) will be prescribed by the commander concerned. 

(3) Press traffic originating on military facilities will be refiled commer- 
cially at the commercial refile point for the area concerned, 

(4) Press traffic will be refilled COLLECT when transferred to a commer- 
cial facility. 

(5) Press traffic will be prepared and filed in the manner prescribed for the 
type of communications facility over which it is to be transmitted. 

(6) The provisions of section 327, Communication Act of 1934, as amended 
(48 Stat. 1091; 47 U. S. C. 327) will be applicable to all press traffic and 
related service messages accepted for transmission via the Naval Com- 
munication Service. 

17. Censorship.—Censorship in time of war or national emergency is a measure 
vital to the security of the people of the United States and to the military forces 
thereof. The following regulations will apply: 

a. All communications, by whatever means, will be subject to established 
censorship regulations, Material intended for publication may not be sent as 
personal mail but must be submitted for press censorship. 

b. In general, news material may be released for dissemination to the public 
provided it does not supply information of value to the enemy. 

c. News material prepared by correspondents after their return to the United 
States from a theater of operation which contains information that might be of 
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value to the enemy, such as tactical doctrine, classified equipment, future plans, 
combat efficiency or state of training, etc., will be submitted for review to the 
Office of Public Information, Department of Defense, prior to publication, 

18. Pictorial coverage.—Accredited news cameramen will be afforded every 
reasonable opportunity to photograph the activities of the Armed Forces but 
the Armed Forces are not responsible for the quantity or quality of their output. 
It is recognized that— 

a. Still and motion pictures are essential in keeping the public informed of 
the war effort and in the official documentation of the war. 

b. News events must be photographed as they occur. 

ec. Control should be exercised over the release of photographs rather than 
the taking of them. Photographers are expected, however, to refrain from 
taking pictures that violate security or hamper the Armed [Forces or their allies 
in the discharge of military duties. 

19. Still picture pools.—Military necessity, such as lack of space, transporta- 
tion, or other facilities, or diverse and extensive military operations, may require 
that still picture photographic coverage of the activities of the Armed Forces 
of the United States be undertaken by recognized still picture photographic 
agencies in a pool operation. When pooling is required, all pictures taken by any 
representative of any participating agency will be distributed to all other agencies 
in the pooL 

20. Exclusive still pictures.—At the discretion of the Department of Defense 
and the military department concerned, a special war correspondent photog- 
rapher may be accredited to a theater of operation to undertake an exclusive 
assignment. All pictures secured by a temporarily accredited cameraman, 
other than those specified in advance, whether taken by himself or secured from 
another source, are subject to pooling if a pool is in operation. 

21. Release dates.—Except under unusual circumstances, the Department of 
Defense will not establish release dates for still picture pool photographs. All 
pool photographs will be released simultaneously on a date established by, and 
agreeable to, the majority of pool members. 

22. Still picture censorship, developing, and shipping.—All still pictures made 
in a theater of operation will be subject to current censorship directives, When 
laboratory facilities are available, photographs and accompanying captions will 
be censored prior to shipment or radio transmission from the theater. When 
laboratory facilities are not available, negatives, clearly marked as such, and 
captions to accompany them will be shipped through such Armed Forces or 
other channels as are specified by the theater commander concerned to accomplish 
transmittal to the United States in the shortest possible time. They will be 
directed to the Office of Public Information, Department of Defense, Washington 
25, D. C. Photographs, after being developed and censored, will be delivered 
by the Department of Defense to the agency employing the photographer who 
made the picture. This agency will then make prints or copy negatives available 
to other pool companies if it is a pool photograph. The original negative is the 
property of the agency whose photographer made it. Negatives and prints not 
released by the censor will be held by the Department of Defense until releasable. 
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23. Copies of stills for Department of Defense.—Three prints of all photo- 
graphs made by war correspondents in theaters of operations will be turned over, 
free of charge, to the Office of Public Information, Department of Defense, for 
its archives. The Department of Defense does not have the right to sell, re- 
produce, or distribute these pictures in any way without permission of the com- 
pany owning the negative. 

24. Theater newsreel or television news film pools.—Military necessity such 
as lack of space, transportation, or other facilities, or diverse and extensive 
military operations, may require that motion picture coverage of the activities 
of the Armed Forces of the United States be undertaken by recognized photo- 
graphic agencies in a pool operation which will require that all film taken by any 
representative of any participating agency be distributed to all other agencies in 
the pool. When pooling is necessary, separate pools will be established for theater 
newsreel and television news film companies. 

25. Exclusive motion pictures.—At the discretion of fhe Department of Defense 
and the military department concerned, a special war correspondent motion pic- 
ture cameraman may be accredited to a theater of operation to undertake an 
exclusive assignment. All film secured by a temporarily accredited movie camera- 
man, other than that specified in advance, whether taken by himself or secured 
from another source, is subject to pooling if a pool is in operation. 

26. Motion picture censorship, developing, and shipping.—All motion pictures 
made in a theater of operation will be subject to current censorship directives. 
Undeveloped motion picture negatives, clearly marked as such, will be shipped 
from the theater of operation through Armed Forces channels by fastest practi- 
cable means to the Office of Public Information, Department of Defense, Wash- 
ington 25, D. C. Films will be developed at a laboratory specified by or accept- 
able to the Department of Defense. The Office of Public Information, Depart- 
ment of Defense, will determine the final release of classified as well as unclassi- 
fied motion pictures 0 that there will be no censorship or delay at the source 
in forwarding the undeveloped negatives or in permitting motion pictures to be 
taken. After censorship, the negatives will be delivered to the company employ- 
ing the photographer who made the pictures. This company will then make 
duplicating prints or negatives available to other pool members when such action 
is indicated. The original negative is the property of the agency whose photog- 
raphers made it. Film not released by the censor will be held by the Depart- 
ment of Defense until releasable. 

27. Duplicating copy for Department of Defense.—A duplicating print or nega- 
tive will be furnished the Department of Defense by the theater newsreel or 
television news film company owning the negative. The Department of Defense 
does not have the right to sell, reproduce, or distribute these films in any way 
without permission of the company owning the negative. 

[AG 062.11 (15 Oct 51)) 
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1. Purpose.—a. These regulations are designed to assign responsibility and 
provide guidance for the assembling and disseminating to the public of unclassi- 
fied information concerning military assistance under the Mutual Defense Assist- 
ance Act of 1949 (63 Stat. 714; 22 U. S. C. Supp. V, 1571-1604), as amended, and 
the Mutual Security Act of 1951 (65 Stat. 373), as amended. 

b. The information program concerning military assistance or the Mutual 
Defense Assistance Program (MDAP) is designed to inform the American public 
of the results obtained from military portions of the Mutual Security funds 
appropriated by the Congress, and to focus the attention of the peoples of the 
free world upon the objective, methods, and progress being made in achieving 
mutual security. However, no information will be released which would jeop- 
ardize the interests of the United States, or of any country receiving military 
assistance under the provisions of the aforementioned legislation. 

2. National policy.—The national policy, as announced by section 2 of the 
Mutual Security Act of 1951 is “to maintain the security and to promote the 
foreign policy of the United States by authorizing military, economic, and tech- 
nical assistance to friendly countries to strengthen the mutual security and 
individual and collective defenses of the free world, to develop their resources in 
the interest of their security and independence and the national interest of the 
United States, and to facilitate the effective participation of those countries in 
the United Nations system for collective security.” 

3. Responsibilities and procedures.—a. The Assistant to the Secretary of De- 
fense for International Security Affairs (ISA/OSD) is responsible for supervis- 
ing the MDAP public information program for the Secretary of Defense. Within 
ISA/OSD the Office of Military Assistance (OMA) is the office of primary inter- 
est. The MDAP public information program will be closely coordinated with the 
Office of Public Information, Department of Defense (OPI/OSD). Within 
OPI/OSD the office of primary interest is that of the Public Relations Advisor 
for International Security Affairs (ISA/OPI). 

b. Army, Navy, and Air Force personnel or agencies operating within the 
command structure of their respective services will refer informational material 
on MDAP matters by normal procedure to the proper authority within their 
own departments. These are as follows: 
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(1) The Chief of Information, Department of the Army. 

(2) The Chief of Information, Department of the Navy. 

(3) Office of Public Information, Department of the Air Force. 

The heads of these Departmental offices are responsible for supervising domestic 
MDAP information programs within their respective departments, and for coordi- 
nating such activities with the Department of Defense. 

c. Commanders of organizations and installations within the United States 
dealing with MDAP matters are responsible for the development and implementa- 
tion of public information programs based on the policy guidance and procedures 
set forth in these regulations. 

d. Chiefs of Military Assistance Advisory Groups (MAAG) or MDAP Military 
Missions will— 

(1) Develop public information program materials based upon the policy 
guidance and procedures in this directive in order to provide the Public 
Affairs Officer of the United States Embassy or Legation in the country 
to which they individually are assigned with information for release 
about MDAP. 

(2) Maintain liaison with the Ambassador and the Chief of the Mutual 
Security Agency mission to assist in providing a properly coordinated 
information program. The coordinated information program within the 
country remains the responsibility of the Ambassador through the Public 
Affairs Officer of the Embassy or Legation. 

e. The Commandar-in-Chief, United States European Command, will develop 
regional MDAP public information program materials for his area of Jurisdiction, 
He will consult with the United States Special Representative in Europe con- 
cerning the materials which can be prepared more adequately on a regional 
rather than a country basis. 

f. (1) Within the United States, the Director, OMA/OSD, through or in co- 
ordination with OPI/OSD and, when appropriate, military commanders 
in the field, will release, or clear for release, public information material 
pertaining to MDAP after coordinating with other interested agencies, 
This does not preclude the release by commanders of MDAP informa- 
tional material of local interest only. Copies of material released will 
be forwarded to the Director, OMA/OSD through command channels, 

(2) Outside the United States, the Public Affairs Officer of the United States 
Embassy or Legation is the official authorized to release public in- 
formational material concerning MDAP within the country concerned. 

(3) Public information material originating in the United States for release 
outside the country will be forwarded through appropriate channels 
to the Public Relations Advisor, ISA/OSD for transmittal to the Depart- 
ment of State. 

4. Clearance of MDAP information material for release.—These regulations 
are concerned with unclassified information material. In the event that the 
question of security classification occurs in material proposed for release, clear- 
ance will be obtained as follows: 

a. In the United States, and all installations overseas not covered in b below, 
such material will be referred in accordance with the procedures of the De- 
partment concerned. The Director, OMA/OSD, will be responsible for appro- 
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priate coordination with the Security Review Branch, OPI/OSD who will co- 
ordinate with interested Service offices. 

b. Such material originating in countries within the area of jurisdiction of the 
Commander-in-Chief, United States European Command, will be referred to him 
for decision. When necessary, he will refer further to the Director, OMA/OSD. 

5. Coordination on the release of information.—Prior to release of informa- 
tion, the originating agency will be responsible for coordinating with, or advising 
other interested agencies in order to prevent the release of incomplete or con- 
flicting information elsewhere on the same subject. 

6. Equipment.—a. The following instructions govern the release of informa- 
tion pertaining to the movement and shipment of equipment: 

(1) Information may be released concerning the movement and shipment 
of general categories and items of equipment about which there can be 
no information blackout except under conditions of total censorship, i. e. 
planes, naval vessels, tanks, vehicles, artillery, etc., particularly when 
such equipment can be seen as it is being loaded on, or unloaded from, 
United States or foreign flag vessels. 

(2) Information concerning specific types, models, and amounts of equip- 
ment delivered to individual countries if unclassified, may be released 
or cleared for release by the Director, OMA/OSD through or in coordi- 
nation with OPI/OSD or by the Chief of the appropriate MAAG or 
MDAP Military Mission with the coneurrence of the Director, OMA/OSD, 
except that the Commander-in-Chief, U. S. European Command, may 
release this type of information for those areas under his jurisdiction. 

(3) No information will be released concerning country of destination, 
routes, and dates of arrival of vessels carrying MDAP equipment which 
are under the operational’ control of the United States Navy. No in- 
formation will be released concerning country of destination, specific 
ports, routes, and dates of arrival of vessels carrying MDAP equipment, 
not under operational control of the United States Navy, unless the 
recipient country concurs in the release of information. 

b. Shipyards, arsenals, depots, air bases, ports: 

(1) Information may be released concerning local rehabilitation, reactiva- 
tion, or preparation of MDAP equipment for shipment. 

(2) When ships are constructed in the United Scates for delivery under 
MDAP, keel-laying ceremonies of a local nature are authorized but 
with a minimum of publicity. No representative of a foreign country 
will be invited to attend such ceremonies, as it remains the prerogative 
of the United States to interchange such ships among various programs 
should conditions make it necessary. 

(3) When vessels are being commissioned or transferred under MDAP to 
a foreign flag, appropriate ceremonies may be held which include partici- 
pation by representatives of the forejgn country coneerned. When a 
transfer is not the first to a country, informational material for disseml- 
nation abroad is desired, but, except as specifically requested by ap- 
propriate authority, large scale ceremonies are not considered necessary. 

7. Training.—a. Training programs. 

(1) Commanders of installations conducting training programs for foreign 
nationals under MDAP may release such information as the number of 
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trainees by nationality who are actually in attendance at any given time, 
and a general description of the training being given. However, no 
cumulative figures will be released. Such installations are responsible 
for the development of a “home town release” program as described 
in b below. 

General information concerning the training programs for foreign 
nationals being conducted by American installations under MDAP 
(number and identification of installations involved, overall numbers 
of trainees by nationality, specific types of training programs, general 
costs of training programs, etc.) will be released or cleared for release 
only by the Director, OMA/OSD through, or in coordination with, 
OPI/OSD, except that the Commander-in-Chief, U. S. European Com- 
mand may release this information for those installations under his 
jurisdiction. 

Information concerning the training programs of the armed forces of a 
country receiving equipment under MDAP may be released by the Chief 
of the MAAG or MDAP Military Mission through the Public Affairs 
Officer with the concurrence of the country concerned. 


b. MDAP trainees. 


(1) Hometown-type stories and pictures of foreign trainees for release in 


the countries of origin are encouraged. Names, grades, street addresses, 
and towns in the home countries, as well as names and locations of next 
of kin of individual trainees will be included in all stories and picture 
captions. Release of this material will be accomplished in accordance 
with paragraph 3. 


(2) Radio, television, and other public appearances of a generalized or 


human interest nature will be coordinated with the nearest liaison officer 
of the country concerned. When coordination is not feasible, the Public 
Relations Advisor, ISA/OSD will be advised in advance of these appear- 
ances through command channels. 


(3) The name of a foreign MDAP trainee who has become a casualty will 


not be released by the commander of an installation in the United States 
until 48 hours after the appropriate Department in Washington, D. C., 
has been advised. 


(4) The Commander-in-Chief, United States European Command, will deter- 


mine the procedure for releasing the name of a foreign MDAP trainee 
who has become a casualty while stationed at an installation within the 
area of his jurisdiction. 


8. Offshore procurement.—a. Policy on release of information. 


(1) No information will be released concerning prices or quantities of items 


planned for procurement, nor will information be released concerning 
negotiations that are in progress. 


(2) Information concerning official United States requests for bids may be 


released provided the security of classified matter is not compromised. 


(8) With the signing of contracts, the following information may be released, 


providing the security of classified items is not compromised : 


(a) Countries that have been awarded contracts. 
(b) The dollar value of such contracts. 
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(c) A general description of the items to be manufactured (i. e. ammuni- 
tion, aircraft, automobile or electronic spare parts, various types of 
electronic equipment, etc.). 

(d) The naming of a specific factory is permitted with the concurrence of 
the country where the factory is located. 

b. Procedure for release of information, 

(1) Information concerning offshore procurement will be released, or cleared 
for release, in the United States by the Director, OMA/OSD through or 
in coordination with the OPI/OSD. 

(2) The procedure by which information is made public concerning contracts 
negotiated within the area of jurisdiction of the Commander-in-Chief 
United States European Command, by representatives of United States 
military procurement agencies, will be determined by him in accordance 
with the general policies and procedures set forth in paragraphs 2, 3, 
and 5. When contracts are negotiated by representatives not assigned 
to United States military procurement agencies established within the 
area of jurisdiction of the Commander-in-Chief, United States European 
Command, consideration will be given to the advice and recommenda- 
tions of those representatives concerning the release of information. 

(8) When information concerning offshore procurement of possible inter- 
national interest is released, the originating agency will undertake to 
furnish this information to all other interested agencies at least 24 
hours prior to release time so that complete information to answer press 
queries will be available. 

9. Reimbursable aid.—a. Under section 408 (e) of the Mutual Defense As- 
sistance Act, as amended, the President is authorized to transfer equipment, 
materials, and services to certain nations on a reimbursable basis, and to pro- 
vide them with procurement assistance, all without cost to the United States. 

b. Information concerning the Reimbursable Aid Program will be released by 
the Director, OMA/OSD, through the OPI/OSD. 

ce. Announcements within countries participating in the Reimbursable Aid Pro- 
gram will be made by the governments concerned. Wherever possible, the Public 
Relations Advisor, ISA/OSD, will be advised prior to the issuance of such an- 
nouncements to permit the release of similar information in the United States. 

10. Announcement of assignment of personnel.—The announcement by any of 
the services of the assignment of personnel to matters of MDAP interest will be 
coordinated with the Director, OMA/OSD. The release, or clearance for release, 
of such information by the Director, OMA/OSD, will be accomplished through or 
in coordination with OPI/OSD after the Department of State has accomplished 
the necessary notification of the foreign government concerned. This includes the 
temporary assignment of personnel to Military Assistance duties. 

[AG 081.3 (8 Feb 53) CINFO] 
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By ORDER OF THE SECRETARIES OF THE ARMY, THE NAVY, AND THE AIR FORCE: 


OFFICIAL: 
WM. E. BERGIN 
Major General, USA 
The Adjutant General 


OFFICIAL : 
JOHN GINGRICH 
Rear Admiral, USN 
Deputy Chief of Naval Operations 
(Administration) 


OFFICIAL: 
K. E. THIEBAUD 
Colonel, USAF 
Air Adjutant General 


DISTRIBUTION : 
Army: 


J. LAWTON COLLINS 
Chief of Staff, United States Army 


W. M. FECHTELER 
Chief of Naval Operations 


HOYT S. VANDENBERG 
Chief of Staff, 
United States Air Force 


D plus Instl (OS) (5) ; MAAG (5); Mil Mis (5) 
For explanation of distribution formula, see SR 310-90-1. 


Air Force: 
E; F 


For explanation of distribution formula, see AFR 5-4 
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APPENDIX B-22 


AR 360-80 

NAVY OP-07 

AFR 190-8 

Commandant’s Circular No. 5-51 

ArMY REGULATIONS No, 360-80 DEPARTMENTS OF THE ARMY, THE 

Navy OP-07 NAVY, THE AIR FORCE, AND THE 

Arr Force REGULATION No, 190-8 TREASURY 

CoMMANDANT’s CrrcuLtar No. 5-51 WASHINGTON 25, D. C., 9 April 1951 


PUBLIC INFORMATION 


RELEASE OF INFORMATION WHEN MORE THAN ONE SERVICE IS 
INVOLVED IN ACCIDENTS OR INCIDENTS 





Section I. GENERAL. 


Paragraph 
FG cnctmicdnintnamedn wmduaieelastmeiaada mae 1 
REO cant teenie iain ait cits lebanese dita bikitl 2 


II. BASIC PROCEDURES. 
Accidents or incidents involving vessels, aircraft, or other 
facilities of one of participating services 
Casualties to personnel of parent service...........------. 
Casualties among personnel of another service 
Survivors among personnel of parent service 
Dissemination of information by survivors 


AQ ah 


Section I 
GENERAL 


1. Purpose.—These regulations provide basic procedures and instructions for 
the release of information concerning accidents to vessels, aircraft, or facilities; 
casualties to personnel; and search and rescue operations involving more than 
one military service, including the United States Coast Guard. 

2. Application.—These regulations are designed for use by the Army, Navy, 
Air Force, and Coast Guard. When acting in a joint operation, they apply to 
the personnel of the United States Army, the United States Navy, the United 
States Air Force, the United States Marine Corps, the United States Coast 
Guard, and to civilians serving with or accompanying them. 


Section II 
BASIC PROCEDURES 


8. Accidents or incidents involving vessels, aircraft, or other facilities of one 
of participating services.—a. In joint operations, inquiries from the public ad- 
dressed to one service concerning the activities of a unit, units, facilities, or per- 
sonnel of another service will be directed or referred to the Joint Commander. 

b. In all other cases, the first announcement of the incident (accident, injury, 
or like difficulty) will originate with the parent service to which the vessel, air- 


craft, or personnel involved in the accident belongs, if representatives of that 
service are present. 


AGO 8738B—<Apr. 
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c. If, however, representatives of the parent service are not immediately 
available for comment, and certain facts are obvious, any other service directly 
involved in the incident may give as much assistance as possible to media repre- 
sentatives who request information. ‘This assistance will include a statement 
that an accident or incident has occurred, the location of the incident, the 
time it was reported or occurred, casualties (par. 5), and information concern- 
ing the queried service’s own operations and accomplishments in assistance and 
rescue. See e below. 

d. As a matter of standard procedure, the queried service should make an 
explanatory statement that a board of officers will be appointed to investigate 
and determine the exact cause of the incident. 

e. After an official release of information to the public by the parent service 
to which the unit (activity or facility) involved in the accident (or incident) is 
made, each other service participating in assistance or rescue may release to the 
public a full description of its own operations and accomplishments in relation 
thereto. 

4. Casualties to personnel of parent service.—Release of casualty information 
by the parent service, relative to its own personnel, will be in accord with the 
regulations of that service. 

5. Casualties among personnel of another service.—Nanmies of casualties will 
be released only by the service to which such casualties belong. Where facts of 
the incident are obvious to the public, another service participating in the matter 
may announce, when queried, the number of dead, the number of survivors, and 
the number of injured survivors. However, whenever circumstances permit, 
such queries should be referred to the service to which the casualties belong. 

6. Survivors among personnel of parent service.—The names and addresses of 
survivors will be released only after a positive check and identification have been 
accomplished. Generally, casualty information will be released prior to the 
release of survivor information. However, circumstances may dictate some 
departure from this procedure. 

7. Dissemination of information by survivors.—Public information oflicers 
and/or intelligence officers should brief survivors wienever possible. 

{AG 000.71 (6 Mar 51)] 
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By ORDER OF THE SECRETARIES OF THE ARMY, THE Navy, THE AIR Force, AND 
THE TREASURY: 


OFFICIAL? J. LAWTON COLLINS 
EDWARD F. WITSELL Chief of Staff, United States Army 
Major General, USA 


The Adjutant General 


OFFICIAL : DAN A. KIMBALL 
Cc. C. HARTMAN Acting Secretary of the Navy 
Deputy Chief of Naval Operations 
(Administration) 


OFFICIAL: HOYT S. VANDENBERG 


K. B. THIEBAUD Chief of Staff, United States Air Force 
Colonel, USAF 


Air Adjutant General 


OFFICIAL: BE. H. FOLEY 
MERLIN O’NEILL Acting Secretary of the Treasury 
Commandant, U. 8. Coast Guard 


DISTRIBUTION : 
Army: 
c 
For explanation of distribution formula, see SR 310-90-1. 
Air Force: 
D 
For explanation of distribution formula, see AFR 5-4, 
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APPENDIX B-23 


AR 360-81 
Army Recutations DEPARTMENT OF THE ARMY 
No. 360-81 Wasninoton 25, D. C., 3 Seplember 1954 


PUBLIC INFORMATION 


NEWS RELEASES OF ACCIDENTS INVOLVING CLASSIFIED CBR 
MATERIEL IN CONUS 


Paragraph 
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1. Purpose.—These regulations establish standing operating pro- 
cedure for public information news releases of accidents involving 
classified CBR materiel in the continental United States. 

2. Responsibility—a. In the event of an accident with classified 
CBR materiel being shipped by the Chemical Corps, the technical 
escort personnel traveling with the shipment will be responsible for 
making on-the-spot news releases under the conditions specified in 
paragraph 3. 

(1) Technical escort personnel will, by the most expeditious 
means possible, notify the following, in the priority listed, 
of the type news release issued at the scene of the accident: 

(a) Technical Liaison Branch, Office of the Chief Chemical 
Officer, Department of the Army (LIberty 5-6700, Ext. 
71313). 

(b) The Public Information Officer of the nearest Army 
installation. 

(2) The Technical Liaison Branch, Office of the Chief Chemical 
Officer, will immediately relay such information to the Chief 
of Information, Department of the Army, who will in turn 
notify the Office of Public Information, Department of 
Defense. 

b. If the technical escort personnel traveling with the classified 
CBR shipment are killed or seriously injured and cannot issue a 
release, the military consignee of the shipment, the military shipping 
agency, or the Chemical Officer of the nearest installation, whoever 
receives first notice of the accident, will insure that each of the other 
agencies is notified immediately. The agency which can have a 
representative at the scene of the accident with the least delay will be 
responsible for— 

(1) Issuing the appropriate prepared news release at the scene 
of the accident as prescribed in paragraph 3. 


TAGO 1026B -Sept. 
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(2) Notifying the agencies specified under a (1) (a) and (6) above, 
of the type news release issued. 

c. The above provisions will in no way affect the accident reporting 
procedures prescribed in current SR 385-series. 

3. Release of information.—a. No news releases will be issued 
unless requested by the press, except under the conditions described 
under paragraphs ¢ and d below. 

6b. AR 360-80 will govern where applicable. In such cases, per- 
sonnel specified in paragraph 2 will release only such information as 
pertains to— 

(1) The CBR materiel involved. 

(2) Chemical Corps personnel, under the conditions prescribed in 
c below. 

c. The release of the names and addresses of military technical 
escort personnel killed or injured in accidents in the United States is 
governed by a separate directive which, in general, provides that— 

(1) Direct and immediate release to news media is authorized in 
the case of accidents occurring outside a military reservation 
except in cases involving the crash of military aircraft in 
regions that ere remote from populated areas. 

(2) Notification of the next of kin through normal military 
channels will take precedence over notification of news 
media in ell other cascs. 

d. Technical escort and/or military consignee or consignor are 
authorized to request the assistance of newspapers, radio stations, 
local police, etc., in the event that toxic agents are released through 
accident in a populous area which make immediate warning and 
evacuation necessary. Assistance of the nearest Army installation 
Public Information Officer may also be requested, where necessary, 
for this purpose. In all cases, however, only such information will 
be released as is determined by the technical escort and/or local 
consignee or consignor to be essential to health and safety. 

4. Type of news release.—a. Printed below is a prepared public 
information news release which will be used in accordance with para- 
graph 3. This release will be completed with the necessary phrasing, 
substitution of words, and additional information other than stated 
on the release. 

b. Responsible personnel issuing the press release will ascertain 
that all the prerequisites of clarity and conciseness are met for the 
release issued. 
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NEWS RELEASE 
(RELEASE APPLICABLE PORTIONS ONLY) 





The (railroad, truck, maritime or aircraft) accident which occurred at 
o’clock today (or day of week) at (near) (name of town or route number and 
direction and distance from town), may have resulted in the escape of hazardous 
material which was being transported for the United States Army. Trained 
Chemical Corps (escort) personnel (were accompanying the shipment and are 
currently rendering) (have been dispatched from (location) to render) the ship- 
ment harmless. Routine precautions have been taken to insure that local 
citizens are not unnecessarily exposed. 

(Military and/or police) guards have been stationed to prevent entry into the 
area of possible danger. (Evacuation of this area was necessary to the welfare 
of the community because of wind and weather conditions which could cause 
spread of the dangerous chemicals.) There is no danger, however, outside the 
guarded area. (The public is urged to remain outside of the area bounded on the 
north by _____, on the east by , on the south by , and on the west 
by .) Sight-seers will hamper the work of the clean-up crew and may get 
into possible danger area. A public announcement will be made when the 
hazardous material has been removed or rendered harmless by the expert tech- 
nicians. 

Following is a list of names and addresses of military personnel who were killed 
or injured in the accident (release only if authorized under provisions of paragraph 
3c, AR 360-81): 











Name, grade and age Address Casualty status Other acailable data 
NOTICE TO PRESS 


The information contained herein is that which the escorting officer is authorized 
to release. As further information develops, it will be made available from the 
Office of the Chief of Information, Department of the Army, Washington 25, 
D. C., or the Headquarters of the Army Area (a through f below) in which the 
accident occurred. 


a. Commanding General 
First Army 
Governors Island 
New York, New York 
b. Commanding General 
Second Army 
Fort George G. Meade, Maryland 
c. Commanding General 
Third Army 
Fort McPherson, Georgia 
d. Commanding General 
Fourth Army 
Fort Sam Houston 
San Antonio, Texas 
e. Commanding General 
Fifth Army 
1660 E. Hyde Park Boulevard 
Chicago 15, Illinois 
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f. Commanding General 
Sixth Army 
Presidio of San Francisco 
San Francisco, California 


{AG 380.01 (27 Aug 54) CMLWM] 


By orper OF THE SECRETARY OF THE ARMY: 


M. B. RIDGWAY, 
General, United States Army, 
OFFICIAL: Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General. 


DisTRIBUTION: 
Active Army: D. 
NG: None. 
USAR: None. 
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APPENDIX B-24 


*AR 360-83 
Army Seer er a DEPARTMENT OF THE ARMY 
No. 360-83 WASHINGTON 25, D. C., 26 February 1957 


PUBLIC INFORMATION 


U. S. ARMY HOME TOWN NEWS CENTER OFFICE, CHIEF OF 


INFORMATION 
Paragraph 
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I ce i cap cher teaniiiabreseaestalgt aan meee dinaees ep wiaiaaiap earl 2 
a ee en aa eme abeummane mien 8 


1. General. The U. S. Army Home Town News Center has been 
established (sec. II, GO 48, 1951) to improve, supervise, and control 
the flow of informational materia] to home town news media. It will 
operate under the supervision and control of the Chief of Information, 
Department of the Army. 

2. Functions. The Center will— 

a. Receive, evaluate, and edit all home town news and feature stories 
from the field in order to obtain the maximum reader interest from 
each release and to insure that each release is appropriate as to style 
and content. 

b. Provide liaison to insure that field public information officers are 
properly advised of the use made of their material, and also to instruct 
them through critiques and a periodic publication, as to the quality 
and type of material being sought by the Center. 

c. Maintain a library of ready reference background material. 

d. Receive and evaluate photographs from the field and edit all 
written matter appended to each photograph. 

e. Provide plastic engravings of photographs with text material. 

f. Reproduce the necessary number of photographic prints to ac- 
complish the most effective distribution. 

g. Receive, evaluate, edit, and reproduce tape interviews, and tele- 
vision sequences. 

h. Make maximum and expeditious distribution in final form of all 
material processed at the Center. The only media to be serviced by 
the Center are media requesting the Center’s service. When commu- 
nities are represented by more than one medium, service all media in 
the community. This mailing list should be compiled by survey 
letters and written requests from media. 

3. Submission of material. a. Routing: All field public infor- 
mation officers, both in the continental United States and overseas, 
are authorized to send all home town material direct to Commanding 


*These regulations supersede AR 360-83, 20 December 1955. 
TAGO 4605B—Feb. 
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Officer, U. S. Army Home Town News Center, 601 Hardesty Avenue, 
Kansas City 24, Missouri. 

b. Mailing. Public information officers at oversea installations are 
authorized to airmail material to the U. S. Army Home Town News 
Center. 

c. Preparation of DA Form 1526 (Information for Home Town 
News Release). DA Form 1526 will be used in forwarding all home 
town material to the U. S. Army Home Town News Center. This 
form may be requisitioned through normal publications supply chan- 
nels. Only one copy of DA Form 1526 for each news release is re- 
quired. Carbon copies will not be accepted. 

[AG 821 (13 Feb 57) CINFO] 


By Order of Wilber M. Brucker, Secretary of the Army: 


MAXWELL D. TAYLOR, 
General, United States Army, 
Official : Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution : 
Active Army: ©. 

To be distributed on a need-to-know basis to all installations, activities 
located off an installation, and to all units and headquarters down to and 
including divisions, and units and headquarters of camparable size. 

NG: State AG, 
USAR: None. 
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APPENDIX B-25 


*SR 360-5-2 
SPECIAL oy DEPARTMENT OF THE ARMY 
No. 360-5-2 WASHINGTON 25, D. C., 17 June 1952 


PUBLIC INFORMATION 
RELEASE OF UNCLASSIFIED OFFICIAL STILL AND MOTION 
PICTURE MATERIAL 


Paragraph 
I i et i weit ioe 
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AaqarohD we 


1, Responsibility—a. The release of unclassified official Army pic- 
torial material to the public is a responsibility of the Chief of Infor- 
mation, Department of the Army, regardless of whether or not the 
material is to be used by recognized public relations media or by indi- 
viduals for commercial or private purposes. The decision as to 
whether such pictorial material is of a character which properly 
should be released through the Department of Defense rests with 
the Chief of Information. 

b. For the purpose of these regulations the term “Army pictorial 
material” should not be construed to include original negatives, orig- 
inal color transparencies, or the original material used in the making 
of motion pictures. 

ce. Screening, review, and release of Army pictorial material, ex- 
cept negatives, will be subject to the following conditions: 

(1) Any Army pictorial material of an unclassified nature may 
be made available for screening or review for possible infor- 
mation release to any officer of the Armed Forces of the 
United States duly authorized by the Chief of Information, 
Department of the Army, or the Chief Signal Officer, De- 
partment of the Army. 

(2) Any Army pictorial material of an unclassified nature may 
be made available for screening or review by authorized 
representatives of possible commercial users and of nonmili- 

‘tary governmental agencies including Federal, State, muni- 
cipal or local governments who have been approved by the 
Chief of Information. 

(3) Any Army pictorial material of an unclassified nature needed 

for information purposes will be released to any person, mili- 





*These regulations supersede SR 360-5-2, 15 March 1951. 
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tary or civilian, or representatives of governmental agen- 
cies, Federal, State, municipal or local duly and properly 
authorized by the Chief of Information. ; 

(4) In all cases of review or release of Army pictorial material 
for information purposes, the Chief of Information assumes 
full responsibility for the actions of persons or agencies re- 
viewing such material by his authorization and for proper 
release of such material. The Chief of Information will not 
assume responsibility for payment of material contracted 
for by any agency outside the Office of the Chief of Infor- 
mation and will not be responsible for violations of security 
by representatives of commercial agencies and other govern- 
mental agencies, Federal, State, municipal or local. 

(5) No other agency may, without the approval of the Chief of 
Information, order the release of Army pictorial material 
for information usage. All requests for Army pictorial ma- 
terial for purpose of public release will be made to the Chief 
of Information. 

2. Supply.—a. Without charge.—Still pictures and unedited mo- 
tion picture footage will be supplied without charge under the follow- 
ing circumstances: 

(1) Military requests for official purposes. 

(2) Requests made by individual, whether or not commercial 
use is contemplated, and the Chief of Information certifies 
that the material is to be furnished gratis because a Depart- 
ment of the Army purpose will be served thereby. 

b. Charge basis.—Still pictures and unedited motion picture footage 
will be supplied on a charge basis sufficient to secure appropriate 
reimbursement in the following circumstances: 

(1) The material is to be used for commercial purposes, except 
as provided in a(2) above. 

(2) The material is supplied to individuals not certified as being 
entitled to gratis service by the Chief of Information. 

3. Release authority.—a. The Chief of Information will have 
stamped on each still picture authorized for release, the following 
statement: “Authorized for Release to the Public”. Still pictures 
may be released by the Chief Signal Officer without certification of 
Army purpose by the Chief of Information upon presentation of of- 
ficial military requests and where the material is authorized to be 
supplied on a charge basis pursuant hereto. 
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b. Nounedited motion-picture footage will be released without prior 
authorization by the Chief of Information under the conditions set 
forth herein. 

e. No motion picture footage will be released pursuant hereto when 
any property right, license, or other individual right will be infringed 
or invaded by the release of such footage. 

4. Color transparencies.—Original color transparencies will not 
be loaned for reproduction. Duplicate color transparencies will be 
made available upon the order of the Chief of Information. 

5. Negatives.—No access to the original negatives of still pictures, 
to the original negatives of completed motion pictures, nor to the 
original negatives of unedited motion picture footage will be granted. 

6. Classified Security Information.—Requests for Classified Se- 
curity Information will be governed by paragraph 18, AR 380-5. 

7. Priority.—Facilities available for the above general service will 
be utilized in the following order of priority: 

a. Official Department of the Army purposes. 

b. Other Goverment agencies, Federal, State, municipal or local. 

c. Educational and certain charitable institutions. 

d. Individual veterans and veterans’ organization. 

é. All others in the order of receipt. 

LAG 062 (28 May 52) CINFO] 


By orpErR OF THE SECRETARY OF THE ARMY: 


OFFICIAL: J. LAWTON COLLINS 
WM. E. BERGIN Chief of Staff, United States Army 
Major General, USA 
The Adjutant General 


DISTRIBUTION ! 
D (ConUS) 
E (OS) 
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APPENDIX B-26 


*SR 360-5-10 
SPECIAL eer eta DEPARTMENT OF THE ARMY 
No. 360-5-10 WASHINGTON 25, D. C., 14 August 1958 


PUBLIC INFORMATION 


PHOTOGRAPHY OF DISTINGUISHED VISITORS UPON VISITS TO 
UNITED STATES ARMY INSTALLATIONS AND ACTIVITIES 





Paragraph 
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1, General.—These regulations establish a uniform procedure for 
the taking of official photographs of distinguished visitors on occa- 
sions of their visits to United States Army installations or activities 
and also on the issue of prints of these photographs for personal use 
of these distinguished visitors. 

2. Procedure.—The total number of official photographs taken of 
distinguished visitors on occasion of their visits to United States Army 
installations or activities will be kept to the absolute minimum neces- 
sary for official purposes. The total number of official photographic 
prints furnished distinguished visitors will be limited to six for each 
distinguished visitor per Army installation or activity per visit. Such 
photographic prints will be no larger than 4 by 5 inches and no more 
than one official print will be furnished each distinguished visitor from 
any one negative. The use of oflicially appropriated or nonappropri- 
ated funds for the issue of a number of photographic prints in excess 
of those listed above is not authorized. When extra prints are de- 
sired they may be furnished provided the cost thereof is met by the 
individual concerned. 

3. Army photographers.—a. The number of official Army photog- 
raphers assigned to photographic coverage of official Army events will 
be limited to an absolute minimum. 

b. Each official Army photographer will wear an official Army 
photographer’s distinctive arm band when assigned to such coverage. 

ce. It is recognized that certain events, involving the Army and one 
or more of the other armed services, may be under the overall direction 
of other than an Army officer. In joint service events the assignment 
of Army photographers will be governed by the overall pictorial plan 
of the event director. 

[AG 062.1 (14 Aug 53) CINFO] 


*These regulations supersede SR 360-5-10, 4 October 1951. 
TAGO 512B—Aug. 
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By ORDER OF THE SECRETARY OF THE ARMY: 


OFFIctaL: J. LAWTON COLLINS 
WM. E. BERGIN Chief of Staff, United States Army 
Major General, USA 
The Adjutant General 


DistRiwvTion: 
D (ConUS) 
~ . .E (OS) 
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APPENDIX B-27 


SR 360-5-15 
SPECIAL REGULATIONS DEPARTMENT OF THE ARMY 
No. 360-5-15 WASHINGTON 25, D. C., 23 July 1954 


PUBLIC INFORMATION 


SECURITY CONTROL OF PHOTOGRAPHY OR SKETCHES MADE BY 
CIVILIANS OUTSIDE MILITARY INSTALLATIONS WITHIN CONTINEN- 
TAL UNITED STATES, ITS TERRITORIES AND POSSESSIONS 


Paragraph 
Ra si in cnsiacnaeeaiaiasdliliaa as cnciiniepin tianlian teibteienss tiineiimmaiicaiaaiamaiaan Ec 1 
I, SEE RUC Ca sicctciiscnsctennneit ics ovveencecennnctt enenaemtaniestmimadmrianiinbacéii 2 
Guotatae Mrlitary Tistalin Gowen. oe ee a aeeeane 3 


1, Purpose.—These regulations state Department of the Army pol- 
icy regarding the safeguarding by military personnel of classified 
defense information or material in connection with the taking of 
photographs or the making of other forms of graphical representation 
of military personnel, equipment, or material by civilians outside mili- 
tary installations within the continental United States, its Territories 
and possessious. 

2. Within military installations.— Within military installations, 
the taking of photographs or the making of other forms of graphical 
representation of whatsoever nature by civilians wil. be in accordance 
with applicable security and installation regulations. Such regula- 
tions may forbid all photography and the making of other forms 
of graphical representation within military installations but this 
authority should not be exercised unless security considerations are 
involved. 

3. Outside military installations.—a. Outside military installa- 
tions within the continental United States, its Territories or posses- 
sions, military authorities will not prohibit or prevent the taking of 
photographs or the making of other forms of graphic representation 
of military personnel, equipment, or material. In such case, military 
personnel will observe the following procedures : 

(1) Consent to take photographs or to make other forms of 
graphical representation will be withhe'd until it can be 
determined whether classified defense information or mate- 
rial is present and exposed to view. Such determinations 
wili be made as quickly as possible. 

(2) In the event the military authority present determines that 
classified defense information or material is exposed, same 
will be covered or removed. 

(3) In the event it is determined that no classified defense in- 
formation or material is exposed to view, consent will be 
given to the taking of photographs or the making of other 
forms of graphical representation by those desiring to do so. 


TASO 831B—July 


~ 


v 
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(4) 


(5) 
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In the event classified defense information or material is 
found to be present and same cannot be removed or covered, 
consent to take photographs or to make any other form of 
graphical representation will not be granted. In such event 
those desiring to do so will be advised that the taking of 
photographs, or the making of other forms of graphical 
representation, of classified defense information or material 
without permission of appropriate military authority is a 
violation of law (act of 25 June 1948, 62 Stat. 737,18 U. S.C. 
795, 797). 

If, after such notification, those desiring to do so insist 
upon taking a photograph or making some other form of 
graphical representation of military personnel, equipment, 
or material relating to the national defense, the mililtary 
authority concerned will— 


(a) Request that the photographic negative or plate or other 


product be delivered to the senior military person in charge 
of the scene. 


(6) Advise those concerned that failure to accede to this 


request by willfully retaining the negative, plate, or prod- 
uct relating to the national defense and failing to deliver 
same to the officer or noncommissioned officer in charge at 
the scene is a felony under the provision of title 18, 
section 793 (e), United States Code (62 Stat. 736, as 
amended), punishable by a fine of not more than $10,000 
or 10 years imprisonment, or both. 


(c) In the event of failure to deliver the negative, plate, or 


product, solicit the aid of local peace officers and promptly 
report the facts to his commanding officer who will, in 
turn, notify, by the fastest available means, the nearest 
field office of the Federal Bureau of Investigation for 
investigation as a possible violation of the statute refer- 
enced in (4) above. Where practicable report also may 
be made by the military authority present direct to the 
Federal Bureau of Investigation field office. Those con- 
cerned will be requested to remain until the arrival of 
local peace officers or the Federal Bureau of Investigation 
representative. A complete report will be made by the 
commander concerned, through channels, to the Assistant 
Chief of Staff, G-2, Department of the Army, Washing- 
ton, 25, D. C. 
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b. It is emphasized that concerned personnel must determine as 
quickly as possible in each case whether classified equipment or ma- 
terial is exposed. Speed in making these determinations and in 
covering or removing any classified equipment or material found to 
be exposed, will effect the greatest possible safeguarding of defense 
information while, at the same time, meeting the needs of represen- 
tatives of the public information media. 

{AG 380.01 (8 Jun 54) CINFO] 


By ORDER OF THE SECRETARY OF THE ARMY: 


M. B. RIDGWAY, 
General, United States Army, 
OFFICIAL: Chief of Staff. ° 
JOHN A. KLEIN, 
Major General, United States Army, 


The Adjutant General. 
DISTRIBUTION : 

8 

Active Army: 
COFSA (18) Div (2) 
SS, DA (2) except CINFO (25) Brig (2) 
Gen Staff, DA (2) Regt (2) 
Tec Sve, DA (2) Class I Instl (2) 
AFF (5) USMA (2) 
Army AA Comd (2) Sch (5) 
OS Maj Comd (5) Depots (2) 
Log Comd (1) POR (2) 
MDW (2) PG (2) 
Armies (5) Arsenals (2) 
Corps (2) Mil Dist (2) 


NG: Same as Active Army. 

USAR: Same as Active Army plus T/O & E 45-510, AC (2). 

Unless otherwise noted, distribution applies to ConUS and overseas. 
For explanation of abbreviations used see SR 320-50-1. 


23511 O—58— 46 
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APPENDIx B-28 


SR 360-5-20 
Sprciat ReauLaTIONs DEPARTMENT OF THE ARMY 
No. 360-5-20 WasuHincton 25, D. C., § February 1952 


PUBLIC INFORMATION 


MANEUVERS AND EXERCISES INVOLVING SIMULATED EMPLOYMENT 
OF ATOMIC WEAPONS 


Paragraph 
ene vas cacao conor cosine end hs goons anor cs ecnenrae seb tn evinces sober 1 
PO ccbthitdet Liictbnedsocel Liss ebeah apcbechec dois'eneld soksibabiinenewsicbastbeenasbashitaenpetabes 2 
a as a hii med icins mataceeweeicioiehe 3 


1. Purpose.—These regulations prescribe Department of the Army 
policy for the release of information concerning maneuvers and 
exercises involving simulated employment of atomic weapons. 

2. Policy.—a. The fact that a particular maneuver or exercise will 
involve the simulated employment of atomic weapons may be released 
to appropriate news media as deemed necessary by the headquarters 
responsible for the conduct of that particular maneuver or exercise. 

6. General information on the movement and disposition of troops 
may be released. Detailed information on tactics and techniques 
peculiar to these operations may not be released. 

c. The operation of atomic weapons employment units and the staff 
agencies and procedures required for the employment of atomic 
weapons will be safeguarded as classified military information. 

3. Classification guide.—In the application of the above policy, 
the Classification Guide for the Military Application of Atomic 
Energy furnished to Department of the Army agencies and com- 
manders of major commands, 5 March 1951, will be used as guidance 
for all concerned. 

[AG 350.05 (21 Jan 52)] 


By ORDER OF THE SECRETARY OF THE ARMY: 


OFFICIAL: J. LAWTON COLLINS 
WM. E. BERGIN Chief of Staff, United States Army 
Major General, USA 
The Adjutant General 


DISTRIBUTION : 
C (ConUS) plus OS Maj Comd (25); Base Comd (10). 


AGO 2423B—Feb. 
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APPENDIx B-29 


*SR 360-60-1 
1 


SreciaL REGULATIONS DEPARTMENT OF THE ARMY 
No. 860-60-1 WasHinoron 25, D, C., 27 April 1949 


PUBLIC INFORMATION 
ACCREDITATION OF CORRESPONDENTS 


Paragraph 
Instructions issued by Secretary of Defense___________-__-________--_- 1 
Aeceas to claneiied Geipreet en nh 8 ers Sn cree cccndboowncuenean 2 


Questions regarding accreditation______._.._._-_---_--_-------------_-. 3 


1, Instructions issued by Secretary of Defense.—The following 
instructions governing accreditation of correspondents to the Nationa] 
Military Establishment have been issued by the Secretary of Defense. 
They establish the policies and procedures governing the accreditation 
and clearance of correspondents, 


1. Correspondents perform a valuable public service in the dissemination of 
news concerning the activities of the National Military Establishment and the 
Armed Services. Every reasonable facility and ail possible assistance within the 
limits of national security will be extended to them. 

2. Accreditation is required normally only for correspondents assigned outside 
the continental United States to areas which are under the jurisdiction of the 
Armed Services. Correspondents in those areas are subject to military law and 
regulation. 

8. The National Military Establishment issues accreditation cards to corre- 
spondents only for the purpose of identifying bearers as bona fide news media rep- 
resentatives. Possession of accreditation cards indicates that holders have 
received loyalty clearance by cognizant governmental security agencies. Specific 
authorizations required by law and military regulation will be necessary for 
entry to overseas areas under military jurisdiction. Entry to overseas areas will 
require prior approval of the area commander in each case. 

4. Accreditation of correspondents will be initiated upon receipt of a written 
request from an employer or editor of a news medium. This application will be 
addressed to the Director, Office of Public Information, Office of the Secretary 
of Defense, Washington 25, D. C. 

5. Overseas clearance of accredited correspondents will be initiated upon re- 
ceipt of a written request from an employer or editor of a news medium which 
must contain the following information: 

A—Statement that the correspondent is a full-time editorial employee, and 
the trip is for news gathering. 

B—Approximate date of entry into area, port of entry, method of travel and 
proposed duration of visit. 

C—Assurance that correspondent will observe currency control regulations 
and the sponsoring agency will guarantee financial obligations incurred, 

6. Accreditation will be extended only to a person of established professional 
standing as a writer, broadcaster or photographer. The National Military Estab- 
lishment reserves the right to determine the qualification. 


*These regulations supersede section I, DA Circular 78, 1948. 


AGO 2023B—<Apr. 
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7. Alien enemies are not eligible for accreditation. 

8& Acceptance in an overseas command will be terminated upon: 
A—Severance of employment with sponsoring agency. 
B—Revocatton of accredited status. 

9. Revocation of accreditation is a responsibility solely of the Secretary of 

Defense. In general, disaccreditation will result from: 
A—Personal misconduct of a criminal or moral nature. 
B—Violation of security regulations, 
C—Membership in, or close relationship or adherence to, subversive organi- 
zations. 

10. Security remains a command responsibility. 

11. Unfavorable criticism of the Armed Services, Boards and offices of the 
National Military Establishment or any of its component units or individuals, 
singly or collectively, will not be a basis for disaccreditation, 

12. When the behavior or activities of a correspondent are of such a nature 
as to indicate the desirability of disciplinary action or the calling of such facts 
to the attention of the sponsoring agency, commanders will forward without 
delay all pertinent information to the departments of the armed services having 
jurisdictional authority. Recommendations will be sent by the department con- 
cerned to the Secretary of Defense for final action. In no case will subordinate 
commanders communicate directly with the sponsoring agency, 


2. Access to classified information.—The accreditation card does 
not in itself authorize the possessor to have access to classified infor- 
mation. 

3. Questions regarding accreditation.—AlIl questions regarding 
accreditation requiring action of the Department of the Army will be 
referred to the Chief, Public Information Division, Office, Chief of 
Staff, United States Army. 

[AG 000.7 (25 Mar 49)] 


By ORDER OF THE SECRETARY OF THE ARMY: 


OFFICIAL: OMAR N. BRADLEY 
EDWARD F. WITSELL Chief of Staff, United States Army 
Major General 
The Adjutant General 


DisTRIBUTION : 
C (OS only) 
D (ZI only) 
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APPENDIX B-30 


DEPARTMENT OF THE ARMY 
OFFICE OF THE ADJUTANT GENERAL 
WASHINGTON 25, D.C. 





IN REPLY REFER TO 


AGAM-P (M) 350.05 (24 Jul 57) CINFO 6 August 1957 


SUBJECT: Army Information Program, FY 1958 


TO: Heads of Technical Staff 

Commanders in Chief 
US Army, Europe 
US Army, Pacific 

Commanding Generals 
US army, Alaska 
US Army, Caribbean 
Southern European Task Force 
US Army Air Defense Command 
US Continental Army Command 
Zone of Interior Armies 
Military District of Washington, US Army 


l. Reference is made to: 
a. DA Circular 1ll-l, Army Information Progran. 


b. Chapter 1, Public Information, Command and Management Program, 
FY 1958, as revised. 


c. Chapter 1, Section I, Troop Information, Services Program, Vol. 
II, FY 1958, as revised. 


ad. AR 360-45, Public Information Activities Report. 

e. AR 355-5, Troop Information. 

f. AR 360-5, Public Information. 

g. AR 360-55, Community Relations. 

h. Letter, AGAM-P (M) 353 (26 Mar 57) CINFO-TI, Headquarters, De- 
partment of the Army, 29 March 1957, subject: "Troop Information Subjects for 
FY 1958." 

2. Reference la outlines the basis for an Army-wide Information Progran, 
and establishes basic guidance for commanders and information officers to assist 
them in programming information activities designed to attain troop and public 
support of the Army. 

3. The FY 1958 Army Information objective is to provide a program, which 


will inform the military and civilian publics of the need for a versatile Army, 
capable of deterring or winning any type of war. The progran, developed within 











722 INVESTIGATION OF NATIONAL DEFENSE 


the broad guidance provided by the information objectives stated in paragraph 
3, AR 355-5, and paragraph 11, AR 360-5, will emphasize the following major 
areas: 


&. The Army's unique capacity for the rapid application of force in 
degrees commensurate with the varying requirements of limited wars. 


bd. The deterrent and defensive cole of deployed Army forces as a com- 
bat ready element of the first line of defense. 


c. The vital nature of the Army's contribution to the air defense of 
the nation and its deterrent effect. 


ad. The Army's unique ability to employ the family of surface-to-sur- 
face missiles, and support them logistically within its current organization 
and training base. 


e. The rapid adaptation of Army organizations to the requirements of 
future warfare. 


f. The Army's rapid transition to modern weapons and material. 


g- The Army's adjustment of its personnel policies and practices to 
the requirements of modern warfare. 


4. The above major areas of emphasis are applicable for the entire fiscal 
year; consequently, quarterly "information objectives," for both troop and pub- 
lic information activities, will not be published. 


5. Reference lh provides an outline of the troop information subjects 
planned by Headquarters, Department of the Army during FY 1958, which support 
the above areas of emphasis. Troop information guidance letters will be pub- 
lished quarterly, furnishing detailed subject objectives. 


6. To provide assistance in command implementation of local information 
programs, Information Data Sheets, which support in general the selected major 
areas of emphasis, are inclosed. During FY 1958, the Chief of Information, 
Headquarters, Department of the Army, will provide additional materials in 
support of the major areas of emphasis as they are developed. Field instal- 
lations and commands will give full support to the major areas of emphasis 
in developing their own information plans and activities. 


7. Every policy or action pertaining to Army activities will be con- 
sidered in light of its impact on: 


a. The Army (for its troop information implications). 


b. The civilian public (for its public information community rela- 
tions implications). 


8. It will be noted that reference 1b lists various media to be utilized, 
and establishes yearly goals for the continental United States. These yearly 
goals indicate workloads, and major commands may desire to establish similar 
(command) goals. 
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AGAM-P (M) 350.05 (2% Jul 57) CINFO 6 August 1957 
SUBJECT: Army Information Program, FY 1958 


9. Reports. 
&. Public Information. See AR 360-45. 
b. ‘Troop Information. See Section VIII, AR 355-5. 

10. Action with respect to class II installations and activities for 
matters pertaining to public information will be taken by heads of the De- 
partment of the Army agencies. Action with respect to troop information 
will be taken in accordance with the provisions of paragraph 5, AR 355-5. 


By Order of Wilber M. Brucker, Secretary of the Army: 


1 Incl 
Information Data Sheets 





The Adjutant General 


Copies furnished: 
Chief of Legislative Liaison, OSA 
Assistant Chiefs of Staff 
Deputy Chiefs of Staff 
The Judge Advocate General 
The Inspector General 
Chief of Research and Development 
Comptroller of the Army 
Chief of Finance 
Chief of Information 
Chief of Special Warfare 
Chief of Civil Affairs and Military Government 
Chief of Military History 
Chief, National Guard Bureau 
Chief, US Army Reserve and ROTC Affairs 
The Adjutant General 
The Provost Marshal General 
Chief of Chaplains 
Commandant 
US Army Information School 
Superintendent 
US Military Academy 
Chiefs 
US Army Security Agency 
Armed Forces Special Weapons Project 
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INFORMATION DATA SHEET NO, 1 


to 





THE ARMY INFORMATION PROGRAM 
(Reference DA Circular 11-1, dtd 15 Nov 56) 


THE ARMY'S ORGANIZATIONAL AND LOGISTICAL FLEXIBILITY 


The advent of atomic firepower in ground warfare is the most signifi- 
cant single factor influencing Army concepts of operations and organiza- 
tion, 


Our Army must be prepared to engage in any type of war, both limited 
or unlimited, in any area of the world where it is in the interest of the 
United States to commit military forces. This requires that the Army be 
capable of operations under all conditions. While the Army emphasizes 
the attainment of a fully effective capability to conduct atomic warfare, 
ground forces must be so organized and equipred to retain a capability to 
win wars in which atomic weapons may not be used, It must be capable of 
applying force in varying degrees commensurate with the varying situation, 


Today's Army is undergoing major changes to meet the challenge of future 
warfare, Many studies and tests have been directed toward improving the 
Army's organisational structure in the missile and atomic age, As a re- 
sult of these studies the PENTONIC concept has evolved, 


This PENTOMIC concept introduces a five-sided basic organizational 
structure, replacing the triangular formations which evolved from World 
War II, This structure will give our divisions the dua] capability of 
participating in any type of war with a combination of atomic and conven- 
tional weapons. 


Among the most noteworthy of the changes made under this concept is the 
assignment of organic atomic capabilities to the division, giving ite com- 
mander an atomic punch of his own, 


The logistical organization of the Army has been tailored to meet the 
support requirements of varying size forces, Skilled technicians and 
logistic support equipment are formed into units which range in size from 
cells of one or two individuals to complete groupings of several units 
comprising forces into the thousands. 


Using the two variables, skili of the individuals and size of the units 
required, the Army can support logistically operations ranging from a few 
hundred men to total mobilization. Our logistics planning emphasizes the 
flexibility of logistic units to adapt tiexselves to the requirements of a 
wide range of types of wars; those employing the most modern technological] 
weapons to those using the simplest, 
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This same philosophy of flexibility and adaptability is built into our 
logistic material which is designed to cope with the broadest possible set 
of conditions and locales, 
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‘INFORMATION DATA SHEET NO, 2 
to 


THE ARMY INFORMATION PROGRAM 
(Reference DA Circular ll-1, dtd 15 Nov 56) 


AIR TRANSPORTABILITY 


One of the Army's basic requisites to success in battle is mobility 
and flexibility under all circumstances. It must for example be able to 
have its troops transported by air, thousands of miles if necessary, in 
time to dominate a dangerous situation in any area before it gets out of 
hand. It must, likewise, be able to employ organic helicopters, air- 
planes and lightly armored ground vehicles, such as those which are now 
replacing a major segment of traditional ground transportation, to move 
its troops into actual combat, to shift and supply them within the battle 
zone, 


The introduction of nuclear weapons to the battlefield has posed a 
whole host of new and critical problems. There will be no battle lines 
in the future such as we have known in the past, Rather, there will be 
deep battle areas, Troops will be widely dispersed in order to minimize 
the effects of modern weapons employed by the enemy, These same troops 
widely dispersed as a defensive measure against the enemy's weapons must 
also be capable of very rapid concentration in order to exploit the ef- 
fects of our own vastly increased firepower, Mobility therefore will be 
in a large part the prime factor of success or failure in future land 
warfare, 


With cooperation of the Air Force, the feasibility of transporting 
whole units by air between continents has been amply demonstrated . 


In addition to dependence upon Air Force strategic airlift for the 
air movement of troops, equipment and supplies over great distances, the 
Army is also dependent on its own organic aircraft to provide for air 
movement of cargo and personnel within the combat zone, for emergency 
medical evacuation, for battlefield reconnaissance and surveillance, and 
for the adjustment of fire of artillery and missiles. 


Since the weight and bulk of weapons and their supporting material 
have in the past been geared to movement by ship, road, and rail, now 
design techniques to make our vehicles, weapons and equipment air trans- 
portable have been developed and are being refined. It is only within 
the past decade or so that the air age has progressed to the point where 
aircraft have the capability of transporting significant size patkages 
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and weights. The Army is utilising new and lighter equipment and new 
organizational concepts to pack more firepower into the air transport- 
able echelons of Army unite, At the same time, these new and more power- 
ful units can be moved with no increased requirement for airlift, 


As man moves into the technological age, weapons and equipment have 
become more complex, This has increased their weight and sise, To effect 
this increase, the Air Force has developed new and improved transports, 
auch as the C-130 and the C-133 cargo aircraft, In the effort to improve 
air transportation, the Army has worked closely with the Air Force to 
assure that the new transport aircraft have the configuration character- 
4etics which will accommodate the maximum number of different items of 
Army material, The goal of a 100% air transportable Army may never be at- 
tained but we have achieved the ability to displace hardhitting task forces 
by air which can be supplied by air until surface supply lines become ef- 
fective. 


Closely related is the development of the Modern Army Supply System 
now in operation between the United States and the U, S, Seventh Army in 
Germany. This project combines an electrical supply request system for 
repair parte with air delivery of these supplies. In addition to the time 
and money saved, the need for large stock-piles of repair parts in overseas 
areas has been eliminated, and better support assured. Results to date in 
this experiment encourage the Army's planned expansion of coverage to other 
categories of supplies. 
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TON s NO 


to 
THE ARMY INFORMATION PROGRAM 
(Reference DA Circular ll-1, dtd 15 Now 56) 


GROUND AND AIR MOBILITY 


The Army's primary mission is first, to deter war; SECONDLY, to suc- 
cessfully conclude any war forced upon the United States. The conditions 
of modern warfare demand prompt reaction by the Army if we are to be 
successful against the scattered and various size wars possible today. Due 
to the vast numbers that may be brought against our forces by our potential 
enemies, the Army must rely greatly on building up its advantage through 
increased mobility. 


In the military sphere, mobility may be defined as the ability of an 
organization, vehicle, weapon or other equipment, or person to move or be 
moved from one location to another and be logistically supported, measured 
relatively in terms of responsiveness (speed of reaction) to tactical or 
strategic requirements. Tactical mobility pertains to the capability of 
movement in the presence of enemy forces or in execution of tactical mis- 
sions. Strategie mobility pertains to the capability of moving forces and 
munitions within or to a theater of operations with sufficient facility to 
successfully influence tactical operations, Logistical mobility pertains 
to the capability of providing rapid and efficient supply of personnel and 
material to using forces and to the capability of physically moving combat 
and logistic forces rapidly when required, 


Increased mobility on the battlefield dictates an increased tempo of 
operations, This will require more timely intelligence of enemy operations 


0m which to base decisions. To a greater degree the overall operation of 
the Army in accomplishing its mission on the battlefield will be measured 


and determined by the intelligence which it generates and the utilisation 
of such intelligence in its conduct of operations. 


On the battlefield we are usually concerned with moving military units 
and their equipment for relatively short distances But firepower itself 
may have a certain attribute of inherent mobility. Through our modern tech- 
niques we can shift the fire of artillery, guided missiles, and rockets 
about the battlefield without the displacement of men or equipment. O0b- 
viously, the greater the ranges, the greater the flexibility of this maneuver 
by fire alone. 


In both aspects, the battlefield movement of troops and the flexibility 
of firepower, the Army's tactical mobility is being steadily improved. On 
the ground it has been improved by new tanks and armored personnel carriers 
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for the rapid movement of heavy guns and supporting infantryment over 
fire-swept areas, The entire family of army track and whee] vehicles 
is under constant scrutiny with an eye to developing new or improved 
designs at lower costs, The increased range and striking power of our 
heavy artillery, guided missiles, and rockets enhance the mobility ef 
our systems of fire. 


The introduction of atomic weapons and tactical air movement in 
ground warfare materially increases Army requirements for ground mob- 
ility. The widely dispersed battle groups and their critica] supplies 
must have surface means of rapid concentration or displacement to ex- 
ploit quickly generated advantages at decisive moments, 


The Army has developed a MECHANICAL MULE to assist small unit move- 
ments, This low-silhouette, four-wheel vehicle weighs only 900 pounds,, 


but it can move 1000 pound loads cross country with one man operating it, 
either on or off the vehicle. 


A new multipurpose armored carrier is under development to replace 
the present M-59 armored personnel carrier, Like its predecessor it will 
be amphibious, and in addition be sufficiently light weight to permit air 
transport. It can serve as a personnel or cargo carrier and provide rea- 
sonable protection against the thermal, radiation and blast effects of 


atomic weapons, 


An Armored Vehicle Launched Bridge has been developed to assist tanks 
in moving across large ditches or unfordable streams in the battle area, 
This scissors type folding bridge can be carried on a medium tank and 
placed hydraulically over a terrain gap up to 60 feet without exposing per- 
sonnel to enemy fire, A complementary mobile 40 foot wheeled assualt bridge 


4s under development, that can be towed and then pushed into place by a 
tank to permit crossing. 


The development of over-—the-shore equipment has been directed towards 
attaining flexibility of operations and freedom from dependence on estab- 
lished ports. A new family of amphibious resupply vehicles ranging from 
the 60 ton BARC, through the SUPERDUCK and 8 ton DRAKE have been developed 
and construction started on a prototype beachlighter to expedite unloadings 
from roll-on roll-off ships. 


A radically new cargo vehicle known as the SNOW TRAIN has had ite 
initial tests. This mammoth land train can transport pay loads up to 45 tons 
over artic wastes at a speed of 15 miles per hour, 


A petroleum distribution system is being designed to be responsive to 
the needs of modern highly mobile ground forces, The system is being built 
around a family of flexible, collapsible storage tanks and pipe lines; light 
weight, high volume pumps; and tanker facilities, All equipment will be air 
transportable and susceptible to quick insta)lation and rapid movement, 
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One of the more strixing improvements in the Army's mobility is the 
expansion of Army aviation, The light aircraft which made its debut as an 
artillery spotter in World War II has taken on a host of new missions, 
making possible more effective command supervision, closer liaison, and 
more rapid reconnaissance, The Army's interested in the flying platform, 
We are working toward helicopters and convertiplanes of greatly increased 
eargo capacity to enable us to transport significant numbers of men and 
quantities of equipment and supplies across nearly any kind of terrain in 
the combat zone. 


Organic Army Aviation, under the full and immediate control and sub- 
ject to the direct command of the commander responsible for ground opera- 
tions, is an essential element of the battlefield mobility of our troops. 


Our Army must have the ability to move, shoot and communicate if it is 
to be successful in carrying out ite vitel mission, Superior firepower and 
the best communications system in the world, however, will mean little to 
the combat commander engaged in a battle on the modern battlefieJd unless 
the supply and transportation system in support of the operation is flexible 
and capable of rapid movement of supplies, weapons, and combat units, This 
means great reliance on aerial transportation, 


The Army has operated with outstanding success in combat, using light 
aircraft to elevate its front line observation posts in order to obtain in- 
formation concerning enemy forces not otherwise obtainable by air reconais- 
sance agencies of the other services. 


The introduction of nuclear weapons to the battlefield has posed a host 
of new and critical problems. There will be no battle lines in the future 
as many of us have known them in the past. Rather, there will be deep battle 
areas, Troops will be widely dispersed in order to minimize the effect of 
modern weapons employed by the enemy, They will have to be capable of very 
rapid concentration in order to exploit the effects of our own vastly in- 
creased firepower. Mobility will be, in large part, the primary factor of 
success or failure in future land warfare. 


Integration of Army Aviation's fixed and rotary wing units into small 
unit tactical maneuvers is essential in the Army's tactical] air mobility 
concept for land combat, Aruy plans call for a substantial increase in the 
mumber of carzo aircraft units, including helicopter and fixed-wing cargo 
companies, 


The Army is interested in all measures to overcome not only problems of 
combat but also what General Bradley called the "Tyranny of Logistics that 
overshadows any tactical movement in war." Over and over, tactical] achieve- 
ment has been limited by logistical potential. It has often been said that 
Patton's Third Army was halted in its dash across Western Europe by running 
out of gas. This is not quite accurate. We had the gas, but we couldn't 
get it to him. It was fundamentally a lack of the means to transport gas 
which caused the difficulty. 
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INFORMATION DATA SHEET NO, 4 


to 
THE ARMY INFORMATION PROGRAM 
(Reference DA Circular 1l-1, dtd 15 Nov 56) 


U, S, ARMY MISSILE COMMAND 


The Army has the over-all requirement to maintain its readiness to 
fight any type of war. The various weapons in the Army's arsenal are 
earefully tailored to its needs, providing the means of applying at any 
specific point, the exact amount of force that the tactical situation 
should require, The ability to apply this exact required force at the 
right time, at the right place, is a most vital element of our power 
to deter aggression; or if aggression is not deterred, it will be our 
indispensible key to victory, 


The Army's surface-to-surface missile requirements include (1) a 
short range assault or demolition guided missile to be used against 
enemy concentrations, fortifications and obstacles, (2) missiles to 
supplement and extend the range of existing artillery and to accommodate 
the vastly increased depth of the modern battle area, and (3) a long- 
range missile capable of supporting deep penetrations and effecting 
deep interdiction and selected destruction from protected and widely 
dispersed areas, 


Three types of Missile Commands - airtransportable, medium, and 
heavy - are being organized to meet these requirements, Each command 
has infantry and armored units for security, sky cavalry for target 
location, and engineer and signa) support units in addition to its basic 
artillery (missile) troops, All three commands are self-contained units 
with the necessary organic equipment and troop elements for - 


(1) Liaison, to include appropriate language interpreter and 
translator personnel. 


(2) Target location 

(3) Target analysis 

(4) Target acquisition 
(5) Damage assesement 
(6) Signal communication 


(7) Intelligence 
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(8) Internal security 
(9) Limited Logistical support 


The U, S, Missile Commands will normally be organized as TOE units. 
However, the organisational structure of the commands may be modified as 
required to meet anticipated operational environment. Fire unite will 
consist of one or more TOE organizations which may be modified to meet 
the requirements of a particular mission. Insofar as possible, other 
subordinate elements of each missile command will be TOE units, but when 
this is not feasible, special units will be formed, 


The airtransportable missile command has been organized with the 
HONEST JOHN rocket battalion as its major unit. The HONEST JOHN rocket 
provides a means of carrying larger atomic or non-atomic warheads to a 
range comparable to that of heavy conventional artillery, but with 
lighter and more mobile equipment. It is a rugged, simple all-weather 
weapon with a high degree of accuracy almost equal to standard artillery 
weapons, and extremely adaptable to fire and maneuver (making excellent 
use of the shoot-move-communicate technique). 


The medium missile command is organized with both HONEST JOHN and 
CORPORAL missiles, The CORPORAL is the only ballistic guided missile in 
the hands of operating forces anywhere in the free world today, It is a 
day-or-night all-weather weapon delivering atomic or non-atomic fires at 
much greater range than conventional artillery. 


The heavy missile command is built around a field artillery missile 
group equipped with the REDSTONE missile, The REDSTONE is a longer range 
missile than the CORPORAL and highly accurate, It is the largest of all 
present Arny missiles. 


All the missile battalions of the U. S, Missile Commands are based 
upon the single fire unit concept. The battalion is the fire unit 
rather than the battery. This fire unit is made up of a two-battery 
battalion with headquarters and headquarters battery and a firing bat- 
tery. The battalion has all the administrative and logistical functions 
normally prescribed for artillery batteries. Thus, the smallest fire 
unit capable of independent operation, preparation of firing data and 
conduct of fire is the battalion. 


When a missile command is employed either im support of or in the 
vicinity of U. S. forces, the commander of the U, S, forces will provide 
or arrange for logistical support for the command, When the missile 
command is isolated from other U. S. forces, the U. S. authority direct- 
ing such employment will provide or arrange for the command's logistic 
support. This will include the provision of augmenting personnel, 
equipment, or units necessary for the command to be sufficiently self- 
sustaining to accomplish its mission. 
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The Honorable Wilber M, Brucker, Secretary of the Army, in his speech 
on Armed Forces Day in Pittsburg, 18 May 1957, stated - 


"There are many very good reasons which impel us to place more and 
more reliance upon missiles, One of the big reasons is the long ranges 
at which missiles are effective as compare“ with the ranges of conven- 
tional artillery. Because of the terrifi¢c power of atomic weapons, we 
foresee the atomic battlefield of the future as a vast area of operations 
hundreds of miles in width and depth, with troops widely dispersed in 
small groups capable of swift concentration in order to exploit fully the 
effects of our own atomic firepower, Guided missiles provide the means 
of attaining the ranges required, with extreme accuracy, day or night, 
despite rain, snow, fog, or any other weather condition, 


"Six Army Missile Commands, armed with CORPORAL guided missiles and 
HONEST JOHN rockets will permit ever increasing flexibility and effec- 
tiveness in the employment of powerful atomic support weapons, Even- 
tually we will have missile commands using the great new REDSTON® bal- 
listic guided missile, 


"Over-all, the manpower strength of the Army has decreased during 
the past three years from over 1,400,000 to 1,000,000, but its 18 divi- 
sions today have immeasurably more power than the 20 divisions of three 
years ago, and its new Missile Commands will give a field army more 
firepower than has been available to any commander in any war ever fought. 
For example, just four CORPORAL guided missile battalions have greater 
firepower than al] World War II Army artillery units combined." 


23511 O—58——47 
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INFORMATION DATA SHEET NO. 5 


to 
THE ARMY INFORMATION PROGRAM 
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THE VERSATILITY OF ARMY FIREPOWER 
NON-ATOMIC-ATOMIC 
(Particularly Low Yield) 


The Army believes that wars can best be won by the destruction of 
selected targets rather than wholesale indiscriminate destruction. The 
ability to be selective in the application of atomic force requires a 
range of atomic yields varying from small to large with particular 
emphasis on small yield weapons in great numbers. Consequently, the 
Army has particular interest in those atomic weapons suitable for deliv- 
ery by the accurate Army delivery systems - artillery and missiles. The 
Army atomic weapons development programs are aimed at achieving the fol- 
lowing broad characteristics: 


1. Sufficient range of weapon yields to permit attack of targets 
with a high degree of discrimination and selectivity. 


2. Delivery systems with a hizh degree of accuracy to provide 
assurance that the nature, degree and place of destruction are control- 
lable by the commander. 


3. Sufficient range and altitude so that the Army with its own 
weapons systems will have the capability of engaging targets of concern 
to the land battle. 


4. Sufficient diversity of weapons systems so that weapons will be 
available for use by those commanders who are best suited to employ them. 


5. Maximum operational simplicity. 


The Army possesses a wide versatility in the character and weight of 
the firepower it can employ. This versatility ranges from the 30 caliber 
bullet through the high-explosive shell and the fractional kiloton to mlti- 
megaton weapons. The Army can bring this firepower to bear from ranges of a 
few yards up to two hundred miles, with great selectivity and accuracy — and 
it can employ this firepower under any weather condition, night or day. The 
advent of this all-weather capability over such ranges and with such a wide 
diversity of firepower which can be selectively applied now banishes to 
history the interruption by weather of military operations such as occurred 
during the Battle of the Bulge. 
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The Army has achieved greater mobility than ever before, more and 
more of our weapons are becoming self-propelled, with the ability to 
displace rapidly and thus deny the eremy the opportunity to pinpoint the 
sources of firepower. 


It is unlikely that there will be a war involving the major powers 
without at least the threat of atomics. The atomic weapon permits the 
massing of firepower without requiring, as in the past, the massing of 
forces to deliver massed fire. On the other hand, Army forces are not 
completely dependent upon atomic weapons. There are many situations whén 
it may well be to our national interests to withhold, suspend, or limit 
the use of atomic weapons. Firepower wantonly applied, only in massive 
doses, can create such a degree of destruction as to actually interfere 
with military operations and prevent the achievement of national objectives 
by destroying the foundations for a just and viable peace. The Army is 
uniquely qualified and equipped with a range of weapons which permits it 
to apply force in the quantities needed for decisiveness without wasting 
effort on unprofitable targets and without indiscriminate destruction of 
non-military targets. The Army's firepower versatility has brought a 
new dimension to war and has forced any potential enemy to consider that 
he may well be annihilated on the battlefield rather than suffering only 
modest injury to his potential. 
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SETAF 


The U. S, Army Southern Suropean Task Force (SETAF) is fundamentally 
a fire support unit organized around weapons which have atomic and/or con- 
ventional capabilities (Honest John, Corporal). It is designed to support 
the indigenous forces of our NATO allies overseas who otherwise would be 
denied such support. The basic philosophy of the organization is no differ- 
ent than that of all modern organizations. It consists of five elements 
which have always been considered to be essential in order to accomplish a 
support type fire mission; fire units, security units, support units, target 
acquisition units and communication units. 


SETAF is established in such a way that several task organizations can 
readily be organized to accomplish its special weapons support in several 
areas at the same time. To do this, SSTAF has been provided with vehicles 
and communications in order to possess the necessary battlefield flexibility 
and mobility. In a future atomic war, the ability to disperse and concen- 
trate quickly is necessary. Thus, the means with which this can be accom- 
plished is provided to SsTAF. 


SETAF has assigned to it a number of units designed to enable it to 
fulfill its mission. There is, for example, Armored Infantry basically 
orgenized along current Armored Infantry Battalion structure but modified in 
some of the companies to meet specific security requirements based on both 
terrain and mission. It has Corporal and Honest John Battalions, Combat 
Engineers, light aviation consisting of both command and cargo, fixed wing 
aircraft and heliccpter, and a Field Artillery Observation Battery, etc. 

It is to be noted that the above listed units are representative of fire 
units, security units, and target acquisition units. As for support units, 
there are two types: direct support and base support. Examples of direct 
support units are a Quartermaster Detachment, a Transportation Truck Company, 
an Ordnance Battalion, an Army Aviation Maintenance Company, a Signal Opera- 
tions Company, a i.ilitary Police Company, etc. In the base support unit you 
have such organizations as Ordnance field maintenance units, transportation 
port detachments and depot units covering all the technical services. These 
latter units are mentioned in order to emphasize that regardless of the number 
of fronti line or combat forces available to a commander, there must be depot, 
port and transportation units to support the combat units. This is an area 
that is normally overlooked by laymen in their thinking of Army organizations 


overseas. 
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The company or the battalion is still the basic unit of the organ- 
ization. However, from this point upward there is little resemblance to 
current Army organization. In the conmand echelon there is a Headquarters 
and several task groups. Two of these task groups are designed as combat 
command headquerters, and one is designed as a support (logistics) head- 
quarters. None of these three has administrative responsibility but exist 
to command the units that are assigned to it during combat as the needs of 
the situation arise. In order to try to simplify the /jabove - each company 
or battalion is composed of a series of cellular units, each capable of 
operating without its parent unit. In this way, if the situation were 
such as to require a quick shift of forces, it would be simple for the 
SETAF Commander to move elements from one to another without affecting the 
basic organizational structure. 


The Armored Infantry Battalions contained in the command currently 
have conventional weapons found worldwide, i.e., light tanks for reconnais- 
sance purnoses, heevy, medium and light mortars, recoilless rifles and the 
usual array of small arms. Also, since the organizational concept is 
cellular in nature, there are no heavy weapon companies. 


Insofar as aircraft is concerned there are both cargo helicopters and 
aircraft for personnel and weapons delivery. Tactical air suprort is 
provided by NATO's 5th Allied Tactical Air Force, a composition of Italian 
and American air units. Tactical air suvport is thus insured - within the 
limits of available eircraft and number of other missions. 
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RESERVE PROGRAM AND RESERVE UNITS 


The United States Army Reserve is a ready force, composed of organized 
troop units and experienced individuals. 


The mission of the Aruy Reserve is to furnish units anc individuals 
trained and ready to support war plans in event of mobilization. The 
training programs of the units are designed to permit them to reach rapidly 
and maintain the state of training required by their mobilization assign- 
ments. These requirements vary from being ready for commitment almost 
immediately upon mobilisation to attaining a state of proficiency which can 
be brought to full readiness within a few months after D-Day. The present 
troop unit program includes infantry divisions, training divisions, maneuver 
area commands, and other combat, combat-support, and service organizations. 


The individuals are retained in control groups and will serve as 
individual reinforcements for the Active Army and National Guard and Arny 
Reserve units. They train in U. S, Army Reserve schools, Army Service 
schools, Army Area schools, training units, extension courses, and by 
periods of active service. Mobilization designees - officers who are 
designated for a specific assignment upon mobilization - come on active 
duty annually for two weeks training with the agencies to which they will 
be assigned upon recall to active duty. 


Included in the expanding role of a modern, efficient Army Reserve, the 
Reserve Officers’ Training Corps Program plays an important role in the 
deterrent strength of our Army. The ROTC produces an average of 14,000 new 
junior officers a year, including 725 Distinguished Military Graduates com- 
missioned in the Regular Army. Formerly, all ROTC graduates without prior 
service were called to active service for two years. Now, the Army calls 
ROTC graduates for whom it has requirements for two years active duty. 
Others serve six months active duty for training, and then participate in 
the Ready Reserve. Thus, the ROTC makes a vital contribution to both the 
Army's active and reserve strength, as a primary source of officers for 
both. 


The Army Reserve's trained units and individuals play an ever-increasingly 


important role in compressing the time in which America can react to aggres- 
sion. Unfortunately, never before in our history has the Army been able to 
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maintain reServe forces which gave more than a slight time advantage over 

the creation of completely new units. In 1955, however, Congress took 
significant action to overcome this defense deficiency by enacting the 
Reserve Forces Act of 1955, which gave the Army the opportunity to create a 
truly Ready Reserve. The purpose of RFA-55 is to increase the mobilization 
readiness of the Ready Reserve by rpoviding trained personnel and assuring 
their availablity, thereby contributing maximum support to existing war plans. 
The Army is taking positive action at all echelons to insure that every bene- 
fit will be realized from this legislation. Within 10 days after the passage 
of the act, personnel were being enlisted into the Army under its provisions. 
In less than two months training was being conducted. A few days after the 
issuance of the executive order, a nationwide publicity program was set in 
motion by the Army. 


The Army's prime concern under RFA-55 is the Six-Months Training Program, 
which permits young men to enlist in an Army Reserve unit of their choice, 
receive six months of active duty training, and then return to their home 
town Reserve unit to serve out the remainder of their military obligation. 


Also, under RFA-55, the Army Reserve components will begin to receive 
in mid-1957 an estimated 113,000 men per year who have completed a minimum 
of two years of active duty. These men will then serve in the Ready Reserve 
until their active duty time plus their Ready Reserve time totals four years. 
For the remaining two years, of this obligated time, they may be transferred 
to the Standby Reserve. 


The reserve act also provides the Army with a means of utilizing the 
full capacity of the ROTC. In 1957 there were 5,000 graduates in excess of 
active Army requirements, who were assigned directly to the Ready Reserve for 
six months active duty training, which was followed by Reserve service, 


Of course, Reserve troop units are still attracting veterans who, up to 
now, have been the trained backbone of the program. Weterans will continue 
to be important in the Reserve, particularly officers and NCO's whose prior 
active service makes them valuable as leaders and instructors, 


Reserve construction is planned to expand in phase with the increase in 
personnel, The Army Reserve construction program began in 1950 and by mid- 
1957, approximately 200 United States Army Reserve Centers were either completed 
or under construction. In addition, donated or leased property is used by 
Reserve units where Army owned facilities are not available, 


dn summary, the Army is well on the road to creating a strong, truly 
ready Reserve for the first time in our history. ‘We shal] continue to place 
emphasis upon obtaining maximum “mobilization readiness in the reserve forces 
in order to attain the maximum deterrent effect, 
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THE ARMY NATIONAL GUARD PROGRAM AND ARMY NATIONAL GUARD UNITS 


The Army National Guard, an integral part of the Nation's first line 
of defense, has become the strongest, best equipped and most potent peace-~ 
time Ready Reserve force in our history. In every state, in the territories, 
and in the District of Columbia members and units of the Army National Guard 
are constantly being trained for rapid mobilization and effective util- 
isation as a powerful fighting force whenever and wherever needed, 


The Army National Guard has attained a strength of more than 400,000, 
@ peak never before reached except in war or national emergency, and is 
composed of 21 well-equipved infantry divisions, six armored divisions, 
nine armored cavalry regiments, nine regimental combat teams, and other 
artillery, armor, engineer, medical, and non-divisional units - a total of 
5,684 company-siszed units. The Army National Guard is sufficiently versatile 
to be employed under most conceivable situations when so "called" or "ordered" 
into active federal service, 


The President has at his disposal two provisions of law by which he can 
bring the Army National Guard into active service, The "call" may be used 
to repel invasions, suppress insurrections or threat of insurrection, and to 
execute the laws of the Union, During this period of service, the Army 
National Guard becomes a component of the Army of the United States, but the 
units and members retain their state status as federally recognized units 
and members of the Army National Guard with their state status temporarily 
suspended, They are subject to the laws and regulations governing the Reg- 
ular Army, However, the officers continue to be appointed by the several 
etates and territories, and neither officers nor enlisted men may be held 
to service beyond the terms of existing commissions or enlistments at the 
time of the "call," 


The second provision is by the use of the "order." This provision is 
used when the Congress shall have authorized the use of armed land forces in 
excess of those of the Regular Army, Under the "order," the Army National 
Guard loses its state status and becomes an integral part of the Army of the 
United States and is subject to the laws and regulations governing the active 
Army, The Army National Guard units and personnel may be used within or 
without the territorial limits of the United States, Units and personnel 
merge with unite and members of the Active Army and may be retained on active 
service for the duration plus six months, irrespective of the term of their 
existing commissions or enlistments, All state status becomes an underlying 
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and temporarily suspended statue of origin to which members may and do 
return upon relief from active service. 


The National Guard has both a state and a federal status, The Army 
National Guard of each state constitutes that state's militia and the 
governor is the commander-in-chief, The State National Guard is subject to 
duty by order of the governor to protect the lives and property within the 
State when required, Although federal property and equipment can be used 
in the execution of this mission, the financial support is the responsibility 
of the State. History is replete with examples where Guardsmen have per- 
formed notable service in emergencies, 


In ite federal status, the Army National Guard of the United States is 
@ reserve component of the U, S, Army, and can be called or ordered to 
active duty by the President under conditions prescribed by federal law, 
In ite status as & reserve component, the mission of the National Guard of 
the United States includes: 


a, The defense of critical areas of the United States against attack. 


b. The provision of adequately organized and trained units for the 
Army which are equipped for mobilization assignments in time of war or other 
national emergency. 


c. Provide trained unite that are capable of participating in combat 
operations in support of the Army's war plans, 


Fully as important as the training of ready forces for possible combat 
is the Army National Guard's "on site" air defense program, In this vital 
activity, Army National Guard antiaircraft battalions have supplemented the 
active Army by taking over numerous AAA sites in the defensive perimeters 
of our principal cities and industrial centers, Each on-site firing battery 
is manned by a small core of full time Guardsmen (in civilian technician pay 
status) who maintain the equipment and who would, in effect, "warm up the 
guns" in an emergency as the remainder of the Guardsmen in the battery raced 
to the site from their homes or places of business, 


In order to incrense the mobilisation readiness of the Army National 
Guard, the training standards have been made more stringent by requiring 
that all new non-prior service enlistees volunteer to perform a period of 
active duty for training as a condition of enlistment, Under present pro- 
grams and until 1 October 1957, this period of training ie 11 weeks or 6 
months for men between 17-188 years of age, 6 months for all others; after 
1 October 1957, the period of training will be limited to 6 months, 


The Army National Guard, as an additional step to increase mobilisation 
readiness, conducts an extensive service education program, Thousands of 
Guardsmen each year attend active Army service schools, while thousands more 
actively participate in the Army's extension courses, Qualified menbders of 
the Army National Guard may and do obtain commissions by attending the active 
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Army OCS, the special OCS summer course, or the various state OCS operated 
under the guidance and assistance of the Active Army. 


The Army National Guard today - as in the past - continues to typify 
the idea of the part-time soldier who prepares himself in peace for his 
military obligations in war, These volunteer citizen-soldiers stand in 
the first line of the nation's defenses as a deterrent to aggression and 
as a bulwark of our ever-growing ready forces in reserve, 
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USARADCOM & SUBORDINATE UNITS & AA RESERVE 


The first six years of the U. S. Army Air Defense Command (USARADCOM) 
have been incredible years—inoredible,, that is, by comparison with other 
historical periods of military development. For in that short period of 
time, this major command of the Army has been authorized, organized, trained, 
put in position and equipped with fantastic new weapons. Moveover, all this 


has been accomplished with a forward look to maximum acceptability for years 
into the future. 


Not only has the Command brought the United States Army to the front 
porch of millions of Americans, tut it has, at the same time, brought the 


Army's remarkable progress in the missile field directly to the Nation's 
attention. 


From its very inception, ARADCOM has been a dynamic organization. 
Formed in July 1950, five days after the North Korean invasion, its respon- 
sibility rapidly shifted from the early planning and development of units 
to full command of Army units assigned to provide the antiaircraft defense 
of the Nation. In 1954, ARADCOM became the Army member of the tri-service 
Continental Air Defense Command, which was created at that time to formalize 
existing defensive arrangements. 


ARADCOM is a major Army command directly under the Chief of Staff, United 
States Army. Administrative and logistical support is furnished to ARADCOM 
units by the six continental Armies. 


Nation-wide the command is broken down into five regions, extending to 
all corners of the United States, Brigades, groups, battalions, and batteries 
complete the command structure. 


The United States, with its ten thousand miles of border surrounding 
three million square miles, requires a big team to guard it. And, although 
stress is placed upon guarding the Nation's cities, industrial centers, and 
other vital installations it is also true that there are just not enough 
defense dollars to provide guns, missiles, and men to go all around, 
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An increasingly important contribution is being made by National Guard 
antiaircraft units. As Regular Army gun units are converted to guided mis- 
siles, various states are assuming the manning of the gun battalion equip- 
ment, Instructor-maintenance teams are left on site by the Army for periods 
up to three months to assist Guard personnel in taking over the responsibility. 
ARADCOM gun battalions consist of 120-mm., 90-mm., and 75-mm., Skysweeper 
units. For sometime to come those tried and true elements of air defense 
will continue to play important roles in sugmenting the protection provided by 
the Nike guided missile battalions. But already the Nike guided missile 
battalions predominate, outnumbering the conventional gun battalions. 


To accomplish a realistic air defense, regardless of any enemy efforts 
at attack from the skies, is the real mission of the Army Air Defense Com- 
mand. It is a mission and an organization with which every member of the 
United States Army should be familiar. For the record of ARADCOM is a story 
of not just a few people, not just a command, but an outstanding accomplish- 
ment of our Army in meeting tomorrow's defense needs today, 
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ARMY SURFACE-TO-AIR MISSILES 


The Army provides antiaircraft unite for defense of the Continental 
United States and is responsible for air defense of its units in the field, 


Historically the Army has had the mission of providing antiaircraft 
defenses since World War I and boasts forty years experience in this field. 
The introduction of radar resulted in improved antiaircraft weapons used in 
World War II but all the improvements made during the period 1917 to 1950 
are overshadowed by those made during the past six years, 


As a result of early formulation of military characteristics to combat 
aircraft of the 1950 to 1960 decade, the Army developed and made operational 
the NIXB-AJAX, This missile system, the only one of ite kind, has been pro- 
tecting the Continental United States against air attack since 1953. One of 
the most effective antiaircraft weapons in the free world, the NIKE-AJAX can 
destroy any bomber built today, 


However, even before NIKE-AJAX was operational the Army started work on 
a more effective missile to counter future air threats, The new missile was 
developed on the basis of experience acquired with NIKB-AJAX and provides 
greater range, higher altitude and more positive kill potential with its 
more lethal warhead, This second member of the NIKE family, known as NIKE- 
HERCULES, is now undergoing extensive tests, It will initially augment and 
ultimately replace the NIKE-AJAX, which is presently deployed around our 
cities, industrial areas, and vital military installations, The TALOS missile 
has aleo been added to the Army's missile system, 


The Army has also initiated programs designed to provide an effective 


defense against the ballistic missile, specifically, the intercontinental 
ballistic missile, 


During 1956, Army has increased by 42% the number of NIKE battalions 
defending the United States, The officers and men of these units maintain 
their lonely vigil 24 hours a day, 365 daye a year, 
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AIR DEFENSE OF CITIES, VITAL AREA AND INSTALLATIONS 


General 


The United States Army Air Defense Command (USARADCOM) is the nations 
youngest majo> command, established 1 July 1950 shortly before the Korean 
conflict, It is the Army component of Continental Air Defense Command, 

Its purpose is to provide Army air defense forces for the air defense of such 
cities or other vital areas as may be specified. Those forces are a con- 
bination of men, weapons and determination that will, to the extent of 

their capabilities, prevent attack by enemy aircraft in defense areas, 

It is to this concept and the full accomplishment of the mission that the 
entire Army Air Defense Command is devoted in making its contribution to 

the defense of America. 


To provide air defense for the American people, the resources of 
USARADCOM are fully exploited. The Army can stretch a defense dollar 
only so far and there simply are not enough weapons, materials, and men 
to fill every ideal requirement, As each additional unit is made avail- 
able, it is immediately given its place in the defense scheme. 


The United States Army Air Defense Command is dedicated to the be- 
lief that the Army air defense forces are not a burden but a blessing 
which deserves an informed public opinion. So far favorable informed 
opinion has been increasing. A typical example is the case of an elderly 
gentlemen living near the Baltimore Defenses, who once complained about the 
early-morning whistles of a nearby battery's first sergeant. His explana- 
tion is - "Suddenly it dawned on me why those men are there - they are 
there to protect me, When I hear that whistle now, I just turn over and 
go back to sleep. I know that my country is on guard." 


The Army's air defenses consist almost wholly of the NIKE AJAX 
missile system. It is the only nation-wide land-based missile system in 
existence, The Army has created not only the effective missile but also 
the effective units to man its weapons, These units, by tests on-site, 
and by annual firing practice are demonstrating the effectiveness of 
their weapons and their capability to handle then. 


The Army's NIKE AJAX was the nation's first combat-ready surface- 
to-air missile (SAM), Today NIKE is the principal weapon of the United 
States against enemy aircraft, It is the first of a whole family of 
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guided missiles being developed as United States Army artillery weapons, 


Since December, 1953, when the first NIKE battery was ready for 
action, the United States Army Air Defense Comm-nd has set up a nation- 
wide surface-to-air missile defense system for important localities. 


This system of NIKE missile emplacements around vital areas of the 
U.S. provides the basis for future missile defenses to be manned by Army 
troops, NIKE AJAX, with which present antiaircraft missile units ere 
armed, is effective against any type of today's operational aircraft. 
Coming next in line is an improved weapon, the NIKE HERCULES, which can 
outmatch the capabilities of aircraft even more advanced than those being 
produced today, 


Each new member of the NIKE weapons family evolves naturally from the 
experience gained with the previous one, Each new NIKE system uses a part 
of the equipment and the sites of its predecessor, so that the weapon sys- 
tem grows with maximum flexibility and economy, 


THE NIKE MISSILE 


Essentially, the NIKE system consists of three parts; ground-based 
launching and control equipment, an expendable missile and booster, and 
the ground guidance system. This is true regardless of improvements 
which have been made in any of the three camponents. 


AJAX: 


The NIKE AJAX which today is the primary armament of the Army Air 
Defense Command, is a liquid-fueled, supersonic missile approximately 
20 feet long and about one foot in diameter, The missile has two sets 
of fins. The forward fins are used to steer the missile; the main fins 
or wings are in the rear and are used to stabilize the missile so that 
orders received by the missile are in the proper sensing. The booster 
and missile combination weighs slightly more than a ton. 


The solid-fueled booster rockets the NIKE missile almost straight 
up and then falls away into a predetermined disposal area, while the 
missile continues under its own power to the point of destruction of the 
target. 


NIKE can meet an attack from any direction and in any weather. 


The NIKE AJAX warhead is automatically triggered by the ground- 
based control radar equipment with split-second timing. The result is 
a spherical barrage of lethal metal fragments. 


Speed, range, altitude, and lethality of NIKE AJAX are still secret. 
Ite kill potential has far exceeded initial expectations. Research con- 
tinues to improve its capabilities and to add advanced missiles to the 
family of weapons being developed to follow NIKE AJAX. 
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Known as NIKE B during its development stage, NIKE HERCULES is sub- 
stantially faster and has a much greater range than NIKE AJAX which has 
guarded key cities and strategic areas of the nation for the past three 
years, The new missile will be in the hands of operational NIKE batteries 
around the country in the near future. 


Although longer, heavier and more than double the diameter of NIKE 
AJAX, the HERCULES model will have extreme maneuverability at altitudes 
far in excess of those capable of being reached by AJAX, Its higher velo- 
city will permit swifter interception cf the most advanced types of air- 
craft and its increased lethality will make NIKE HERCULES one of the most 
effective weapons in America's defense arsenal. 


NIKE HERCULES equipment will be integrated into existing NIKE bat- 
teries throughout the nation, Both NIKE AJAX and NIKE HERCULES missiles 
can then be fired with the same system, The use of HERCULES equipment 
also will add to the effectiveness of the NIKE AJAX. 


NIKE missiles can and will in the future destroy any type of air-- 
craft known, regardless of how high, how fast, or how evasively the air- 
craft is Plown, 


THE COMMAND GUIDANCE SYSTEM 


Ground control equipment includes three radars, the computer and the 
launching racks which gave initial direction to the missile. 


The NIKE incorporates a command guidance system which controls the 
flight of the missile throughout its course and up to the point of inter- 
cept and destructive burst, The computer of this system is an electronic 
brain which is fed information from two radar devices -- one which tracks 
the target and one which follows the missile itself. The computer digests 
the information from the two tracking radars and simultaneously flashes 
electronic "commands" to the NIKE missile to keep it on its course to the 


target. 


The third radar is the acquisition radar which detects distant air- 
craft and transfers target information to the target-tracking radar. 


In a typical engagement, warning of the hostile aircraft's approach 
would come from the nation's early warning system, Next, the Army's own 
radars would feed information on the target to an air defense command post 
coordinating the operations of several batteries. Then the batterys' 
acquisition radars would pick up the target and follow it in until the 
target-tracking radars locked on the target. 


ONTROL NIKE 


Army Air Defense Command Post: 
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Each Army antiaircraft battery is a self-contained unit with all the 
capabilities necessary to permit independent action, should its communi- 
cation links to other units be severed, These capabilities are both the 
distant detection of the enemy and his interception and deatruction, 


To coordinate the firing of the various batteries of a defended area, 
and to speed the selection by battery commanders of the most threatening 
targets, an Army Air Defense Command Post (AADCP) is located in each de- 
fended area, This facility, which both receives and relays information 
about potential targets, possesses communication links with the Air Defense 
Command warning system, and to each antiaircraft battery of the defense, 


Missile Master 


In its essential elements, air defense operations consist of long 
range detection, identification, interception, and destruction, The Air 
Force is primarily responsible for long range detection and identification 


of aircraft although both the Army and the Navy have inherent capabilities 
in these fields. 


The Army antiaircraft role is cryptically phrased in the slogan, "Ack- 
Track-Smack", The USARADCOM unit "acquires" a target on its radar either by 
its own initiative or from other sources; it "tracks" the target by radar 


until ready to fire; and then it destroys the target by gunfire or guided 
missiles, 


The Army is continually improving its capabilities in this field, 
The Missile Master is one such development which answers the vital need 
for definite, selective coordination of a defense's missile units in an 
engagement with many enemy planes attacking simultaneously. 


A virtual electronic wizard perfected by Army and industrial scien- 
tists and craftsmen, the Missile Master in effect provides a large number 
of NIKE firing batteries not only with a complete picture of all friendly 
and enemy planes in the area, identifying each carefully, but also shows 
each battery what targets are being engaged by other batteries, On the 
basis of information presented by this device, the battery commander may 
make the best decisions on the engagement of targets, so that none may 
escape, 


When such extradrdinary capabilities as provided by the Missile 
Master are combined with the increasing capabilities of NIKE, it is evident 
that the Army is providing for a realistic defense for the Nation — a 
defense which approaches completeness, and which carries with it an as- 
surance that American will continue to live and be strong, 


To accomplish this realistic defense, regardless of any enemy efforts 
at attack from the skies, is the real mission of the United States Arny 
Air Defense Command. It is a mission and an organization with which every 
member of the United States Army should be familiar, For the record of 
USARADCOM ia a story of not just a few people, not just a command, tut of 
an outstanding accomplishment by our entire Army in meeting tomorrow's 
defense needs today, 


23511 O—58——48 
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SAFETY 


A NIKE guided missile installation constitutes no particular danger 
to the neighborhood nor to the personnel of the unit itself. It is as 
safe as a gas station and as important to the security of a community 
as are the police and fire departments. 


Care is taken to store explosives, and assembled missiles in under- 
ground structures. The missile itself contains a self-destructive device 
that causes the warhead to explode in flight if, for any reason, the NIKE 
misses its target. A booster disposal area is a provision of the NIKE 
system that enhances the safety of its operation. NIKE is always launched 
at the same angle and direction, assuring that the booster will fall ina 
pre-determined disposal area. Fueling areas are surrounded by high earthen 
embankments. Missiles are never fired from battery sites unless an attack 
comes, Practice firings are conducted at isolated ranges set up for the 


purpose. 
ORGANIZATION AND DEVELOPMENT 


NIKE guided missile installations are deployed throughout the United 
States in defense of industrial, highly populated, and strategically im- 
portant localities. 


The number of defended localities will be increased as the guided 
missile equipment and the trained crews become available. 


Each NIKE Missile battery requires a site of from 40 to 50 acres, 
approximately 6 to 8 of which are for the control area and the rest for the 
missile launching area, Constructed emplacements, which include both under- 
ground and above ground launching systems, are utilized. While the land 
requirement for each site is relatively small, attainment of maximum de- 
fense e*fectiveness requires a fairly rigid pattern for locating each site 
with respect to others, Only the land necessary to emplace, operate, and 
administer the weapon system and afford safety distance protection are a 
required, Certain special requirements exist, Among these is the need for 
an unobstructed line of sight between the battery control and launching 
areas, 


The missile artillery battalion is organized with a Headquarters and 
Headquarters Battery and four missile t.tteries. The Headquarters and 
Headquarters Battery is charged with command functions, administration, 
operations, maintenance and supply, and communications, Fach missile bat- 
tery consists of two platoons: the battery control platoon and the launching 
platoon, Each battery is presently authorized four officers, four warrant 
officers, and 96 enlisted men, 


THE MEN AND THEIR TRAINING 


Sensitivity of the United States Army Air Defense Command's mission and 
the complexity of its equipment require highly skilled and qualified person- 
nel, The training they must have takes from eight weeks to nearly a year 
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depending on the job, These specialists are trained at the Army Air De- 
fense School at Fort Bliss, Texas, ‘They complete their training in 
"packages", or groups, which must successfully fire NIKE missiles using 
the same equipment they will transport with them when the package moves 
to assigned tactical sites, 


Actually, the training consists of three phases: the initial train- 
ing at Fort Bliss, on-the-job training at the operational missile sites, 
and annual service practice firings. 


The lst Guided Missile Brigade of the Army Air Defense Center at Fort 
Bliss gives both officers and enlisted men courses of instruction in which 
they are first trained as specialists familiar with the entire NIKE system 
and then further concentrate on particular items of the equipment, They 
then are trained as a package and move to on-site positions, 


During the time the men are at their duty stations at their perma- 
nent defense sites, they receive constant training in maintenance, repair 
and operation of the weapon system, 
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MISSILES (SURFACE-TO-SURF ACE ) 


Missiles are now an integral part of our modern Army's arsenal. They 
provide the vastly extended ranges and atomic capabilities that are essential 
to Army weapons systems to meet the demands of wide dispersion and optimm 
mobility which will characterize future ground combat. 


The Army's surface-to-surface missile requirements include: 


1. Short-range assault or demolition guided missiles to be used 
against enemy armor, fortifications and obstacles. 


2. Missiles to supplement and extend the range of existing artillery 
and to accommodate the vastly increased depth of the modern battle area, 


3. Long-range missiles capable of supporting deep penetrations and 
effecting deep interdiction and selected destruction from protected and 
widely dispersed areas. 


DART - The DART is entering the final stages of development. Test 
models have proven extremely effective. DART is designed to meet the Arny's 
requirement for an assault and demolition missile for use against armor and 
fortification. With this very lathal warhead and its extreme accuracy 
against moving and stationary targets, DART will extend the range and milti- 
ply the effectiveness of the anti-tank defense. 





LITTLE JOHN - LITTLE JOHN is a highly mobile, air-transporteble free 
rocket of smaller caliber than the HONEST JOHN which can provide effective 
fire support to the division. It may be moved about the battle area by 
iight vehicle or helicopter thereby providing fire support with a high 
dezree of mobility. 


LACROSSE = LACROSSE is a highly eccurate, close support guided missile 
which is also highly mobile, air-transportable, and capable of deliver- 
ing effective fire support. 


HONEST JOHN = HONEST JOHN is a 762mm free flight rocket. As distin- 
guished from a guided missile, HONEST JCHN has no electronic controls but 
rather it is simply aimed like a gun and fired. ired from a self-propelled 
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launcher, it is extremely simple in design and easy to operate. The 
range of the missile is comparable to that of heavy artillery; however, 
the weapon has considerably more battlefield mobility than convention- 
al artillery, and more importantly it can deliver tremendously increased 
firepower. HONEST JOHN gives Army division and corps commanders an all- 
weather atomic weapon 


CORPORAL - CORPORAL is the only ballistic guided missile in the 
hands of operating forces anywhere in the free world today. Equipped 
with an atomic type warhead, the CORPORAL is capable of engaging tactical 
targets far beyond the range of the HONEST JOHN rocket. 


When launched, the CORPORAL is guided electronically onto its proper 
course and then the electronic guidance is shut off and the missile fol- 
lows a natural ballastic trajectory to the target. Like other missiles, 
the CORPORAL is unaffected by conditions of weather or visibility. We 
have improved both the mobility and the accuracy of the CORPORAL during 
the past two years and we have activated and deployed a number of CORPORAL 
units to our overseas garrisons. 


REDSTONE = REDSTONE is a longer range ballastic guided missile that 
is progressing rapidly towards operational use to give the ground com- 
mander the all-weather, day or night general support he will require for 
future combat. The first REDSTONE missile unit was activated March 14, 
1956. Named for the place of its development, the Redstone Arsenal at 
Huntsville, Alabama, it has greater range than the CORPORAL and has 
demonstrated its reliability. 


JUPITER - Immediately following World War II, the Army organized a 
Rocket and Missile Development Team which has proved to be unsurpassed 
in the free world. This team has developed REDSTONE and other Army 
ballistic missiles of shorter range. The knowledge and experience ac- 
quired in the REDSTONE project is being applied now to the rapid develop- 
ment of the JUPITER intermediate range ballistic missile, 


Late in 1955, the Arny joined forces with the Navy in an effort to 
produce an intermediate range ballistic missile suitable for use by both 
services. To expedite this program, the Army Ballistic Missile Agency 
was organized at Redstone Arsenal. 


JUPITER will be, in spite of its size, sufficiently mobile so that it 
may be moved quickly from one concealed firing position to another in the 
kind of terrain which will afford the maximum protection from enemy counter- 
fire. 


In a decision made by the Secretary of Defense in November 1956 clarify- 
ing the roles and mission of the Services, the Air Force was given operational 
control of this type of weapon. 
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THE IRBM PROGRAM AND 


THE JUPITER IRBM 


The intermediate range ballistic missile program has been conducted 
primarily at Redstone Arsenal, Huntsville, Alabama,and Patrick Air Force 
Base, Florida, under the leadership of Major General John B, Medaris and 
supported by the scientific knowledge and skill of a team of scientists headed 
by Dr. Wernher Von Braun, 


Immediately following World War II, the Army organised a Rocket and 
Missile Development Team which has proved to be unsurpassed in the free world, 
This team has developed REDSTONE and other Army ballistic missiles of shorter 
range, The knowledge and experience acquired in the REDSTONE project is being 
applied now to the rapid development of the JUPITER intermediate range ball- 
istic missile, 


late in 1955, the Army joined forces with the Navy in an effort to 
produce an intermediate range ballistic missile suitable for use by both 
services. To expedite this program, the Army Ballistic Missile Agency was 
organized at Redstone Arsenal, The Navy has withdrawn from thie program, 


JUPITER will be, in spite of its size, sufficiently mobile so that it 
may be moved quickly from one concealed firing position to another in the kind 
of terrain which will afford the maximum protection from enemy counterfire. 


In a decision made by the Secretary of Defense in November 1956 clarify- 
ing the roles and mission of the Services, the Air Force was given operational 
control of this type of land based weapon. However, the decision did not pro- 
hibit the Army from conducting limited feasibility tests on intermediate range 
ballistic missiles. 
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THE REDSTONE MISSILE 


The REDSTONE is a highly accurate, medium range, surface-to-surface 
Guided Missile System designed to fulfil] the requirement of carrying a 
large payload or warhead to a range beyond that of conventional artillery. 


The REDSTONE missile will extend and supplement the range of existing 
artillery to help accommodate the vastly increased depth of the modern battle 
area, It is capable of supporting deep penetrations and effecting deep inter- 
diction and selected destruction from protected and widely dispersed areas, 


This missile of the guided ballistic type was developed by Army Ord- 
nance at and by the staff of Redstone Arsenal, The project was started in 
1951 and some developments from other missile projects, such as the rocket 
motor developed by North American Aviation, were modified and taken advant- 
age of to decrease the development time requirement and cost, 


The REDSTONE has a cylindrical body with a conical nose and cruciform 


tail surfaces, The missile stands some 69 feet tall with a diameter of about 
70 inches, 


launched vertically from a relatively light and portable launching 
platform, the REDSTONE travels to its target after propulsion ceases in 9 
path comparable to that followed by an artillery shell, 


Since the REDSTONE operates to the higher reaches of the atmosphere it 


carries ite supply of oxygen as well as fuel. Liquid oxygen and alcohol, are 
used to power the missile, 


Following Army policy of industry participation in weapons programs, 
production of the REDSTONE is by industrial contract. Participating con- 
tractors are Chrysler Corporation, North American Aviation, Ford Instrument 
Company and Reynolds Metal Company. 


Responsibility for further development of the Redstone missile has 
been transferred to the Army Ballistic Missile Agency, a separate Class II 
activity located at Redstone Arsenal, 
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THE ARMY BALLISTIC MISSILE AGENCY 


The Army Ballistic Missile Agency (ABMA) at Huntsville, Alabama, is 
an organization unique in the annals of the United States Army. As is 
usual in the case of an unusual organisation, it was brought into being 
to fill a critical and specific need. 


Assignment to the Army by the Secretary of Defense of the major and 
top priority task of developing and perfecting an Intermediate Range 
Ballistic Missile, and the short time allotted for that task, created the 
need for such an organization. (A decision by the Secretary of Defense in 
November 1956, however, gave operational employment of the land-based Inter- 
mediate Range Ballistic Missile System to the Air Force. The Army, how- 
ever, was not prohibited from making limited feasibility tests.) 


The selection of the Army Ordnance Corps as the primary agency to 
undertake this important task was based on the fact that the existing Army 
Redstone missile program provided not only proof of competence and practical 
background, but also a going technical organisation with useful specialized 
facilities and hardware already in manufacture which could be used to accele- 
rate the perfection of the new missile. These same conditions established 
the obvious fact that it was impossible to separate the development of the 
new missile from the Redstone missile program, but must in fact be completely 
integrated with it in order to secure maximum value from the momentum already 
achieved. 


Based on a directive from the Secretary of Defense to tackle this new 
task with all available resources, and with maximum urgency, the Army enm- 
barked on the course of action which resulted in the formation and activa- 
tion on 1 February 1956 of the Army Ballistic Missile Agency at Redstone 
Arsenal. The development team, headed by Dr. Wernher von Braun, which had 
established such an outstanding reputation through the successful develop- 
ment and flight test of Redstone, became the nucleus around which the Agency 
was built. 


To couple responsibility with authority, and to obviate delay, the Sec- 
retary of the Army delegated to the Commanding,General, ABMA, through the 
Chief of Ordnance, practically every authority in the development and pro- 
curement fields which could be delegated by the Secretary under the provi- 
sions of law and Department of Defense regulations, In effect, this unique 
and direct fixing of responsibility virtually eliminates delays except for 
those necessarily involved in securing funds and approvals from the Depart- 
ment of Defense level. 
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LOGISTICAL SKILLS, SCIENTIFIC AND THCHNICAL ABILITY IN MISSILE FIELD 


Perhaps the best way to illustrate the increasing importance of logistical 
skills and scientific and technical ability required in supporting the modern 
Army's missile capability is to compare the support requirements for guided and 
ballistic missiles with the support requirements for conventional artillery. 


During World War II, about 910 weeks of training were required to furnish 
the preliminary mechanical training necessary to learn to maintain artillery. 
Ammnition supply could be performed by largely unskilled hand labor. It 
involved comparatively small items, as for example 105-millimeter shells, in 
large numbers. In case of a misfire, usually all that was involved was replacing 
the faulty round with another. Rounds were relatively inexpensive, and involved 
few occasions for malfunction. 


With guided and ballistic missiles, about 10-15 weeks of training are 
required to supply the mechanical background necessary to begin to learn to 
perform the purely mechanical servicing of missiles, such as "plumbing" on the 
hydraulics system and "blacksmithing" ani welding on the air frame. From 18 to 
48 weeks of intensive training in electricity and electronics are reouired to 
supply the basic skills necessary to begin to check out and make minor adjustments 
and repairs on the electronic and electrical systems of missiles, This advanced 
training is in addition to the basic training in electronics given to all 
electronic technician designees — Ordnance, signal, etc. 


An analogy may clarify the levels of skills required to work with missiles. 
The missile maintenance job at the helper level, usually a Specialist Third Class, 
is akin to the job of a television repairman who checks the set, locates the trouble, 
and replaces the bad component. But the missile maintenance man mst often be able, 
in addition to replacing the bad component, to repair it on the spot. The task 
of the journeyman missile maintenance man, an Ordnance warrant officer or master 
specialist, is akin to the task of the TV repairman who must check out, adjust, 
repair and put in perfect working order a complex assembly in series of many 
different types of television sets, all of which must work if the series is to 
work, At the next higher level, the supervisor, usually an Ordnance company-grade 
officer, must know and be able to supervise or perform many electrical, electronic 
and hydraulic tests and repairs formerly performed only in scientific laboratories. 


It is in the nature of today's and tomorrow's guided and ballistic missiles 
to demand these extroardinarily high levels or logistical skill, and technical 
and scientific ability. 


Missiles are delicate, complex and expensive. They must work, they mst 
work rignt, they must work right the first time. They will work only as well as 
men make them work. They demand highly trained, “edicated Army men possessing 
scientific and technical skills of a very high order -- for whom the need is 
constantly bound to increase. 
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BASIC RESEARCH 


Applied research directly concerned with specific items of military 
materiel constitutes the greater part of Army research, However, the Army 
also encourages and supports important basic research which provides essential 
background for ite many scientific undertakings. It is often necessary to 
carry on theoretical and experimental research in fields wherein knowledge 
is scarce and which require exploration before any end items may be proposed 
and projects established for their production. In fact, end items completely 
unheard of or unimagined may be brought into being; for example, the study of 
ultra-high frequency electromagnetic waves and their reflection let to modern 
radar technology. 


Under an Ordnance research program the Army expends some four and one- 
quarter million dollars on approximately three hundred separate projects or 
studies concerned with the physical, chemical, mathematical and engineering 
sciences, These investigatione are carried out under private contracts and 
cover 4 wide range of scientific endeavor, vis., nuclear physics, molecular and 
atomic spectra, organic chemistry, reaction kinetics, probability and statistics, 
heat and transfer and a host of other areas, The projects are of a nature 
fundamental to Ordnance technology and are completely prosecuted in traditional 
sources of scientific information, viz., the laboratories of universities and 
private research institutes, A great value to the military lies in unexpected 
results often developed from these undertakings. However, the national scientific 
commnity also benefits because the Army encourages scientists working under its 
sponsorship to publish results of their work as appropriate. last year approxi- 
mately one-half the reports received under this program were submitted by the 
originators to regular professional journals in the form of manuscripts. 


About nine million dollars is expended on a like program to augment the 
forward-looking developments of the Army Signal Corps, This program encon- 
passes research in electronics, avionics, nucleonics, meteorology, photography 
and other fields related to military communications and battle area surveillance, 
Over one hundred and thirty contracts are let under this vrogram to universi- 
ties and private industrial and foundation research agencies, Since many of 
these undertakings have commercial application for normal civilian usages 
maximum exploitation of limited funds is achieved through balancing internal 
effort and wide dissemination of information, This research has led to new 
components euch as electron tubes, transistors, transformers, frequency stabil- 
ization devices, new power sources including nuclear and solar batteries, etc., 
and is continuing to serve the Army equipment development program as well as 
enriching the national well being through its revolutionary advances. 
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Basic research is also carried out unde. the aegis of the Army Medical 
and other services, all of which foster closer and mutually beneficial 
relations between the military and the scientific and industrial segments 
of our society. 
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RESEARCH (TECHNICAL SERVICES) 


The Department of the Army engages in a variety of scientific activities 
which include the conduct of research and develovment and related planning 
and administration, the collection of scientific data and the training of 
scientific manpower, The Army research and development programs range in 
scope from basic research in many sciences underlying military technology to 
the development and testing of end items and techniques for operational use, 


Almost without exception, the management of the Army's major research 
and development programs is delegated to the seven technical services: Army 
Medical Service, Corps of Engineers, Transportation Corps, Chemical Corps, 
Ordnance Corps, Quartermaster Corps, and the Signal Corps, Within their broad 
mission assignments to provide services and material to the Army's combat and 
service forces, the technical services plan and administer research and develop- 
ment programs in support of these primary junctions, However, in one inetance, 
and beyond its immediate responsibilities, the Ordnance Corps’ Office of Ordnance 
Research administers the Army's overall research program, 


The Army carries out much of its in-house research in scientific facili- 
ties located within larger Army establishments (arsenals, proving grounds, 
training centers, hospitals, etc.). More recently a number of these facili- 
ties have been set apart physically from the other activities at the installa- 
tions, In some instances, the Army has taken over or established completely 
integrated facilities. 


Under contract arrangements, industry, universities and other government 
agencies play an important role in the conduct of research for the Army. Some 
of the Army's research program is performed in research centers, which are 
usually but not always owned by the eovernment and operated by industrial or 
university contractors, 
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INDUSTRIES, SCIENCE AND EDUCATION 
PARTICIPATING IN ARMY RESEARCH 


The Army has skilled scientists and technicians within each of the 
Technical and Special Services charged with implementing ita Research and 
Development program, However, additionally the Army enlists the support 
of highly qualified nonmilitary scientific groups to foster its dynamic 
growth as a modern fighting force, 


A Human Resources Research Office (HUMRRO) was organised under contract 
in 1951 at George Washington University, This group has over two hundred 
civilian staff members more than half of which are top professionals in the 
fields of psychology, mathematics, statistics, etc. Subunits of the main 
office are located with Army forces at Fort Benning, Georgia; Fort Knox 
Kentucky; Fort Bliss, Texas; Fort Ord, California; and Fort Rucker, Alabama. 
HUMRRO is responsible for research leading to improved training techniques, 
more effective methods of motivating men to training and combat, and new and 
better techniques for selecting men and officers for combat assignments 
demanding high qualities of leadership and aggressiveness, HUMRRO to date 
hae @ solid and impressive list of accomplishments which is steadily growing. 
These include improvements in rifle marksmanship programs, shorter and better 
courses for training guided missile technicians, new techniques for leader- 
ship training and other useful developments that contribute significantly 
to the Army's combat effectiveness, 


The Army has also contracted with John Honkins University for the 
establishment of an Uperations Research Office (ORO) to undertake anhalyti- 
cal studies of military problems that provide responsible commanders and 
staff agencies with a basis for improving their combat operations, The 
broad range of studies include future organizations and doctrines, utili- 
zation of atomic energy for military purposes, guided missiles, armor and 
close air support, combat intelligence, communications, loeistics, air defense 
and analysis of weapons and weapons effectiveness, Presently the greater 
part of ORO effort is concerned with studies relating to weavons systems and 
tactical concepts of future warfare, Approximately 125 distinreuished per- 
sonnel skilled in physics, mathematics, psychology, chemistry, economics and 
other professional fields comprise the main group, A close and integrated 
liaison is maintained at all levels with the Army and Army Commander's staffs. 


In 1951 the Army instituted an Army Scientific Advisory Panel (ASAP) 
comprised of ten outstanding scientists and engineers from private life to 
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advise on the general direction and implementation of the Army Research and 
Development program, This panel has since expanded its membership to cover 
forty prominent personalities from American universities, scientific and 
research institutes and major industrial organizations, The panel is now 
divided into five subpanels, viz., Firepower, Mobility, CBR Warfare, Com- 
munications and Electronics and Personnel, These subpanele meet at regular 
intervals with their counterparts in the Army to review programs being 
conducted in their fields of interest and submit recommendations in report 
form to the Chief of Army Research and Development concerning major projects 
and problems involved therewith. This distinguished body serves as a 
highly qualified and objective sounding board for constructive criticism 

of the Army's over-all program, It is of significant importance in foster- 
ing @ close relationship between our military and scientific and industrial 
societies, 
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RESEARCH AND DEVELOPMENT ORGANIZATION 


At the head of the Army's research and development organization is 
the Director of Research and Development who possesses the same degree 
of responsibility as that given to an Assistant Secretary of the Army. 
He is responsible for interpreting and applying national policies and 
interests in research and development, 


Within the active army the Chief of Research and Development is respon- 
sible to the Chief of Staff for planning, coordinating, directing and super- 
vising all army research and development, Within the scope of responsibil- 
ity, the Chief of Research and Development's relationship to the Chief of 
Staff and the Army staff corresponds to that of a Deputy Chief of Staff. 


On all scientific and related mattere of concern to the Army, the 
Army Scientific and Advisory Pane) (selected from the nation's outstanding 
scientists, engineers, educators and industrialists) advises the Secretary, 
the Chief of Staff and the Director and Chief of Research and Development. 
Drawing upon their knowledge of advanced research trends, the Panel advises 
with respect to emphasis on particular lines of endeavor; time when research 
progress has reached the stage where it will permit effective application 
to military operations; and matters that may influence the effectiveness 
of the research and development program, 


The Office of the Chief of Research and Development, staffed largely 
by military officers, brings an Army-wide perspective to the research pro- 
grams adminietered by several technical services and provide a focus for 
planning and coordination of research and development in terms of: policies 
plans and programs; research and development projects and priorities, military 
characteristics of new items; qualitative requirements; combat and technical 
intelligence; scientific manpower; standardization programs; Army plans and 
estimates; and budget, 


The Chief of each technical service has established an organization 
responsible for its research and development programs, Generally speaking, 
the Chief of Research and Development at the Chief of Staff level deals 
directly with this organizational service level, 


At the technical service level, the Research and Development crganiza- 
tion plans, develops, coordinates and reviews the research and development 
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programs for which it bears responsibility. It justifies the service's 
programs before the Research and Development Review Board, a key body, 
headed by the Chief of Research and Development, and composed of represent- 
atives of his office and of representatives of the three Deputy Chiefs of 
Staff and the Continental Army Command, 
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HUMAN ENGINEERING 


The fighting soldier is, and will remain the truly indispensable 
element of combat. The Army has therefore inaugurated an extensive 
program of research and development devoted to his combat effective- 
ness and well being, 


Leadership demands of modern war require improved techniques and 
criteria for selecting persons with aptitudes and personal characteristics 
conducfive to their success as commissioned leaders. The Army has developed 
a series of exhaustive tests and new predictor instruments which emphasise 
abilities and personal characteristics customarily associated with leader- 
ship as well as factors which should be predicative of different types 
of leadership ability, These predictor instruments will be administered 
in 1958 to selected groups of potential officers and evaluated against 
their performances in assignments typical of leadership areas tentatively 
established, Findings will be carefully scrutinized to identify those 
inetruments which can be exploited for rejecting low potential candidates 
before commissioning, 


Prior research has indicated that best results for classifying 
soldiers for combat jobs can be obtained from measuring, not only their 
technical skills and abilities, but also such personal factors as motiva- 
tion, interests and aptitudes, New classification techniques, based on 
new testing techniques, have been developed for selecting men likely to 
be successful men in combat arms, Extensive analysis is being made of 
data collected during the recent administration of new tests to an infantry 
division, 


Each technical and special service of the Army has a special research 
program directed towards improving the compatibility of the man and the 
machine by incorporating design features in the machine that are most adapt- 
able to the audio, visual, stress, mechanical response and other factors 
bearing on human behavior under a variety of emotional and environmental 
conditions, Engineers, scientists, doctors and other qualified personnel 
within and outeide the military enclave are cooperating in this undertaking. 
4 joint services handbook for design engineers is being prepared to apprise 
the services and industry of findings in this important field, 


23511 O—58——-49 
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A detailed research program known as TRAINFIRE was undertaken by 
the Army's Human Resources Research Office to improve the combat marks- 
manship of the infantry soldier, A new training method has developed 
emphasizing target detection under battlefield conditions and using 
"pop-up" targets to replace the conventional bulls-eye targets, Results 
of those teste so conclusively demonstrated their superiority over 
previous systems that plans are being made to chanre over to new methods 
within the year, 


The protection and care of the soldier on the battlefield is a 
primary Army concern and a few of many new developments in this area 
include protective clothing, shielding devices and creams to minimize 
thermal effects; improved personal armor protection; new technioues for 
preserving blood Plasma and whole blood; and startling innovations in 
"human parts banke" whereby blood vessels, human corneas, skin, bone 
and tendon are preserved by freeze-dry techniques for future use in 
treating battle wounds that would formerly be classed as critical, 
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ARMY RESEARCH & DEVELOPMENT "FIRSTS" 


The history of Army research and development is a history of re- 
search and development firsts, of which the best known is the succe8é- 
ful work done by Major Walter Reed in the prevention of epidemics of 
yellow fever, Countless other exploits have occurred throughout the 
Army's years of service to the Nation, 


One not so well known was the pioneer work of the Signal Corps 
which in 1870 made another contribution to America's genera] welfare 
by organizing and manning the first United States "weather bureau", 
In 1890 this branch of the Signa) Corps was officially named the 
"Weather Bureau" and its functions transferred to the Department of 
Commerce, 


Atabrine and aralen were developed by American firms under Arny 
supervision, These "wonder drugs" have been invaluable in combatting 
the malaria plague among millions of people in South America, Asia 
and Africa, and the Middle East, The Army's wartime and peacetime 
experience with sulfa drugs, penicillin, blood plasma, prosthetics and 
new surgical techniques have advanced medical science in general and 
brought longer life to millions, 


During the fighting in Korea the lives of many wounded American 
soldiers, who would have died otherwise, were saved by the use of an 
artifical kidney. Since then the Army has improved this artificial 
kidney from its original cumbersome size to a small, easily transport- 
able machine which has significant possibilities for future use, 


Another brilliant accomplishment of the Medical Corps, in coopera- 
tion with private industry, was the development of "Darapin", an almost 
unbelievably effective antimalaria drug. Medical researchers say that 
if "Darapin" could be used throughout the world during two rainy sea- 
sons, malaria would be erased from the list of mankind's plagues. 


During the years 1909 to 1947 when military aviation was under 
Army direction, the Army developed such products as antiknock gaso- 
line, powerful jet fuels, oil coolers, air-cooled engines, de-icers, 
special radio equipment, plastic windows and improved parachutes, 
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The Army Chemical Corps is not concerned solely with development: 
for war; it has figured prominently in the founding and develo;ment -~ 
America's dye industry, It hns built special gas masks to protect min. = 
and refrigeration workers from escaping dangerous fumes. Another .1.*- 
standing development of the Army Chemical Corps was its "back pressure arm 
lift" technique of artificial respiration, This method has been adopted by 
the American Red Cross as the most effective means of restoring the breath- 
ing of persons in danger of death by drowning, hanging, electrical shock 


and other causes. 


The Signal Corps frequently develops products which have wide civilian 
as well as military use; products like alkaline dry-cell batteries which 
can be used in hearing aids of much smaller size than present models; radar 
set that can be used to provide hurricane warnings and transistors with 


many possible new civilian uses. 


While Army R&D efforts often benefit the nation as a whole, such bene- 
fite are by-products of the military effort, and Army funds are not expended 


for non-military purposes, 
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TECHNICAL SERVICE CENTERS AND SCHOOLS 


At no time in our history has the need for highly technically trained indivi- 
duale been so important to the Army, The continuous increase in the variety and 
complexity of our military weapons and equipment and our existence in a period of 
great scientific progress has had a profound affect on the technical training and 
skille required by the Army to carry out ite mission, 


The sizeable task of training our Officers and men to administer the Army's 
complex supply functione, and to develop in them the knowledge and skill required 
to operate, maintain and repair our weapons and equipment, is an important mission 
of the warious Technical Service Schools and Centers, Each Technical Service (Ord- 
nance, Engineers, Quartermaster, Transportation, Signal, Chemical and Medical) main- 
tains one or more technical service schools which conduct varied courses of instruc- 
tion pertaining to training requirements of each particular service, 


The programs of instruction conducted at these schools are in consonance with 
the latest developmente in technological advancement, The scope of instruction 
includes future organizational and doctrine. trends; new material and fouivoment 
being developed for the Army and other services; current combat development projects; 
new concepts of tactics, techniques and procedures; new organization and equipment; 
probable impact of new atomic warfare developments on current doctrine, organization 
and equipment; and other research and development activities, 


Reference is made to Army School Catalog (DA Pamphlet 20-21) for a detailed 
listing of the courses taught and their scope, 
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MODERN ARMY SUPPLY SYSTEM 


A large scale test of a new supply system called Project MASS (Modern 
Army Supply System) is supplying the U. S. Seventh Army in Europe with repair 
parts quickly and directly from stateside depots. Selective stockage, rapid 
communications, and priority transportation (both sea and air) are the basic 


principles being tested. 


When Project MASS was first envisioned, it was agreed that the Army it 
would serve would have certain characteristics that its logistical support sys- 
tem would have to meet: (1) The modern Army will achieve a degree of mbility 
previously unknown tw the science of warfare ((2) The modern Army mst recognize 
that nuclear weapons may be used against it whenever a lucrative target is 
created (3) The modern Army mst recognize the economic consequences of its 
actions because a large war, although militarily won,can be economically lost 
because of the strain imposed on the assets of the nation (4) The modern Army mst 


be capable of conducting local engagements as well as a major war, 


The Project MASS test operation began in July 1956. Experience to aate 
has been extremely encouraging. Current plans are to extend this system on a 
world-wide time phased basis. The test will continue with the Seventh Army in 
order to provide a laboratory for further refinement of the system. A discussion 
of the three basic elements of the system follows: 


SELECTIVE STOCKAGE: Experience has shown that 154 of the items classified 
as repair parts will accomplish 85% of the equipment maintenance requirements. 
Based upon this axiom the Modern Army Supply System provides for the stocking 
of those fast-moving items forward. The slower-moving items, the remaining 85% 
of repair parts which accomplish only 15% of the equipment maintenance require- 
ments, will be stocked at the rear echelons (CONUS). Priority service is sub- 
stituted for stockage of these slower moving items, 





RAPID COMMUNICATIONS: Starting at the lowest supply echelon (in an Army 
this is the direct support unit) all requisitions are prepared in electric account- 
ing machine punch-card form. This requisition is transmitted to the next higher 
supply echelon, the Seventh Army Stock Control Center, by the use of an electronic 
transceiver. This equipment reads the data contained in the punch-card requisition 
and transmits the data over land or radio circuits to another transceiver in the 
center which reproduces a punch-card requisition exactly like the original punch- 
card requisition. At this point the requisition is processed by modern electric 
accounting machines and the item is ordered for shipment, if available in stock, 
or retransmitted to the Zone of Interior Supply system, if not available locally. 
Plans indicate the eventual replacement of electric accounting machines by elec- 


tronic computers. 
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PRIORITY TRANSPORTATION: To provide timely supply of all repair parts 
requirements, the system provides for air shipment of items not stocked in the 
Seventh Army (the siower-moving items) and priority surface transportation of 
{tems required to replenish local stocks, The target is to provide nonstocked 
item requirements within 10 days and replenishment requirements within 20 days 
after the requisition is submitted to the Zone of Interior and to provide supply 
from local Seventh Army stocks within five days after the requirement is generat- 
ed by the user. 


The following advantages will be derived through the Modern Army Supply 
System: Reduction of the number of repair parts stocked at each echelon (in 
Europe 400,000 items were stocked in support of Seventh Army; under the new sys- 
tem only 50,000 items are required); reduction of order and shipping time from 
a normal 120 days overall to 10 days for nonstocked items; and 20 days for stocked 
items; and permits the logistical support of an Army to be mobile 
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ARMY AVIATION PROGRAM 


Army Aviation consists of both fixed and rotary wing types of aircraft 
together with the necessary personnel and equipment to operate them, Within 
Army aviation there are TOE aviation units as well as combinations of aircraft 
types which are organic to many units of the various arms and services. Army 
aviation has an assigned mission and area of responsibility which_neither 
infringes upon U. S. Air Force areas of responsibilities nor duplicates any of 
its assigned functions. 


The mission of Army Aviation is to augment the ability of the Army to conduct 
effective combat operations. By definition it is organic aviation, immediately 
responsive to the demands of the arms and services, employed to enhance the 
mobility and flexibility and battle efficiener of ground forces. 


Combat and logistical support aviation has had and will continue to have a 
profound effect on the outcome of the land battle. Part of the over-all air 
activity in the theater of operations, however important to the success of the 
land battle, does not require close coordination with the action of ground units; 
much of it, however, does demand the most intimate coordination of effort. This, 
and the fact that the aircraft in certain of its forms has now developed to a 
point where it is capable of integration into the small unit tactics of ground 
elements, make it essential that Army aviation be under command of and immediately 
responsive to the Army Commander in both training and combat operations, It is 
therefore the basic objective of the Army's organic aviation program to develop 
the capability of providing ground elements that part of aviation support demanding 
"intimate coordination of effort". 


Responsiveness to the requirements of the ground unit commander must be a 
primary characteristic of organic Army aviation, Army aircraft mst therefore be 
capable of "living" with the Army: This is “arm demands that they mst be capable 
of take-off from and landing in small unimproved areas — fields and pastures — 
and also be capable of maintenance and operation without benefit of elaborate 


ground handling facilities. 


"Responsiveness" also demands that pilots mst have a basic understanding of 
the nature of ground warfare, and of the tactics and techn’ques of the infantry, 
artillery, and tank forces; moreover, they mst be firmly indoctrinated in, and 
devoted to, the mission of the Army. The Army's interest mst be their interest, 
undivided by other allegiances. 


Organic Army aviation will perform six functions in support of combat 
operations within the combat zone: 








ng 
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Observation 

Rapid Troop Movement 

Rapid Movement of Critical Supplies 

Augmentation of Present Capability for Land Reconnaissance 

Command, Liaison and Commnications 


Battlefield Casualty Bvacuation 


OBSERVATION by organic Army Aviation amplifies and supplements other Arny 
means of observation for the purposes of locating, verifying and evaluating 
targets for artillery and gudded missiles; adjusting the fire of those weapons; 
and obtaining information on enemy forces not otherwise obtainable by air 
reconnaissance agencies of the other services, 


The Mission is performed by light fixed and rotary wing aircraft. Increased 
performance of ground support weapons dictates an Army requirement for a fixed 
wing aircraft of higher performance characteristics than those of the present 
L-19 and L-20, Such an aircraft would not replace the 1-19 and L-20 altogether, 
but would enable the Army to maintain the capability to execute the mission of 
artillery and missile adjustment at the increjsed ranges of those weapons, and 
to maintain observation over the confused battlefield which is expected to be 
characteristic of a new fluid type of ground warfare, 


RAPID TROOP MOVEMENT is the air movement of Army combat units and their 
equipment within the combat sone in the course of combat and logistical operations. 


This function includes the movement of units to execute small scale air 
landed operations, the movement of reserves, and the shifting or relocation of 
units or individuals within the combat zone as the situation may dictate. It 
does not, however, include the execution of joint airborne operations. There 
are tremendous possibilities in the use of aircraft to increase significantly 
the mobility of ground troops, not only in the rear areas but in the area of 


contact with the enemy, This type of mobility is essential in modern warfare, 
either nuclear or non=-nuclear, 


Cargo helicopters and light cargo airplanes are programmed for this function. 
The Army may also have a requirement for a relatively small fixed wing transport 


aircraft (3 to 5 ton payload) for the execution of this job; this matter is under 
study. 


RAPID MOVEMENT OF CRITICAL SUPPLIES. For the present, aviation will only 
supplement, on an occasional "urgent need" basis, the ground transportation 
system operating within a field Army. At some time in the not too distant 
‘ature, however, the air line of commmication may become a reality, In this 
ase, large Air Force transport aircraft will deliver supplies and troops to a 
wumber of selected spots within the combat sone, Army aviation then undertaking 
urther distribution to small units of the field Arny,. 
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Helicopters used in troop movement will assist in this mission, but 
considerably greater dependence mst ultimately be placed on the fixed wing 
cargo aircraft such as those mentionad above. 


AUGMENTATION OF PRESENT CAPABILITY FOR LAND RECONNAISSANCE, The Army's 
ground reconnaissance forces have as their primary missions reconnaissance itself, 
screening, security of open flanks, seisureof critical areas in advance of 
heavier forces, pursuit, and to some extent exploitation. For these vital missions, 
reconnaissance elements mst have a mobility greater than that of other surface 
forces. Fixed wing aircraft and helicopters, integrated into these units, will 
provide that essential mobility differential. Our new reconnaissance units will 
not engage in "tactical reconnaissance" as the Air Force uses that term, and 
neither will they be "airborne" forces designed to make penetrations deep in 
enemy territory. It is planned simply to modernize, by the use of light aircraft, 
our present Army type short range reconnaissance force. 


THE COMMAND, LIAISON, AND COMMUNICATION function assists importantly in the 
direction, coordination, and control of combat forces in the field. It is an old 
function made more urgent by the wide dispersal of units on the modern battlefield. 
Light aviation is already an indispensable means of exercising command, Present 
and future type observation fixed wing aircraft, and reconnaissance helicopters, 
will be adequate for this function. 


BATTLEFIELD CASUALTY EVACUATION is aero-medical evacuation within the 
combat zone, to include battlefield pick-up of casualties (except those from an 
airhead), air transport to initial points of treatment, and subsequent moves to 
hospital facilities within the combat zone. This is a very important and greatly 
appreciated mission of Army aviation. The requirement for rapid medical evacuation 
extends to the lowest echelon of combat units, and the aircraft used to accomplish 
this mission in the forward combat zone are positioned there to be immediately 
responsive to the call of such units. Helicopter ambulance units which perform 
tiis function as a primary mission are authorized five H-19 standard utility 
type helicopters and are assigned to mobile Army surgical hospitals. Fixed wing 
utility (1-20) and light cargo (U-1) type aircraft as well as all reconnaissance 
and cargo type helicopters are capable of emergency battlefield evacuation, and 
may be used to perform this mission in support of medical evacuation units on 
request. 


Development of special aircraft designs for this function is not necessary, 
as the requirements of the evacuation mission are considered in the design 
characteristics of all utility and cargo aircraft. 


In this era of rapid scientific development, new forms of firepower, 
communication, and transportation have greatly altered the tactics and techniques 
of ground forces, The skillful employment of light fixed and rotary wing air- 
craft is essential if the Army is to meet the demands of modern ground warfare. 
The Army believes that organic aviation has the potential to provide our troops a 
margin of tectical mobility and flexibility that will hasten the defeat of the 
armies of the enemy, provided only that exploitation of its many possibilities is 
pursued with energy and imagination. 
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NEW WEAPONS 


Today, the Army's goal is to develop its organizations, men and 
equipment so that a maximum of efficiency and flexibility is attained 
which will make it capable of deterring or winning any kind of war. The 
Army must be able to stamp out “brushfire" conflicts as well as survive 
in atomic holocaust. There is a need, then, in addition to atomic capa- 
bilities, for: conventional weapons with the mobility, killing power and 
flexibility required on the modern battlefield. The Ordnance Corps has 


already made great progress in the development of such weapons. A few 
examples follow: 


762mm MACHINE GUN, T161E3, a lightweight general purpose 
machine gun developed to replace all three of the present U. S. Army 
caliber .30 machine guns. The gun can be fired from the bipod, and uses 
a newly developed cartridge.. The development of this gun is the result 
of the joint efforts of the U. S. «rmy Ordnance Corps and two commercial 
contractors--the Inland Division of the General Motors Corporation, Dayton, 
Ohio and the Bridge Tool & Die Works, Philadelphia, Pennsylvania. 


175mm GUN, T-45 represents the newest and one of the most versa- 
tide in field artillery pieces. In it are incorporated battlefield capa= 
bilities in many respects superior to the combined features of the 155m 
gun, the 8" howitzer, and the 8" gun. It is superior to all of these 
World War II weapons by its ability to fire in a complete circle and to 
occupy its firing position quickly and with no need to dig recoil and 
spade pits. The gun has hydraulic-electric power (never before utilized 
on towed carriages with the exception of the 2&0mm atomic weapon) to re- 
duce the work of the gun crew and to speed up firing operations. New 
sights which read directly in numbers instead of micrometer scales add 
to the speed and accuracy of fire control. This gun was developed by 
Franklin Institute of Philadelphia, Pennsylvania; Watertown Arsenal and 
Waterviliet Arsenal. 


105mm MORTAR, T33E3 is a smoothbore weapon having greater range 
and improved accuracy over the preceding models. This weapon will permit 
greater traverse without reemplacement, and although lighter in weight, 
offers improved stability and ruggedness. The 105mm Mortar, in the field 
artillery role, will supplement the light howitzer by providing an initial 
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volume of area fire. The capability of the light howitzer unit will be 
augmented by the provision of very high angle fire to reach over obsta- 
cles and by the immediate response possible by close association of this 
weapon with the supported unit. It was developed by Watervliet Arsenal. 


90mm GUN, TANK, M48E] is a medium tank equipped with a highly 
effective control equipment which permits maintaining the 90mm gun on 
target and firing while the tank is in motion. It is armed with the 90m 
gun and two caliber .50 machine guns. The tank is powered by an 610 hp 
Ordnance-Continental Air-cooled engine. Its 28" (width) track, plus the 
powerful engine and a versatile, rugged transmission, gives the vehicle 
excellent mobility and a maximum speed in excess of 30 mph. Chrysler 
Corporation is producing the tank. 
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MISSILES ~ AVIATION 


The Army is continually striving to provide its combat soldiers with the 
best fire support attainable to assist them in destroying an enemy. The ability 
of a commander to call for artillery fire support and to receive it at the des- 
ignated place in volume appropriate to the target during day or night and regard- 
less of weather is the constant objective in front} of Army artillerymen. 


Requirements for artillery depend on the concept of tactical operations. The 
dispersion, particularly in depth, that will distinguish the atomic battlefield 
not only will force our artillery to occupy positions more distant from our for- 
ward elements but also will cause the targets normally engaged by our artillery 
to be disposed in much greater depth behind the hositle forward elements. Such 
deepening of the battle zone on both sides of the line of contact requires the 
artillery to have a greatly increased maximum range if it continues to engage 
the targets it has in the past. It does not, however, relax the requirement for 
accurate fire on targets in close contact with our infantry. 


In addition, the dispersion of forces will reduce the total number of weapons 
available to attack a target. No longer can a great volume of fire be effected 
by concentrating the fire of many weapons on a single target. To compensate for 
this loss of volume, the individual round mst be mich more lethal to prevent an 
over-all loss in firepower. 


Finally, since the concept of future tactics requires highly mobile forces, 
the new field artillery weapons mst have greatly reduced weight so that they can 
maneuver rapidly and be air transported easily. 


To satisfy the requirements for increased range, high lethality, lightweight 
weapons, the Army has adopted a family of rocket-propelled missiles capable of 
delivering nuclear munitions. 


So far, we have developed and deployed to overseas commands two of these 
field artillery type missile systems, HONEST JOHN and CORPORAL. Both of these 
systems can deliver either muclear or high explosive munitions. Both can be 
transported by air. The HONEST JOHN is a division or light, corps weapon. It 
has a maximum range comparable to that of very heavy, field artillery cannon. 
The CORPORAL is a heavier, corps and Army weapon with about five times the range 
of the HONEST JOHN. 


In the near future, LITTLE JOHN and LACROSSE will supplement HONEST JOHN. 


These are newer, lighter weapons with improved accuracy and a greater rate of 
fire. 
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A new missile, REDSTONE, will soon join HONEST JOHN and CORPORAL in support 
of our troops. In fact, the first REDSTONE unit, the 217th FA BN, has been 
activated already. This new missile has a range over twice that of CORPORAL. 
Its inclusion in the Army's arsenal of weapons will increase even further the 
Army's ability to win victory on the ground. 


The most amazing developments in aviation, quite obviously, are in combat 
type aircraft of very high performance and in cargo aircraft of tremendous pay- 
load and range. These are complex and expensive machines and as scientific 
achievements they are at once spectacular and of very great importance to the 
defense of this country. 


Also of importance, however, are the advances being made in the field of 
slow flying aircraft. As we become impressed more and more by the fantastic 
accomplishments of aircraft flying at supersonic speeds and very great altitudes, 
we are sometimes prone to overlook the fact that the air as a medium will also 
carry, with great profit to the user, aircraft which poke along close to the 
ground at speeds less — sometimes mich less — than 200 miles an hour, Even 
slow flying aircraft are fast as compared to surface means of transportation. 
They save time not only by their speed but by reason of the fact that the air 
route between two points is almost always very considerably shorter than the land 
route, 


Moreover, slow flying aircraft have very special capabilites as respects 
to where they can go. In some places of the world, such as the mountainous 
jungles of Malaya, the only alternative to the strong back of the laboring 
native is the light aircraft. And a problem recurring with routine regularity 
in military operations is that presented by the natural obstacles to be found 
on every battlefield: a river with no bridges or ferries, a swamp with no roads, 
a lake with no boats, or an escarpment with no passes or with passes held by the 
enemy. Often the obstacle may be negotiated only by aircraft capable of lifting 
their loads of troops and equipment from one piece of totally unprepared terrain 
and laying them down on another. 


The Army, in conjunction with many efficient and experienced companies in th 
aircraft industry, is engaged in a large number of research projects designed to 
improve the art of designing, building and operating light, relatively slow 
flying airplanes and helicopters, capable of performing the Army's tasks and cap- 
able of using the farmer's pasture as a base of operations. The National Advisor 
Committee for Aeronautics is rendering valuable assistance in the endeavor. Con- 
siderable progress has been made in the recent past, and greater strides my be 
predicted for the future. 


The impact on land warfare of these advances is hard to exaggerate, and 
the penalty for not taking advantage of the new technology may be very severe. 
In consequence the Army is actively engaged in revision of its tactical doctrine 
for small units. This process involves much experimentation, much naard work, 
and much careful and yet imaginative deliberation. 
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The Army believes that the skillful use of light aviation will have a 
profound effect on the outcome of the land battle, and therefore on the 
outcome of a new war. It believes that the commander who takes proper 
advantage of the advanced forms of fire power and battlefield mobility — 
which last is epitomized by light aviation -- stands a first class chance 
of disastrously defeating an eneny commander who does not. With the assis- 
tance and support of the civil government, of its sister services, and of 
industry, the Army is making every endeavor to maintain a position of leader- 
ship among the world's modern land fighting forces. 
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INFORMATION DATA SHERT NO. 53 


to 


THE ARMY INFORMATION PROGRAM 
(Reference DA Circular ll-l, dtd 15 Nov 56) 


ATOMICS (LOW YIELD) 


The Army's recent developments in the guided and ballistic missile 
field have given our nation's forces new means for the selective ap- 


plication of the graduated power of the spectrum of yields. 


Our present atomic firepower capability includes the CORPORAL and 
REDSTONE guided missiles, the HONEST JOHN rocket and the 280mm gun. 
Security restrictions prohibit any further disclosure of the Army's 
capability in this area. 


The Army requires atomic weapons delivery systems organic to the 
field army which are highly responsive to the rapidly changing ground 
situation and which can deliver fire with great accuracy and high re- 
liability under all conditions of weather and visibility. To this end, 
the Army is conducting under high priority a research and development 
program to adapt atomic warheads for delivery by existing and develop- 
mental Army weapons and to indicate needs for development of new weapons 
systems which can exploit fully the use of atomic nower. In this program, 
the Army Ordnance Corps is working closely with the weapons laboratories 
of the Atomic Energy Commission. 


Our efforts to date have placed in the hands of our troops overseas 
three weapons which can deliver atomic fire for support of ground opera- 
tions in addition to their more conventional fire capabilities. These 
weapons are the 280mm gun, the HONEST JOHN free rocket, and the CORPORAL 
guided missile. These are powerful and important members of our arsenal 
today, but we must consider that they are but the first generation of 
our atomic fire support weapons, and that later generations will take 
advantage of the tremendous strides which have been maae vy the Atomic 
Energy Commission in the development of smaller, lighter, simpler atomic 
weapons, These smaller weapons will enable us to introduce into or 
arsenal the lighter, more mobile weapons delivery systems which will be 
required on. the battlefield of tomorrow. 


Our attention is directed not only to the ground support role, but 
to the air defense role both for the field army and for the continental 
United States. The tremendous lethality of thermonuclear weapons which 
can be delivered by long range, high performance aircraft requires a 
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level of defense today which is mich higher than any requiremeiits of 
the past. Coupled with this, of course, is tomorrow's re juirement for 
defense against long range ballistic missiles. To attain the high 
level of defense which is required under these conditions, the Army is 
studying the application of atomic weapons to achieve the very high 
kill probabilities which wil] be required for the air defense systems 


of tomorrow. 


Along with the development of weapons systems, the Army partici- 
pates actively with the other services and the Atomic Energy Commission 
in a program for the measurement of atomic weapons effects. This pro- 
gram has provided valuable information on the effects of these weapons, 
and permits us to plan accurately the use of these weapons, and the de- 
fense against the use of atomic weapons by an enemy. To provide the 
most complete protection for the individual soldier and to assure the 
maintenance of high combat effectiveness by the units, the Army has 
developed materials, devices, techniques, and tactics to give maximum 
assurance of survival for the soldier on the atomic battlefield. 


23511 O—5S8———__50 
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INFORMATION DATA SHEET NO. 54 
TO 


THE ARMY INFORMATION PROGRAM 
(Reference DA Circular ll-l, dtd 15 Nov 56) 


TRANSPORTATION 


In the transportation field the rapid transition to modern materiel and 
weapons is illustrated by the entirely new role foreseen for the Army Trans- 
portation Corps under the 'Pentomic' concept. The new Pentomic Army Infantry 
Division contains a Transportation Battalion and a Transportation Special 
Staff Section. The Battalion has two Personnel Carrier Companies, equi 
with full tracked armored personnel °&rriers and a Truck Company with 24-ton 
trucks, The mission, a new departure for the Transportation Corps, is to 
provide tactical mobility toassault elements for pursuit, exploitation and 
for other tactical task force type requirements. The battalion commander will 
also serve as division transportation officer. 


Recently the Wall Street Journal ran a headline "Army Reveals Project 
Aimed at Developing Atom-powered Truck". Actually the Transportation Research 
and Engineering Command has contracted for a technical feasibility study of 
reactor designs which could be adapted to power TC equipment. Concurrently, 
the Operations Research Office conducted economic studies on the application 
of nuclear power to such equipment. The final results of these studies are 
now being evaluated and the indications are that nuclear power is now both 
technically and economically feasible for one item of equipment - The Logistical 
Cargo Carrier - a large off-road carrier for use in remote areas, such as the 
Greenland Icecap. 


In addition to speeding up operations at conventional ports, which may 
not be available for our use in the event of mass-destruction conflict, the 
Army mist be prepared to operate at alternate locations. MODEX is the ab- 
breviated title for this preparation. It stands for New Offshore Discharge 
Exercise. Twenty-eight such training exercises have been donducted. Equip- 
ment like the De Long Pier - which is a small, movable, man made island, and 
the Aerial Tramway have been tested and have performed well during the exercises 
conducted on the coast of France. 





Though sponsored by the Transportation Corps, these items are adaptable to 
other technical services as well as the Navy and Air Force. These exercises 
have pointed to our shortcomings and helped us in the development of over-the- 
beach maphinery. 


The weakest link in the transportation chain is the spot where the mode 
changes. It is estimated 24% of all military cargo is of the wheeled or tracked 
variety. 426 lends itself to the utilization of pallets or containers. This 
leaves 34% to be handled by conventional means, 
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The Army's attack on this problem has been two-fold. First, since 24% of 
all military cargo can move on its own wheels or tracks, a roll-on roll-off 
loading and discharge operation should be developed. Second, whenever possible, 
load cargo in and or. this equipment, keeping the loaded vehicles in the supply 
system as long as possible, thereby eliminating the time lost in rehandling. 


The following advantages should result: (1) simplified documentation, 
(2) economy in time and money in the load and discharge, (3) fewer delays 
caused by inclement weather, (4) shortened supply cycle, and (5) better utilization 
of terminal facilities. 


In the light of the ready adaptability of military cargo to the roll-on, 
roll-off theory the Army has done everything possible to encourage commercial 
development of this type vessel, In addition, it has spearheaded its own 
development. As a result, Congress has appropriated funds for the building of 
an MSTS prototype military roll-on roll-off ship now under construction by the 
Sun Shipbuilding and Dry-Dock Company, Chester, Pennsylvania. This ship is 
scheduled for delivery to MSTS in December 1957. Industry has taken hold and 
TMT Trailer Ferry, Inc., contracted for and had constructed their TMT "CARIB 
QUEEN". The ship was modified from an uncompleted LSD, by the Merrill-Stevens 
Dry Dock and Repair Co., Jacksonville, Florida. The ship completed its sea 
trials successfully and will go on space charter to MSTS for a two voyage test 
of the efficiency of the roll-on roll-off method of handling military cargo. 
Experience gained during the "CARIB QUEEN" tests will be applied later when 
MSTS takes delivery of its own prototype, later this year, 











784 INVESTIGATION OF NATIONAL DEFENSE 


INFORMATION DATA SHEET NO. 55 


to 
THE ARMY INFURMATION PROGRAM 
(Reference DA Circular ll-1, dtd 15 Now 56) 


LOGISTIC EQUIPMENT DESIGNED TO SAVE MANPOWER 


Included in the Army's program of rapid transition to modern weapons and 
material to meet the requirements of modern warfare, is the development of items 
of logistical equipment designed to save manpower, 


A significant manpower-saving item which has met with great success 
is the transceiver, Through the use of the transceiver, a system has been 
devised which permite the electronic editing and transmitting of supply requi- 
sitions from overseas areas to the Zone of Interior permitting an expedited 
supply, reduced handling and reduced use of manpower, The use of electronic 
data processing equipment avails the Army of a rapid means to correlate an ex- 
tensive amount of data and thus expedite decisions with a minimum of man-hours 
expended in data correlation, The peacetime use of electronic data processing 
machines provides the capability of meeting exvanded reauirements in the event 
of mobilization without corresponding increases in requirements for equipment, 
personnel, training or facilities, 


A significant step forward, not only in man-power savings but also in 
land mobility, was the introduction of the Mechanical Mule, This four-wheeled 
vehicle will be used to transport weapons, ammunition, food and other essential 
supplies across rough terrain directly to front line positions, thus eliminat- 
ing much interum transfer of supplies. It can carry loade up to 1000 pounds, 
Because of its small size (100 x 46 inches) and its light weight (900 pounds ) 
it can be carried by rail, water, air and truck, 


The development of over-the-shore equipment has been directed toward man- 
power savings, attaining flexability of operations and freedom from dependence 
upon established ports. A new family of amphibious resupply vehicles, ranging 
from the four-ton SUPERDUCK, through the eight-ton DRAKE and the sixty ton BARC 
have been developed, Another manpower saving development, which is proving 
adept as an improvised terminal facility for replacing bombed-out ports, is 
the "Spud Barge” and aerial trainway combination. New doctrines, organization, 
techniques and equipment, such as the trainway, have successfully been put to the 
test in NODEX (New-Over-the-Beach Discharge Exercises) carried out on the west 
coast of France. 


Other significant manpower saving eonipment developed which deserves mention 
fncludes: prefabricated shelters with standardization of assembly, enabling 
rapid erection with a minimum of manpower; ditching machines which reduce hand 








- 
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digging; rough terrain fork lifts for over-the-beach cargo handling; and 
connex containers, which consolidate small itemg shipments and reduce handling 
requirements, 
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INFORMATION DATA SHEET NO. 56 


to 
THE ARMY INFORMATION PROGRAM 
(Reference DA Circular 11-1, dtd 15 Nov 56) 


ELECTRONICS (INCLUDING COMBAT SURVEILLANCE) 


Today's modern Army is a highly mobile, complex military force 
capable of quelling local aggression or exerting ite massive strength 
in a global conflict involving the use of atomic weapons and missiles, 
The Army's transition from cannon and trench warfare to missiles and 
mobility has brought about the demand for faster, nore reliable con- 
munications and electronics equipment for the coordination and control 
of the men and modern weapons which make up this vast military force, 


The Army Signal Corps provides the commnications-electronics 
equipment and systems necessary to support today's advanced concepts 
in warfare. 


Modern communications systems developed by the Signal Corps pro- 
vide the means by which the Army commander - from the Chief of Staff 
to the squad leader - controls his troops, Complex electronic equip- 
ment coordinates and directs the firepower of his weapons, provides 
him with a means of all-weather combat surveillance and systems for 
control and navigation of his Army aircraft and expedites the delivery 
of military supplies to his units. 


To meet the requirements of the new Army combat team, an area 
communications system has been developed and is being used, This flex- 
ible system provides the combat commander with communications to ad- 
jacent units or to higher headquarters, Jightweight, rugged and more 
reliable radio and wire communications equipment have been developed 
and are being furnished to the combat soldier. The introduction of 
automatic tape relay into the global Army Command and Administrative 
Network has resulted in greater transmission speeds and improved pro- 
ficiency. 


The greater range, accuracy, speed and destructive force of modern 
weapons demand an increased use of electronic equipment for their coor- 
dination and control, as well as for the detection, location and neut- 
ralization of the enemy's weapons. 


The significance of an all weather, day and night, systematic 
watch over the battle area provided by Combat Surveillance System can- 
not be over emphasized. With the advent of highly mobile warfare and 
the demands of the new weapons for target information there arises the 
need for more rapid intelligence upon which to base decisions, Intelli- 
gence has been and will continue to be a prerequisite to the effective 
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use of firepower and maneuver, The Army Combat Surveillance Program 
provides an improved means for the more timely production of Intelli- 
gence to satisfy this need. 


The Army Combat Surveillance System consists of three basic 
elements: sensory devices, data transmission and terminal data 
processing and display. These elements may be readily compared to 
the nervous system of the lmman body. The sensory device, infrared, 
TV, photography, optics, acoustics and radar are akin to the eyes 
and ears of the human being in that they collect information and 
data, The data transmission system is similar to the human nervous 
system in that both communicate this information to a central point. 
This central point is the brain, or in the case of Battle Area Sur- 
veillance, a computor that collates, analyses and presents the 
information for decision, 


At the combat commanders disposal are electronically - control- 
led target acquisition systems using optical, sonic, radar, photograp- 
hic, infrared and other sensory devices to gather information about 
the disposition and movement of enemy forces, Raw information gath- 
ered by these devices can be processed, evaluated and displayed to 
give him a capability for sound decision based upon detailed know- 
ledge of the current combat situation. 


Tne increased employment of Army aircraft has brought about 
the need for improved air navigational and traffic control systems 
to insure continued operation in all kinds of weather. New and 
special electronic gear has been developed by the Signal Corps to 
provide this essential service. 


A modern supply system to support the Army's new concepts of 
mobility involves unprecedented demands which can be solwed only by 
increasing the use of communications and electronics equipment. 
High-speed electronic computers are in operation at some key Army 
supply centers, High-speed transmission of data between these points 
and all Army depots will be supported by a nation-wide communica- 
tions system, The complete integration of electronic and new logis- 
tical procedures to provide the versatile and reliable systems 
indispensable to the Army's new strategic and tactical concepte is 
an objective of the Army in the field of automatic data processing. 
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REAL PROPERTY - CONSTRUCTION 
(ARMORIES, HOUSING, TROOP & FAMILY) 


The Army today, and indeed for many years, has planned and managed 
a construction program world-wide in scope and aggregating hundreds of 
millions of dollars annually, This program, which equals or exceeds 
that of the world's largest commercial construction firms, is carried 
on in Most every state in the U.S., in foreign countries throughout the 
world, and under every extreme of climate from the arctic conditions of 
Alaska to the arid heat of the desert areas of the far west and North 
Africa, It might well be asked why the Army finds it necess-ry to en- 
gage in such a program and what is the character of its requirements 
that seem to engender a program of such scope and continuing nature, 
The answer is obvious to those of us who are intimately concerned with 
the Army's problems but it is far from a simple one, 


The Army plant, valued at some $25 billion, consists of approximately 
1 billion square feet of floor space, equivalent to 150 Pentagons, and almost 
10 million acres of land, about the equivalent of the combined size of the 
States of Connecticut, Massachusetts, and Delaware. The Army's 3,000 miles 
of railroad would extend across the United States, and the water systems 
deliver approximately 250 million gallons per day, about the same as that of 
the Washington, D. C. metropolitan area. This real property is located in 
about 375 major stations and many minor installations throughout the world. 
To provide essential repairs and utilities for this huge plant requires over 
a half billion dollars annually. 


The Army today can be likened, in a large sense, to a major business 
corporation with many plants and employees stattioned throughout the U,S,, 
its possessions and overseas. Such a firm is constantly faced with the 
necessity for replacement of obsolescent plants and equipment and the 
need in some instances to expand or adjust operations in one area or to 
contract in another as the year to year trends of activities and business 
operations indicate, The Army's position is almost comoletely analogous 
except that instead of contracting or expanding to seek a greater volume 
of busines’, the Army does so to better its tactical position and to 
provide a greater measure of protection for the citizens of this nation. 


As an example of the Army's problems and the ecope of its require- 
ments in the field of construction, the following is cited: In FY 1954 
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the Army instituted a phased plan for replacement of uneconomical, 

temporary or overage permanent plant facilities throughout ite 

permanent installations. This plan was undertaken after an ex- 

haustive review and evaluation of existing assets. As a result of 

this review it was determined that the Army bad a deficit require- 

ment of $4.6 billion in permanent plant at its permanent installa- 

tions, and that in order to phase this replacement program over a 

20 year period (1954-1974), it would be necessary to yearly program for and 
construct approximately $230 million worth of permanent plan facilities which are 
required for a continuing mission by a permanent troop force at a location or 


instailation which has been designated as a permanent requirement for the 
long-range Army. ‘ 


Additionally, of course, the Army must provide facilities for 
trcops who are performing an interim mission at locations or stations 
which are not contemplated as being permanent, However, such interim 
requirewents are provided utilising construction of a non-permanent 
character. Due to the unsettled state of international affairs during 
the last decade and the consequent need for deployment of U.S, Forces 
in many parts of the world, such interim requirements currently con- 
stitute a major segment of our construction program, It is to be 
hoped that with a lessening of world tensions, such commitments may 
be reduced and that our construction efforts can thereby be concen- 
trated on providing those permanent requirements necessary for the 
housing, training and administration of our permanent strengths at 
permanent locations. 


One of the prime factors in making the Army attractive as a 
career is adequate family quarters. The Army has undertaken major 
programs t> alleviate the problem of insufficient numbers and in- 
adequate family quarters both at home and overseas, Priority is 
also being given to improving the appearance and liveability of 
enlisted barracks and bachelor officers quarters. 


‘There are presently 2726 armories and 1859 Army Reserve Train- 
ing Centers available to our Reserve Components which include those 
programmed through FY 1957 but not completea. Of these, 953 armories 
and approximately 1500 United States Reserve Centers in loaned or 
donated facilities are inadequate. The replacement of these inade- 
quate facilities, plus additional training facilities required, will 
be accomplished either by new construction or by obtaining other 
facilities through new leases or donations, 


In summary it can be said that the Army's construction program 
is based on the achievement of a single objective. Simply, this can 
best be expressed as construction of adequate operational support 
and training facilities for the Army's missions throughout the world, 
and this, at a minimal cost consistent with the requirements and 
securing the greatest walue for each dollar expended. 
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PINANCIAL MANAGEMENT 


The Army has made much progress in its financial affaires in today's 
environment of rising costs and shirnking resources, The costs of main- 


taining a modern Army have risen tremendously, These costs are reflected 
not only in the new and expensive items of equipment but in manpower as 
well, The cost of recruiting, training and maintaining today's soldier- 
technician is greater than anytime before in our history. 


The Army is well aware of the need to offset increasing costs with 
improved management to obtain maximum benefits from every dollar we 
spend, Our awareness of this challenge is reflected in our changing 
organization, improved programming, extended financial management and 
money-saving improvements in the Army's managerial systems and operations, 


Through a series of studies and tests during 1955, the Army found a 
need for pulling to-ether into a smooth-running and efficient system the 
basic elements of programming and financial management, This need has 
been met by the establishment of the Army Command Management System(ACMS), 


Title IV of the National Security Act of 1949, 8lst Congress required 
that fiscal management in the Nilitary Establishment be reorranized to 
promote greater economy apd efficiency. Subsecuently, the &lst Congress 
enacted the Budget and Accounting Act of 1950, setting forth certain re- 
quirements in the fields of budgeting and accounting for the Government 
as a whole, Certain other agencies and committees such as the General 
Accounting Office, Secretary of Defense and the Cooper Committee (anpoint- 
ed by Secretary of Defense Charles BE. Wilson) published reports of 
policies and procedures for financial management. 


These documents all provided basic objectives and eround rules and 
the Army has developed its plans for financial management in harmony 
with these principles, The Army published ite plans in Aucust 1953 in 
Amy Regulation 37-5 which is known as the Army Financial Management 
Plan. 


The Army Command Management System is a logical) product of the 
Army Financial Management Plan in that it pulls together the elements 
of the plan already installed, The principal accomplishments of the 
Army Command Management System are that it is designed to strengthen 
the role of the installation commander and to place the management of 
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non-tactical operations in clean-cut command channels , and that it 
integrates (i.e., brings together) programming, budgeting, accounting, 
performance analysis, and manpower control into one management procedure, 
This integration provides a basis for planning and for forecasting work- 
load and resource requirements, for reporting and evaluating actual 
accomplishments, utilization of resources and financia) status in re- 
lation to plans and forecasts. It produces a coset of performance budget. 
which is not only a financial forecast, but is also an operating plan 
egainset which progress can be measured and workload controlled. 


The Army Command Manarement System has been installed in all 21 
Class I installations and many Class II and FII installations. The 
System is currently being installed in overseas commands and should be 
inatalled World-Wide by the end of Fiscal Year 1958. 


The Depot Command Management System, which is a component of ACMS, 
has been installed in all:Continental United States depots. The first 
overseas application wasscheduled for USARAL in January 1957, with 
other overseas installations to follow as soon as practicable, 


During the coming year the Army will not only complete the instal- 
lation of the Army Cormand Management System, but will aleo place emp~ 
hasis upon operating the system at a minimim cost, Procedures are 
being simplified, stabilized and the concepts of decentralisation are 
being applied. 
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ELECTRONIC DATA PROCESSING 


The Army contimes to improve its vast paperwork operations 
through recent developments in the application of Automatic Data 
Processing Systeme (ADPS), 


Effective performance of Army's missions requires a shortening 
of the time lag between events and command decisions concerning 
those events. The recent rapid and extensive development of elec- 
tronic digital computers provides opportunities not heretofore 
possible for further improving businesn-type operations through- 
out the Army. 


The Army's objectivee are to attain all or a major portion of 
the following advantages in applying Automatic Data. Processing to 
ite operations: 


Data that are superior in usefulness, accuracy, and timeliness 
to comparable data secured by other means, 


Data that are not otherwise obtainable, 
Integration of operational procedures and systems, 


Potential for expansion to meet operational and mobilization 
needs without a proportional increase in personnel and financial 
outlay, and 


Economies in dollars, manhours, and processing time, 


At the present time the Army is using electronic digital computers 
for supply control at the Ordnance Tank and Automotive Command, 
Detroit; the U. S, Army Signal Supply Agency, Philadelphia; Quarter- 
master Data Processing Center, Richmond; and the Military Clothing 
Textile Supply Agency, Philadelphia, Early installation of equip- 
ment has been authorized for the Zngineer Maintenance Center, Columbus, 
the U.S, Army Finance Center, Indianapolis, and Decatur Signal Depot, 
Decatur. ADPS has been installed on a temporary test basis at Louis- 
ville Medical Depot, Louisville, 


Equipment in conjunction with Project MASS is due for delivery in 
August 1957. Installation will be made on a one-year test basis (See 
Information Data Sheet #49). 
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To achieve optimum efficiency of utilization of the Army's man- 
power resources requires that the right person be in the right job 
at the right time. To provide replacements for lost skills and to 
acquire the new skills needed in a modern Army requires a program 
for the continuing developrent of the individual by means of train- 
ing and progressively responsible assignments, For these purposes 
a vast amount of data must be maintained on individuals and organisa- 
tions. To be of greatest value to the Army, this information must 
be readily available to top management on an accurate and timely basis. 


The Electronic Digital Computer, with associated equipment and 
communications facilities, provides the means for such information on 
a more timely and accurate basis and in greater detail than hereto- 
fore possible. The computer's capability permite it to select pre- 
determined types of information, Only the information concerning 
situations requiring attention need be selected and reported thereby 
relieving management of the necessity of analyzing large amounts of 
information in order to determine those areas, 


The initial step has been taken to utilize this newest of manage- 
ment tools for processing personnel data,: A large scale electronic 
digits] computer, which is operating under the jurisdiction of The 
Adjutant General, was installed in the Pentagon in March 1957, One 
of its initial applications is the maintenance of a master record on 
all officers of the Active Army, The operation permits consolidation 
of the information now contained in several records, Other applications 
include the processing of summary type information received from the 
field and the preparation of over 100 recurring reports concerning per- 
sonnel and organizations, Ase experience is gained, the scope of opera- 
tions of this equipment will be broadened, 


Over a dozen studies are now under way to determine whether com- 
puters can be profitably used in other activities, including posts, 
camps and stations, Because of the high cost of thie equipment, the 
Army has established procedures to insure the greatest benefits 
possible from the use of computers, 
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PERSCNNEL STANDARDS AND MANPOWER QUALITY 


Today's requirement by the Army for greater flexibility in organ- 
ization, equipment, and operations demands even greater adaptability 
by Army members, New and more imaginative tactical concepts cannot 
be executed without imaginative leaders from squad level to the top 
of the chain of command. Increasingly complex weaponry is worthless 
without technically competent personnel to operate and maintain it. 
What your Army is doing to meet this challenge is important to your 
future and the security of your nation. 


OFFICERS AND WARRANT OFFICERS 


Following are several actions, the object of which is quality, 
that primarily effect officers and warrant officers. 


In line with the concept of increased pay for greater productivity 
two actions have been taken. 


The first of these is the temporary promotion of outstanding of- 
ficers "out of line." By "out of line" we mean the opportunity for 
officers who are junior in date of rank to be selected for temporary 
promotion ahead of the time when they would normally be considered, 
based upon seniority alone, This system has been employed since 
June 1956. Although only a relatively few can be selected -- the 
truly outstanding officers -- the fact that this possibility existe 
serves as a powerful incentive toward exceptional performanc e, 


For promotion in general, selection rates in all officer and 
warrant officer promotion areas are being gradually tightened so that 
@ more competitive aspect will be given in this field, 


The “best qualified" method of promotion selection will be used 
for selecting all lieutenant colonels, both temporary and permanent, 
except Medical and Dental Corps, beginning in 1958. Heretofore, the 
less competitive "fully qualified" method has been used for this grade; 
"best qualified" method of selection for colonel and above has been in 
effect for some time. 


A "Selection Out" Program for substandard officers has been in 
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continuous operation, A new and tighter elimination regulation was 
published 2 January 1957, and its provisions are teing implemented, 


ENLISTED PERSONNEL 
Army actions emphasizing quality are as follows: 


Regular Army enlistment and reenlistment standards were revised 
upward for prior service personnel as of 20 April 1957. The revised 
standards place increased emphasis on aptitudes useful to the Amy 
and stress higher moral and physical qualities for career soldiers, 


MOS proficiency teste, which are aimed primarily at assuring 
that @ach soldier job is manned by a qualified individual, are in the 
development stage. These tests will also be employed to provide a 
means of determining promotions based on merit, Advance information 
to the field has been dispatched, Target date for partial implemen- 
tation is early 1958. 


In the area of retention of quality three stens have been teken: 


A concept providing for name assignment of key leadership and 
technician personnel, currently being studied, holds promise of 
higher morale and more effective utilization of key enlisted personnel 


by getting the right man on the right job as quickly and efficiently 
as possible, 


An NCO vitaliszation program was instituted February 1956. The 
primary object of this program is improving the promotion prospects 
of younger career soldiers and ensuring a more vigorous NCO Corps 
through forced retirement of over-aged NCO's, 


Benefits and improvements derived from these actions are in some 
areas more tangible than in others, but several conclusions are evident: 
Better quality personnel will assure more effective leaders and tech- 
nicians; Incentives and opportunities for the best qualified are pro- 
vided by proficiency tests; Improved utilisation and higher morale 
results from better assignment; Elimination of the non-producers min- 
imizes unwarranted training expenditures, 


Collectively the measures discussed will ultimately serve to 
increase the retention of the high caliber of individuals required by 
the modern Army, 
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INFORMATION DATA SHEET NO, 71 





to 
THE ARMY INFORMATION PROGRAM 
(Reference DA Circular 1l-1, dtd 15 Now 56) 


CAREER INCENTIVES 


While career incentives provided by the Congress are extensively used 
as motivating elements in promoting prior service enlistments and reenlist- 
ments, they are not generally used as incentives in non-prior service pub- 
licity, The major exception to this is the Career Incentive Act of 1955, 
which is often used in enlistment publicity in the form of pay scales or 
general comments on military pay. The other incentives have little appli- 
eability to non-prior service recruiting. 


The Career Incentive Act of 1955 increased the rates of basic pay for 
servicemen. Likewise, it provided increases in pay for hazardous duty, It 
was designed for, and had the effect of, inducing more skilled leaders to 
enlist and re-enlist in the Army. A review of re-enlistment statistics 
disclosed that especially during the first six months there was a sharp 
upward trend in RA re-enlistments. With living costs continuing to rise, 
further consideration necessarily is being given pay as the most important 
single item in the entire complex of persuasions for military service as a 
career, especially for the kind and quality of enlisted personnel needed to 
man today's Army. 


The changes in weapons and concepts for waging land warfare that have 
occurred since World War II have had an enormous impact on the qualifications 
and capabilities of personnel that we require. 


Clearly, with increased dispersion of fast-mwing, semi-independent units, 
a higher order of leadership and skill will be required for success in future 
ground combat than in the past. Moreover, these battlefield operations will 
require the continuous and unfailing use of complex equipment and, as a result 
an increased requirement for skilled technicians is generated. In sum, these 
changes in weapons and concepts for waging warfare have magnified the basic 
problem of personrel management in the Army-the retention of talented person- 
nel who have the skill, training, and experience necessary for the successful 
execution of their responsibilities. 


All current benefits (list attached) are essential in that they are re- 
sponsive to the imposed conditions of military service. 


Recent home loan, survivor benefits, and dependent medical care legisla- 
tion is expected to contribute substantielly to the morale and welfare of 
military personnel. 
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The inadequacy, and in many areas the lack, of family housing facili- 
ties for personnel entitled to public quarters, is the matter of most 
critical concern, Existing conditions enforce the separation of service 
families, While on-post housing classifies superficially as a benefit, it 
could not in any sense be regarded as a "fringe benefit," The Department 
of the Army will continue to seek enabling funds for a more adequate plan- 
ned construction program, Expedients in this area are not solutions, 


What has been the effect of the Career Incentives provided by the 
84th Congress? 


The career incentives provided by the 84th Congress have been in ef- 
fect for too short a period to permit a meaningful evaluation of their 
beneficial effect, However, the overall reenlistment rate among Regular 
Army personnel, the "Hard Core" of the service has not improved, We are 
continuing to lose too high a percentage of our skilled technicians and 
critical specialists through a return to civilian pursuits. In full 
realization of this fact the Cordiner Committee has developed legislative 
proposals for the consideration of Congress which if favorably acted upon 
should substantially reduce this loss. 


n'gs and ve survi f - This far reaching legis- 
lativn culminates a long and searching study by a select committee of the 
House of Representatives. It is of tremendous importance to all active duty 
personnel and to the survivors of deceased servicemen, 


nde cal Care ~ While desirable out-patient care is not auth- 
orized in civilian hospitals except in connection with operations or ac- 
cident treatment, this legislation is one of our most important military 
career incentive measures, 


Career Incentive Act of 1955 - An isolation of the beneficial effects 
of this legislation from the effects of other career incentives cannot be 
meaningfully accomplished, Notwithstanding the current pay scales it is 
evident that the insufficiency of military pay to meet the increased cost 
of living and comparable treatment in civilian industry will continue to be 
an important factor in career considerations, 


Readjustment Pay for Members of Reserve Components - The establishment 
of statutory authority to provide readjustment payments to Reserve personnel 
who are involuntarily separated from the service has contributed to improved 
morale and a greater feeling of security among such personnel, 


Regular Army Augmentation - Implementation of the augmentation program 
is under way but it is too early to evaluate the benefits of the progran. 
It is anticipated, however, that the following benefits will ultimately 
develop: 


1, Establish necessary "hard core" of Regular officers to improve 
military readiness, 
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2. Improve stability in officer corps by reducing turnover. 
3. Improve morale by increasing career security. 


4. Provide inducements for younger officers to compete for 
regular status, 


5. Broadens base for selection of future leaders. 
6, Resolve the "hump" problen. 


What is required to attract higher calibre men to join and remain with 
the Army? 


Increased pay, better housing facilities for dependents, opportunity 
for promotion to the higher grades, and additional opportunity for educa~- 
tion are the chief inducements needed to attract and retain the higher 
calibre men in the service, The Cordiner Committee is conducting a study 
relative to this matter and it is expected that solutions for the problem 
will be proposed, 


In regard to proposed basic pay changes, the Army endorses the Com- 
mittee's revised pay structure and was instrumental in its development, 
By changing to a pay system based upon years of service in grade within 
grade increments, officers and enlisted personnel will be paid for rank 
and responsibility rather than for total years of service, It is believ- 
ed that this change, coupled with substantial pay increases in the of- 
ficer and enlisted senior grades, will provide the long range career 
motivation necessary to retain highly qyalified individuals, The inclu- 
sion, moreover, of two additional pay grades for officers and enlisted 
men will provide greater financial incentive for personnel with out- 
standing qualities, especially in leadership. The 1 and 2 pay grade 
advances for highly qualified personnel in critical skills also will re- 
duce materially the present yearly loss of these valuable people. 


The Army agrees with the Committee's proposal for incentive pay for 
duty at remote and isolated stations. The Department of Army recommended, 
however, that the maximum shoujd be 25%. The Army further recommended 
that present foreign and sea duty pay and incentive pay should not be 
paid concurrently for duty performed in the same areas. 


The Committee's proposed increase of 10% in quarters allowance is 
certainly a further incentive for retaining personnel, Modification of 
flight pay, moreover, to conform with the proposed basic pay concept of 
years in grade is consistent and sound. 


All of these recommendations, if adopted, will provide worthwhile 
financial incentives for long range career attractiveness, and thereby 
materially assist the Army and the other services in retaining highly 
qualified personnel, 
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The NCO Specialist Program was designed to improve the prestige and 
quality of the NCO Corps by limiting WTO status to soldiers of the top 
four pay grades only who are qualified to hold leadership positions, The 
implementation of this program has resulted in a 60% reduction in the over- 
all number of NCO's by converting to specialists at no loss in pay, former 
NCO's whose technical skills and duties do not require leadership. A 
review of this program completed in March 1956 indicates that it has ac- 
complished some major benefits in restoring the essential and traditional 
role of the NCO as the "backbone" of the Army, As an additional step in 
this direction a resume of comments and recommendations of major command- 
ers on the maximum utilization and effectiveness of the MOCO Corps has 
been given Army wide disseminaticn, Beneficial effects of this action 
cannot be evaluated at this time; however, variations in privileges and 
prestige that the NCO is accorded within and between one installation and 
another will be lessened, 


EDUCATION/L PROGRAMS 


As firepower and mobility of weapons increase, and as organizational 
changes respond to new concepts involving atomic devices, the individual 
serviceman gains, rather than loses, prestige and importance. Similarly 
his training demands higher prerequisites and, as necessary, coincident 
further education as a basis for still more advanced skills and profes- 
sional training. In the Pentomic Army» the individual career soldier 
must have a higher performance potential than ever before, His training 
cannot be limited to a specific skill at a particular level or to mere 
survival essentials. It must provide for mental growth and the achieve- 
ment of stature and flexibility beyond immediate demands. 


The Army's 40 formal service schools train personnel in the 385 
military occupational specialties of combat and military crafts, elec- 
tronics, electrical, precision,and motor maintenance; clerical, graphics, 
general technical, and special assignment. Nine of ten of these special- 
ties have exact civilian counterparts, 


The program of General Educational Development is predicated on two 
basic considerations: (1) Some men have to have more preparatory educa- 
tion because they need it for further training; (2) Many want more ed- 
ucation on their own time for career purposes and personal satisfaction, 
The Army, therefore, provides its personnel the facilities, incentives, 
and professional guidance for resuming and continuing their general 
education without cost in Army Education centers, a one-time $2 fee is 
the United States Armed Forces Institute, and with substantial tuition 
assistance in adjacent schools and colleges, 


Commanders who interest themselves in the general educational develop- 
ment of their personnel contribute importantly to vital Department of the 
Army objectives, 
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BENEFITS THE SERVICES HAVE NOW 


Housing (only partially adequate) 


Commissary 
Post Exchange 
Medical Care 


(1) For self 
(2) For dependents (does not include dental care in the 


ZI except emergencies) 
Retirement pay including disability retirement 
Recreational facilities 
(1) Motion pictures 
(2) Sports 
(3) Idbraries 
(4) Service Clubs 
Survivor's Benefits (now) 
(1) 6 month death gratuity (6 mos base pay not less than $800 
or more than $3000) 
(2) Burial including plot 
(3) Monthly income for survivors 


Transportation of dependents: transportation and storage of 
household goods, 


Reduced rate of commercial transportation 
Dislocation allowance 

Off-duty education program 

Absentee (soldier) voting 

Liberal leaves and passes 

Education of dependents overseas 

Soldier deposits (4% interest) 


Soldiers and Sailors Relief Act (prevent dual taxation) 


Preferential FHA loans for Military (lower interest, lower down 
payment ) 
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INFORMATION DATA SHEET NO, 72 


to 


THE ARMY INFORMATION PROGRAM 
(Reference DA Circular 11-1, dtd 15 Nov 56) 


ARMY SCIENTIFIC AND PROFESSIONAL PFRSONNEL PROGRAMS 


bulisted Personnel 


The Army has utilized the services of soldier scientists since World 
War Il and today approximately 4,000 scientific and professional enlisted 
men are working in some of its key jobs. Among this group are engineers, 
mathematicians, statisticians, accountants, chemists, physicists, meteor- 
ologists, astronomers, metallurgists, biologists, bacteriologists, and 
psychologists, 


To fill its continuing need for these highly qualified men, the Army 
has a sirple procedure, When an individual with specific qualifications 
comes through the reception station he is earmarked by name for the 
Seientific and Professional Personnel Program, After basic combat train- 
ing soldiers slated for S&P slots are given a pencil, slide rule, or test 
tube instead of the traditional M~-l rifle and Utilized in their chosen 
professions. 


Since it has become increasingly difficult for the Army to compete 
with private industry in recruiting qualified civilians for this technical 
work, the S&P program has provided an effective means of supplementing the 
Army's technical manpower requirement. As an adjunct to the Army's overall 
classification and assignment procedures, the program insures that these 
experts are identified upon entry into the service and utilized in jobs com- 
mensurate with their qualifications. If the automatic identification misses 
a qualified soldier during initial processing, he can request reclassifica- 
tion and perhaps get a subsequent assignment in an S&P slot, 


Scientific and Professional personnel are assigned throughout the 
country to some of the Army's most highly classified posts including the 
Army Chemical Center, Md,, Army Biological Warfare Center, Camp Detrick, Md., 
Redstone Arsenal, Huntsville, Ala., and White Sands Proving Ground, N.M. 


These men, in many instances, need little or no orientation before 
taking over a highly technical job. For example, after donning khaki and 
finishing basic combat training not long ago, a radiological chemist was 
given duties in radiation sterilization of foods. His work saved the Army 
approximately $11,500 in contract costs. 
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This Army program has made more valuable soldiers and scientists of 
these men by giving them a chance to utilize their technical] training in 
the interest of national security while serving their country. 


Officer Fersonnel 


The Army has no basic need for officers who are pure scientists except 
for a limited number in the Army Medical Service. It recognizes the in- 
portance and the need for the civilian scientist and considers the officers 
greatest contribution to be his capacity to evaluate scientific require- 
ments and effects in terms of the Army mission, working as a part of a 
military-civilian team. 


This necessitates scientific training, frequently to the master's de- 
gree level and occasionally to the doctorate level. This is afforded 
through an extensive civil schooling program; and those officers whose 
talents, backgrounds and inclinations motivate them toward career special- 
ization in this work may now enter the Army's Research and Development 
Program, which offers repetitive assignments of increasing responsibility 
in this area, interspersed with minimm branch type assignments. 


mting this continuing program the Armed Forces Regular Officer 
Augmentation Act of 1956 provides for the procurement of 200 Army Officers 
outstanding specialists with scientific training in initial fields. These 
officers are expected to participate in the Research and Development Pro- 
gram. 


The Army has special technicai procurement programs which offer Re- 
gular Army commissions to individuals from civil life who possess needed 
skills at the professional level, There are various subsidized medical 
procurement and in-service training programs for Doctors, Dentists, 
Nurses, Therapists and Dieticians designed to procure and to retain these 
individuals as officers of the Army Medical Service. In the cases of 
Medical and Dental officers these incentives are supplemented by special 
pay provisions. 


Requirements for Engineer graduates are met principally by USMA and 
ROTC input, in addition to training of officers at graduate level at 
civilian institutions through the civil schooling program. 


There is no special procurement program for lawyers which is subsid- 
ized. law graduates are offered Reserve Commissions and may apply for 
Regular Army appointment. Provision exists for the training of officers 
of other branches in law with appointment to the Judge Advocate General's 
Corps, but this action is presently prohibited by a restriction in the 
Appropriations Act, 
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INFORMATION DATA SHEET NO, 73 


to 
THE ARMY INFORMATION PROCRAM 
(Reference DA Circular 11-1, dta 15 Nov 56) 


ARMY EMERGENCY RELIEF (AER) 


AER operates under policies and procedures contained in AR 910-10, 
AER is organized to be an effective instrument of morale and welfare by 
providing a commander with sufficient funds which are immediately avail- 
able for rendering financial assistance to members of his command or 
their dependents in times of need and distress, The policies have been 
made intentionally very broad so as to not hamper or restrict a com- 
mander in assisting any type of case of a soldier or his dependents. 
Assistance is rendered under many varying types of emergencies, circum- 
stances, conditions or situations, usually arising as a result of exist- 
ances, conditions situations, usually arising as a result of exigencies 
of military service, - but always in response to some genuine need. 


In 1956 a total of $4,376,464 was spent for assistance in 37,489 
individual cases of Army personnel or their dependents, Generally 
speaking, the great majority of cases were assisted because of priva- 
tion, medical ané hospital expenses; non-receipt of pay, allotment or 
allowances; rent; loss of personal funds and funerals, 


Assistance is rendered either as a loan without interest or as an 
outright grant. In most cases a soldier is able to repay in small 
monthly installments and requests a loan rather than a grant, If later, 
repayment of a loan is considered an undue hardship, then the remaining 
balance is declared uncollectible. On the other hand a grant rather 
than a loan is made initially if it is evident that repayment would 
cause undue hardship. Invariably assistance to dependents of deceased 
Army personnel is extended as a grant. 


AER operates mainly through its approximately 200 Sectiuns estabd- 
lished at all larger Army posts or installations both in Continental US 
and overseas, All AER Sections are kept supplied at all times with suf- 
ficient funds to meet their local requirements, Therefore AER assist- 
ance is immediately available to nearly every member of the Army or his 
dependents, If not on duty at an Army installation-and living in a 
civilian community, applications for assistance is made to either the 
local Red Cross Chapter or nearest Army installation, 


AER has three principal sources of income, namely, (1) repayment 
on loans, (2) interest from investments and (35 receipts from an annual 
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fund campaign, An annual fund campaign is conducted jointly with Army 
Relief Society within the Army for the dual purpose of keeping Army 
personnel informed of the assistance they or their dependents may re- 
ceive from AER or from the Army Relief Society, and to raise suffictent 
funds to allow both organizations to operate without incurring an annual 
deficit, Thus the campaign each year serves to familiarize all Army 
personnel with the work of AER and affords every member of the Army an 
opportunity to make a small voluntary contribution of a dollar or less, 
Through this campaign the Army helps to preserve an old and cherished 
tradition that "the Army takes care of its own" and is a way for every- 
one in the big Army family to help one another in time of need. 


The Army Relief Society is an entirely separate organization and 
was organized in 1900 when there was only a small Regular Army, Under 
its charter it is limited to assistirig only widows and orphans of 
Regular Army personnel. AER on the other hand, assists all Army per- 
sonnel on active duty and their dependents, regardless of component, 
to include meeting the immediate needs of dependents of Army personnel 
dying while on active duty and of assisting retired Regular Army per- 
sonnel in need of assistance should apply to Army Relief Society, at 
30 West 44th Street, New York 36, N. Y. 
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INFORMATION DATA SHEET NO. 74 


to 


THE ARMY INFORMATION PROGRAM 
(Reference DA Circular ll-l, dtd 15 Now 56) 


PSYCHOLOGICAL ADJUSTMENT 


Scientific personnel management means getting the right man for the 
job. A military organization needs this as much as does an industrial 
organization and perhaps even mre. The Bible mentions military personnel 
problems and how "management" solved them. Joshua picked his soldiers by 
observing whether they kept an eye out for the enemy while drinking water’ 
from a pool. The Maccabees required would-be soldiers to cut off their left 
thumbs to indicate their courage and selflessness and right to bear arms, 


The tests of Biblical times were applied to a limited aspect of person- 
nel management only--that of selection. Scientific personnel management also 
means effective utilization of manpower. Many must share the responsibility 
of military service and not all are used in the same military capacity. 
During World War II there was such great demand for individuals with high 
AGCT scores that the training areas were actually competing with each other 
for the limited supply that was available. In the absence of any other 
standards, the higher the AGCT score the better a man was thought to be for 
any assignment. 


To be maximally effective, the Army mst exercise the greatest parsimony 
possible in using the abilites, skills, qualifications and special aptitudes 
of its men. Sveryone knows you don't essign a mechanic to design the guidance 
system of a new missile; but neither do you send a master mechanic to replace 
a spark plug. The Adjutant General, charged with the responsibility for 
improving personnel management, has used scientific techniques to bring about 
more equitable assignment by introducing a system of 10 classification tests 
to replace the AGCT. The number of men who now score above average is greater, 
since a man has many more chances to demonstrate special aptitude under this 
system than under the old system. Also, scores are mich more meaningful than 
before, since each of the 10 tests is geared to a specified portion of the 
Army's occupational areas. 


The beginnings of scientific personnel management in the Army can be traced 
to World War I, The latter-day growth of TAG's personnel research activity, 
however, started in 1940 with the assembling of a small group of military and 
civilian psychologists, including some of the best in the business, Their task 
was to apply the best techniques of personnel selection and evaluation known at 
that time to the Army's personnel problems. Today TAG's research activity is 
extensive. With 73 professional psychologists authorized in its Personal 
Research Branch, research is possible in any of the Army's personnel affairs 
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where the best bets tor training have to be identified or where officers and 
men have to be evaluated in their assignments. A very readable description of 
the methods used and devices developed by the Personnel Research Branch is given 
in TM 12-260, Army Personnel Tests and Measurements, April 1953. 


In addition to the classification tests, which were introduced in 1949, many 
other personnel devices of TAG have been or are being put to effective use, especi- 
ally in those situations where personnel of special aptitude and proficiency mst 
be identified from among the many available. For example, the Army has an execut- 
ive problem similar to that of industry and business -— how to pick its officers. 
The Army is constantly on the lookout for methods of identifying potential offi- 
cers -- those who have the capacity for leadership and the desire to remain in 
the Army. Officers, officer canadidates and officer cadets are now being picked 
by means of proved devices and other means are continually being developed. Much 
similar effort has gone into research to evaluate the potential of translators 
and interpreters in dozens of foreign languages, to select Army helicopter pilot 
trainees, men to operate and maintain guides missiles, men for Special Forces, 
men for the new type Pentomic units, men to use electronic equipment. Par- 
ticularly promising have been the products of years of research to identify po- 
tential combat fighters -- not by resort to self-mtilation tests of the Macca- 
bees, but by assessing personal factors and special abilities which successful 
fighters in Korea were found to possess. 


Other personnel assessment techniques include tests to assess those low in 
verbal ability but who may have other important abilities of value to the Army; 
tests to identify those who deliberately try to crveil their mental abilities 
to avoid service; tests making use of actual field tactical situations for assess- 
ment of military proficiency and leadership. 


The record shows that TAG's scientific personnel management during the past 
decade has paid off in terms of maximum performance for minimum training invest- 
ment. 
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TION 


to 
THE ARMY INFORMATION PROGRAM 
(Reference DA Circular ll-1, dtd 15 Nov 56) 


ARMY AS WORTHWHILE CAREER 


From the moment a man contracts for an insurance policy and pays his 
first premium, he has an estate, If that policy is adequate, he has per- 
haps in substantial part secured the future for his family, - Only with 
luck (good health and investment) or a lifetime of self-denial saving 
would he ever eventually be worth that much money, With a small premium 
he has bought something tangible for his family and, though intangible,. 
something important to himself- peace of mind. 


In some ways, but better still, joining the Regular Army is like 
buying insurance, From the moment an inatelligent man goes RA, he begins 
to enjoy day-to-day beyond salary some of the tangibles, as well as in- 
tangiblesa of Army life: professional identity and comradeship; the re- 
source of proud tradition and inspiring achievement; counseling for 
personal affairs; skills training and opportunities.for further general 
(standard school and college) education to enhance his promotion and 
performance potentials; interesting assignments at various stations, in- 
cluding travel abroad; 30 days of vacation annually with pay; medical and 
dental care in service or, as expedient, civilian facilities; opportunity 
that assures retirement and Social Security coverage; and, if desired, 
assistance toward home ownership. 


let's face it. Not every man (Or, more important perhaps, his wife) can 
or would want to go RA even though National Defense is important business. 
Personnel environmental factors, always important in Army service, become 
critical as competition for manpower increases. No organisation in 
civilian enterprise is more zealous, persistent, or competent in the mat- 
ter of morale and welfare of its personnel than the United States Army, 
It is said, with more hard-bitten truth than sentiment, that "the Army 
takes care of its own," In the solution of immediate problems as well as 
in long-range planning, consideration always is given to convenience as 
a need-related factor. 


Where else other than in one of the Armed Forces can a man retire before 
he is forty years old? He would have to save $100,000 ($5000 per year for 
20 years) to earn the same annual income he receives as Army retired pay. 
In addition, a retired Army man continues to enjoy Army privileges for the 
rest of his life-—-money savings in such facilities as exchanges, commissaries, 
service stations, legal offices, hospitals, etc. 
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The Army man retires as a trained man, In most instances his service- 
acquired specialty has an exact civilian counterpart. Taking another job 
does not affect his Army retired pay. His career in the Army has provided 
skills training and, if he has wanted it, more civilian school education 
after normal duty hours in and through the facilities of installation Army 
education centers. He can work toward completion of his high school and 
college education wherever his duty station may be on a worldwide basis, 


See Recruiting Journal, Jul 56, for resume of the salient features of 
dependents medicare. 


See Recruiting Journal, Sep 56, for excellent lay coverage of the 
Servicemen's and Veterans' Survivor Benefits Act. Note particularly 
"Social Security" on p, 6. In determing initially their "average monthly 
wage", military personnel can utilise the gratuitous wage credits of $160 
per month which have been granted for each month of military service since 
September 15, 1940 through December 1956, Therefore, all military person- 
nel with over 18 months of service have social security "credits" from the 
very beginning that may be revised upward as service time brings promo- 
tions and higher pay, 


New scale of reenlistment bonuses has increased the Army's attractive- 
ness as a career, Reenlistment officers and NCO's should become throughly 
acquainted with the provisions of Public law 506, Its effectiveness as a 
tool in increasing reenlistment of qualified trained members depends to a 
large degree upon how well it is understood and explained to prospects. 
Army Times articles of 17 Mar 56, "Reenlistment Bonus means aBigger Nest 
Egg", and 20 Oct 56, "Army Benefits are King Sise," could be cited for 
reference and appropriate use, 


Discussion on Utilization of Career Incentives 
in Recruiting Effort 


Career Incentive Act of 1955.--This Act, effective 1 Apr 55, provided 
increases in rates of basic pay and hazardous duty pay. AR 35-1210, AR 
35-1250, AR 35-1260 and AR 35-1310 implement the Act. Publicity support 
was given through advertising in Army Times, American Legion and VFW maga~ 
sines, 9 folders, booklets and pamphlets, 2 posters, and 1 film, Statistics 
show a sharp uptrend in reenlistments for April and May 55 with a general 
decline beginning in June 55, At the time of enactment, pay raises undoubt- 
edly stimulate reenlistments., However, it is apparent that such benefits do 
not sustain a program indefinitely and tend to wane rapidly, 


ap SE --This Act effective 16 July 
54 provided payment of a reenlistment bonus on the basis of the number of 
years for which reenlisted and the grade in which last discharged. A 
proportionately greater amount is provided for a first reenlistment than 
for subsequent ones, AR 35-1525 implements the Act. Publicity support 
was given through 28 ads in Army Times, 7 booklets, 1 blotter, & posters, 

1 film, and 3 articles in The Recruiting Journal, From the decided in- 
crease in RA reenlistmente beginning in July 54, it can be assumed that a 
larger bonus payment was a major factor contributing to this uptrend, 
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PL 20, 84th Congress ~ Dislocation Allowance.-~- This Act, effective 
1 April 55, partially compensates a member for expenses incurred in re-~ 
locating dependents upon u PCS, An amount equal to the basic allowance 
for quarters is payable to members in pay grade E-7, E-6, E-5, and E-4 
with over 4 years service who have dependents and who are authorised 
transportation of such dependents at Government expense, Except as 
directed by Secretary of the Army, payment is limited to one payment dur- 
ing any one FY, AR 35-3065 implements the Act, Publicity support was 
given in 2 major reenlistment pamphlets. Although reenlistment rates rose 
sharply in April and May 55, it is believed that the major portion of 
this rise must be contributed to the basic pay increase because payments 
of dislocation allowance are primarily limited to older, married members. 


PL_560, 83d Congress - Mortgage Insurance for Service Members, — 
This Act implemented in November 54 provides home buying mortgage insurance 
to members on active duty up to $17,100 at 444 interest and is similar to 
benefits available to ex-servicemen under the GI Bill of Rights, AR 608-38 
implements the Act. Publicity support was given through 2 booklets, 1 film, 
and a comprehensive article in the Recruiting Journal, The unstability of 
assignment and tightness of mortgage money has limited the overall effects 
of this incentive. Likewise, the incentive does not provide much appeal 
of this incentive. Likewise, the incentive does not provide much appeal 
to the young, unmarried first-term soldier, 


Military Housing.--Under Title VIII of the National Housing Act, the 
Federal Housing Commissioner is authorized to insure mortgages of leading 
institutions made to private builders for the construction of rental hous- 
ing on and near military posts, This housing is designed for residential 
use by military and civilian personnel of DOD, including employees of Gov- 
ernment contractors, AR 210-220 prescribes this proram, Military hous- 
ing has not been utilized as an important incentive in publicity because 
the general lack of housing for all grades, particularly lower enlisted 
grades, is a negative point best avoided in publicity programs, A lack 
of adaquate housing does cause a serious morale factor and acts to deter 
reenlistments. 


PL 831, 84th C ess - icemen' Vete ' Surviv 
Act.--This Act, to become effective 1 January 1957, establishes a new system 
of Benefits payable to survivors of military personnel. Major benefits in- 
clude six-month death gratuity; dependency and indemnity compensation; can- 
pensation to widows, children and parents; and coverage under Social Secur- 
ity. $10,000 "Free Indemnity" was eliminated, DA Cir 608-12, 1 August 1956, 
implements the Act. Because of recent enactment, the only publicity material 
thus far disseminated by this office is a comprehensive article in the Sept- 
ember 56 issue of the Recruiting Journal, No statistics are available to 
indicate ite effect on reenlistments, Although each incentive will induce 
certain individuals to reenlist, it is not expected that this incentive 
will cause any sharp increase similar to pay increases, etc. 
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Fh 3024 -S4th Congress — Dependent Medica’ Care. —mis Act, to become 
effective 7 December 56, provides more extensive medical care for members 


and their dependents, A major benefit provides medical care at civilian 
facilities for wives and children of active duty personnel, Changes No, 1 
to AR 40-101 implements the Act. Because of recent enactment, the only 
publicity thus far disseminated is an article in the July 56 issue of the 
Recruiting Journal, No statistics are available to indicate its effect on 
reenlistments, however, it is not expected that it will cause any sharp 
increase, 


Future publicity support will continue to integrate these incentives 
in an appropriate manner. 
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AppENDIXx B-31 


*AR 380-60 
*OPNAVINST 5510.17A 
*AFR 205-43 
ARMY REGULATIONS DEPARTMENTS OF THE ARMY, THD 
No. 380-60 NAVY, AND THE AIR FORCE 
OPNAV Instruction 5510.17A WASHINGTON 25, D, C., 10 October 1955 
Arr Force REGULATION 
No. 205-43 ‘ 


MILITARY SECURITY 


ARMED SERVICES TECHNICAL INFORMATION AGENCY 


Paragraph 
SUE NEE TI tes cecennreretercs napa ingame eraigteasee es wares asa henna eeantaeaccieeaecemnes 1 
pa el RE ee Se oe MN ne ak gO a ig oe ie hl tls | E. 2 
Concept and Suuet@eie. 0 ee ee lw doce 3 
LA RTO ine cis westerns Can et pd tha itsci bed siete bts BERR 4 
Dissemination of classified information by ASTIA_------------------- 5 
Dissemination of unclassified information by ASTIA_.___---_-_----_---.- 6 
Participation by the three military departments_______________---_---_- a 


Recovery of classified information from Department of Defense con- 
CTR CC ON Wii skh wiih 5 ek i hi tid wet ce eda 8 
1. Purpose and scope. These regulations delineate interservice 

participation and prescribe security responsiblities for operating the 

Armed Services Technical Information Agency (hereinafter referred 

to as ASTTA), an agency re-established by the Secretary of the Air 

Force pursuant to a Department of Defense directive, 21 February 

1955. These regulations apply to all elements of the Army, Navy, 

and Air Force concerned. 

2. Policy. a. Classified defense information in the possession of 
ASTIA shall be given a degree of security protection in every respect 
as high as that prescribed by AFR 205-1. Strict accountability rec- 
ords shall be maintained on all classified material received, repro- 
duced, and disseminated by ASTIA. 

6. All persons employed by, or serving with, ASTIA shall be given 
a background investigation in accordance with the provisions of AFR 
205-6, the results of which must be completely satisfactory. 

e. Subject to the approval of the Commander, Air Research and 
Development Command, and consistent with the provisions of these 
regulations, the Commander of ASTIA shall develop and execute 
specfic plans, procedures, and standards concerning the receipt, dis- 
semination, segregation, handling, and storing of classified informa- 
tion within ASTIA and the guarding of buildings or areas to insure 
that such information is properly protected and is not subjected to 
compromise due to unauthorized distribution, presence of visitors, 


*These regulations supersede AR $80-60/OPNAYV Inst 5510.17/AFR 205-48, 16 February 1953. 
TAGO 1886B—Oct. 








812 INVESTIGATION OF NATIONAL DEFENSE 


theft, unauthorized entry, disaster, or civil disturbance. Appropriate 
action as necessary will be taken regarding unclassified information. 

3. Concept and function. a. ASTIA provides a central service 
within the Department of Defense for the efficient interchange of 
scientific and technical information consistent with effective security 
in order to promote progress and eonomy in research and development 
and to prevent unnecessary duplication of such services. 

b. Subject to the provisions of these regulations, ASTTIA shall re- 
ceive, store and disseminate to agencies and contractors of the Depart- 
ment of Defense both classified and unclassified research and develop- 
ment information of a scientific and technical nature. 

ce. Within resources available for the provision of these services and 
subject to the provisions of these regulations, classified and unclassi- 
fied research and development information of a scientific and technical 
nature included in these services may be disseminated to other agencies 
of the Executive Branch of the Government in accordance with appli- 
cable provisions of law, provided that the originating agency of the 
material being released has authorized such action. 

4. Limitations. a. The release to ASTIA of information origi- 
nated by one or more of the military departments or their contractors 
is the responsibility of the originating department or departments. 
Releases of classified information to ASTIA by any person outside 
the originating department or departments are not authorized. 

b. The following information is excluded from the provisions of 
these regulations and will not be released to ASTIA: 

(1) TOP SECRET defense information or material. 

(2) Cryptographic material or information. 

(3) Restricted data as defined in the Atomic Energy Act of 
1946 as amended by the Atomic Energy Act of 1954, 
Registered documents or publications. 

SECRET defense information pertaining to specifically des- 

ignated projects determined by proper authority in a mili- 

tary department to be of an extremely sensitive nature. 

Reports of a strategic or tactical nature. 

Documents that reveal information concerning the existence 

of selected classified military projects or equipment when- 

ever the unauthorized disclosure of this information might 

compromise operational or other war plans. 

(8) Documents which reveal the operational readiness of spe- 
cific end items of classified material or equipment. 


(4 
(5 


~_" ~~ 


_— ~— 
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(9) Administrative reports, regulations, orders, memoranda, and 
standard publications (such as manuals, handbooks, and 
technical orders). 

(10) Information furnished the United States by a foreign gov- 
ernment whenever restrictions imposed by the foreign gov- 
ernment do not permit the dissemination such as is provided 
for by these regulations. 

ce. ASTIA shall not undertake the direct collection of foreign 
scientific or technical information. It may receive such foreign ma- 
terial from United States sources within its prescribed functions 
subject to such limitations as may be imposed by the contributing 
source. 

d. ASTIA shall not disseminate information to foreign govern- 
ments, their nationals, or representatives. 

e. Requests by ASTIA to the military departments for documents 
or information on specific subjects not excluded under the provisions 
of these regulations, not previously furnished to ASTIA, shall be 
limited to specific requests made to ASTIA by users of the service. 

5. Dissemination of classified information by ASTIA. a. Gen- 
eral. Classified information in the custody of ASTIA shall be dis- 
seminated only on a “need to know” basis and in accordance with the 
requirements of these regulations and within the limitations imposed 
by the contributing military activity. 

6. Dissemination to activities of the Department of Defense, 
ASTIA shall disseminate classified information to commanders and 
heads or chiefs of Department of Defense activities upon request 
when no limitations have been imposed on the release of the infor- 
mation. Information on which restrictions have been imposed shall 
be disseminated by ASTIA to such activities only in accordance with 
the restrictions. 

c. Dissemination to Department of Defense contractors. 

(1) Defense information classified Confidential may be released 
by ASTIA to appropriately cleared Department of Defense 
contractors within the continental United States when there 
is no restriction or limitation placed on such releases and 
the military department concerned with the contract ap- 
proves the release in accordance with established procedures. 
Copies of documents transmitting the information shall be 
forwarded to the appropriate field activity of the military 
department concerned. 


23511 O DS ~52 
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(2) Defense information classified Secret may be released to 
appropriately cleared Department of Defense contractors 
within the continental United States only in the manner 
authorized by the military department concerned. All 
Secret information released, however, shall be transmitted 
via the appropriate field activity of the military department 
concerned. 

All classified material furnished in accordance with (1) and 
(2) above shall contain, in addition to the Espionage Stamp, 
an appropriate notation indicating that the material is the 
property of the United States Government and is furnished 
on a loan basis and shall be returned to ASTIA when no 
longer required, or upon recall by ASTIA. (See par. 8.) 

d. Dissemination to other agencies of the Executive Branch of 
Government. Upon receipt of a request for classified defense infor- 
mation from agencies of the Executive Branch of Government other 
than activities of the Department of Defense, ASTIA shall forward 
the request to the originating agency of the material requested. Dis- 
semination by ASTIA shall be made in accordance with instructions 
from the activity concerned. 

6. Dissemination of unclassified Sefttinpeation by ASTIA. a. 
ASTIA may disseminate unclassified technical and scientific informa- 
tion to Department of Defense contractors within the continental 
United States without reference to the originator for use in connection 
with United States military projects or contracts and other Depart- 
ment of Defense work, provided the information is pertinent to the 
work being performed and no restriction on dissemination has been 
imposed by the originator. 

6. ASTIA may disseminate unclassified technical and scientific in- 
formation to activities of the Department of Defense without reference 
to the originator, upon request from such activities, provided no re- 
striction has been imposed thereon by the originator. 

c. Unclassified technical and scientific information may be dissemi- 
nated to other agencies of the Executive Branch of Government 
without reference to the originator, provided no restriction has been 
imposed thereon by the originator. 

7. Participation by the three military departments. Com- 
manders and heads or chiefs of all Army, Navy, Air Force, and Marine 
Corps activities concerned shall— 

a. Issue instructions to provide ASTIA with scientific and technical 
reports pertaining to research and development as follows: 


(3 


— 
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(1) Subject to the limitations set forth in paragraph 4, at least 


five legible copies of each technical or scientific report or 
similar document prepared individually or jointly by the 
Army, Navy, Air Force, or the Marine Corps, or by a con- 
tractor of one of the military departments shall be for- 
warded as soon as practicable direct to the Armed Services 
Technical Information Agency. 


(2) Classified and unclassified documents prepared by contractors 


shall be forwarded to ASTIA as directed by the contracting 
activity concerned. 


(3) Before forwarding documents to ASTIA, the contributing 


activity shall insure— 


(a) That the document bears a notation identifying the con- 


tributor. 


(6) That any limitation on further dissemination imposed by 


a contractor or other person or agency having proprietary, 
ethical, patent, or similar rights is clearly reflected by an 
appropriate notation. 


(c) That any limitation is clearly reflected by an appropriate 


notation regarding further reproduction or dissemination 
of the information which the military activity concerned 
determines must be imposed in the interest of security, or 
for proprietary rights of the Government, or for the need of 
minimizing the liability of the Government or its em- 
ployees. 


(4) Before transmitting classified matter to ASTIA, the con- 


(5) 


tributing military activity shall in each instance make a 
specific determination as to whether the material (title or 
assigned subject of a document, abstract, and full document, 
each considered separately) warrants protection as classified 
defense information: If it does not warrant such protection, 
the defense classification shall be canceled in accordance with 
applicable departmental regulations. The classification of 
the title or assigned subject of a document shall be indicated. 
If the title or assigned subject is unclassified, this fact shall 
be indicated. Material which cannot be declassified will be 
asisgned, or downgraded to, the least restrictive defense clas- 
sification consistent with proper safeguarding. 

All notices of reclassification actions affecting technical re- 


ports will be reported to ASTIA by the releasing military 
activity. 
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(6) Appropriate activities of the military departments shall 
notify ASTIA promptly when a contract which involves 
research and development information of a scientific and 
technical nature is awarded, terminated, or a change is made 
in the facility security clearance pertinent to such contractor 
which may affect the services rendered by ASTIA. Simi- 
larly, ASTIA shall be notified when the “need to know” 
changes or no longer exists. 

b. Military commanders, heads or chiefs of military activities shall 
request from ASTIA only such classified material for which a clear 
“need to know” exists. (In accordance with the principle of instruc- 
tions promulgated by the Secretary of Defense, a request for classified 
material will not be made by any individual unless he has a clear, offi- 
cial requirement for knowledge or possesion of such material.) 

c. Responsible individuals concerned with contracts shall certify, 
when appropriate, that possession of classified information requested 
by contractors is on a “need to know” basis necessary in performance 
of specific contracts. In each case, the responsible individual will take 
this action in accordance with the regulations applicable to his depart- 
ment or agency. 

d. Activities which monitor Confidential defense information flow- 
ing to their contractors or which act as releasing authority for Secret 
information being transmitted to their contractors (pursuant to par. 
5¢) shall determine whether the contractor has a “need to know” for 
the classified information involved. Whenever it is determined that 
the contractor has no need for the Confidential information in ques- 
tion, ASTIA shall be so notified and requested to initiate the recovery 
of the material. In the case of Secret information, it shall be returned 
to ASTIA. 

8 Recovery of classified information from Department of De- 
fense contractors. Upon receiving information from the contract- 
ing military activity that a contractor no longer has need for classified 
information which has been supplied, ASTIA shall take appropriate 
action to initiate the recovery of classified documents furnished by 
ASTIA. As soon as practicable after the return of the material, 
ASTIA shall so notify the contracting military activity. In the 
event a contractor fails to return such material within a reasonable 
period, ASTTIA shall provide the activity with a consolidated list of 
all unreturned classified information furnished the contractor by 
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ASTIA. The contracting military activity shall take action to insure 
that the material is recovered and returned to ASTTA. 
[AG 380.01 (26 Jul 55) G2] 


By ORDER OF THE SECRETARIES OF THE ARMY, THE Navy, AND THE 
Ai Force: 


MAXWELL D. TAYLOR, 
General, United States Army, 
OFFICIAL: Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General. 


ARLEIGH BURKE, 
OFFICIAL: Chief of Naval Operations. 
G. L. RUSSELL, 
Rear Admiral, United States Navy, 
Deputy Chief of Naval Operations 


(Administration). 
N. F. TWINING, 
OFFICIAL: Chief of Staff, United States Air Force. 
E. E. TORO, 


Colonel, United States Air Force, 
Air Adjutant General, 


DISTRIBUTION : 
Army: 
Active Army: D. 

To be distributed on a need-to-know basis to Department of the Army 
agencies, Continental Army Command, Army headquarters, and head- 
quarters of major oversea commands, 

NG: State AG (8). 
USAR: None. 
Air Force: B. 
For explanation of distribution formula, see AFR 5-4. 








INVESTIGATION OF NATIONAL DEFENSE 


APPENDIX B-32 
C 1, AR 380-60 
OPNAVINST 5510.17A, CH 1 
AFR 205-43A 


MILITARY SECURITY 
ARMED SERVICES TECHNICAL INFORMATION AGENCY 


C 1, AR 380-60 DEPARTMENTS OF THE ARMY, THE 
OPNAV Instruction NAVY, AND THE AIR FORCE 
5610.17A, CH 1 

AFR 205-434 WASHINGTON 25, D. C., § June 1956 


AR 380-60/OPNAVINST 5510.17A/AFR 205-48A, October 1955, 
is changed as follows: 
4, Limitations. 
~ > * * ” * * 
d. ASTIA shall not disseminate information to foreign govern- 
ments, their nationals, or representatives, except as provided in para- 


graph 6d, 
+. * u * * * ° 
6. Dissemination of unclassified information by ASTIA. 
* > os * me * x 


d. (Added) Subject to the instructions listed below, ASTTA will 
distribute lists of titles of unclassified reports in its possession to for- 
eign governments of the North Atlantic Treaty Organization (NATO) 
upon their request. Also, subject to the same instructions, ASTIA 
will furnish such foreign governments with any document included 
on the lists if they request it. 

(1) The lists of reports must not include any document which— 

(a) Was furnished to the United States by a foreign govern- 
ment, 

(%) Contains proprietary information, or 

(c) Contains limitations on dissemination that were imposed 
by the originating department. 

(2) Before a foreign government is given any report, such gov- 
ernment must have declared that the information it will 
receive will be used only to promote the progress of research 
and development in support of NATO defense objectives. 
Responsibility for obtaining such assurances rests with the 
Chief of Staff, USAF. 

(3) The Chief of Staff, USAF (Director of Intelligence), in co- 
ordination with the Assistant Chief of Staff, Intelligence 
(Department of the Army), and the Director of Naval Intel- 
ligence, will notify ASTIA of the person who is authorized to 
request lists of titles or to request individual documents for 
his government. | 


TAGO 7257B—June 
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(4) Reports will not be announced to foreign governments by 
ASTIA until at least 60 days after ASTIA has announced 
them to United States activities. 


Note. During the 60-day period, the military departments will have 
an opportunity to screen the reports. 


[AG 230.01 (30 Apr 56) ACSI] 


By Orpver or tHe SecreTaries or Tur Army, THE Navy, AND 
THE Air Force: 


MAXWELL D. TAYLOR, 
General, United States Army, 
OFFICIAL : Chief of Staff. 
JOHN A. KLEIN, 
Major General, United States Army, 
The Adjutant General. 


ARLEIGH BURKE, 
OFFICIAL: Chief of Naval Operations. 
G. L. RUSSELL, 
Vice Admiral, United States Navy, 
Deputy Chief of Naval Operations, 
(Administration). 


N. F. TWINING, 
OFFICIAL: Chief of Staff, United States Air Force. 
E. E. TORO, 
Colonel, United States Air Force, 
Air Adjutant General. 


DISTRIBUTION ? 

Army: 

Active Army: D. 
To be distributed on a need-to-know basis to Department of the Army 

Agencies, Continental Army Command, Army Headquarters, and Head- 
quarters of Major Oversea Commands, 
NG: State AG (3). 
USAR: None. 

Air Force: B. 
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APPENDIX B-33 


C 2, AR 380-60 


OPNAVINST 5510.17A, CH 2 
AFR 205-43B 


MILITARY SECURITY 


ARMED SERVICES TECHNICAL INFORMATION AGENCY 


C 2, AR 880-60 DEPARTMENTS OF THE ARMY, THE NAVY 
OPNAYV INSTRUCTION AND THE AIR FORCE 

5510.17A, CH 2 WASHINGTON 25, D.C., 25 July 1958 
AFR 205-43B 


AR 380-60/OPNAVINST 5510.17A/AFR 205-43, 10 October 1955, 
is changed as follows: 


7. Participation by the three military departments. Com- 
manders and heads * * * activities concerned shall— 
a. Issue instructions to provide ASTIA with scientific and tech- 
nical reports pertaining to research and development as follows: 
(1) (Superseded) Subject to the limitation set forth in para- 
graph 4, at Jeast 10 legible copies of each technical or scientific 
report or similar document prepared by the Army, Navy, 
Air Force, or the Marine Corps, or by a contractor of one 
of the military departments, shall be forwarded as soon as 
practicable direct to the Armed Services Technical Infor- 
mation Agency. The forwarding of additional copies is 
encouraged when the contributing activity anticipates that 
more than 10 copies will be needed by ASTIA. 
Me % * * * x * 
(8) Before forwarding documents to ASTIA, the contributing 
activity shall insure— 
% * * * * ate * 

(6) (Superseded) That any limitation on further dissemina- 
tion is clearly stated in a notation placed on all documents 
furnished to ASTIA. Whenever practicable, the notation 
must be placed on the front cover of the documents. Such 
limitations include those which may be necessary in the 
interest of security; or to protect corporate rights whether 
patented or not; or to protect the proprietary rights of 
the Government; or to minimize the liability of the Gov- 
ernment or its employees; or for ethical reasons such as 
protection of information as to the relative merits of com- 
mercial products. 

(c) Rescinded. 


* * % * x * + 


TAGO 4383B—July 
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By ORDER OF THE SECRETARIES OF THE ARMY, THE NAVY, AND THE 


Air Force: 


MAXWELL D. TAYLOR, 
General, United States Army, 
OFFICIAL: Chief of Staff. 
HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


ARLEIGH BURKE, 
OrrIcIAL: Chief of Naval Operations. 
G. L. RUSSELL, 
Vice Admiral, United States Navy, 
Deputy Chief of Naval Operations, 
(Administration). 


’ 


THOMAS D. WHITE, 
OFFICIAL: Chief of Staff, United States Air Force. 
J. L. TARR, 
Colonel, United States Air Force, 
Director of Administrative Services. 


DISTRIBUTION : 

Army: 

Active Army: D. 
To be distributed as needed to Headquarters, Department of the 

Army agencies; US Continental Army Command; Headquarters, USA 
Air Defense Command; Hq Rgn, USA Air Defense Command; Army 
Headquarters; and Headquarters of Major Oversea Commands, 
NG: State AG (8). 
USAR: None. 

Air Force: B. 
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ArMy REGULATIONS 


No. 380-5 


Section I. 


II. 


Ill. 
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APPENDIX B-—34 


*AR 380-5 


HEADQUARTERS, 


DEPARTMENT OF THE ARMY 


WasHINGTON 25, D. C., 17 July 1968 
MILITARY SECURITY 
SAFEGUARDING DEFENSE INFORMATION 

GENERAL Paragraph Page 
Objective - - - - --- - iii omarencanldistere ws (eh ae 1 3 
eT eran 6 4~ Sic Bigs Gah am cseweaie sees 2 3 
eueey pemmiremeenes.............- 0. sili ~es Jee! 3 4 
oda wadnic cw an nah beabee sees. 4 4 
Se basses bts 5 4 
Classification categories LSE SMe: tied 6 4 
ee ee ee ee 7 5 
Advance security planning - - - - - - 8 6 
TOP SECRET INFORMATION 
a ee ee ae eed 9 6 
Authority to classify TOP SECRET betiendie ; 10 7 
Reproduction____------ Diaa/s aaa ls 11 7 
TOP SECRET Control Officer _ os Se 12 & 
Accountability ........... ic Lath. Sees 13 8 
Semiannual inventory . - Medes oludesthusns 14 9 
Accountability upon change of duty status of cus- 

temeNe a... ssc. Gobi. .ctreees eee 15 9 
NN alee cas a 16 9 
Retirement of TOP SECRET records - 17 11 
Transmission __- _- 18 1] 
Cay. 2S. at 2 AU IE 19 11 
ORGRRIaR ST PSS ele. 20 1] 
SECRET INFORMATION 
Definition of SECRET ~-______-__- 21 12 
Authority to classify SECRET 22 12 
Reproduction _- = 23 13 
Accountability __. ae S. 24 13 
Retirement of SECRET records to re records ¢ centers _ - 25 14 
eee alii ag aie a 26 14 
Sewraee........- 27 14 
Destruction _ _ _ _- eee 28 15 

bs CONFIDENTIAL IN FORM ATION “INCLUDING 

CONFIDENTIAL-MODIFIED HANDLING AU- 

THORIZED 
Definition of CONFIDENTIAL._-- 29 15 
Authority to classify CONFIDENTIAL-_- 30 15 
Reproduction____-_--_-_--- hie. Se Ave ties ks s€é2 31 15 


*These regulations supersede AR 380-5, 7 December 1954, including C 1, 6 
February 1956, C 2, 21 June 1957, and C 3, 26 November 1957; SR 380-5-10, 22 
September 1952; AR 380-7, 14 October 1955; SR 380-5-30, 24 March 1952; and 
paragraphs 17h and j, AR 380-5, 6 June 1952. 
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Section IV. CONFIDENTIAL INFORMATION INCLUDING 


VI. 


VII. 


CONFIDENTIAL-MODIFIED HANDLING AU- 


THORIZED—Continued Paragraph Page 
ASCOUNAAITUICS «2c UU SU SS Li A SSS. 32 15 
Tranemietoic.0. 3c Wetec oes A PLeTOL eeeet 33 16 
DOORN i UUs. G3 AON GEL VST , 34 16 
Destenption. 5<. ca Use Dos GAlS HER LPBOE Ith 35 16 
CONFIDENTIAL—Modified Handling Authorized__- 36 16 

. CONTROL OF DEFENSE INFORMATION 
Responsoty. . boss 00d i A MOL ee aN 37 17 
Security control officer__-..- --- POSURE AOU Sic : 38 18 
Dissorain@iiedis su) 26 ie bo ts ME TUL ds 39 18 
Discussions involving defense information__----------- 40 19 
Debriefing of personnel to be retired or separated from 

eeervitesiuliss Wuleu ue bs. ANDI0207 cde 41 19 
Dissemination to another agency of information origi- 

nating outside the Department of Defense - _ - _-_- 42 19 
Release of defense information pertaining to industrial 

mobilisation activities... ............-.-..-i.-.-- 43 19 


Release of defense information outside the Department 

OF Denes... . 5s ses shoes! 44 20 
Release of classified messages outside Department of 

DeBONN0 2. nek sce USO PRE REE.. 45 20 
Release of defense information to National Guard, 

Army Reserve, and Reserve Officers’ Training Corps- 46 20 
Release of defense information to Congress-__--- - -- 47 20 


Release of unclassified United States military informa- 
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1. Objective. These regulations prescribe the policy and estab- 
lish standard basic procedures within the Department of the Army for 
safeguarding of defense information in the interest of national 
defense. 

2. Basis. These regulations implement, within the Department of 
the Army, Executive Order 10501, subject: Safeguarding Official 
Information in the Interests of the Defense of the United States, 
dated 5 November 1953 (DA Bul. 18, 1953) and incorporates changes 
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in security policy and emphasis prescribed by the Department of 
Defense. 

3. Statutory requirements. Nothing in these regulations will be 
construed to authorize the dissemination, handling, or transmission 
of defense information contrary to the provisions of any statute. 

4. Application. a. The application of these regulations shall be 
based upon the following fundamental principles : 

(1) It is essential that certain official information receive a 
high degree of protection in order that the ability of the 
United States to protect itself against all hostile or destruc- 
tive action be preserved. 

(2) It is also essential that the citizens of the United States 
be informed to the greatest extent consistent with (1) above 
concerning the activities of their Government. 

(3) Nothing in these regulations shall be deemed to authorize 
the withholding of information, otherwise releasable, be- 
cause its release might tend to reveal] administrative error or 
inefficiency, or might be embarrassing. 

b. All personnel must be made aware of the foregoing principles 
as the basic factors governing military security and be so thoroughly 
indoctrinated that this awareness is inherent in the routine discharge 
of their duties. The attainment of the desired objective requires 
sound direction by those in responsible positions and alert perform- 
ance of duty by all personnel. 

c. In situations not specifically anticipated by these or other regu- 
lations, basic security principles, common sense, and a logical inter- 
pretation of existing regulations should be applied. 

5. Scope. a. These regulations prescribe requirements concerning— 

(1) Rules for determining the proper classification of defense 
information. 

(2) Declassification and downgrading. 

(3) Dissemination on a need-to-know basis. 

(4) Safekeeping and control. 

6. The requirements prescribed herein are general in application. 
The Army Regulations and Special Regulations, listed in appendix 
II provide direction and guidance for specific subjects or situations. 

6. Classification categories. Official information which requires 
protection in the interests of national defense shall be limited to three 
categories of classification, which in descending order of importance, 
shall carry one of the following designations: TOP SECRET, 
SECRET or CONFIDENTIAL (including CONFIDENTIAL— 
Modified Handling Authorized). No other designation shall be used 
to classify defense information. 
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7. Definitions. Certain significant terms used in these regulations 
are defined as follows: 

a. Defense information. Defense information is that official in- 
formation which requires protection in the interests of national de- 
fense which is not common knowledge, and which would be of intelli- 
gence value to an enemy or potential enemy in planning or waging 
war against the United States or its Allies. 

b. Classified material. Official information which has been classi- 
fied and marked with one of the categories indicated in paragraph 6. 

c. Combat or combat-related operations. Activities, actual or simu- 
lated, which relate to military planning, operations, training, com- 
munications, intelligence, and logistics. 

d. Compartmentalization. Granting access to defense information 
only to properly cleared persons who require such information in 
the performance of their official duties and restricting defense in- 
formation to specific physical confines when feasible. 

e. Custodian. An individual who has possession or is otherwise 
charged with the responsibility for safeguarding and accounting for 
classified material. 

f. Inventory. Procedure employed to verify accountability of 
CLASSIFIED material by comparing entries on the register against 
the document or entry on the record of destruction or a signed receipt. 

g. Document. As used herein means any recorded information 
regardless of its physical form or characteristics, and includes but 
is not limited to the following: 

1. Written material whether handwritten, printed, or typed; 

2. All painted, drawn or engraved material ; 

3. All sound or voice recordings; 

4. All printed photographs and exposed or printed film, still 
or moving; and 

All reproductions of the foregoing by whatever process. 

h. Derlesiies Classification Authority. For the purposes of these 
regulations, derivative classification authority is that authority to 
classify material as result of, in connection with, or in response to 
other material dealing with the same subject which already bears a 
classification. 

i. Restricted Data. All data concerning— 

(1) Design, manufacture, or utilization of atomic weapons; 

(2) The production of special nuclear material ; or 

(3) The use of special nuclear material in production of energy, 
but not to include data declassified or removed from the 
Restricted Data category which the Atomic Energy Com- 
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mission determines from time to time, may be published 
without undue risk to the common defense. 

j. Formerly Restricted Data. Atomic Energy information that 
has been removed from the Restricted Data category for military use 
but which cannot be released to any nation or regional defense organ- 
ization except as provided under Section 142d, Atomic Energy Act 
of 1954 (68 Stat. 941) as amended (42 U.S. C. 2162 (d)) as amended. 

k. Material. As used herein means any document, product or sub- 
stance on or in which information may be recorded or embodied. 

i. Original Classification Authority. That authority required to 
classify independently any type of material. 

m. Properly cleared person. A person who has been granted a 
security clearance under provisions of AR 604-5. 

8. Advance security planning. Advance security planning is an 
essential part of any plan, program, or project wherein security is a 
major factor. To the extent feasible, the responsible official charged 
with developing any broad plan, program or project in which defense 
information is involved will insure that arrangements for giving 
due consideration to security aspects are incorporated therein from 
the beginning. The basic study or project will include appropriate 
security guidance, which may be included in a special annex, cover- 
ing such points as— 

a. Issuance of guides for the assignment of classification categories 
to various portions of the project, as appropriate. 

b. Requirements for specific special security control measures, in- 
cluding stipulations as to the special precautions to be observed and 
giving the maximum amount of guidance to achieve compartmentali- 
zation. 

c. Reason for the assignment of a particular classification to the 
project. 

d. Planning for phased downgrading, declassification, and public 
release of information concerning the project when practicable. 


Section II 
TOP SECRET INFORMATION 


9. Definition. The use of the classification TOP SECRET will 
be limited to defense information or material which requires the 
highest degree of protection. The TOP SECRET classification will 
be applied only to that information or material the defense aspect 
of which is paramount, and the unauthorized disclosure of which 
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COULD RESULT IN EXCEPTIONALLY GRAVE DANGER TO 
THE NATION, such as— 

a. Leading to a definite break in diplomatic relations affecting the 
defense of the United States, an armed attack against the United 
States or its allies, a war, or 

b. The compromise of military or defense plans or intelligence 
operations, or scientific or technological developments vital to the 
national defense. (For examples of the type of information that 
falls within the category of TOP SECRET, see appendix I.) 

10. Authority to classify TOP SECRET. a. Individuals who 
may classify. Original classification authority for assignment of the 
TOP SECRET classification is limited to the following and may not 
be delegated : 

(1) Secretary, Under Secretary, and Assistant Secretaries of the 
Army, and Director of Research and Development. 

(2) Chief of Staff, Vice Chief of Staff, Deputy Chiefs of Staff, 
Headquarters, Department of the Army. 

(3) The Chief of Research and Development. 

(4) Secretary of the General Staff. 

(5) The Assistant Chief of Staff, Intelligence. 

(6) Commanding General, United States Continental Army 
Command. 

(7) Commanding General, United States Army Air Defense 
Command. 

(8) Comptroller of the Army. 

(9) Heads of the Technical Staff (par. 44, AR 10-5). 

(10) Major oversea commanders. 

(11) Commanders of Zone of Interior armies and the Military 

District of Washington. U.S. Army. 

(12) Chief, United States Army Security Agency. 

6. Derivative classification authority for assignment of TOP 
SECRET classification may be granted by those officials designated in 
g above to subordinate commanders or heads of subordinate echelons 
as required to respond to a communication that necessitates a TOP 
SECRET response. 

11. Reproduction. TOP SECRET material may be copied, ex- 
tracted from, or reproduced only when the classifying authority has 
authorized such actions. At the time of issuance of any document 
which qualifies for assignment to the TOP SECRET category, the 
classifying authority will insure that each copy of the document con- 
tains a notation substantially in one of the following forms: 


_ 
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a. Reproduction of this document in whole or in part is prohibited except 
with permission of the issuing office or higher authority. 

b. Reproduction of paragraph(s) ------ of this document is prohibited 
except with the permission of the issuing office, or higher authority; other 
paragraphs may be reproduced. 

12. TOP SECRET Control Officer. a. General. A properly 
cleared officer (commissioned or warrant), or civilian employee (GS- 
5 or above) will be appointed formally by competent orders as TOP 
SECRET Control Officer within each command or office that handles 
TOP SECRET material. Sufficient properly cleared assistant and/or 
alternate TOP SECRET Control Officers will be appointed in order 
to carry out the duties listed under } and c below. When a qualified 
officer, warrant officer, or civilian employee is not available, com- 
manders may authorize the appointment of a carefully selected non- 
commissioned officer or specialist in Grade E-7 or above to serve as 
TOP SECRET Control Officer or alternate. 

b. General duties. The TOP SECRET Control Officer will receive, 
maintain accountability registers of, and dispatch TOP SECRET 
material. 

c. Specific duties. The TOP SECRET Control Officer will— 

(1) Maintain a current roster of persons within the local com- 
mand or office cleared for access to TOP SECRET informa- 
tion. This roster will show the name, grade, and position of 
the individual so cleared. 

(2) Maintain a system of accountability within the command or 
office for all TOP SECRET material. 

(3) Insure that custodians are properly cleared of accountability 
for TOP SECRET material when relieved of their custodial 
responsibilities. 

(4) Assist and advise the local commander in matters pertaining 
to the enforcement of regulations governing the dissemina- 
tion, reproduction, regrading, transmission, safekeeping and 
destruction of TOP SECRET material. 

13. Accountability. a. 70P SECRET Register. The Top Secret 
Control Officer of each activity or Headquarters, Department of the 
Army Staff Agency, will maintain a permanent register on DA Form 
2133 (Top Secret Control Record) which will reflect the receipt, 
dispatch, downgrading, source, movement from one office to another, 
destruction, and current custodian of each Top Secret item for which 
he is responsible. (DA Form 2133 will be available through normal 
publications supply channels during September 1958.) The second 
part (yellow) of DA Form 2138 will be placed in a “Subject File” 
and a “Suspense File.” The third copy of the form (white) will be 
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placed in the “Source File.” The “Subject” and “Source” File copies 
will be retained until all information pertaining to the document 
is regraded to “Secret” or below. The “Suspense File Copy” is used 
to control the scheduled movement of a document within a staff agency 
or headquarters. DA Form 455 will be used by the Top Secret cus- 
todians in sub-elements of each activity or Headquarters, Department 
of the Army Staff Agency to reflect the receipt, dispatch, downgrad- 
ing, or destruction of all Top Secret material for which they are 
responsible. } 

b. Receipts. The transfer of TOP SECRET material will be 
covered by receipt at all times. For authorized classified document 
receipt forms, see paragraph 67. 

c. Numbering of copies. Each copy of a TOP SECRET document 
will be numbered serially for accounting purposes. 

14. Semiannual inventory. a. Each major commander and head 
of Headquarters, Department of the Army agency will cause to be 
made physical inventories of all TOP SECRET matter (including 
materiel) in the custody of his command or agency on or about 1 April 
and 1 October each year. 

b. Where a large volume of TOP SECRET documents makes this 
inventory impractical, the heads of Headquarters, Department of 
the Army agencies are authorized to conduct these semiannual in- 
ventories on the basis of a one-hundred percent inventory of the last 
6 months’ accessions in conjunction with an inventory of a minimum 
of ten percent of these documents that were in the files of the agency 
prior to the 6 months’ accession period. 

15. Accountability upon change of duty status of custodians. 
Upon change of duty assignment within an office, activity, or installa- 
tion; upon permanent change of station; upon temporary absence 
exceeding 30 days; or upon separation from the military service, or 
employment therewith, each custodian prior to his departure will 
properly account for TOP SECRET documents and material by 
inventory as prescribed by the commander or head of agency con- 
cerned. This will be accomplished by any formal written procedure 
approved by the commander or head of agency concerned consistent 
with the requirements for contro] and accounting of TOP SECRET 
material as outlined in these regulations. No individual will be given 
a final clearance from a unit or installation until such accounting 
has been accomplished. For actions to be taken in event of death of 
military personnel, see AR 643-50 and AR 643-55. 

16. Identifiability. «. Each originator or holder of a TOP 
SECRET document will keep a record of all individuals, including 
stenographic and clerica] personnel, who are afforded access to the 
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TOP SECRET information in the document. This does not include 
individuals within an office or headquarters who may have had access 
to containers in which TOP SECRET information is stored, or to 
message center or communications center personnel who each day 
administratively handle a large volume of such information. Such 
personnel are considered identifiable by duty roster or morning re- 
port as having had access to such type information on any given date. 

(1) This record will be kept on DA Form 969 (Top Secret 
Document Record) which will be attached to the first page 
or cover of the document under the TOP SECRET Cover 
Sheet (DA Label 24). 

(2) DA Form 969 will— 

(a) Clearly identify the TOP SECRET document attached. 
(6) Indicate the names of persons having had access to the 
documents, with dates of access. 

(3) When a TOP SECRET document is transferred outside the 
office of origin, DA Form 969 will be filed with the record 
copy for reference purposes. 

(4) When a TOP SECRET document is received within an 
agency or command, DA Form 969 will be prepared and 
attached to the document as in (1) above. When such docu- 
ment is dispatched or transferred, DA Form 969 will be 
detached and filed in the appropriate office of record for a 
period of 1 year or longer as deemed necessary by appropriate 
authority. 

(5) In case an addressee distributes to subordinate commands 
or other agencies copies or extracts from a TOP SECRET 
document, such addressee will maintain with the DA Form 
969 a record of the additional distribution afforded copies 
or TOP SECRET extracts of the basic document. 

6. Responsibility for recording names as prescribed above rests 
with the official having physical custody of the document. 

c. If dissemination is approved outside the Department of the Army 
or to a foreign government, the name of the recipient organization of 
the TOP SECRET document will be similarly recorded on the DA 
Form 969 maintained by the sender. 

d. Prior to release of any TOP SECRET document outside the 
Department of Defense to any Federal or State agency, legislative 
group, foreign government, or private individual, under the pro- 
visions of appropriate regulations, the commander or head of agency 
authorizing such release will establish as a condition of release that 
the receiving agency keep a record of all individuals who are afforded 
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access to the information contained in the document and that it be 
covered by a continuous receipt system. 

17. Retirement of TOP SECRET records. TOP SECRET 
documents will normally not be retired to records centers. Those 
TOP SECRET records which cannot be downgraded or destroyed in 
accordance with approved records control schedules will be handled 
in accordance with paragraph 24, AR 345-200. 

18. Transmission. a. Unencrypted TOP SECRET material will 
be transmitted by one of the following means: 

(1) By direct contact of officials concerned. 

(2) By courier of the Armed Forces Courier Service or officially 
designated officer, warrant officer or responsible civilian 
courier (GS-5 or above). 

(3) By accompanied State Department diplomatic pouch. 

b. When encrypted, TOP SECRET material may be transmitted 
by electrical means or by United States or international] postal service, 
including air mail, and Army, Navy, or Air Force postal facilities, 
as applicable. Under no circumstances will TOP SECRET material 
be transmitted by mail, express, or electrical means unless encrypted. 

c. Transmission of TOP SECRET material within a headquarters 
or staff agency will be governed by regulations issued by the com- 
mander or head of agency concerned, guided by procedures outlined 
in paragraphs 12 and 13. 

19. Storage. TOP SECRET material will be stored— 

a. In a safe, steel file cabinet, or other steel container having a 
built-in, three-position, dial type combination lock which meets re- 
quirements of the current military or federal specifications for secu- 
rity type containers and which is of such weight, size, construction, 
or installation as to minimize possibility of physical theft or damage 
by fire or tampering. 

b. In lieu of such a container, in a secure room or vault which is 
approved for such use by the commander or head of agency concerned, 
and which assures protection comparable to a above. 

e. Under the surveillance of a properly cleared armed guard if the 
safeguards described under a and + above are not available. 

20. Destruction. TOP SECRET material, which becomes eligible 
for destruction in accordance with approved records control schedules 
or under the provisions of the AR 345-200-series, will be destroyed as 
prescribed below. 

a. Methods of destruction. Destruction will be accomplished by 
burning or pulping by the custodian in the presence of a witnessing 
officer, warrant officer, civilian official (GS-4 or above) or a noncom- 
missioned officer or specialist in Grade E-7 or above, designated by 
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the responsible commander. Witnessing personnel must have a TOP 
SECRET clearance. 

b. Material in bulk. In the event destruction by the custodian is 
impracticable because of the volume of material or because limited 
facilities for destruction are available, the responsible commander 
may appoint a properly cleared destruction officer to destroy TOP 
SECRET material. Custodians will obtain appropriate receipts from 
the destruction officer. 

ce. At time of destruction TOP SECRET documents will be indi- 
vidually recorded on DA Form 546 (Destruction of Classified Rec- 
ords) or DA Form 1207 (Certificate of Destruction for Classified 
Messages). These forms will be serially numbered in calendar year 
series. The authority to be cited on the destruction form will be the 
appropriate paragraph of AR 345-200 series, equivalent Hq DA di- 
rectives, or records schedules. AR 380-5 will not be cited as authority 
to destroy. 

d. Entry in TOP SECRET register. The serial number and date 
of the destruction certificate will be recorded on the TOP SECRET 
registers (par. 13a) to indicate that the TOP SECRET material has 
been destroyed. 


Section III 


SECRET INFORMATION 


21. Definition of Secret. The use of the classification SECRET 
will be limited to defense information or material the unauthorized 
disclosure of which COULD RESULT IN SERIOUS DAMAGE 
TO THE NATION, such as— 

a. Jeopardizing the international relations of the United States. 

b. Endangering the effectivness of a program or policy of vital 
importance to the national defense. 

c. Compromising important military or defense plans, or scientific 
or technological developments important to National Defense. 

d. Revealing important intelligence operations. (For examples of 
the type of information that falls within the category of SECRET, 
see app. I.) 

22. Authority to classify SECRET. a. /ndividuals who may 
classify. Original classification authority for assignment of the 
SECRET classification, in addition to those officials listed in para- 
graph 10, is limited to— 

(1) The General Counsel, OSA. 
(2) Chief of Legislative Liaison, OSA. 
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(3) Chief of Public Information, OSA. 

(4) The Administrative Assistant, OSA. 

(5) Assistant Chief of Staff for Reserve Components. 
(6) Chief of Civil] Affairs and Military Government. 
(7) The Inspector General. 

(8) The Judge Advocate General. 

(9) Chief, National Guard Bureau. 

(10) Chief, Army Reserve and ROTC Affairs. 

(11) The Adjutant General. 

(12) Chief of Finance. 

(13) The Provost Marshal General. 

(14) Chief of Information. 

(15) Chiefs of Military Missions or Groups. 

(16) Army Attachés. 

b. Delegation of authority. Any of the individuals listed in a above 
may designate in writing the heads of such of his subordinate echelons 
as may be necessary to exercise his authority for the origina] classifica- 
tion of SECRET. This designation will be limited strictly to those 
persons whose functional requirements demonstrate a necessity for 
them to exercise such original classification authority. 

c. Derivative authority. Derivative authority for the assignment of 
the classification of SECRET will accrue in the same manner as for 
TOP SECRET (par. 103). 

23. Reproduction. a. SECRET material originating in an agency 
outside the Department of Defense will not be reproduced, copied, 
or extracted from without the consent of the originating agency. 

b. The copying, extracting from, or reproduction of SECRET ma- 
terial originating within the Department of Defense is authorized 
except when the originator or higher authority has specifically denied 
this authority. 

ce. Reproduction of Joint Chiefs of Staff papers is not authorized. 

d. Reproduction of electrically transmitted SECRET messages will 
be accomplished only in one office within each headquarters or agency. 
The number of copies reproduced will be kept to a minimum. 

24. Accountability. a. A continuous receipt system is required 
for the transmission of SECRET material between staff agencies, 
posts, camps, stations, independent commands, or separate organiza- 
tions or activities. 

6. Within the headquarters of any post, camp, station, independent 
command, separate organization, activity, or staff agency, the com- 
mander or chief concerned will establish such internal receipt pro- 
cedures in the transmission of SECRET material as he deems neces- 
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25. Retirement of SECRET records to records centers. All 
SECRET documents which cannot be downgraded or declassified, or 
which cannot be destroyed in accordance with AR 345-200-series, 
equivalent Headquarters Department of the Army directives or ap-. 
proved records control schedules, will eventually be retired to records 
centers. Prior to the retirement action commanders concerned will de- 
termine whether SECRET documents will be listed individually on 
DA Form 631 (Classified Multiple Document Receipt) or DD Form 
111 (Record Shipment List). When a commander determines that in- 
dividual listing of SECRET documents is not required, a statement 
to that effect will be entered on the DD Form 111. 

26. Transmission. SECRET material (except cryptographic) 
may be transmitted as indicated below. (See sec. VIII for general 
provisions for transmission.) 

a. Between points inside the continental United States. 

(1) Direct contact of officials concerned. 

(2) Electrical means in encrypted form. 

(3) Over approved circuits. 

(4) Courier specifically authorized by the transmitting agency. 

(5) Specifically designated officer or reliable crew member of 
United States military aircraft. 

(6) Specifically designated masters or commanders of vessels of 
United States registry. 

(7) United States registered mail. 

(8) Protected commercial transportation, air or surface, under 
billing which assures the required degree of protective 
handling. (See AR 380-55 for the specific methods of 
movement authorized.) 

5. Between points inside and outside the continental United States 
and between points outside the continental United States: 

(1) As authorized in a (1) through (6) above. 

(2) United States Post Office registered mail through Army, 
Navy, and Air Force postal facilities, provided the material 
does not at any time pass through a foreign postal system 
except as authorized in (3) below. 

(3) United States and Canadian registered mail with registered 
mail receipt for transmittal between United States Govern- 
ment and/or Canadian Government installations in conti- 
nental United States, Canada, and Alaska. 

(4) Accompanied State Department diplomatic pouch. 

27. Storage. SECRET material will be stored in a manner author- 
ized for TOP SECRET, or in metal file cabinets equipped with a 
steel lock bar and a three position dial type combination padlock 
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which meets the requirements of current military or Federal specifi- 
cations for the Padlock (combination, high security) and from which 
the manufacturer’s identification numbers have been obliterated. 
Combination padlocks, the combinations of which can be changed in 
the same manner as the combination of a lock affixed to a safe, need 
not have the manufacturer’s identification numbers obliterated, The 
file cabinets must be of such size, weight, construction, or installation 
as to minimize the chance of unauthorized physical removal, the 
possibility of persons gaining unauthorized access by tampering or 
manipulation, or damage by fire. 

28. Destruction. Secret material will be destroyed in the same man- 
ner and under the same procedures prescribed for TOP SECRET 
(par. 20). Records will be maintained to reflect destruction of 
SECRET documents. (DA Form 546 or any appropriate record 
reflecting the destruction of Secret material is authorized. 


Secrion IV 


CONFIDENTIAL INFORMATION INCLUDING CONFI- 
DENTIAL—MODIFIED HANDLING AUTHORIZED 


29. Definition of CONFIDENTIAL. The use of the classification 
CONFIDENTIAL will be limited to defense information and ma- 
terial the unauthorized disclosure of which could be prejudicial to the 
defense interests of the nation. (For examples of the type of infor- 
mation that falls within the category of CONFIDENTIAL see 
app. I.) 

30. Authority to classify CONFIDENTIAL. Officials who have 
authority to classify TOP SECRET or SECRET may designate in 
writing such subordinates as may be necessary to exercise the authority 
to classify CONFIDENTIAL, including CONFIDENTIAL— 
Modified Handling Authorized, but they are constrained to limit 
exercise of such delegation authority as severely as is consistent with 
the orderly and expeditious transaction of official business. 

31. Reproduction. a. The copying, extracting from, or reproduc- 
tion of CONFIDENTIAL material is authorized except when the 
originator or higher authority has specifically denied this authority. 

b. Reproduction of electrically transmitted CONFIDENTIAL 
messages will be accomplished only in one office within each head- 
quarters or agency. The number of copies reproduced will be kept 
to a minimum. 

32. Accountability. CONFIDENTIAL material will be covered 
by a receipt only when the sender requests it. 
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33. Transmission. CONFIDENTIAL material (except crypto- 
graphic) will be transmitted by one of the means authorized for 
SECRET material (par. 26). 

34, Storage. CONFIDENTIAL material will be stored in a man- 
ner authorized for SECRET material (par. 27). 

35. Destruction. CONFIDENTIAL material will be destroyed 
in the manner prescribed for SECRET material (par. 28). Records 
of destruction are not required. 

36. CONFIDENTIAL—Modified Handling Authorized. a. Def- 
inition. CONFIDENTIAL—Modified Handling Authorized is 
CONFIDENTIAL information pertaining to combat or combat re- 
lated operations, actual or simulated, wherein the originator considers 
that, for effective mission accomplishment, lesser security safeguards 
for storage and transmission are acceptable and afford adequate pro- 
tection to such information. Examples are— 

(1) Training, field, and technical manuals and related material. 

(2) Photographs, negatives, photostats, diagrams, or models of 
material. 

(3) Defense procurement plans, including procurement contracts 
and related matters. 

(4) Communications material and messages. 

(5) Certain documents regarding engineering plans and design 
details, computation, method of processing or assembling 
which are essential to the functioning or use of an article of 
material. 

(6) Military maps and aerial photographs and related material 
which require wide dissemination for military purposes. 
Information received from international organizations, such 
as NATO, SEATO, and the Baghdad Pact, or from foreign 
nations under existing international exchange of information 
agreements and policies, and classified RESTRICTED by 
them. 

b. Procedures. 

(1) Transmission other than by United States military courier 

or messenger. 

(a) Within continental United States. Within the continental 
United States documents and material classified CON- 
FIDENTIAL—Modified Handling Authorized normally 
will be transmitted by ordinary first class mail, prepared 
in accordance with paragraph 68. 

Outside continental United States. Outside the conti- 
nental United States material classified CONFIDEN- 
TIAL—Modified Handling Authorized will be transmitted 
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either by ordinary first class mail which is under the 
control of the United States or Canadian Government, or 
by unaccompanied State Department air or surface pouch 
under diplomatic seal. 


(2) Safekeeping. 
(a) Documents and material. Documents and material desig- 


(b) 


nated CONFIDENTIAL—Modified Handling Author- 
ized ordinarily will be stored in the same manner as other 
CONFIDENTIAL material. When this is considered by 
the local commander to be impracticable, such documents 
and material will be stored in a container equipped with 
a reasonably secure locking device or in any other manner 
determined by that commander to afford adequate protec- 
tion. Troops engaged in combate-related training, field 
maneuvers, other training exercises and operations are 
permitted to possess this material in order to accomplish 
the training or operation mission. Commanders will in- 
sure by appropriate indoctrination and any other means 
at their disposal that the maximum security consistent 
with operational considerations is obtained. 

Messages. Messages containing notations indicating that 
paraphrase is required, and previously encrypted messages 
containing no indication of paraphrasing requirements and 
designated CONFIDENTIAL—Modified Handling Au- 
thorized, will be stored as CONFIDENTIAL material. 


SECTION V 


CONTROL OF DEFENSE INFORMATION 


37. Responsibility. «a. Commanders and supervisory officials are 


responsible, within their areas of jurisdiction, for insuring that the 
effective control of defense information is maintained at all times. 
This control includes the initiation of classified material, its dissemi- 
nation and its safekeeping. Responsibility for safeguarding informa- 
tion classified in the interests of national defense rests both upon the 
commander and upon the individual] who is in a physical position 
to exercise direct security control. 


6. Private records, diaries, or papers containing statements of fact 


or opinion, either official or personal, concerning matters which relate 
to or affect the national security, represent a constant threat to the 
security of defense information. Military personnel and civilian 
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employees of the Army are prohibited from keeping private records, 
diaries, or papers which contain such statements. Also prohibited 
are the collecting of souvenirs, or the obtaining for any personal 
use whatsoever of any matter classified in the interest of national 
defense. 

38. Security control officer. A properly cleared officer, warrant 
officer, or qualified civilian (GS-7 or above), will be formally ap- 
pointed by competent orders in each command to serve as the “Security 
Control Officer.” Where practicable, this officer will be an intelligence 
officer. This officer will— 

a. Advise and represent the commanding officer in cases pertaining 
to the safeguarding of defense information. 

6. Recommend procedures for assuring that all persons who are 
to handle classified material are appropriately instructed and cleared. 

c. Recommend security policy within the command. 

d. Maintain a program of declassification, downgrading, and 
destruction. 

e. Recommend action to be taken on requests for visits, See AR 
380-25. 

f. Initiate action to correct erroneous classifications assigned by 
personnel within the command. 

g. Supervise or conduct security inspections to inform the com- 
mander or head of agency regarding compliance with these regula- 
tions and other pertinent security regulations and directives. 

h. Perform such other duties to enhance the security of defense 
information as his appointing authority directs. 

39. Dissemination. «a. The dissemination of defense information 
will be limited strictly to those properly cleared persons whose official 
duties require knowledge or possession therof. No person is entitled 
to knowledge or possession of defense information solely by virtue 
of his grade, office, or security clearance. Responsibility for the deter- 
mination of “need-to-know” rests upon each individual who has 
possession, knowledge, or command control of the information 
involved and not upon the prospective recipient. However, this 
responsibility does not relieve a requester or recipient from the ob- 
ligation to make an individual determination that he has a “need-to- 
know” before requesting or receiving classified information. These 
principles are equally applicable if the prospective recipient is an 
individual or an organizational entity, including commands, other 
federal agencies, or a foreign government. 

6. The application of “need-to-know” in disseminating defense in- 
formation must be positive and realistic in order to further military 
operations rather than hamper them. In view of the increased prob- 


18 








\ 
i 
} 
H 
j 


ee 


A atten Ett Or EAP EF 








840 INVESTIGATION OF NATIONAL DEFENSE 


ability of compromise, “need-to-know” must receive consideration 
prior to the transmission of sensitive information to addresses located 
in hazardous or unfriendly areas. However, every effort will be made 
to keep responsible officials informed. Security carried to such an 
extreme that vital information is withheld unnecessarily defeats the 
purpose for which the classified matter was originated. 

40. Discussion involving defense information. Discussions of 
defense information or any defense information which is generated 
during a classified operation are prohibited within the hearing of 
unauthorized persons. In imparting defense information orally, the 
recipient will be told the classification of the defense information. 
When a lecture, address, or informal talk to a group includes defense 
information, the speaker will announce the classification at the begin- 
ning and at the end of the period. Defense information will not be 
discussed in telephone conversations except as may be authorized 
over approved circuits. 

41. Debriefing of personnel to be retired or separated from 
service. a. The debriefing of military personnel retiring and separat- 
ing from the service, and of civilians leaving Department of the 
Army employment or leaving the employment of Department of 
Defense contractors having classified contracts, will incorporate 
positive instructions that no defense information will be released or 
made available for release to the public or any persons not properly 
entitled to receive such information. 

b. Such personnel will be specifically informed that they are pro- 
hibited under penalities as prescribed in the Uniform Code of Mili- 
tary Justice or appropriate Federal statutes from divulging defense 
information to unauthorized persons. 

42. Dissemination to another agency of defense information 
originating outside the Department of Defense. Defense informa- 
tion originating in an agency outside the Department of Defense will 
not be disseminated outside the Department of Defense without the 
consent of the originating agency, except as provided by section 102, 
National Security Act of 1947 (61 Stat. 498), as amended (50 U.S.C. 
403). 

43. Release of defense information pertaining to industrial 
mobilization activities. «a. Requests from outside the Department of 
Defense for access to defense information originated by or at the 
request of the Department of the Army, for its use in connection with 
industrial mobilization activities, will be referred to the Secretary 
of the Army for disposition. 

b. The serving of any process or subpoena requiring production 
of such defense information will be reported immediately by the 
recipient to the judge advocate of the appropriate major continental 
or oversea command. Pending instructions from the Secretary of the 
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Army, no action will be taken toward furnishing the requested de- 
fense information. 

44, Release of defense information outside the Department of 
Defense. Defense information may be made available to persons or 
agencies outside the Department of Defense provided that such de- 
fense information is necessary for their performance of a function 
from which the Government will derive a direct benefit and a net 
advantage. The following are designated as responsible for release 
of defense information under this paragraph: Commanding General, 
United States Continental Army Command; Commanding General, 
United States Army Air Defense Command; Commanding Generals 
of ZI armies and the Military District of Washington, U. S. Army; 
major overseas commanders and heads of technical services for in- 
formation of primary interest to each; the Assistant Chief of Staff, 
Intelligence, Department of the Army, for information of primary 
interest to the General Staff and any other Department of the Army 
agency not listed in this paragraph. Prior to release of defense 
information under provisions of this paragraph commanders con- 
cerned will assure themselves of the trustworthiness of the recipients. 

45. Release of classified messages outside Department of De- 
fense. a. The edited plain-text copy of an encrypted message, origi- 
nated within the Department of Defense, may be released in classified 
form outside the Department of Defense, provided safeguards are 
observed and provided release of the defense information contained 
therein is authorized. The crypto-security officer should be consulted 
concerning the required safeguards (par. 30, AR 380-40). 

b. The necessary safeguards normally entail making certain dele- 
tions. All data requiring deletion will be physically removed; eras- 
ures or marking out are not authorized. 

46. Release of defense information to National Guard, Army 
Reserve, and Reserve Officers’ Training Corps. See AR 135-380. 

47. Release of defense information to Congress. a. Policy. It 
is the policy of the Department of the Army that defense informa- 
tion be made available to the Congress in confidence and in executive 
or closed session of committees in order to enable the Congress to 
perform its functions. Department of the Army personnel will effect 
coordination with the Chief of Legislative Liaison, Office, Secretary 
of the Army (or the Comptroller of the Army on matters pertaining 
to appropriations) for guidance and assistance as deemed necessary 
by the command or agency concerned. 

b. Appearance before Congressional Committees. When present- 
ing oral testimony the responsibility for advising the Congressional 
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Committee of the classification and the need for protecting the de- 
fense information presented rests with the individual presenting such 
information. When defense information requested by a committee 
is unknown to the witness and requirements exist to furnish the 
information in writing at a later date, or when the committee requires 
a specific portion of testimony in writing, the material furnished will 
bear appropriate classification markings and receipts will be obtained. 
c. Requests for defense information from members of Congress. 
(1) Official committee capacity. Defense information requested 


by a committee of Congress through an individual member 
of the committee or a professional staff member may be 
furnished when required by the committee in the performance 
of official committee functions. Department of the Army 
personnel will effect coordination with the Chief of Legisla- 
tive Liaison, Office, Secretary of the Army, (or the Comp- 
troller of the Army on matters pertaining to appropriations) 
for guidance and assistance as deemed necessary. Defense 
information which originated in an agency other than the 
Department of the Army but which is in the custody of the 
Department of the Army will not be released without the 
consent of the originating agency. In each case, material fur- 
nished will bear appropriate classification markings and re- 
ceipts will be obtained. 

Individual capacity. Defense information requested in writ- 
ing by a member of Congress in his individual capacity 
may be furnished subject to the same limitations and pro- 
cedures outlined in ¢ (1) above. 

Congressional travel. When members and staffs of commit- 
tees of Congress visit military installations within and out- 
side the continental limits of the United States, commanders 
are authorized to release defense information which is deemed 
an adequate response to an inquiry, or which meets the re- 
quirements of the member or committee of Congress, subject 
to the following provisions: 


(a) The Secretary of the Army through the Office of the Chief 


of Legislative Liaison, will authorize the extent of release 
to members and committees of Congress traveling under 
the sponsorship of the Department of the Army. 


(>) The extent of release to members and committees of Con- 


gress traveling under the sponsorship of the other military 
services will be as authorized by the sponsoring service. 


(ce) Cable clearance will be obtained from Office, Chief of Legis- 


lative Liaison, Department of the Army, time permitting, 
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prior to releasing defense information to members and com- 
mittees of Congress not traveling under the sponsorship of 
the Department of Defense, or the military services. When 
time does not permit, appropriate commanders are author- 
ized to determine the extent of release in comformance with 
the principles prescribed herein. 

(d) In cases where there is a question as to whether particular 
defense information requested may be furnished to a mem- 
ber or committee of Congress, no final refusal to furnish 
such information will be made until such cases have been 
submitted to the secretary of the Army through the Chief 
of Legislative Liaison. 

48. Release of unclassified United States military information 
to foreign nationals. See SR 380-5-11. 

49. Disclosure of defense information to foreign nationals. See 
classified registered document, “Disclosure of Classified Military In- 
formation to Foreign Governments (short title: DA-DCMI(A) ).” 

50. Release of defense information to officer students. See SR 
380—5-20. 

51. Review of material to be released to the Government Print- 
ing Office for public sale. Department of the Army personnel will 
exercise the utmost care from the standpoint of national security in 
the screening of publications and material to be released to the Gov- 
ernment Printing Office for public sale. 

52. Removal of classified material from installations for official 
use. a. Normally, CLASSIFIED material will not be removed from 
inilitary installations for the purpose of working on such material at 
night or for other purposes involving personal convenience. When 
necessity requires such removal, commanding officers or agency heads 
will assure that adequate controls are established as follows: 

(1) An appropriate authority specifically designated by the com- 
mander or head of the agency personally will authorize each 
removal after insuring that adequate security for the material 
can be provided. 

(2) Storage safeguards required by paragraph 19, 27, or 34 as 
appropriate, will be strictly observed. 

6, Commanders and agency heads will maintain a temporary record 
on DA Forms 631 or 1204, whichever is appropriate, of all classified 
material removed from their facilities or installations to insure that 
the material is accounted for. 

53. Compromise or possible compromise other than crypto- 
matter. «a. (For compromise of cryptomatter see AR 380-40.) Any 
person, civilian or military, who becomes aware of the disclosure, or 
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the possibility of disclosure, of defense information to any unauthor- 
ized person, or the loss of a classified document, will immediately no- 
tify his commanding officer or office chief who in turn will notify by 
the fastest means available the— 

(1) Security Control Officer of the command or agency having 
custody, who will immediately notify the command or agency 
having primary interest (normally the originator), and the 

(2) Commanding officer or office chief of the individual having 
custody. (Exempt report, par. 17/4, AR 335-15.) 

6. The commanding officer or office chief of the individual having 
custody will cause to be made an investigation under the provisions of 
AR 15-6. This investigation will fix responsibility upon an individual 
whenever possible, rather than upon the title of the position held by 
the responsible individual or upon an office. When individual re- 
sponsibility cannot be established for the compromise or possible com- 
promise of TOP SECRET and SECRET material, responsibility will 
be fixed on the appropriate commander or supervisory official who 
allowed inadequate procedures or insecure conditions to exist which 
led to the compromise or possible compromise. In every case the 
major commander or head of Department of the Army staff agency 
concerned will take positive command action to correct deficiencies 
and prevent recurrences, including appropriate disciplinary action 
against responsible individuals, commanders and supervisory officials. 

c. In those cases involving a missing document, a thorough search 
for the document will be made during the course of the investigation. 
When such a search fails to locate the document, the report of investi- 
gation will include a recommendation that all concerned be relieved of 
eccountability for the document. Upon approval of this recommen- 
dation by the reviewing authority, accountability for the document 
will cease and control records will be adjusted accordingly. Relief 
from accountability will not be construed as relief from responsibility 
for such loss, which shall be determined as required in } above. 

d. If the notification of disclosure or compromise in accordance 
with a above is determined by the commanding officer or office chief 
first receiving the notification to involve a serious disclosure of defense 
information such as could endanger the national security, he will 
notify the installation commander or head of Headquarters, Depart- 
ment of the Army agency, who will immediately and by the fastest 
means available notify The Inspector General, Department of the 
Army. Simultaneous action will be taken to forward an information 
copy of the notification to the Assistant Chief of Staff, Intelligence, 
Department of Army, and to the major commander or, in the case of 
class II installations, to the head of the Headquarters, Department 
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of Army agency concerned. The notification will not be delayed to 
await the completion of the investigation required by } above, but will 
include a brief account of the circumstances surrounding the discovery 
of the disclosure or compromise or possible compromise and such other 
information as the available facts may indicate. Followup reports 
will be submitted as additional information becomes available and 
upon completion of the investigation copies of the full report will be 
submitted to the agencies noted above. (Exempt report, par. 17h, 
AR 335-15.) 

e. Review and final disposition of reports of investigation con- 
ducted under 6 above will be accomplished by the heads of Head- 
quarters, Department of Army agencies; Commanding General, 
United States Continental Army Command; Commanding General, 
United States Army Air Defense Command, and Commanding Gen- 
erals of major commands. In cases where the information or material 
involved is classified CONFIDENTIAL (including CONFIDEN- 
TIAL—Modified Handling Authorized) the review and final disposi- 
tion of reports may be accomplished by the appropriate commander 
exercising General Courts-Martial jurisdiction. Heads of Head- 
quarters, Department of the Army agencies are responsible for the 
full implementation of this paragraph in such reports as may involve 
personnel within their staff agency and at class II installations and 
activities within their area of jurisdiction. Heads of Headquarters, 
Department of the Army agencies may refer cases to the appropriate 
commander exercising General Courts-Martial jurisdiction, when such 
action will facilitate compliance with the provisions of these 
regulations. 

f. Reports of investigation conducted under } above within staff 
agencies of the Department of the Army will be forwarded to The 
Adjutant General, ATTN : AGAO-C, Washington 25, D. C. (Exempt, 
par. 17s, AR 335-15). 

g. Administrative violations are those in which compromise or the 
possibility of compromise of classified information is precluded. In 
order to establish that a violation comes under this category, it is nec- 
essary that an investigation be conducted to determine that classified 
material was not handled by or disclosed to unauthorized personnel. 
Investigations of violations which have been determined to be in this 
category may be conducted by civilians employed by Department of 
the Army in grade GS-7 or above or by an enlisted person in grade 
E-7 or above when deemed appropriate by the commander, chief of 
section, or head of agency concerned. When it has been determined 
that the violation is purely administrative it will be handled by the 
local commander concerned without further reporting or reference to 
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higher authority. DA Form 2134 (Security Violation(s) Report) 
will be used in reporting to the responsible office or command admin- 
istrative security violations of classified material. (DA Form 2134 
will be available through normal publications supply channels during 
September 1958. ) 


Section VI 
CLASSIFYING AND MARKING 


54. General. The originators of information which requires pro- 
tection in the interests of national defense shall be held responsible 
for its proper classification. 

55. Prevention of overclassification. To avoid overclassification, 
the responsibile authority will, prior to signature or approval of a 
classified document, review its content specifically to insure that the 
assigned classification is appropriate for the defense information con- 
tained therein. The practice of overclassifying defense information 
prejudices the integrity of the classification system, depreciates the 
importance of correctly classified material, and creates unnecessary 
delay, expense, and administrative burden. 

56. Classification guides. Classification guides will be used to 
achieve uniformity in the application of this policy. Heads of head- 
quarters, Department of the Army staff agencies, Commanding Gen- 
eral, United States Continental Army Command, Commanding Gen- 
eral, United States Army Air Defense Command, and commanding 
generals of major commands, will in every practicable instance de- 
velop and maintain in current status classification guides pertaining 
to each area of operation, planning, technical development, or re- 
search. The examples of general classification categories set forth in 
appendix I shall be the basic guidance in preparation of these guides. 

57. Rules for classification. «a. Lowest classification. Defense 
information should be assigned the lowest classification consistent with 
its proper protection. 

b. According to content. Documents will be classfied according to 
their own content and not necessarily according to their relationship 
to other documents. 

c. Physically connected documents. The overall classification of 
a file or group of physically connected documents will be at least as 
high as that of the most highly classified document therein. Docu- 
ments separated from the file or group will be handled in accordance 
with their individual defense classification. 

d. Compilations of defense information. Compilations of defense 
information will be classified in accordance with the protection which 
is required by the sensitivity of the combined information even though 
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the individual items may separately be unclassified or bear a lower 
classification. 

e. Letters of Transmittal and Indorsements. <A letter, an indorse- 
ment, or other correspondence which transmits classified material 
will be classified at least as high as that of the highest classified attach- 
ment or preceding element (inclosure, basic letter, disposition form or 
indorsement). If the transmittal document or indorsement does not 
contain defense information, or if the information in it is classified 
lower than that in a preceding element or inclosure, the originator 
will include a notation for automatic downgrading (par. 60/). 

f. One classification only. A document, product or substance will 
bear a classification at least as high as that of its highest classified 
component and will bear only one overall classification. Pages, 
paragraphs, sections, or components thereof may bear different classi- 
fications (par. 58¢ (1)). 

g. Training classification. Certain items used for training purposes 
may bear, in addition to their actual classification, a simulated or 
training classification (par. 582). 

h. References to classified material. 

(1) Correspondence, indices, receipts, reports of possession, 
transfer or destruction, catalogs, or accession lists will not be 
classified if reference therein to classified material is made 
by file number, date and subject and the subject standing 
by itself does not disclose defense information. Every effort 
will be made to prepare receipts in such a manner that they 
do not contain defense information (par. 67). 

(2) Whenever a subject title necessarily contains defense infor- 
mation an unclassified short title should be prescribed, if 
feasible. Any reference to long titles will be classified in 
accordance with the sensitivity of defense information dis- 
closed in the naming of the titles. Particular attention will 
be given to the classification of references which reveal by 
title or description: code names; sources of information; 
the fact that certain activities are in process such as research 
projects, production undertakings, intelligence activities; 
the location of an activity or organizational] entity; or the 
existence of an interest in functions or area; if such refer- 
ences in and of themselves do reveal defense information. 

i. Information originated by a foreign government. Classified 
material furnished to the United States by a foreign government or 
international organization will be assigned a classification which will 
assure a degree of protection equivalent to or greater than that re- 
quired by the government or international organization which fur- 
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nished the material, in addition any special handling instructions 

will be complied with. In this connection see paragraph 36a(7). 

58. Classification marking. After the proper classification to be 
assigned has been determined, the classified materia] shall be marked 
as follows: 

a. Unbound documents. The assigned classification for unbound 
documents, such as letters, memorandums, reports, telegrams, and 
similar documents, the pages of which are not permanently and 
securely fastened together, will be marked or stamped (not typed) 
conspicuously in red at the top and bottom of all pages which contain 
defense information. When classified material is printed or other- 
wise reproduced and the inclusion of classification markings in red 
is impractical, these markings may appear in the color of the printing 
of the rest of the document, but must be conspicuous. In marking, 
stamping, or printing the classification categories, the letters will 
be larger than the normal lettering of the rest of the document. 
Front and back covers and title pages, when used, first pages, and 
any routing instructions or other papers of any size which conceal 
or partially conceal the cover, the title, or first page will bear the 
marking of the overall classification of the document. Other pages, 
except pages of messages to be transmitted electrically, will be marked 
according to the classification of their own content. A cover will 
be marked on its outer surface. 

b. Permanently bound documents. The assigned classification on 
permanently bound documents, such as books or pamphlets, shall be 
conspicuously marked, stamped, or printed in larger letters than the 
rest of the cover or page, at the top and bottom, on the outside 
of the front cover, on the title page, on the first and back pages, 
and on the outside of the back cover. For the purpose of security 
marking, a permanently bound document is defined as one from which 
the pages cannot be removed without damage or mutilation. 

c. Paragraphs, chapters, or sections. 

(1) The defense classification of a paragraph, chapter, or sec- 
tion will be indicated by inserting the initial of the appropri- 
ate classification in parentheses at the beginning of such 
paragraph, chapter, or section, immediately following the 
numerical designation. Unclassified parts of classified docu- 
ments will be marked “(U)”. 

(2) The originators of classified documents, including corre- 
spondence, will also identify Restricted Data or Formerly 
Restricted Data, together with the appropriate classification, 
at the beginning of each paragraph, chapter, or section. 
Internal distinction between Restricted Data and Formerly 
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Restricted Data in correspondence is at the option of the 
preparing agency. 

d. Reproductions. All copies or reproductions of classified ma- 
terial will be marked or stamped in the same manner as the original. 

e. Subjects or titles. When it is unavoidable that the subject or 
title of a document be classified, the classification of the subject or 
title when standing alone will be indicated by the initial of the 
classification in parentheses at the end of the subject or title line. 
Where such title or subject is determined to be unclassified that fact 
will be indicated by the letter (U) in parentheses at the end of the 
subject or title line. 

f. Indorsements. The classification of an indorsement standing 
alone or the fact that it is unclassified will be indicated after the 
indorsement heading or numbered comments of Disposition Form 
(DD Form 96) in the same manner as subjects or titles. When an 
indorsement bearing a higher classification is appended to a docu- 
ment all subsequent indorsements will carry the same classification 
and regrading notations and the cover will be changed as appropriate. 
When a basic letter that has higher classified indorsements (or in- 
closures) appended becomes a cover letter or an inclosure it will be 
marked with the classification of its highest classified indorsement 
or inclosure and with appropriate regrading data. (par. 60). 

g. Photographs, films, and recordings. 

(1) Photographs. Negatives will be marked with the appropri- 
ate classification markings and kept in containers bearing 
conspicuous classification markings. Roll negatives will be 
marked at the beginning and end of each strip and single 
negatives marked with the appropriate classification. Each 
photographic print will be marked with the appropriate 
classification at the TOP and BOTTOM and the CENTER 
of the reverse side. 

(2) Sound recordings. Classified sound recordings will be 

marked on readily observable portions preferably at the 
beginning and end, with appropriate classification markings, 
and, if stored in a container, the container will display simi- 
lar markings. When possible, the classification will be an- 
nounced at the beginning and end of the recording. 
Motion picture films. Classified motion picture films wil! 
be marked at the beginning and end of each roll and in the 
title of each film and will be kept in containers bearing 
conspicuous classification markings. 

h. Charts, maps, and drawings. Classified charts, maps, and draw- 
ing will carry the classification marking under the legend, title block, 


7.» 
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or seale in such manner that it will be reproduced on all copies made 
therefrom. Such classification also will be prominently marked at 
the top and bottom in each instance, and if the document is rolled 
or folded, on the back in a clearly visible place. 

t. Material for training purposes. Material which is classified for 
instructional purposes only will have immediately following the sim- 
ulated classification category marking the notation “For training; 
otherwise ~_-...-..---_----_- * (Insert the actual classification or 
the word unclassified). In other than instructional or training situa- 
tions, this material will be handled in accordance with its actual 
classification. 

j. Products or substances. The assigned classification will be con- 
spicuously marked on classified products or substances, and on their 
containers, if possible. This provision is not to be construed as au- 
thorizing the marking of the classification or other special security 
markings on the exterior of containers contrary to the provisions of 
paragraph 68. If the article or container cannot be marked or if 
it is necessary to conceal the classified nature of the material, written 
notification of the classification will be furnished to recipients of 
such products or substances. 

k. Unclassified material. Normally, unclassified material should 
not be marked or stamped UNCLASSIFIED unless it is essential to 
convey to a recipient of such material that it has been examined 
specifically with a view to imposing a classification and has been 
determined to be unclassified. Messages prepared for electrical trans- 
mission will be marked (or typed) UNCLASSIFIED. 

l. Material disseminated outside the Executive Branch of the Gov- 
ernment. When classified defense information is furnished author- 
ized persons outside the Executive Branch of the Government, the 
following notation, in addition to the assigned classification mark- 
ings, will be placed on the document, on the material, on its con- 
tainer, or, when as indicated in j above marking is impractical, on 
the written notification of its assigned classification : 

This material contains information affecting the national defense of the 
United States within the meaning of the Espionage Laws, Title 18, U. S. C., 
Secs. 793 and 794, the transmission or revelation of which in any manner 
to an unauthorized person is prohibited by law. 

m. Other markings. 

(1) Documents not releaseable to foreign nationals (par. 79). 

(2) Documents containing RESTRICTED DATA or FOR- 
MERLY RESTRICTED DATA, see AR 380-150. 

(3) Downgrading or declassification (pars. 60 and 65). 

(4) Inner envelopes (par. 68). 
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(5) Documents for transmission via Armed Forces Courier 
Service or via State Department channels (par. 71). 

(6) Special markings for TOP SECRET documents (pars. 11 
and 18 ¢c). 

(7) Special markings for CONFIDENTIAL documents (par 
36). 

(8) Bus markings pertaining to the contro] of dissemination 
and use of intelligence information. See AR 381-1. 

(9) NATO documents. See AR 380-15. 

(10) SEATO documents. See AR 380-17. 

(11) Baghdad Pact documents. See AR 380-16. 


Secrion VII 


REGRADING AND DECLASSIFICATION 


59. Review for regrading. «a. Responsibility. To preserve the 
effectiveness and integrity of the classification system and to eliminate 
accumulation of classified material which no longer requires pro- 
tection in the interests of national defense, every commander will 
keep under continuing review all defense information in his custody 
or of primary interest to him. He will initiate downgrading or de- 
classifying action as soon as conditions warrant. He also will desig- 
nate persons (normally Security Control Officers) (par. 38) to be 
responsible for a program of continuing review and downgrading or 
declassifying of classified material originated within his headquarters. 

b. Higher authority. In obvious cases of overclassification or under- 
classification, higher authority in the chain of command will take 
action to adjust the classification without referral to the originator, 
except to notify the originator of the change of classification. The 
originator will then take the action specified in paragraph 64. 

c. When a classified document dated prior to the date of these regu- 
lations is withdrawn from a records holding area or records center, 
it will be carefully studied before it is returned by the users to de- 
termine the possibility of requesting the originating agency to imple- 
ment downgrading action. 

d. Downgrading of documents from foreign sources. Material 
which has been classified by a friendly foreign nation or international 
organization will be downgraded or declassified only with the consent 
of the friendly foreign nation or international organization concerned. 

60. Downgrading or declassification. a. TOP SECRET and 
SECRET documents originating within the Department of the Army 
subsequent to the date of these regulations will be regraded SECRET 
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and CONFIDENTIAL, respectively, three years from the date of 
origin unless the originator or higher authority has— 
(1) Authorized earlier downgrading by establishing a specific 
date or event for such downgrading, or 
(2) Renewed the original classification by notification to all re- 
cipients prior to expiration of three years from the date of 
origin. 

b. A notice substantially as follows will be placed on the face or 
cover of each document wherein the originator will establish a specific 
date or event not to exceed three years subsequent to the date of origin 
at which time the material will be declassified or downgraded : 


REGRADED (Appropriate classification) (Not to exceed 3 years from date of origin) 


(Date) 
REGRADED (Appropriate classification) (Not to exceed 3 years from date of origin) 


(Event) 
Material for which the original classification has been extended by 
action in accordance with a (2) above will be subject to automatic 
downgrading three years from the date of extension, unless the pro- 
visions of a (2) above are again applied. 

Note. In the case of messages, a notice furnishing substantially the same in- 
formation as one of the above will be added to the body of the message. 

c. Documents originating within the Department of the Army 
which derive their classification from a document or subject origi- 
nated by an agency outside Department of the Army whose original 
classification of TOP SECRET or SECRET was properly assigned 
by the agency outside Department of the Army may be exempted 
from the provisions of a above. The last paragraph of each such 
document will state that it cannot be downgraded until the docu- 
ment(s) from which its classification was derived is downgraded, 
and will include the subject (or title), date, originating agency and 
classification of reference document(s) and identify specific para- 
graphs or items of information in the Department of the Army docu- 
ment which derive their classification or were extracted from the 
reference document(s). Department of the Army agencies using this 
exemption will— 

(1) Place regrading notice in the lower left corner of the face 
or cover of such documents substantially as follows: 


To be REGRADED when reference document(s) noted in last 
paragraph is regraded. 


(2) Review the reference document(s) upon which the classifi- 
cation is based at least every three years, and if applicable 
recommend to the originating agency that the document be 
downgraded. 
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(3) Notify all holders of the Department of the Army originated 
document immediately when the downgrading of such ref- 
erence documents will permit the downgrading of Depart- 
ment of the Army originated documents. 

d. It is emphasized that Army originated documents must be clas- 
sified according to their own content and not necessarily according to 
their relationship to other documents. References to classified ma- 
terial which do not reveal defense information shal] not be classified. 
The fact that an Army originated document quotes from or para- 
phrases some of the material from another document of a higher 
classification does not necessarily require that the Army originated 
document bear the same classification or that it be exempted from the 
automatic downgrading provisions of a above. 

e. The downgrading of material in accordance with @ or } above 
will not be construed to relax the provisions of paragraph 39a regard- 
ing dissemination on a need-to-know basis. 

j. Originators of letters of transmittal or other covering documents, 
classified solely or partially because of classified inclosures will place 
on such documents a notation substantially as follows: 

REGRADED UNCLASSIFIED (or appropriate classification) WHEN 
SEPARATED FROM CLASSIFIED INCLOSURES. 

g. For classification purposes indorsements and numbered com- 
ments of disposition forms (DD Form 96) will be handled as separate 
documents in accordance with a or } above. 

61. Nonautomatic changes. Holders of classified material may 
downgrade or declassify such material when circumstances do not 
warrant retention in the original classification provided the consent 
of the appropriate classification authority has been obtained. The 
downgrading or declassification of extracts from or paraphrases of 
classified documents also require the consent of the appropriate classi- 
fication authority. Material which has been classified by a friendly 
foreign nation or international organization or another department 
or agency of the U. S. Government will be downgraded or declassified 
only with the consent of the originator. 

62. Material officially transferred. When material is transferred 
by or pursuant to statute or Executive order from the Department of 
the Army to another department or agency, or to the Department 
of the Army from another department or agency for the recipient’s 
use and as part of its official files or property, as distinguished from 
transfers merely for purposes of storage, the receiving department or 
agency will be deemed to be the classifying authority for all purposes 
under these regulations, including declassification and downgrading. 
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63. Regrading. a. Request for downgrading. If the recipient of 
classified material believes that such material has been classified too 
highly, he should make a request to the originator for a review of the 
material with a view toward downgrading or declassification. 

b. Requests for review of classified material originated outside the 
Department of the Army. Direct contact between the recipient and 
the originator is authorized for requests for review of classified ma- 
terial originated outside the Department of the Army, except that 
requests for review of material originated by NATO, SEATO, Bagh- 
dad Pact organization, or the Joint Chiefs of Staff normally will be 
forwarded to The Adjutant General, ATTN: AGAG-E. 

c. When classified documents have originated within the Depart- 
ment of the Army and the office of origin is unknown to the recipient, 
or is known to have been abolished, requests for review will be for- 
warded to The Adjutant General, ATTN: AGAG-E. 

d. Request for upgrading. If the recipient of unclassified material 
believes that it should be classified, or if the recipient of classified ma- 
terial believes that its classification is not sufficiently protective, it 
should be safeguarded in accordance with the classification deemed 
appropriate, and a request made to the originator to classify the 
material or upgrade it. 

e. Form used for requests. DA Form 1575 (Request for or Notifi- 
cation of Regrading Action) will normally be used in requesting re- 
view for regrading. 

64. Notification of change of classification. «a. The official tak- 
ing action to declassify, downgrade, or upgrade classified material will 
notify all addressees to whom the material was originally transmitted. 
Officials providing additional distribution (other than initial) to clas- 
sified material should notify all recipients to whom the additional 
distribution was furnished of the regrading action required unless such 
recipients were notified by other means. (Exempt Report, par. 17%, 
AR 335-15). 

6b. When downgrading a document in part, the originating agency 
may, if it deems necessary, notify recipients as to the new classification 
cf separate chapters, sections, paragraphs, or other appropriate sub- 
divisions. This procedure will be used especially when the document 
is of such a nature that downgrading of such a subdivision might re- 
sult in further downgrading of derivative material. 

ce. DA Form 1575 (Request for or Notification of Regrading Ac- 
tion) will be used in notifying recipients of downgrading action ex- 
cept when the notification pertains to documents which— 

(1) Have such a wide distribution that notification by means of 
a Department of the Army circular or by means of similar 
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types of notification media by commands or agencies subordi- 
nate to the Department of the Army is appropriate. 

(2) Are publications of a recurring nature with essentially a fixed 
distribution. Such publications may carry downgrading 
notifications pertaining to previous issues. Holders of per- 
tinent previous issues who are not on the distribution of the 
issue containing the downgrading data will be notified by 
separate action. 

(3) Are regraded under the provisions of paragraph 60. 

d. Any message which queries or reveals the classification or di- 
rects the upgrading of a message previously transmitted electrically 
in unclassified form, will be assigned a minimum classification of 
CONFIDENTIAL. Message centers serving the originator and ad- 
dressee(s) will notify the communication centers with which they are 
associated when such regrading messages are noted so that the com- 
munication center file copies of the original clear text message may 
be properly protected. 

65. Marking of regraded documents. «a. Authority annotation. 
Whenever classified material is declassified, downgraded, or upgraded, 
each copy of the material will be marked or stamped on the front 
cover, or on the first page if the document has no cover, with a notice 
in one of the following forms: 


CEy See Sa ce dines (enter new classification), by authority 
fe add hdd 5 bw hth (enter title or position of officer or 
official authorized to make the change), by ~--_..------------------ 
(enter name, grade, and organization of the officer or official making 
Ce CIO), OR) octn co ecmncen _...... (enter the date on which the 
change was made). 

(2) BReeeroea ........... _... (enter new classification), by authority 
OF waned daddies la dda (designate the document that authorized 


the change) on __.......... (enter date on which change 
was made). 


b. Classification markings. Regraded documents and material will 
be restamped or re-marked (not typed) as prescribed in paragraph 
58 and the old classification markings lined through. If the docu- 
ment is declassified, the classification markings on the outside of the 
front and back covers, title page, and first and back pages of the text 
should be lined through. These provisions also apply to documents 
bearing automatic regrading notations when the classification of such 
documents changes. Prints of motion picture film will show regrad- 
ing or declassification action on leaders attached between the plain 
leader and first title frame. 
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ce. Marking of regraded copies. Upon receipt of regrading notices, 
holders of regraded documents will promptly mark them as appro- 
priate, to include the authority cited, except as authorized in d below. 

d. Documents in file. When classified documents in file cannot be 
immediately regraded for obvious reasons, such as the inability to 
screen a large volume of files to locate the document, the commander 
or head of staff agency concerned may establish a system in which 
individual documents are regraded when charged out of the file for 
use or screened for regrading purposes whichever occurs first. In 
cases requiring upgrading, material should be given storage safe- 
guards required by the new classification. 

e. Entry in classified document register. An entry will be made on 
the appropriate classified document register. 

66. Declassification of messages previously encrypted. a. Mes- 
sages encrypted prior to 1 February 1946 may be declassified without 
paraphrasing and without removing any of the message elements. 

b. The declassification instructions appearing on the plain-text 
copies of messages, encrypted subsequent to 1 February 1946, vary in 
accordance with the type of cryptosystem used for the encryption, 
whether codress procedure was used, and the period when the mes- 
sages were encrypted. The various phrases, as well as the appropriate 
declassification action to be taken for each group of phrases, are listed 
below. 

(1) (2) A—PARAPHRASE NOT REQUIRED EXCEPT 
PRIOR TO CATEGORY B ENCRYPTION—PHYSI- 
CALLY REMOVE ALL INTERNAL REFERENCES 
BY DATE-TIME GROUP PRIOR TO DECLASSIFI- 
CATION. 

(6) PARAPHRASE NOT REQUIRED. Consult crypto- 
center before declassifying. 
(c) PARAPHRASE NOT REQUIRED. 


yg A ee he correspondence. 
(classification ) 


(2) When declassifying a message containing one of the phrases 
listed in (1) above, remove all internal references to date- 
time group. In the event it can be determined that no date- 
time group in the text refers to a message requiring para- 
phrase upon declassification, such date-time groups may be 
retained. 

(3) (2) B—PARAPHRASE REQUIRED—NO UNCLASSI- 
FIED REFERENCE—PHYSICALLY REMOVE ALL 
DATE-TIME GROUPS AND PARAPHRASE PRIOR 
TO CLASSIFICATION. 
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(6) PARAPHRASE REQUIRED. Consult cryptocenter be- 
fore declassifying. 
(c) THIS MESSAGE REQUIRES PARAPHRASE.,. 

(4) When declassifying a message containing one of the phrases 
listed in (3) above, remove all date-time groups, internal 
reference numbers, and paraphrase prior to declassification. 
The date alone may be retained. 

(5) AC-PARAPHRASE NOT REQUIRED EXCEPT 
PRIOR TO CATEGORY B ENCRYPTION—PHYSI- 
CALLY REMOVE ALL INTERNAL REFERENCES 
BY DATE-TIME GROUP PRIOR TO DECLASSIFI- 
CATION — NO UNCLASSIFIED REFERENCE IF 
THE DATE-TIME GROUP IS QUOTED. 

(6) When declassifying a message containing the phrase listed 
in (5) above, remove all internal references by date-time 
group. The date-time group of the message will also be 
removed. The date alone may be retained. 

(7) All data requiring deletion will be physically removed ; 
erasures or marking out are not authorized. 

c. Classified messages bearing no declassification instructions should 
be paraphrased if the messages were encrypted on or subsequent to 
1 February 1946. 

d. In cases of special or unusual problems in regrading, the crypto- 
security officer should be consulted. 


Section VIII 
TRANSMISSION—GENERAL PROVISIONS 


67. Classified document receipts. The receipt form will identify 
the addressor, addressee, and the document, but whenever possible 
should contain no classified information. It will be signed by the 
proper recipient and returned to the sender. For purposes of posi- 
tive identification, the name of the recipient will be printed, stamped, 
or typed on the form. The form will not be placed so as to obscure 
the classification markings on the cover or top page of a document. 
Receipt forms will be disposed of in accordance with paragraph 38, 
AR 345-274. The following forms are prescribed for receipting for 
classified material. 

a. DA Form 1204 (Classified Single Document Receipts) will be 
used to obtain receipt for a single piece of classified material. 
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6. DA Form 631 (Classified Multiple Document Receipt), which 
does not bear an official mail indicium, will be used to obtain receipt 
for multiple classified documents transmitted to a single addressee. 

ce. DA Form 454 (Semiannual Report or Report of Transfer of 
Registered Documents) is authorized, in lieu of DA Forms 1204 and 
631, as a receipt for classified noncryptographic registered documents. 

d. DA Form 223 (Report of Cryptomaterial) is authorized, in lieu 
of DA Forms 1204 and 631, as a receipt for registered cryptographic 
material. 

e. DA Form 1203 (Classified Document Mail Control Record and 
Receipt) or a classified documents register may be used to obtain 
receipt for classified documents within the headquarters of post, camp, 
station, or independent command and within Department of the Army 
Staff agencies. 

f. DA Form 1205 (Tracer on Classified Document Receipt) will 
be used to trace classified document receipt forms which have not 
been promptly returned to the transmitting agency or command. 

68. Preparation of classified material for transmission outside 
of a headquarters or agency. a. Documents. Classified documents 
will be prepared for transmission outside of a headquarters or agency 
by— 

(1) Inclosing in two opaque envelopes or covers except as pro- 
vided in paragraph 71. 

(2) Inclosing a receipt with the document if appropriate (par. 
67). 

(3) Addressing, return addressing, and sealing the inner envel- 
ope or cover. 

(4) Marking the classification on the front and back of the inner 
envelope so that the markings will be easily seen when the 
outer cover is removed. Special markings required will be 
placed on the front of the inner envelope. See paragraphs 
36, 58, 71, and 79. 

Note. Material classified CONFIDENTIAL—Modified Handling 
Authorized is excepted from this procedure (par. 36). 

(5) Inclosing the inner envelope in an opaque outer envelope 
or cover. The classification markings of the inner envelope 
must not be detectable through the outer envelope. 

(6) Forwarding the outer envelope. Classification or other 
special markings ((4) above) will not appear on the outer 
envelope. 

b. Materiel. Classified materiel will be prepared for transmission 
according to the following rules: 
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(1) Classified materiel will be prepared for transmission so as 
to conceal its classification from unauthorized persons. 

(a) Any markings which tend to reveal the nature or amount 
of classified materiel transmitted or the classified mission 
of installations or activities receiving or transmitting such 
materiel will be avoided. Classification markings will not 
appear on the exterior of containers except as provided 
in paragraph 71. 

(6) Items, or inner containers when used, will be marked as 
appropriate so that markings wil] be easily seen when the 
item is being unpacked. 

(c) All materiel will be securely wrapped and sealed to pre- 
vent materiel from breaking out of containers in the 
process of anticipated handling and to facilitate the detec- 
tion of tampering with or entry into the containers. 

(2) Personnel preparing classified material for transmission 
should observe precautions and procedures outlined above. 
However, material need not be inclosed in two separate 
containers provided the classification of the materiel inclosed 
in a single container is concealed from unauthorized persons. 

69. Transmission within a headquarters or agency. Preparation 
of classified materiel for transmission, and transmission of it, within 
a headquarters or staff agency will be governed by regulations issued 
by the commander or head of agency insuring a degree of security 
consistent with the provisions of these regulations. 

70. Transmission of material in bulk. When the quantity of clas- 
sified material makes application of the principles contained in these 
regulations impracticable, such material will be prepared for trans- 
mission, and transmitted, in accordance with security regulations 
pertaining to bulk shipments of classified material. See AR 380-55. 
In order to minimize the possibility of compromise due to improper 
wrapping or packaging thereof, commanders will insure that classified 
material, prepared for bulk shipment, is securely and adequately 
wrapped or packaged. 

71. Transmission of classified material via Armed Forces 
Courier Service or via State Department channels. a. A State De- 
partment or Armed Forces Courier Service pouch is deemed an 
adequate outer cover for classified material. Such material forwarded 
through those channels should be transmitted as indicated below. 

(1) Via Armed Forces Courier Service. 

(a) One addressed envelope or cover (marked and addressed 
in accordance with par. 13, AR 66-5), with the classification 
stamp on the front and back will be used. 
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(6) Cryptomatter will be marked for dispatch in accordance 
with AR 380-40. 
(2) Via State Department channels. 

(a) If handcarried to the Department of State or to one of 
its diplomatic posts overseas for onward transmission, 
one addressed envelope or cover will be used with the classi- 
fication stamped on the front and back. If unclassified, 
the cover or envelope should be so marked. For material 
designated “CONFIDENTIAL—Modified Handling Au- 
thorized,” the cover or envelope will also carry the annota- 
tion “Handle as FOR OFFICIAL USE ONLY.” 

(6) If SECRET material is forwarded to the Department of 
State, Washington, D. C. by registered mail for onward 
transmission, two envelopes or covers prepared in accord- 
ance with paragraph 68@ should be used. Addresses of 
Army attachés, military assistance advisory groups, mis- 
sions, and other groups which normally receive mail 
through State Department channels are contained in AR 
341-50. 

(3), Couriers or messengers delivering material in single covers 
with the classification marked thereon to Armed Forces 
Courier transfer stations or Department of State pouch 
rooms, wherever located, will protect such material from view 
with a suitable outer cover. 

b. The originator of material to be transmitted through State De- 
partment channels will, when applicable, place the following notation 
on inner or single cover: “This classified material requires trans- 
mission by the fastest available authorized means.” This statement 
will be over the autographic signature of the individual designated 
by the commander or head of agency to certify that such dispatch is 
required. 


Section IX 
SECURITY OF CONTAINERS 


72. Information to be affixed to containers. In order to insure 
notification to persons responsible for the security of containers used 
to store classified material in the event such containers are found 
unlocked and unattended, all such containers will have affixed to the 
outside of the door, top, or top drawer, as applicable, the names, 
addresses, and home telephone numbers of persons to be advised. 
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Part 1, DA Form 727 (Classified Container Information) will be 
used for this purpose. 

73. Action required when a container is found open and unat- 
tended or classified material is found unattended and out of safes. 
a. Any person finding a container of classified material unlocked and 
unattended will— 

(1) Report such fact immediately to the commander or head of 
staff agency, duty officer or other official designated by the 
commander or head of staff agency; 

(2) Notify the responsible person (} below) ; 

(3) Until such time as the responsible individual reports, the 
container will be kept under guard; or, if such guard is im- 
practicable, the container will be locked and the commander 
or head of agency notified ; 

(4) A Security Violation Report (DA Form 2134), is applicable, 
will be made to the commanding officer or head of agency 
who will comply with paragraph 53. 

b. When notified that a container of classified material has been 
found unlocked and unattended, the individual responsible for the 
container will be required to report personally to the office, check the 
contents for visible indications of tampering, and lock the container. 

c. When persons responsible for containers cannot be contacted, 
the duty officer, or other individual specified by the commander, or 
head of agency, personally will close and lock the container and sub- 
mit a report to the commander or head of agency. 

d. Persons who find classified material out of safes and unattended 
will immediately report such fact to the commander or head of staff 
agency, duty officer or other official designated by the commander or 
head of staff agency, who at that time will issue instructions for the 
disposition of such material. Pending further disposition the ma- 
terial will be safeguarded in a manner commensurate with its 
classification. 

74. Safe or cabinet security record. Each piece of equipment used 
for storage of classified material will have attached conspicuously to 
the outside a DA Form 672 (Safe or Cabinet Security Record) on 
which an authorized person will record the time and date each time 
he unlocks and/or locks the equipment, followed by his initials. In 
addition, at the close of each working day, or when a container is 
locked at times other than during normal duty hours, a person other 
than the person locking the container will be required to check it to 
insure that it is locked, and will record the time and date he checked 
the container followed by his initials. 
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75. Changing, recording, and disseminating container combina- 
tions. a. Changing of combinations. Combinations will be changed 
at least once during each six months period and at such other times 
as deemed appropriate, and at the earliest practicable time following— 

(1) The loss or possible compromise of the safe combination. 

(2) The discharge, suspension, or reassignment of any person 
having knowledge of the combination. 

(3) The receipt of a container. 

b. Padlocks. Combination padlocks will be either exchanged or 
rotated in accordance with the provisions of a above. Manufacturer’s 
combination identification numbers must be obliterated from padlocks 
prior to their use in securing classified material. Three-position dial 
type combination padlocks, the combinations of which can be changed 
in the same manner as the combinations of locks affixed to safes, need 
not have the manufacturer’s identification numbers obliterated. 

c. Recording of combinations. An up-to-date record of all safe 
combinations including combinations of padlocks used on containers 
in conjunction with steel lock bars, together with other information 
necessary to identify and locate the container(s), will be maintained 
within a control office in each headquarters or staff agency. Parts 
2 and 3 of DA Form 727 (Classified Container Information) will be 
used for this purpose. (Part 2 will be affixed to a plain envelope 
and part 3 will be inclosed in the envelope.) The combination of a 
container requires the same defense classification marking as that of 
the highest classified material authorized by the commander or head 
of agency to be stored therein and Parts 2 and 3 of DA Form 727 will 
be appropriately marked. Upon.a change of a classified container 
combination, the old DA Form 727 will be automatically downgraded 
to unclassified and destroyed. 

d. Dissemination of combinations. The dissemination of safe com- 
binations will be kept to the absolute minimum. 


Section X 
MATERIEL 


76. Responsibility for safeguarding technical information. a. 
Each head of a technical service responsible for classified items of 
materiel is responsible for the safeguarding of defense information 
pertaining to such items in any military installation or area under 
his jurisdiction. A unit or installation commander is responsible for 
safeguarding defense information pertaining to materiel under his 
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control. For technical information in the hands of contractors, see 
AR 380-131 and the Industrial Security Manual for Safeguarding 
Classified Information. 

b. Under no circumstances will the head of a technical service 
permit the premature disclosure of defense information pertaining 
to development items of materiel. Planning in regard to security 
will be concurrent -with other planning; that is, as the various stages 
of development progress, a predetermined and properly coordinated 
downgrading program will be instituted. (See par. 8.) 

77. Notification of classification or reclassification. Whenever 
the head of a technical service determines that an item of materiel 
for which he is responsible should remain classified after issue, or 
that a change or cancellation of classification is desirable, he will 
submit a draft of appropriate instructions to The Adjutant General, 
ATTN: AGAN, for publication and distribution. 

78. Destruction of classified materiel. @. Authority to direct. 
Whenever the head of a technical service or other person responsible 
for a classified item of materiel determines that its destruction is or 
may be necessary to safeguard defense information, he will issue 
the necessary implementing directive. 

b. Procedure. When destruction of classified materiel has been 
directed— 

(1) The custodian will remove all classified components and de- 
stroy them by burning or mutilation in the presence of a 
properly cleared witnessing official. The remainder of the 
materiel will be processed in accordance with regulations for 
the disposition of unserviceable property. 

(2) If (1) above is not practicable, the custodian will destroy 
the entire item by burning or mutilation or by a method 
equally complete. 

(3) In either case, the certificate of destruction will be signed 
by the custodian and witnessing official before submission to 
the officer directing the destruction. Disposition will. be in- 
dicated in the appropriate property record. 


Section XI 


MISCELLANEOUS PROVISIONS 


79. Special procedures for safeguarding certain documents 
from foreign nationals. «a. General. Whenever authorized origi- 
nators or recipients of documents determine that defense information 
is contained therein which should be withheld from foreign nationals 
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and the anticipated distribution, transmission, or handling is such 
that the documents will be liable to inadvertent disclosure to foreign 
nationals, the authorized originators or recipients will stamp or mark 
a special handling notice conspicuously on the outside or face of 
such document. 
b. Markings. 
(1) Special handling notices referred to in a above, will be as 
follows: 
SPECIAL HANDLING REQUIRED 
NOT RELEASABLE TO FOREIGN NATIONALS 


ee 
BY AUTHORITY OF --..----.-...-.-.-- A ig Ne 


(2) Information will be so stamped or marked only by authority 
of one of the officials specified in paragraph 22a and 3, or 
an officer designated by him. In Department of the Army 
publications, only the title of the proponent Department. of 
the Army staff agency or CONARC will be shown, facsimile 
signatures of the individual classifying officers will not be 
reproduced. 

(3) Recipients will not alter or remove the stamp or marking 
except upon the recommendation of an officer or official 
capable of evaluating the information from the point of view 
of its sensitivity or by authority of the originator; in any 
case all holders will be notified. 

(4) Marking of inner envelopes. Inner envelopes used to trans- 
mit such material will be stamped or marked as above, al- 
though the authority may be omitted. 

c. Designation of foreign nationals authorized uccess to defense in- 
formation. The individual who determines that information requires 
special handling will indicate any foreign nation, representatives of 
which are specifically authorized to have access to the defense informa- 
tion, and will authorize such access by his signature. If it is de 
termined that the defense information should be withheld from all 
foreign nationals, the word “None” will be inserted in the blank space 
provided, and the insertion validated by signature. 

d. Documents not having special handling notice attached. Under 
no circumstances will classified documents not having the special 
handling notice attached be released or disclosed to foreign nationals 
without proper authorization in accordance with prescribed policies. 
See DA-DCMI (A). 

e. Messages. In the case of messages, authorized originators, in ad- 
(lition to marking the face of the message form as indicated in a, above, 
will insert the abbreviation NOFORN in the internal instructions. 
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Messages containing the NOFORN abbreviation will be prepared in 
accordance with paragraph 6, AR 105-31. The abbreviation 
NOFORN will never be used for any other purpose. 

80. Classified material in possession of individuals on travel 
orders. a. An individual on travel orders who is authorized to have in 
his possession classified material will safeguard such material by one of 
the following methods: 

(1) By contacting the nearest Army, Navy, or Air Force facility 
and requesting the commanding officer or his representative 
to supply, if available, the storage facilities required by the 
particular classification ; or 
By keeping the material under personal physical control at 
all times. It is the responsibility of personnel carrying clas- 
sified material to utilize proper judgment in their actions in 
order not to place themselves in jeopardy where the material 
could be compromised. 

b. Personnel on travel status will not carry classified material across 
international borders where the classified material might be liable to 
scrutiny by customs inspectors or other unauthorized individuals. 
Such material will be sent in advance by diplomatic pouch or diplo- 
matic courier only. 

81. Classified document cover sheets. In order to alert handling 
personnel to the fact that a document is classified and to protect it from 
unauthorized scrutiny, the following cover sheets, available through 
normal publications supply channels, will be used to cover classified 
documents, when in use: 

a. DA Label 24 (TOP SECRET Cover Sheet ). 

6. DA Label 23 (SECRET Cover Sheet). 

ce. DA Label 22 (CONFIDENTIAL Cover Sheet). When modified 
handling is authorized, DA Label 22 will be overprinted or hand 
stamped (not typed) MODIFIED HANDLING AUTHORIZED. 
These cover sheets are not required for material in files or when pre- 
pared for transmission in accordance with paragraphs 68 and 71. 

82. Emergency destruction. «a. Plans. Commanders and agency 
heads responsible for the safeguarding of classified material will 
make formal plans for the emergency destruction or safe removal 
of all classified material under their jurisdiction should civil dis- 
turbance, disaster, or enemy action require such action. 

b. Aboard airplane or ship. If a craft carrying classified material 
is forced down, stranded, or shipwrecked in unfriendly territory or 
on neutral territory where capture appears imminent or in any other 
circumstances where it appears unlikely that the classified material 
can be properly protected, such material should be destroyed in 


—_ 
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any manner that will render recognition impossible, preferably by 
burning. 

83. Security of typewriter ribbons. Cotton, rayon, paper, and 
silk typewriter ribbons are insecure until typed through twice. Inse- 
cure ribbons will be appropriately safeguarded if used to type defense 
information. Nylon ribbons are secure at all times. 

84. Convenience files. Convenience files made up of SECRET 
or CONFIDENTIAL material (including CONFIDENTIAL— 
Modified Handling Authorized) should be afforded the same degree 
of protection as prescribed for record files of the same classification 
material. Convenience files composeds of TOP SECRET documents 
are prohibited. Convenience files made up of SECRET and CONFI- 
DENTIAL (including CONFIDENTIAL—Modified Handling Au- 
thorized ) material which qualifies for destruction under the provisions 
of paragraph 20, AR 345-220, will be destroyed in the manner author- 
ized for SECRET or CONFIDENTIAL record material (pars, 23 
and 35). 

85. Classified waste. Waste such as preliminary drafts, notes, 
dictaphone or other type recordings, type, typewriter ribbons, carbon 
paper, stencils, stenographic notes, carbon plates, exposed film (de- 
veloped or undeveloped) and similar items containing defense infor- 
mation will be protected by a responsible person in accordance with 
its classification until it can be destroyed in the manner prescribed 
for similarly classified material. Certificate of destruction is not 
required. 

86. Defense information in hands of contractors. Defense infor- 
mation in the hands of Department of the Army contractors shall be 
transmitted, marked, stored, and destroyed in accordance with the 
Department of Defense Industrial Security Manual for Safeguarding 
Classified Information. 
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Appenpix II 


DEPARTMENT OF THE ARMY REGULATIONS AND 
SPECIAL REGULATIONS RELATED TO AR 380-5, SAFE- 
GUARDING DEFENSE INFORMATION. 


The following AR’s and SR’s are listed for specific guidance in 
safeguarding Military information: 


a. Army Regulations. 


No. 


*190-60 
*380-8 


380-13 


*380-15 
*380-16 
*380-17 
380-20 
380-25 
380-30 
380-31 
380-40 


*380-46 


*380—-48 
380-55 


*380—57 


380-60 


380-83 


Title 


Physical Security of Atomic Weapons__- 

Policy Guidance for security classification 
of Special Forces Activities. 

Dissemination of classified information to 
representatives of the General Account- 
ing Office. 

Safeguarding classified NATO informa- 
tion. 

Safeguarding classified Baghdad Pact 
information. 

Safeguarding classified SEATO informa- 
tion. 

Restripted areas... ....<..-. 1 2 ie 

tinh i ce a Cc oman ak <o 

Noncryptographic registered documents- 

Classification of aerial photography- ---- 

Safeguarding cryptomatter; distributing 
and accounting for cryptomaterial. 

Radiation of intelligence bearing informa- 
tion by communications, communica- 
tions security, and duplicating equip- 
ments. 

Transmission of classified information in 
the clear over closed circuit television. 

Safeguarding defense information in 
movement of persons and things. 

Procedures for protection of NATO 
couriers while in United States during 
emergency or general-alert conditions. 

Armed Services Technical Information 
Agency. 

ape Gen. 55 2555. A 


* Denotes classified documents, title unclassified. 
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Date 


18 Apr 
23 Jan 


22 Aug 


22 Mar 
19 Jun 
19 Jun 
6 Feb 
29 Jul 

7 Dec 
6 Dec 
14 Aug 


17 Jun 


20 Mar 
8 Jan 


21 Jun 


10 Oct 


58 
56 


57 


56 
57 
57 
58 
57 
54 
54 
57 


57 


56 
55 


56 


55 


54 
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No. Title 

*380-86 Chemical and biological warfare clas- 
sification. 

380-88 Safeguarding Joint Chiefs of Staff and 
National Security Council papers. 

380-105 Policy and procedure governing use of 


code words, nicknames, short titles, 
and.similar devices. 


380-130 Armed Forces industrial security regula- 
tion. 
380-131 Industrial security......../...-.--.--- 
380-150 Safeguarding of restricted data________. 
380-153 Access to restricted data... ..-.-- 
*330- 157 Policy and procedure for regulating access 


to critical atomic weapons stockpile and 
production information. 


380-161 Public display of communications-elec- 
tronics equipment or systems. 

*380-235 Enemy Prisoner of War and Civilian 
Internee communications censorship. 

345-15 Policy governing the custody, use and 


preservation of Department of the 
Army Official Information which re- 
quires protection in public interest. 
604-5 Investigation and clearance of per- 
sonnel for handling cryptologic, TOP 
SECRET, SECRET and CONFI- 
DENTIAL material and information. 


6. Special Regulations. 
No. Title 

380-5-11 Policy for the release of unclassified 
United States Military information to 
foreign nationals. 

380-5-20 Release of classified information to officer 
students. 

380-540 Photographing and sketching of vital 
military installations and equipment by 
Federal Bureau of Investigation. 


380—80-1 Armed Forces censorship 
380-150-30 Foreign atomic devices and component 
parts. 


*Denotes classified documents, title unclassified. 
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Date 
18 Nov 


5 Aug 


20 Mar 


21 Sep 


4 Oct 
7 Dec 
5 Aug 
5 Aug 
22 Mar 
30 Mar 


25 Nov 


29 Nov 


Date 
26 Apr 


11 Jan 


1 Apr 


24 Sep 
25 Jun 
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54 
55 


57 


56 


55 
54 


o7 
57 


55 


qo 
~I 
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No. 
*380-160-11 


*380—160—12 


*380-160-13 


380-—210-5 


*380-250-1 


380-305-10 


*380-320-10 
*380-335-1 


*380-350-2 
*380-350-3 
380-410-1 
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Title 

Clearance of telephone company per- 
sonnel for duties in connection with 
automatic coding equipment. 

Investigation and clearance of foreign 
personnel entering the United States 
under auspices of Joint Intelligence 
Objective Agency. 

Investigation and Clearance of aliens in 
the United States Army. 

Classification of maps, charts, aeronauti- 
cal publications, and other documents 
pertaining to military installations. 

Control] measures for practice alerts, sim- 
ulated air raids, and other training ex- 
ercises. 

Standardization of photo intelligence re- 
ports, designation and content. 

Counterintelligence Investigations - 

Use of Counter Intelligence Corps portion 
of ‘‘Maintenance and Operations, 
Army” project 1553, extraordinary 
Military expenses. 

Captured enemy documents _ - _-_- 

Army Security Center_-_--------- 

Physical Security Equipment Agency 


Date 
29 Jun 


8 May ! 


15 Aug 


18 Jul 


19 Jun 


10 Aug 


21 Jun 
5 Jun 


6 Jul 
6 Jul 
23 Feb 


By Order of Wilber M. Brucker, Secretary of the Army: 


Official : 


MAXWELL D. TAYLOR, 
General, United States Army, 


Chief of Staff. 


HERBERT M. JONES, 
Major General, United States Army, 
The Adjutant General. 


Distribution : 


Active Army, NG, and USAR: A. 
To be distributed as needed to all units and headquarters down to and 


including companies and batteries and 


comparable size. 


*Denotes classified documents, title unclassified. 
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APPENDIX C 


OPNAV INSTRUCTION 5510.1B 


DEPARTMENT OF THE NAVY 


SECURITY MANUAL 
FOR 
CLASSIFIED INFORMATION 





NAVY DEPARTMENT 
CHIEF OF NAVAL OPERATIONS 
OFFICE OF NAVAL INTELLIGENCE 


I 








874 INVESTIGATION OF NATIONAL DEFENSE 


DEPARTMENT OF THE NAVY OPNAV 5510.1B 
Office of the Chief of Naval Operations Op~921B 
Washington 25, D. C. Ser 550P92 
1 OMAR 1958 


OPNAV_ INSTRUCTION 5510,1B 


From: Chief of Naval Operations 
To: All Ships and Stations 


Subj: Department of the Navy Security Manual for 
Classified Information 


1. Purpose. The purpose of this Instruction is to pro- 
vide all Naval activities and personnel with detailed 
regulations and guidance for classifying, marking and 
handling classified information and for access thereto 
and disclosure thereof. 


2. Cancellation. OPNAV INSTRUCTION 5510.1A (U.S. Navy 
Security Manual for Classified Matter) is hereby can- 
celled and superseded. 


3. Scope. This Instruction serves as the basic U. S. 
Navy security directive relating to the safeguarding 
of classified information. Its provisions apply to 
all military and civilian personnel and to all activi- 
ties of the Naval Establishment. 


4. Procurement. Navy and Marine Corps activities may 
procure additional copies of this Instruction by sub- 
mitting a “Requisition and Invoice/Shipping Document" 
(DD Form 1149) to the nearest Forms and Publications 


Supply Distribution Point. 
rd, A Hol, 


a D. FELT 
WiCE CHIEF OF BAVAL OPERATIONS 


Approved: ]j 


-"e 


Under Secretary of the Navy 
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OPNAVINST $510.1B 
10 MARCH 1958 


Chapter 1 
INTRODUCTION 


0101. RESPONSIBILITY 


1. The Chief of Naval Operations is responsible 
to the Secretary of the Navy for all policies relating 
to the maintenance of the security of all classified 
the Naval 
Owing to the close relationship of counterintel 


information within Establishment 
ligence and the preservation of security, the Director 
of Naval Intelligence has been designated as the 
officer primarily responsible to the Chief of Naval 
Operations for the protection of classified informa 
tion. Therefore, the Office of Naval Intelligence 
formulates and promulgates Navy policies which 
relate to the security of all classified information 
2 
for safeguarding all classified information within 


Commanding officers are directly responsible 


their commands and are responsible for instructing 
their personnel in security practices and procedures 


0102. OBJECTIVE 


1. The objective of the orders and instructions 
which appear herein is to establish a coordinated 
policy for the maintenance of the security of all 
information classified in the interests of national 
defense. 

2 
protection for reasons other than in the interests of 


Information which requires ad ministrative 


national defense is not classified information as 
defined in this Instruction and the protective meas 
ures established herein do not apply. Originators 
of such information are responsible for insuring 
its identification and protection in accordance with 
existing regulations. Under no circumstances shall 
the designation Top Secret, Secret, or Confidential 
(including Confidential-Modified Handling Auth 
orized) be assigned to such information 


0103. APPLICATION 


The security of the United States in general, and 


of naval operations in particular, depends in part 


upon the success attained in the safeguarding of 
classified information. It is of paramount impor 
tance that all who engage in administering security 
preserve a balanced and commonsense outlook 
toward the subject. The ideal to be sought is the 
indoctrination of all personnel to the point that 
they automatically exercise proper discretion in the 
discharge of their duties and do not think of 
security of information as something separate and 
apart from other things. In this way, security of 
classified information becomes a natural clement of 
every task and not an additionally imposed burden 
The attainment of the desired objective requires 
sound direction from above and full alertness and 


cooperativeness on the part of all subordinates 


0104. BASIS 


U.S. Navy 


Executive Orders, public laws, and other legally 


Regulations and General Orders, 


established directives form the basis for this 
publication 

0105. LIMITATIONS OF SECURITY 

Security is a means — not an end. Rules which 


govern security of classified information are com 


parable to gunnery safety orders. They do not 
guarantee protection, and they do not attempt to 
meet every conceivable situation. The law of 


diminishing returns limits the control measures 
that can be employed profitably, but it is possible 
to obtain a satisfactory degree of security with a 


minimum of sacrifice in operating efhciency 


0106. 
The 


security formula which is simple in principle 


SECURITY PRINCIPLE 


Department of Defense is employing a 
Ic is 
based on the premise of circulation control; i. 

the control of the dissemination of classified in 


formation 


Therefore, knowledge or possession of 
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classified defense information shall be permitted 
only to persons whose official duties require such 
access in the interest of promoting national defense 
and only if they have been determined to be 
trustworthy. 


0107. GENERAL INTERPRETATION 


In the interpretation of the provisions of this 
publication, each command and individual shall be 
The 
regulations contained herein are not intended to 


guided by the basic principle of security 
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restrict the mature judgment of individuals in the 
proper application of initiative. Ie is directed that 
commands issue additional security instructions as 
necessary to meet local situations. 


0108. FORMS 


Except where specifically indicated, forms re 
quired by this Manual may be obtained by forward 
ing DD Form 1149 (Requisition and Invoice 

Shipping Documents) direct to appropriate forms 
and publications supply (Refer 


Appendix A) 


points. to 
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Chapter 2 
DEFINITIONS 


0201. ACCESS 


“Access” is the ability and opportunity to obtain 
knowledge or possession of classified information. 
An individual does not have access to classified in- 
formation merely by being in a place where such 
information is kept, provided the security measures 
which are in effect prevent him from gaining know!l- 


edge or possession of such classified information. 


0202. BOUND DOCUMENTS 


“Bound Documents” are books or pamphlets, the 
pages of which are permanently and securely 
fastened together in such a manner that one or 
more pages cannot be extracted from the bound 
copy without defacement or alteration of the book. 


0203. CATEGORIES OF CLASSIFIED INFORMATION 


There are three categories of classified information 
which, in descending order of importance, shall 
carry one of the following designations: “Top 
Secret,” “Secret,” or “Confidential” (including 
Confidential-Modified Handling Authorized). 


0204. CLASSIFICATION GUIDE 


An instruction indicating the classification that 
may be «signed to subjects within a specific area 
of defense activity. 


0205. CLASSIFIED INFORMATION 


“Classified information” is official information 
which requires protection in the interests of Na- 
tional defense and which is classified for such 


purpose by responsible classifying authority. 


0206. CLASSIFIED MATERIAL 


“Classified material” is any matter, document, 
product, or substance on or in which classified in- 
formation is recorded or embodied. 


0207. CLASSIFIED MATTER 


Refer to article 0206. (The terms “classified informa- 
tion”, “classified material” and “classified matter” 
are sometimes used as synonyms in other regulatory 
publications. The instant differentiation between 
“classified information” (article 0205) and “‘classi- 
fied material” or “classified matter’ (articles 0206— 
0207) is not intended to interfere with that broader 


meaning wherever employed.) 


0208. CLASSIFY 
To 
decision is made to place information within a 


“classify” is the procedure whereby (1) a 
classification category after it is first determined 
that the information requires protection in the 
interests of national defense, (2) the classified in- 
formation is marked accordingly, and (3) interested 
commands are notified as to the assigned classi- 
fication. 


0209. CLEARANCE 


A “clearance” is an administrative determination by 
competent authority that an individual is eligible, 
from a security standpoint, for access to classified 
information of a specified category 


0210. COMMUNICATION SECURITY 


“Communication security” is protection resulting 
from all measures designed to deny to unauthorized 
persons information of value which might be 
derived from communications. 


0211. COMPARTMENTALIZATION (CIRCULATION CONTROL) 


The rules and regulations established by competent 
authority to insure that access to classified informa- 
tion will be granted only to trustworthy persons 


who require such information in performance of 
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their official duties and classified information is 
restricted to specific physical confines when 
feasible. 


0212. COMPETENT AUTHORITY —COMMANDING OFFICER 


For the purposes of this Instruction, the terms 
“competent authority” and “commanding officer” 
are synonymous. These terms are intended to in- 
clude “commander”, “naval 
representative’, “director”, “inspector”, and any 
other title assigned to an individual, military or 
civilian, who, through command status position, or 
administrative jurisdiction, is qualified to assume 
responsibility and to render a decision with regard 
to a specific question under consideration. 


“officer-in-charge”’, 


0213. COMPROMISE 


A “compromise” is a loss of security which results 
from an unauthorized person obtaining knowledge 
of classified information. As used in this Instruc- 
tion, the term “unauthorized person” means any 
person not authorized to have access to classified 
information. 


0214. CONFIDENTIAL (CONFIDENTIAL-MODIFIED HANDLING 


AUTHORIZED) 


Refer to article 0304 


0215. COUNTERINTELLIGENCE 


“Counterintelligence” is that phase of intelligence 
covering all activity devoted to destroying the 
effectiveness of inimical foreign intelligence activ 
ities and to the protection of information against 
espionage, personnel against subversion, and instal 
lations or material against sabotage. 


0216. DECLASSIFY 


To “declassify"’ is to remove the classification from 
Notification to holders of 
the information is a part of this process 


classified information. 


3217. DISCLOSURE 


“Disclosure,” as it relates to classified information, 
is an officially authorized release or dissemination 
by competent authority whereby the information is 


furnished to a specific individual, group, or activity 
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0218. DOCUMENT 


The term “document means any recorded in- 
formation, regardless of its physical form or 
characteristics, and includes but is not limited to 
the following: 

1. Written material, whether handwritten, printed 
or typed. 

2. All painted, drawn or engraved material. 

3. All sound or voice recordings. 

4. All printed photographs and exposed or 
printed film, still or motion pictures. 

5. All reproductions of the foregoing by what- 
ever process reproduced, 


0219. DOWNGRADING 


“Downgrading” is the act of lowering the classi- 
fication assigned to information while retaining it 
within a category of classified information. Notifica- 
tion to holders of the information is a part of the 
process. 


0220. FOR OFFICIAL USE ONLY 


The term ‘For Official Use Only” is assigned to 
official information which requires protection in 
accordance with statutory requirements or in the 
public interest, but which is not within the purview 
of the rules for safeguarding information in the 
interests of national defense. Such information is 
not within the purview of this Instruction; its 
description, use and limitations are set forth in 
SECNAYV Instruction 5570.2A. 


0221. FOREIGN NATIONAL 


The term ‘foreign national” includes any person 


not a U. S. citizen or U. S. national. American 
citizens representing foreign governments, foreign 
private interests, or other foreign nationals are con- 
sidered to be foreign nationals for purposes of this 


Instruction. 


0222. FORMERLY RESTRICTED DATA 


Refer to article 0305.2. 


0223. HANDLING 


The term “handling” includes the preparation, 
processing, transmission, and custody of classified 
information 
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0224. IMMIGRANT ALIEN 


An “immigrant alien” is any person who has been 
lawfully admitted into the United States for perma- 
nent residence under an immigration visa. (See 
Article 1507 for investigative requirements for 
clearances for “immigrant aliens” within the Naval 
Establishment.) 


0225. INFORMATION 


“Information” is knowledge which can be com- 
municated by any means. 


0226. 


Classified material marked by such terms as “COS- 
MIC”, “NATO”, “SEATO”, and “BAGHDAD 
PACT” is handled in accordance with separate 
instructions established by the particular organiza- 
tion. Opnav Instruction 05510.46 sets forth the 
handling requirements for COSMIC and NATO 
classified information; OPNAYV Instruction 05510.53 
provides similar guidance for SEATO classified 
information and 05510.54 for BAGHDAD PACT 
classified information. 


INTERNATIONAL DOCUMENTS 


0227. LONG TITLE 

“Long title” is a descriptive word or phrase, con- 
sisting of a name or of several words, assigned by 
the preparing agency to identify the subject matter 
of a document on the type of device. 


0228. MARKING 


“Marking” is the physical act of indicating on 
classified material the assigned classification, changes 
in classification, and any special limitations on the 
use thereof. 


0229. MUNITIONS OF WAR 


The term “munitions of war” includes any and all 
items required for war, inclusive of food as well as 
all other supplies and equipment, but exclusive of 
manpower. 


0230. NEED TO KNOW 


“Need to know” is the term given to the require- 
ment that the dissemination of classified informa- 
tion be limited strictly to those persons whose 
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official military or other governmental duties require 
knowledge or possession thereof. Responsibility 
for determining whether a person's duties require 
that he possess or have access to classified informa- 
tion and whether he is authorized to receive it rests 
upon each individual who has possession, knowl- 
edge, or command control of the information 
involved and not upon the prospective recipient. 
This principle is applicable whether the prospective 
recipient is an individual, a command, a defense 
contractor, another Federal agency, or a foreign 
government. A “need to know” is recognized as 
established when (1) the disclosure is necessary in 
the interests of national defense; (2) there clearly 
appears from the position, status, duties, and re- 
sponsibilities of the applicant a legitimate require- 
ment that he must have access to the classified 
information in order to carry out his assigned duties 
and responsibilities; (3) there is no other equal or 
ready source of the same classified information 
available to him; and (4) the applicant is or can be 
appropriately cleared for accesss to the degree of 
classified information involved and is capable both 
physically and mentally of providing the degree of 
protection which that information requires 


0231. ORIGINAL CLASSIFICATION AUTHORITY 


“Original classification authority” is that authority 
required to classify independently any type of ma- 
terial; this contrasts with derivative classification 
authority, which is the authority to classify material 
created as a result of, in connection with, or in 
response to other material dealing with the same 
subject which already bears a classification. 


0232. ORIGINATOR 


The “originator” is the command by whose author- 
ity an item of information is created and disseminated. 


0233. PERSONNEL SECURITY CLEARANCE 


« 
A “personnel security clearance” is an administra- 


tive determination that an individual is eligible, 
from a security standpoint, for access to classified 
information of the same or lower category as the 
clearance being granted. 
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0234. RECLASSIFYING OR REGRADING 


“Reclassifying” or “regrading” is the act of chang- 
ing the classification assigned to information. 
Notification to holders of the information is a part 
of the process. 


0235. RESTRICTED DATA 
Refer to article 0305. 


0236. SECRET 


Refer to article 0303 


0237. SECURITY 


“Security” is a protected condition of classified in- 
formation which prevents unauthorized persons 
from obtaining information of direct or indirect 
military value. This condition results from the 
establishment and maintenance of protective meas- 
ures which insure a state of inviolability from 
hostile acts or influences. 


0238. SHORT TITLE 


A “short title” is a brief, identifying combination 
of words, letters, or numbers applied to specific 
items of classified material. 


0239. SPONSORSHIP 


“Sponsorship” (or other forms of the word) is used 
herein to indicate that a command or activity 
officially accepts responsibility, securitywise, for an 
individual, a group, conference, etc. Usually a 
“sponsored” individual is a member of the “‘spon- 
soring command” (i.e., all members of a command 
visiting anywhere officially are prima facie spon- 
sored by their own command), but this is not 
necessarily the case. “Sponsored’’ individuals, 
groups, etc. may include members of the Naval 
Establishment, other military departments and other 
branches of the Government; contractors and their 
employees; other American citizens; and foreign 
nationals. Sponsorship should not lightly be 
undertaken. 
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0240. STOWAGE 

“Stowage” refers to the manner in which classified 
material is protected by physical and/or mechanical 
means. 


0241. TECHNICAL INFORMATION 


“Technical information” includes data concerning 
munitions and equipment, engineering performance, 
instructions on maintenance and operation, and any 
descriptive matter or components thereof. The term 
also includes means of operation, manufacture, use, 
techniques, processes, and information pertaining to 
the various sciences which may be employed directly 
or indirectly in warfare. Data of a strategic or 
tactical nature are specifically excluded from the 
meaning of this term. 


0242. TOP SECRET 


Refer to article 0302. 


0243. TRANSMISSION 


“Transmission” (including transmit, transmitting, 
transmittal and other forms of the word) as used 
in this Instruction means movement involving the 
actual transfer of custody and responsibility for a 
document or other classified material from one 
command or section of a command to another 
command or other authorized addressee. It does 
not apply to personnel carrying classified material 
for their own legitimate use to be retained by them 
and returned to their own command files. 


0244. UNBOUND DOCUMENTS 


“Unbound documents” include letters, memoranda, 
reports, telegrams, and other similar documents 
the pages of which are not permanently and 
securely fastened together. 


0245. UPGRADING 


“Upgrading” is the act of assigning a higher classi- 
fication to information than that previously as- 
signed. Notification to holders of the information 
is a part of this process. 


2-4 
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Chapter 3 
CLASSIFICATION CATEGORIES 


0301. GENERAL 


1. Official information which requires protection 
in the interests of national defense shall be limited 
to three categories of classification which, in 
descending order of importance, shall carry one of 
the following designations: Top Secret, Secret, or 
Confidential (including Confidential- Modified 
Handling Authorized). No other designation shall 
be used to classify defense information, as requir- 
ing protection in the interests of national defense, 
except as expressly provided by statute. Official 
information not affecting the national defense, 
which pursuant to statutory or constitutional auth- 
ority may be deemed to require protection in the 
public interest for other reasons, shall be handled 
in accordance with SECNAYV Instruction 5570.2A. 
2. Nothing in this Instruction shall be deemed 
to authorize the withholding of information, other- 
wise releasable, because its release might tend to 
reveal administrative error or inefficiency, or might 
be embarrassing 


0302. DEFINITION OF TOP SECRET 


The use of the classification Top Secret shall be 
limited to defense information or material which 
requires the highest degree of protection. The 
Top Secret classification shall be applied only to 
that information or material the defense aspect of 
which is paramount, and the unauthorized disclosure 
of which could result in exceptionally grave damage 
to the Nation, such as: 

1. Leading to a definite break in diplomatic rela- 
tions affecting the defense of the United States, an 
armed attack against the United States or its Allies, 
a war. 

2. The compromise of military or defense plans, 
or intelligence operations, or scientific or tech- 
nological developments vital to the national defense. 
3. Examples of the type of material described in 


subparagraphs 1 and 2 above might include the 
following: 

a. A strategic plan documenting the overall 
conduct of a war. 
b. War planning documents which contain 
worldwide: 

(1) Planning data and assumptions. 

(2) Wartime planning factors for the use 

of nuclear weapons. 

(3) Intelligence estimates of enemy capa- 

bilitics. 

(4) Force composition and deployment, and 

(5) Real estate requirements and utiliza- 

tion by geographical area which are time 

phased for a period of months. 
c. An operations plan cither for a single opera- 
tion or a series of connected operations con- 
taining any of the factors in subparagraph b 
above and with sortie rates or target data. 
d. A document containing any of the con- 
siderations in subparagraph 6 above directly 
related to a Top Sccret war planning document, 
the unauthorized disclosure of which standing 
alone could result in actual compromise of a 
particular Top Secret plan. (This does not 
necessarily include proposed budgets, current 
peacetime deployment of units or munitions, 
or peacetime manpower and organization 
programs for future years. Normally such 
information is too general in nature to reveal 
Top Secret plans.) 
e. Intelligence documents that contain com- 
pleted intelligence of such scope that it reveals 
a major intelligence production effort on the 
part of the United States and which would 
permit an evaluation by unauthorized recipients 
of the success attained by, or the capabilities 
by, or the capabilities of, the United States 
intelligence services. (Normally, a broad and 


complete intelligence annex or a summary of 
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similar importance. Not a report or a digest 
of reported items of information, except as 
covered in subparagraph / below.) 

f. A plan or policy for conducting intelli- 
gence or other special operations and informa- 
tion revealing a particular intelligence operation 
or other special operation, provided that the 
compromise of such plan, policy, or particular 
operation could result in exceptionally grave 
damage to the Nation — not just to individuals 
or groups of individuals. Intelligence opera- 
tions may include certain specifically designated 
and controlled collection projects. 

g- Critical information concerning radically 
new and extremely important equipment 
(munitions of war), such as nuclear weapons, 
atomic weapons stockpile data, and any 
other munitions of comparable importance 
the scientific or technological development 
aspects of which are vital to the national 
defense. (OPNAV INSTRUCTION 005510.2B 
(and subsequent revisions), AEC-DOD Classi- 
fication Guide, applies to Restricted Data, and 
also indicates the proper defense classification 
for the same information.) 


0303. DEFINITION OF SECRET 


The use of the classification Secret shall be limited 
to defense information or material the unauthorized 
disclosure of which could result in serious damage 
to the Nation, such as: 
1. Jeopardizing the international relations of the 
United States. 
2. Endangering the effectiveness of a program 
or policy of vital importance to the national defense. 
3. Compromising important military or defense 
plans, or scientific or technological developments 
important to national defense. 
4. Revealing important intelligence operations 
5. Examples of the type of material described in 
subparagraphs 1 through 4 above might be the 
following: 
a. A war plan or a complete plan for a future 
operation of war not included under Top 
Secret, and documents showing the disposition 
of our forces the unauthorized disclosure of 
which, standing alone, could result in actual 
compromise of such Secret plans. 
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b. Defense or other military plans not in- 
cluded under Top Secret or subparagraph a, 
above, including certain development and 
procurement plans and programs, but not 
necessarily including all emergency plans. 

c. Specific information which, standing alone, 
reveals the military capabilities or state of 
preparedness of the Armed Forces, but not 
including information the unauthorized 
disclosure of which could result in compromise 
of a Top Secret plan. 

d. Information that reveals the strength of 
our forces engaged in hostilities; quantities or 
nature of their equipment; or the identity or 
composition of units in an active theater of 
operations or other geographic area where our 
forces are engaged in hostilities, except that 
mailing addresses may include organization 
designations. (During periods of peace, infor- 
mation revealing the strength, identity, 
composition, or location of units normally 
does not require classification as Secret.) 

e. Intelligence and other information, the 
value of which depends upon concealing the 
fact that the United States possesses it. 

f. Particulars of scientific or research projects 
which incorporate new technological devel- 
opments or techniques having direct military 
application of vital importance to the national 
defense. 

g. Specific details or data relating to new 
material or important modifications of material 
which reveal significant military advances or 
new technological developments having direct 
military application of vital importance to the 
national defense. 

h. Communications security devices and 
cryptographic material that reveals informa- 
tion of vital importance to the national defense. 
i. Information of vital importance to the 
national defense concerning specific quantities 
of war reserves. 


0304. DEFINITION OF CONFIDENTIAL (CONFIDENTIAL— 
MODIFIED HANDLING AUTHORIZED) 


1. The use of the classification Confidential shall 
be limited to defense information or material the 
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unauthorized disclosure of which could be prejudi- 
cial to the defense interests of the Nation. 
Examples of the type of material described might 
include the following: 

a. Operational and battle reports which 
contain information of value to the enemy. 


b. 
S 


Intelligence reports. 

Military radio frequency and call sign 
allocations of special significance or those 
which are changed frequently for security 
reasons. 

d. Devices and material relating to communi- 
cations security. 

e. Information which indicates strength of 
our ground, air and naval forces in United 
States and overseas areas, identity or composi- 
tion of units, or quantity of specific items 
of equipment pertaining thereto. (During 
periods of peace, a defense classification is not 
necessarily required, unless such information 
reflects the overall strength figures or quanti- 
ties of weapons whose characteristics are 
themselves classified, or additional factors 
necessitate security protection.) 

f. Documents and manuals containing tech- 
nical information used for training, mainte- 
nance and inspection of classified munitions 
of war. 

g- Operational and tactical doctrine. 

h. Research, development, production; and 
procurement of munitions of war. 

i. Mobilization plans. 

j. Personnel security investigations and other 
investigations which require protection against 
unauthorized disclosure. 

k. Matters and documents of a personal and 
disciplinary nature, the disclosure of which 
could be prejudicial to discipline and morale 
of the Armed Forces. 

1. Documents used in connection with pro- 
curement, selection and promotions of military 
personnel, the disclosure of which could 
violate the integrity of the competitive system 
NOTE: While in all of the above cases, 

the assignment of Confidential must be 
justified, particular care must be exercised 
with respect to paragraphs j, k and | 
above to make certain that such matters 
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are assigned to the Confidential category 
only if in fact the unauthorized disclosure 
of such information could be prejudicial 
to the defense interests of the nation. If 
such information is not strictly defense 
information but nevertheless requires 
protection, it will be safeguarded by the 
application of the provisions of SECNAV 

INSTRUCTION 5570.2A and subsequent 

revisions. 

2. Confidential defense information, as defined 
above, pertaining to combat or combat-related 
operations, actual or simulated, may be identified 
by the term “Confidential-Modified Handling 
Authorized”. The lesser security safeguards for 
stowage and transmission prescribed in Articles 
0602, 0702, and 0711 does not preclude a more 
secure means if desired. Except as specifically auth- 
orized in the above referenced articles, material 
designated “Confidential- Modified Handling Au- 
thorized” shall be subject to all the requirements 
in this Manual specified for “Confidential” defense 
information. 

a. Combat or combat-related operations, actual 
or simulated, as used herein relate to military 
planning, operations, training, communications 
and the logistical support thereof. 

b. Examples of such information might in- 

clude the following: 
(1) Training, Field and Technical Manuals 
and related material. 
(2) Photographs, negatives, photostats, 
diagrams or material. 
(3) Defense procurement plans, including 
procurement contracts and related matters. 
(4) Communications material and messages 
(5) Certain documents regarding engineer 
ing plans and design details, computation, 
method of processing or assembling, which 
are essential to the functioning or use of an 
article of material. 
(6) Military maps and aerial photography, 
and related material, which require wide 
dissemination for military purposes. 
(7) Information received from foreign 
nations under existing international ex- 
change of information agreements and 
policies, and classified “Restricted” by them. 
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0305. DEFINITION OF RESTRICTED DATA AND FORMERLY 


RESTRICTED DATA 


1. The term “RESTRICTED DATA” as defined 
in the Atomic Energy Act of 1954 (42 USC 2011 
et seq.; refer to Apendix B) means all data concern- 
ing (1) the design, manufacture, or utilization of 
atomic weapons; (2) the production of special nu- 
clear material; or (3) the use of special nuclear 
material in the production of energy, but shall nor 
include data declassified or removed from the 
RESTRICTED DATA category which the Atomic 
Energy Commission from time to time determines 
may be published without undue risk to the com- 
mon defense and security. 


2 “FORMERLY RESTRICTED 


The term 
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DATA” applies to that classified defense informa- 
tion which (a) has been removed from the RE- 
STRICTED DATA category under Section 142d, 
Atomic Energy Act of 1954 and (b) cannot be 
released to foreign nationals except under specific 
international agreements. Such information will 
be marked as follows: 


FORMERLY RESTRICTED DATA 


Handle as Restricted Data in Foreign Dissemination 
Section 144b, Atomic Energy Act, 1954 


(Note that such information may be releasable and 
should mot be marked in the same manner as 
classified material not releasable to foreign nationals 
in accordance with article 0423.) 
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Chapter 4 
CLASSIFICATION, PREPARATION AND MARKING 


Section 1 


BASIC INSTRUCTIONS 


AUTHORITY TO CLASSIFY 


Top Secret 

a. Authority for original classification (article 

0231) of information in the Top Secret category 

is limited to those officials designated hereunder 

and shall not be delegated except as provided 

herein. 
(1) The Secretary of the Navy; the Under 
Secretary; each Assistant Secretary; and the 
Administrative Assistant to the Secretary. 
(2) The Chief of Naval Operations; the Vice 
Chief of Naval Operations; Deputy Chiefs of 
Naval Operations, Assistant Chiefs of Naval 
Operations and Directors of Divisions of the 
Office of the Chief of Naval Operations re- 
sponsible for the development of strategic 
and operational plans that meet the require 
ments for Top Secret classification. 
(3) The Commandant of the Marine Corps; 
Assistant Commandant; Chief of Staff; Dep- 
uty Chiefs of Staff, Assistant Chiefs of Staff 
and Directors of Departments and Divisions 
of Headquarters, U.S. Marine Corps respon- 
sible for the development of strategic and 
operational plans that meet the requirements 
for Top Secret classification. 
(4) The Chiefs and Deputy Chiefs of the 
Department of the Navy Technical Bureaus 
and Offices; and the Chiefs of research and 
development activities. 
(5) Chief, Armed Forces Special Weapons 
Project (AFS WP) and their deputies, com- 
manders of AFSWP facilities and command- 
ers of commands established by the Joint 


Chiefs of Staff. 
(6) Commanders in Chief; Fleet, Task Force 


and Type commanders; Commanding Gen- 
erals of Fleet Marine Forces; and Command- 
er, Military Sea Transportation Service. 


N 


(7) Commanders of Naval Sea Frontiers; 
Commandants of Naval Districts and River 
Commands; and Commandant of the Marine 
Corps Schools. 

(8) The Commandant of the U. S. Coast 
Guard and Commandants of Coast Guard 
Districts when the Coast Guard is operating 
as part of the Navy. 

(9) Other commanders and officials who 
may be authorized specifically by the Secre- 


tary of the Navy. 
b. Derivative classification authority (article 


0231) for assignment of the Top Secret classifi- 
cation may be exercised by any official whose 
duties necessitate classifying material created 
as a result of or in connection with material 
already classified Top Secret; or when acting on 
or responding to a communication requiring a 
Top Secret response. 
Secret 
a. Except as provided herein, authority for 
original classification of information in the 
Secret category is limited to the officials desig- 
nated hereunder: 
(1) The officials listed in paragraph 1 above 
(2) Staff officials within the Offices of the 
Secretary of the Navy, the Under Secretary, 
the Assistant Secretaries, the Administrative 
Assistant of the Secretary and the compo- 
nents and activities encompassed by the 
Executive Office of the Secretary. 
(3) Staff officials within the Office of the 
Chief of Naval Operations and the U. S. 
Marine Corps Headquarters whose assigned 
functions and duties include authority to 
sign documents. 
(4) Heads of major staff elements as desig- 
nated by the Chiefs of the Navy Technical 
Bureaus and Offices; or by the senior official 
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of a Naval Shore Establishment Activity 
acting independently. 

(5) Heads of major staff divisions as desig- 
nated by Chief of AFSWP and Commanders 
of AFS WP facilities; and heads of major 
subordinate elements of commands estab- 
lished by the Joint Chiefs of Staff. 

(6) Commanders of subordinate fleet, task 
force or Marine Corps elements and heads 
of their staff sections; commanders of naval 
or Marine Corps units on independent 
missions authorized by major fleet or force 
commanders. 

(7) Heads of activities, components and 
staff sections designated by Commanders of 
Naval Sea Frontiers, Commandant of the 
Marine Corps Schools, Commandants of 
Naval Districts, MSTS Area Commanders, 
and Commandants of Coast Guard Districts 
when the U, S. Coast Guard is operating as 
part of the Navy. 

(8) Naval Attaches and Assistant Naval 


Attaches. 
(9) Heads of independent offices, activities 


and units (not falling within the scope of 
1.a, through 2.a. above) who may be desig- 
nated specifically by one of the officials 


listed in 1.a. above. 
b. In designating original authority for classifi- 


cation in the Secret category, such designations 
shall 
missions and functions demonstrate clearly a 
necessity for original classification authority 
for Secret. 

Derivative classification authority for assign- 


ment of the Secret classification may be exer- 
cised by aay official whose duties necessitate 


be limited to those officials whose 


c. 


classifying material created as a result of or in 
connection with material already classified Se- 
cret; or when acting on or responding toa 
communication requiring a Secret response 
Confidential 

a. Original classification authority to assign 
the Confidential classification, including 
Confidential- Modified Handling Authorized, 
may be delegated by those officials designated 
in paragraphs 1 and 2 above, who will limit the 
exercise of this authority as severely as is con- 
sistent with the orderly and expeditious trans 
action of official business 

b 


Derivative classification authority for assign- 


4. 
Clas: 
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ment of the Confidential classification may be 
exercised by any official whose duties necessi- 
tate classifying material created as a result of or 
in connection with material already classified 
Confidential; or when acting on or responding 
to a communication requiring a Confidential 
response. 

Safeguarding in the Absence of Authority to 
sify 

a. Nothing in this article shall be construed to 
relieve originators or signature authorities from 
the responsibility to provide for adequate safe- 
guarding of official information. 

b. When a person originates or transmits 
material believed to require a classification that 
he is not authorized to assign, he shall recom- 
mend a classification by so marking it, and 
stating the reason therefore, and refer the ma- 
terial co higher authority. 

c. In respect to the foregoing, it is emphasized 
that, basically, a defense classification marking 
is merely a signal that the material so marked 
requires certain minimum controls and restric 
tions in respect to its accessibility. Shoulda 
person have occasion to originate, forward or 
disseminate material or information that in his 
best judgement requires a degree of safeguard- 
ing equivalent to that prescribed elsewhere in 
this Instruction for one of the three defense 
classifications, but who is not designated in this 
article to have authority to assign such classifica 
tion, he shall provide adequate controls and 
precautions commensurate with the importance 
or sensitivity of such material or information 
in its handling and transmittal, to ensure against 
unauthorized or inadvertent disclosure. 
Safeguarding during drafting or preparation 

a. When material is under drafting or prepara 
tion for signature or classification by an official 
who has original classification authority, it is the 
responsibility of the person drafting or pre 
paring the material to recommend a classifica 
tion by so marking it in order that notes, 
discussions, and other pertinent material can 


be properly safeguarded. 


0402. OVERCLASSIFICATION AND UNNECESSARY 


CLASSIFICATION 
It is essential that the general public be kept 


informed as to the programs and policies of the 


Department of Defense to the maximum extent 
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permitted by considerations of national security. To 
accomplish this, unnecessary classification or over- 
classification must be scrupulously avoided. Infor- 
mation which requires safeguarding shall be 
assigned the lowest classification consistent there- 
with. 

2. Overclassifying information delays unnecessar- 
ily the action on important papers, overburdens 
security channels and facilities (which results in 
unnecessary expenditures for costly storage equip- 
ment. Llearances, document control, etc.), and 
detracts from the importance of classification in the 
minds of all personnel. Overclassification under- 
mines our security system and jeopardizes the 
protection required for important military secrets. 
In order to assure against overclassification — and 
conversely to assure proper classification — persons 
in a command status are responsible for close and 
continuous supervision of those personnel having 
classification responsibilities in order to determine 
the necessity for such authority as well as their 
competence to assign defense classifications. 


0403. STRICT APPLICATION OF CLASSIFICATION CATEGORIES 


It is considered that a high proportion of documents 
have been and are being overclassified, particularly 
in the Top Secret and Secret categories. It is directed 
that a strict interpretation of the definitions of these 
categories, as set forth in Chapter 3, be observed in 
order to obtain the greatest possible reduction in 
numbers of such documents. 


0404. CLASSIFICATION GUIDES 


Each bureau, office, board, agency or activity of the 
Naval Establishment shall issue a guide for the 
classification of defense information peculiar to cach 
of their areas of planning, research, technical devel- 
opment (including production) or operation. The 
examples of classification categories set forth in 
Chapter 3 provide the basic criteria to be used in the 
preparation of these guides. The guides shall be 
kept current by additions or deletions as appropriate. 


0405. ADVANCE SECURITY PLANNING 


Advance security planning is an essential part of any 
plan, program, or project wherein security is a major 
factor. To the extent feasible, each bureau, office, 
board, agency or activity charged with developing 
any broad plan, program, or project in which Top 
Secret or Secret material is involved will insure that 
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arrangements for giving due consideration to securi- 
ty aspects are incorporated therein from the begin- 
ning. The basic study or project will include 
appropriate security guidance, which may be includ 

ed in a special annex, covering such points as: 

1. Issuance of guides for the assignment of classifi- 
cation categories to various portions of the project, 
as appropriate. 

2. Requirements for any special precautions or 
extraordinary security control measures that need to 
be observed in order to provide the essential degree 
of compartmentalization (Circulation Control - 
Article 0211). 

3. Planning for phased downgrading, declassifica- 
tion, and public release of information concerning 
the project when practicable. 


0406. CLASSIFICATION OF INFORMATION ACCORDING TO 
CONTENT 


1. The responsible authority at the time of signa- 
ture or appoval of any document (and at every 
opportunity thereafter) shall carefully review its 
content in the light of the category definition of the 
classification affixed. In all cases in which security 
considerations fail to support fully this classification, 
he shall direct the assignment of a lower classifica- 
tion or declassification. Security considerations shall 
take into account the ultimate required dissemina- 
tion of the information involved. In those circum- 
stances where the known necessary dissemination 
is so extensive that security protection is in fact 
impracticable, or where effective control must pass 
substantially from U. S. military authority or other 
responsible organization, security classifications shall 
not be assigned or continued. 

2. Documents and information, including extracts 
therefrom, shall be classified according to content 
and not according to relationship to other classified 
information. 

3. Documents which refer to classified information 
need not bear the classification of the referenced 
material provided reference is made by means such 
as file numbers, dates, other identifying symbols, or 
subject (provided the subject itself is not classified). 
4. Compilations of items of classified information 
shall be classified in accordance with the definitions 
set forth in Chapter 3, even though the individual 
items may separately bear a lower classification than 
that warranted by the aggregate. 
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0407. SINGLE CLASSIFICATION 


1. Material shall bear the classification of its 
highest component. Pages, paragraphs, sections, 
or other components may bear different classifica- 
tions, but the document or article shall bear only 
one overall classification. 

2. Properly classified Top Secret information 
shall, whenever possible, be severed from lower 
classified portions of a document and shall be 
accorded separate distribution on a considerably 
more selective and limited basis than the balance 
of the document. 

3. Whenever practicable, material of a lesser 
classification, which is included in a compilation 
that has been assigned an overall higher classifica- 
tion, shall be marked with the classification it 
warrants. This can be accomplished by marking 
individual paragraphs or sections with the actual 
classification of material contained therein. 

4. A letter of transmittal shall be classified at 
least as high as the highest classified enclosure but 
shall, whenever appropriate, be marked for down- 
grading or declassifying when the enclosure is 
removed. (Refer to article 0424.) 


0408. EQUIPMENT CLASSIFICATION 


1. Equipment shall be classified in the same man- 
ner as documents and, insofar as is practicable, 
shall be similarly safeguarded in handling. 

2. The responsibility for the initial assignment of 
classifications to equipment, including components 
and technical data relating thereto, rests with the 
chief of the bureau or office under whose direction 
the equipment was conceived, designed, developed, 
tested, or procured. However, the Chief of Naval 
Operations may classify and reclassify equipment. 
3. In all cases where bureaus and offices and 
other Government activities share cognizance or 
interest in specific equipment, coordination shall be 
accomplished prior to classifying or reclassifying. 
The Chief of Naval Operations shall be consulted 
for a decision if the views of two or more chiefs 
of bureaus or offices cannot be reconciled. 


0409. CLASSIFICATION OF TITLES OR SUBJECTS 


Regardless of the overall classification of a classified 
document, the originator shall assign to it an un- 
classified title or subject whenever consistent with 
security and clarity. In all cases, however, the 
initials of the classification assigned to the title or 
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subject, standing alone, will be indicated in paren 
theses immediately following the title or subject, 
using one of the following notations: (U), (C), 
(S), (TS). 

For example, the title of a hypothetical Top Secret 
report might appear on a document as follows: 
“The First Year's Operations of USS NAUTILUS 
(U)”. This would mean that the title alone of this 
classified (Top Secret) document is unclassified. 

It is not necessary, however, to assign one of the 
above notations to the subjects of letters, endorse- 
ments and memoranda of transmittal if a statement 
is included thereon in accordance with article 0424 
indicating that the document does not itself contain 
classified information. 


0410. CLASSIFICATION OF TITLES OF CIA PUBLICATIONS 


The Central Intelligence Agency does not classify 
separately the titles of its reports and publications 
but considers that such titles bear the same clas- 
sification as the reports and publications themselves. 
Therefore titles of CIA classified reports and 
publications shall not be used in bibliographies, 
publications, messages, information reports, distri- 
bution lists, indexes, letters, etc., unless the medium 
in which the title appears bears the same or higher 
classification as the CIA document itself. Com- 
mands desiring to request downgrading or de- 
classification of the title of a classified CIA report 
or publication will forward such requests to the 
Chief of Naval Operations (Director of Naval 
Intelligence), setting forth the purpose for which 
downgrading or declassification is desired. 


O411. CLASSIFICATION OF SHORT TITLES 


References by individual short titles to registered 
documents distributed through the Registered 
Publications System are unclassified. When three or 
more short titles of cryptographic publications are 
listed, a minimum classification of CONFI. 
DENTIAL-MODIFIED HANDLING AUTHOR- 
IZED is required. Listings of short titles of 
noncryptographic publications distributed through 
the Registered Publications System are unclassified. 


0412. CODE WORDS 


The current policy and procedure governing the 
use and classification of code words are contained 
in OPNAV Instruction 5511.16A and subsequent 
revisions. 
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Section 2 
CHANGE IN CLASSIFICATION 


0413. NEED FOR DOWNGRADING AND DECLASSIFICATION 


Overclassification of information causes unnecessary 
delay and expense in handling and transmission, 
overburdens stowage facilities, and depreciates the 
importance of classified information. Under such 
circumstances, security control is virtually impos- 
sible to enforce and to maintain. Therefore, 
downgrading and declassification shall be accom- 
plished whenever possible. 


0414. PROCEDURES FOR RECLASSIFICATION AND DECLAS- 
SIFICATION 


1. Higher authority in the chain of command or 
higher authority having primary cognizance over 
the subject matter involved shall correct an 
erroneous classification which has been assigned 
by a subordinate or downgrade or declassify in- 
formation when such action is deemed appropriate. 
2. The originator shall downgrade or declassify, 
whenever practicable, without reference to other 
activities, if the subject matter under consideration 
is entirely within his cognizance. 

3. When the interests of two or more commands 
are involved in the reclassification of information, 
coordination between such commands is required. 
4. When the interests of two or more commands 
are involved in'the reclassification of information 
and no agreement can be reached, the problem 
shall be referred for decision, through the chain of 
command, to the lowest command superior to both. 
5. If an originator of classified information no 
longer exists, the command or activity that has 
assumed the duties of the originator, or that has 
primary cognizance over the subject matter 
involved, shall be responsible for reclassification, 
6. In the case of classified information transferred 
by or pursuant to statute or executive order from 
another department or agency to the Department 
of the Navy, for the official use and as part of the 
official files or property of the Department of the 
Navy, as distinguished from transfers merely for 
purposes of storage, the Department of the Navy 
becomes the classifying authority for all purposes 
under this Instruction, including declassification 
and downgrading. 
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When the Department of the Navy has in its 
possession any classified material which has become 
five years old, and it appears (a) that such material 
originated in an agency (outside of the Department 
of the Navy) which has since become defunct and 
whose files have not been officially transferred to 
another department or agency within the meaning 
of paragraph 6. above, or (b) that it is impossible 
to identify the originating agency, and (c) a review 
of the material indicates that it should be down- 
graded or declassified the Department of the Navy 
has the power to declassify or downgrade such ma- 
terial, If it appears probable that another depart- 
ment or agency may have a substantial interest in 
whether the classification of any particular infor- 
mation should be maintained, the power conferred 
by this paragraph shall not be exercised, except 
with the consent of the other department or agency, 
until thirty days after such other department or 
agency has been notified of the nature of such 
material and of the intention to downgrade or 
declassify. During this thirty day period the other 
department or agency may, if it so desires, express 
its objections to downgrading or declassifying the 
particular material, but the power to make the 
ultimate decision rests in the Department of the 
Navy. Persons in a command status faced with 
such a problem should, in case of doubt, refer the 
problem to higher authority within the Department 
of the Navy having primary cognizance over the 
subject matter involved. 

8. Activities having a primary interest in and 
cognizance over the subject matter contained in 
reports prepared by foreign governments shall 
recommend to the Director of Naval Intelligence 
the reclassification of such reports when comparable 
Navy information is handled in a different security 
category. The Director of Naval Intelligence shall 
endeavor to have the originator take appropriate 
reclassification action. 


0415. NOTIFICATION OF CHANGE IN CLASSIFICATION 


When information is reclassified, every possible 
effort shall be made to notify all holders at the 
time the action is taken. 
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0416. RECIPIENT TO REQUEST CHANGE 0418. DOWNGRADING TECHNICAL EQUIPMENT 

A recipient of information which, in his opinion, Bureaus and offices shall maintain a classification 
is incorrectly classified shall so notify the originator review program for the downgrading and eventual 
and recommend a change unless such recipient has declassification of equipment, including components 
authority to change the classification on his own and technical data relating thereto, as the equip- 
responsibility. Such information shall in the mean- ment passes from the stages of initial concept 
time be safeguarded in accordance with the recom- through research, development, test, production, 
mended or original classification, whichever is operation, and ultimately to obsolescence and dis- 
higher. card (refer to article 0405). 


0417. REVIEW BEFORE TRANSFER FOR STOWAGE 
Whenever practicable, classified documents shall 0419. CHANGING SECURITY CLASSIFICATION OF TRAINING 


be reviewed to determine whether or not they can FILMS 

be downgraded or declassified prior to being for- The procedure for changing security classification 
warded to records centers or to the National _ of training films shall be the same as for other 
Archives for stowage. When this is done, certifica- material. The Bureau of Naval Personnel maintains 


tion of classification review shall be affixed toor _the security classification records of all Navy train- 
made on each document sent to stowage, and ing films. All changes must be reported to the 


appropriate changes in classification shall be in- Bureau of Naval Personnel for official recording 
dicated in accordance with article 0426. When and cataloging. This report shall be identified by 
classification review is not considered practicable, | the symbol BUPERS 5511.1. Whenever necessary, 
a statement to that effect signed by a responsible = the Bureau of Naval Personne! shall initiate action 
official shall be attached to each container of classi- to determine whether specific training films may 
fied documents sent to stowage. be downgraded or declassified. 
Section 3 
PREPARATION AND MARKING 
0420. PREPARATION OF TOP SECRET 4. That each document contains a notation sub- 
stantially as follows: 
At the time of issuance (signature) of any docu- a. “Reproduction of this document in whole 
ment which qualifies for assignment to the Top or in part is prohibited except with permission 
Secret category, the classifying authority. shall assure: of the issuing office or higher authority” (in 
1. That unless their retention is required, all case higher authority authorizes reproduction, 
preliminary drafts, stenographic notes, and working the issuing office shall be notified promptly by 
papers used in preparing the document are destroyed such authority. At the time of issuance suffi- 
in accordance with disposal regulations contained cient copies in anticipation of the need of the 
in chapter 6, section 5 of this Instruction. recipients should be forwarded). 
2. That all papers of a classified nature which b. Where the document itself is Top Secret but 
relate to the coordination of the document or other portions of it are of a lower classification: 
aspects of its preparation and which require reten- “Reproduction of paragraph(s) —______* 
tion, including the names of all personnel having of this document is prohibited except with 
had access to the information contained in the docu- permission of the issuing office or higher 
ment, are itemized, assembled into a single file, and authority” (in case higher authority author- 
forwarded to the official files of the preparing izes reproduction, the issuing office shall be 
agency for custody. 
3. That each copy of the document is serially onsite astaitio 
numbered as required in article 0607. * Identify such paragraphs as contain Top Secret material. 
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notified promptly by such authority. At the 
time of issuance sufficient copies in anticipa- 
tion of the need of the recipients should 
be forwarded). 
c. When, at the time of issuance, the originator 
of any document knows that the document or 
the information contained therein is being 
furnished for the purpose of compilation or 
incorporation into a specific plan, study or 
report: 
“Reproduction of this document in whole 
or in part without permission of the issuing 
office or higher authority is prohibited, 
except for the purpose of incorporation 


into —_ isthe dste lads denis © 
(Title of plan, study, or report) 


5. That each page of the document is numbered 
as follows: 
POG man 








—pages” 
0421. GENERAL MARKING 


When competent authority specifies that informa- 
tion shall be assigned a classification, such infor- 
mation shall be conspicuously marked ‘“Top Secret,” 
“Secret,” or “Confidential,” (including Confiden- 
tial — Modified Handling Authorized) as appro- 
priate, on the original and all copies, as follows: 

1. Publications distributed through rhe Registered 
Publications System shall be marked in accordance 
with OPNAYV Instruction 2601.7. 

2. Classified books, manuscripts, or pamphlets 
shall be plainly and conspicuously marked “Top 
Secret,” “Secret,” or “Confidential” (including 
Confidential — Modified Handling Authorized) 
near the top and bottom on all printed pages which 
contain classified information, on the title page, on 
index pages (when classified), and on the outside of 
the front and back covers. Markings shall be well 
clear of the edges so as not to become covered in 
assembling or removed by trimming. 

3. Classified letters, office memoranda, and other 
papers which are typed, printed, or written in 
longhand, and all reproductions thereof, shall be 
conspicuously marked with the appropriate clas- 
sification at the top and bottom of cach page. The 
markings shall be placed in a position where they 
will not become covered in assembling or removed 
by trimming. When the reverse sides of pages 
contain classified information, they shall be simi- 
larly marked with the classification. 
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4. Messages shall be marked with an appropriate 
classification. 

5. Classified charts, maps, tracings, photomaps, 
and drawings shall carry the classification marking 
adjacent to the legend, title block, or scale in such a 
manner that the classification is visible if the custom- 
ary manner of folding is with legend, title block, or 
scale showing. Classification shall also be marked at 
the top and bottom in each instance. In addition, 
where documents may be rolled, classification shall 
be marked on the reverse side at each end so as to 
be visible when rolled. Classification markings will 
be made in such a manner that they will be repro- 
duced on all copies and will be within the margins 
or borders remaining after trimming. 

6. Classified photographs (including all photo- 
graphic media) shall be conspicuously and appropri- 
ately marked with the assigned classification 
(obverse or reverse). Continuous cover aerial re- 
connaissance, mapping negatives in roll form, and 
microfilm of classified records shall be marked with 
the appropriate classification at the beginning and 
ending of each roll. These and any other negatives 
which do not lend themselves to marking shall be 
safeguarded in the manner prescribed for the 
assigned classification category, and shall be kept in 
containers bearing the appropriate classification. 

7. Classified motion picture films shall show the 
classification in the first and last frames and shall be 
kept in containers bearing the appropriate classifi- 
cation. 

8. Classified sound recordings shall be marked 
with the appropriate classification, if practicable. 
If marking of a recording is not practicable, its 
container shall be marked. 

9. Original artwork shall have the classification 
stamped or marked conspicuously on top and bot- 
tom margins of the mounting board and on all 
overlays and cover sheets. 

10. All composition tapes shall have the classifica- 
tion stamped at the beginning and ending of each 
roll and shall be kept in containers bearing the 
appropriate classification. 

11. All reproductions or copies of classified ma- 
terial, regardless of form, shall bear clearly legible 
classification markings in the same manner as the 
originals. In this connection it should be noted 
that office-type copying equipment does not always 
clearly reproduce all colors of ink or marginal 
images. Therefore, if the reproduction process 
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employed does not faithfully reproduce the clas- 
sification markings appearing on the original copy, 
personnel engaged in making copies shall mark or 
stamp the classification on all copies in the same 
positions and size required for the originals. 


0422. SPECIAL EQUIPMENT MARKINGS 


The manner of marking classified equipment, pro- 
ducts and substances shall depend on the nature 
thereof. Normally, the assigned classification shall 
be conspicuously marked by stamping, etching or 
attaching a classification plate thereto. If this is 
not possible, the container shall be appropriately 
marked. If the article or the container cannot be 
marked, written notification of the assigned classi- 
fication shall be furnished to recipients of classified 
equipment, products or substances. 


0423. MARKING SIZE AND COLOR 


In marking or stamping (not typing alone) the 
classifications Top Secret, Secret, or Confidential 
(including Confidential — Modified Handling 
Authorized), the lettering shall be all capitals and, 
when practicable, shall be larger than the text of 
the document and red in color. 


0424. MARKING LETTERS OF TRANSMITTAL AND 
ENDORSEMENTS 


1. When the originator of a letter of transmittal 
or of an endorsement determines that the subject, 
references, and content of the transmittal or for- 
warding media do not require the classification of 
the enclosure or basic material, such transmittal 
letters and endorsements shall be stamped or marked 
in a position near the assigned classification with an 
appropriate phrase, such as the following: 
“Downgraded to 
is removed.” 


when enclosure 


“Unclassified when enclosure(s) is(are) re- 
moved.” 
“Downgraded to 
material is removed.” 
“Unclassified when basic material is removed.” 
2. When enclosures are attached to a letter of 
transmittal or to an endorsement, the entire docu- 
ment shall be accorded the handling required for 


the highest classification of any enclosure or basic 
material 


when basic 


NATIONAL DEFENSE 895 


CLASSIFICATION, PREPARATION AND MARKING 


3. When the enclosures or basic material of such 
a letter of transmittal or endorsement are detached, 
the transmittal or forwarding media will be handled 
in accordance with its lower classification. 


0425. MARKING FOR AUTOMATIC DOWNGRADING 


1. To facilitate downgrading, the originator shall, 
whenever possible, indicate on the document near 
the assigned classification the date or event after 
which the document may be downgraded, as 
follows: 
“Downgraded to Secret on (date, or after speci- 
fied event).” 
“Downgraded to Confidential (or, when appro- 
priate, Confidential — Modified Handling 
Authorized) on (date, or after specified event).” 
“Unclassified on (date, or after specified 
event).” 
2. The above procedure shall not be applied to 


messages, 


0426. MARKING A CHANGE OF CLASSIFICATION 


1. When authorized by the originator or higher 

authority to declassify or reclassify documents, such 

documents shall be marked as follows: 
a. Documents to be upgraded: 
Each page of bound or unbound documents 
which are to be upgraded shall have the old 
classification marking defaced and the new 
classification marked or stamped (not typed) 
thereon, including the front and back covers. 
The authority for reclassification action shall 
appear at least on the title page in the case of 
bound documents and on each page of unbound 
documents. The notation shall appear sub- 
stantially as follows: 


“Classification (changed to ) by 


authority of on (date) (signature).”’ 


b. Documents to be downgraded or declassi- 

fied: 
(1) When documents are to be downgraded 
or declassified a notation substantially as 
follows shall be marked on the front cover, 
first page or title page as appropriate by 
handwriting, stamping, typing or perfor- 
ating machine: 
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“Declassified — (authority) — (date) — 
(unit taking action)” 
or 

“Secret (or Confidential) — (authority) — 

(date) — (unit taking action)”. 
2. Bulk stock of declassified or reclassified docu- 
ments need not be individually marked until copies 
are distributed. However, the change in classification 
shall be indicated on the storage container or inven- 
tory control records. At the time of issue, recipients 
will be given a written notice of reclassification and 
will be responsible for marking promptly such 
documents in the manner prescribed in paragraph 
1 above. 
3. Prints of motion-picture film shall show regrad- 
ing action on leaders attached between the plain 
leader and the first frame. Materials such as plates, 
negatives, standing type, proofs, etc., shall havea 
statement attached thereto which will show the 
change in classification but which will in no way 
alter the reproducibility of the material. 


0427. MARKING RESTRICTED DATA 


1. A standard classification (Top Secret, Secret, 
or Confidential) shall be assigned to RESTRICTED 
DATA. This marking shall be indicated by marking 
or stamping in the same manner as for other matter. 
This is in addition to the applicable marking de- 
scribed in paragraph 2 below. 

2. The following marking shall be used to identify 
RESTRICTED DATA: 


RESTRICTED DATA 
Atomic Energy Act of 1954 


The words “RESTRICTED DATA” shall be in 
lettering larger than the normal lettering which 
appears on the page and shall be in capital letters. 

3. The RESTRICTED DATA marking shall be 
placed near the marking of the standard classific- 
tion. However, the RESTRICTED DATA marking 
need appear only once on each sheet or item contain- 
ing such matter, preferably at the top. 

4. Material which does not lend itself to stamping 
shall have a metal plate, tag, sticker, or similar device 
securely attached bearing the standard security 
classification, as well as the notation required by 
paragraph 2 above. 

5. Classified defense information as defined in 
article 0305.2 must be identified by the following: 
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ERLY REST 
Handle as Restrict ata in Foreign Dissemination 


Section 144b, Atomic Energy Act, 1954 


The above marking shall be placed in the same 
manner set forth for RESTRICTED DATA in 
paragraphs 3. and 4. above. 

0428. MARKING COMMERCIAL OR INDUSTRIAL 
PROPRIETARY MATERIAL 


Commercial or industrial proprietary information 
may be identified by the words “Proprietary 
Information,” which shall be written, typewritten, 
or stamped in capital letters once on each page of 
information so identified. 


0429. MARKING OF CLASSIFIED MATERIAL WHICH IS NOT 
RELEASABLE TO FOREIGN NATIONALS 


1. Whenever the anticipated distribution, trans- 
mission, or handling of classified documents is 
such that the documents will be liable to inadvertent 
disclosure to foreign nationals, originators or re- 
cipients thereof should attach handling notices to 
the documents, or should incorporate special in- 
structions therein and on the inner envelopes or 
containers transmitting such documents, as follows: 


SPECIAL HANDLING RE 
NOT RELEASABLE TO FOREIG 


UIRED 
ATIONALS 


When use of this notice is impracticable, as in a 
message, the abbreviated term “NOFORN” is 
authorized. This special handling notice normally 
should be used only on documents furnished for 
the exclusive use of U.S. military representatives 
on international staffs or in similar circumstances. 
2. In accordance with the provisions of subsection 
142d of the Atomic Energy Act of 1954, the Atomic 
Energy Commission shall remove from the Restrict- 
ed Data category such data as the Commission and 
the Department of Defense jointly determine re- 
lates primarily to the military utilization of atomic 
weapons and which the Commission and the Depart- 
ment of Defense jointly determine can be adequately 
safeguarded as defense information. Provided, 
however that no such data so removed from the 
Restricted Data category shall be transmitted or 
otherwise made available to any nation or regional 
defense organization, while such data remains 
defense information except pursuant to an agree- 
ment for cooperation entered into in accordance 
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with subsection 144b, of said Act. Information so 
removed from the Restricted Data category and 
safeguarded as defense information shall be marked 
as follows: 


FORMERLY RESTRICTED DATA 
Handle as Restricted Data in Foreign Dissemination 
Section 144b, Atomic Energy Act, 1954 


3. Under no circumstances, however, will classi- 
fied documents not having a special handling notice 
attached be released or disclosed to foreign nationals 
without proper authorization in accordance with 
policies prescribed in chapter 9, section 4. Special 
handling notices will be used solely for the purpose 
of indicating to holders and other handling person- 
nel that the documents involved have already been 
reviewed by the office of origin or other responsible 
authority, and that disclosure to foreign nationals 
is subject to special restrictions. 


0430. MARKING OF CLASSIFIED MATERIAL TO BE RELEASED 
TO FOREIGN GOVERNMENTS 


1. Classified documents, including both registered 
and nonregistered RPS-distributed publications 
which have been authorized for dissemination to 
foreign governments or representatives thereof, 
shall be stamped or marked on the front outside 
cover of cach publication, or there shall be included 
in the body of the text, if a letter, the following 
information: 
“This information is furnished upon the con- 
dition that it will not be released to another 
nation without specific authority of the Depart- 
ment of the Navy of the United States; that it 
will not be used for other than military pur- 
poses; that individual or corporate rights 
originating in the information, whether pat- 
ented or not, will be respected; and that the 
information will be provided substantially the 
same degree of security afforded it by the De- 
partment of the Navy of the United States.” 
2. In addition, if the information is classified Top 
Secret it shall be stamped or marked with the follow- 
ing statement: 
“This information is released under the con- 
dition that a record be kept by the recipient of 
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all individuals who are afforded access to the 
information contained in the document, and 
that this record be made available to the De- 
partment of Defense of the United States, upon 
request.” 


0431. MARKING CLASSIFIED MATERIAL RECEIVED FROM 
FOREIGN GOVERNMENTS 


Defense information of a classified nature furnished 
to the United States by a foreign government or 
international organization shall be assigned a classi- 
fication which will assure a degree of protection 
equivalent to or greater than that required by the 
government or international organization which 
furnished the information. 


0432. MARKING RESTRICTED DATA TRANSMITTED OUTSIDE 
THE DEPARTMENT OF DEFENSE 


Documents containing RESTRICTED DATA 

(Atomic Energy Act), when disseminated to persons 

outside the Department of Defense or the Atomic 

Energy Commission, shall be marked as follows: 
“This document contains RESTRICTED 
DATA within the meaning of the Atomic Ener- 
gy Act of 1954. Its transmission or revelation 
of its contents, in any manner not authorized 
by that Act, is prohibited by law.”’ 


0433. MARKING CLASSIFIED MATERIAL DISSEMINATED 
OUTSIDE THE EXECUTIVE BRANCH OF THE UNITED 
STATES GOVERNMENT 


1. When classified material is furnished authorized 
persons outside the executive branch of the United 
States Governnment, the following notation, in 
addition to the assigned classification marking, shall 
be placed on the material: 
“This material contains information affecting 
the national defense of the United States within 
the meaning of the Espionage Laws, Title 18, 
U. S. C., Sections 793 and 794, the transmission 
or revelation of which in any manner to an 
unauthorized person is prohibited by law." 
2. When impracticable to place the above notation 
on a particular item, it shall be placed on the corres- 
pondence notifying the recipient of the classification 
assigned to the item. 
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Chapter 5 
CONTROL OFFICERS 
Section 1 
CLASSIFIED MATERIAL CONTROL OFFICERS 


0501. DESIGNATION 


In order that classified information may be con- 
trolled with maximum efficiency, an officer (or in 
exceptional cases, when an officer is not available, 
a qualified civilian of comparable grade) shall be 
designated in each command to serve as the “Classi- 
fied Material Control Officer.” This assignment may 
be made as regular or additional duty. Assignments 
of Classified Material Control Officers will be indi- 
cated on Form NAVPERS 353, Roster of Officers. 


0502. DUTIES 


The Classified Material Control Officer shall assist 
the commanding officer in fulfilling his responsi- 
bilities for the security of classified information. 
To provide most effective assistance, the Classified 
Material Control Officer shall: 

1. Serve as the commanding officer's adviser and 
direct representative in cases pertaining to the 
security of classified information. 

2. Assure that all persons who are to handle 
classified information are appropriately instructed 
and cleared in accordance with this manual. 

3. Formulate and coordinate security control 
measures within the command. 


4. Maintain a program of declassification and 
downgrading of information. 
$. Coordinate the preparation of Classification 


Guides (article 0404) and the development of ad- 
vance security planning (article 0405) within his 
area of responsibility. 
a. Assure that all persons who prepare or 
originate classified material are provided per- 
tinent Classification Guides and are familiar 
with their use. 
6. Exercise security control over visits to and 
from the command. 
7. Initiate action to correct erroneous classifica- 
tions assigned by subordinates of the command. 
8. Maintain records of current classification of 
information for which the command is responsible. 


9. Prepare recommendations regarding release 
of classified information to foreign governments. 
10. Review proposed press releases and indicate 
classified information which must be deleted 
therefrom. 

11. Perform the duties of Top Secret Control 


Officer (refer to section 2 below) if a separate 
officer is not assigned such duty 


Section 2 
TOP SECRET CONTROL OFFICERS 


0503. DESIGNATION 


Persons in a command status who initiate, receive, 
or process Top Secret documents shall be responsi- 
ble for the maintenance of a uniform system for 
handling such documents within their jurisdiction. 


5-1 


Commands shall issue additional directives as 
necessary and shall designate properly cleared 
subordinate officers or warrant officers (or in ex- 
ceptional cases, when officers are not available, 
qualified civilians of comparable grade) as “Top 
Secret Control Officers” to represent their organiza- 
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tion in the processing of Top Secret information. 
The Top Secret Control Officer shall be subordinate 


to the Classified Material Control Officer 


0504. DUTIES 


1. The duties of a Top Secret Control Officer 
include the receipt, custody, accounting for, and 
distribution of Top Secret information within the 
local command, and its transmission outside the 
command 


2 The following basic directives shall govern 
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the performance of duty on the part of Top Secret 
Control Officers: 

a. Avoid unnecessary dissemination of Top 
Secret information 
b. Release to a subordinate echelon only the 
absolute minimum of Top Secret information 
which is necessary for proper planning or 
action 
c. Transmit Top Secret information within 
the command by direct personal contact 


d 


all Top Secret information. 


Maintain a continuous chain of receipts for 
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Chapter 6 
CUSTODY 


Section 1 
STOWAGE 
0601. STOWAGE REQUIREMENTS of protection required but also sets forth values for 
1. Classified material not in actual use by appro- various elements of a security program which may 


priately cleared personnel or under their direct 
personal observation shall be stowed in the manner 
prescribed in this section. 
2. The purpose of this section is to establish 
physical security standards and requirements which 
will serve as 2 uniform guide for determining the 
kind and degree of physical protection required 
for classified material. 
3. These standards and requirements are designed 
to provide for flexibility as well as adequacy in the 
physical security program. More specifically, they 
are intended to serve the following purposes: 
a. Provide a more definite basis for planning 
and implementation of physical security pro- 
grams for new activities and evaluating the 
physical security programs of existing activities. 
b. Achieve greater uniformity in the protective 
measures provided for facilities of like security 
interest. 
c. Achieve greater consistency by narrowing 
the limits of individual interpretation. 
d. Provide a more definite basis for keying 
security measures to the security interest 


involved. 
0602. NUMERICAL EVALUATION SYSTEM FOR CLASSIFIED 
MATERIAL IN STOWAGE 
1. Purpose. 


This method has been developed for the purpose of 
providing a more specific basis for establishing 
security protection for material in stowage commen- 
surate with the security interest in such material. It 
provides not only a means of determining the rela- 
tionship between the security interest and the level 


61 


be combined and integrated to produce the required 
level of protection. 
2. Elements of the system. 
The elements of the system are as follows: 
a. A Table of Numerical Equivalents which 
establishes numerical values for various items 
which individually or collectively may be in- 
corporated in the stowage protection program. 
(Refer to Table A) 
b. An Evaluation Graph which establishes 
minimum levels of required protection based 
on the classification and the strategic and intrin- 
sic importance of the material concerned. (Refer 
to Table B) 
3. Application of the Numerical Evaluation 
System. 
a. The application of the Numerical Evalua- 
tion System to an existing stowage sccurity 
program is as follows: 
(1) Select appropriate numerical equivalents 
for each applicable element in the security 
program, as set forth in Table A, the “Table 
of Numerical Equivalents”, and total them. 
In arriving at such total, it is necessary that a 
value be assigned for the appropriate 
element under each of the lettered subsec- 
tions of Table A and that only one value be 
assigned under each lettered subsection 
thereof, with the exception of paragraph | 
of Table A where in cases of concentric 
containers two items may be selected. Ie is, 
of course, permissible to interpolate the 
values indicated, as necessary to reflect the 
existing situation. 
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TABLE OF NUMERICAL EQUIVALENTS 


ELEMENT OF SECURITY VALUE 








ELEMENT OF SECURITY VALUE 











1, Stowage Container (Two items may No Supporting guard force ..... yas’ 0 


be selected where applicable). Supporting Guard Force — Civilian... 10 
a ee ee oo 0 Supporting Guard Force — Military... 20 
Portable, Any Type ; ; ° c. Aboard Ship in areas where only ship's 
7 , ~L . 
Wood, Any Lock .. 8 - 2 company have access or visitors are 
Metal, Key Lock .. . ' 3 under constant escort . cane 
Light Room or Building 10 
“In Service” ship or MSTS 
Charter Vessel ...... 10 3. Protective Alarm System (Refer to 
*Metal, Combination Lock > 15 Appendix I). 
Heavy Room or Building . erga -<E . . ' 
, ; o a. No Alarm on Container . 
nissioned Sh ie » 5 ‘ : . 
Snes eremietens , System to Detect Opening Container . 15 
*T-20 Safe 20 : 
; System to Detect Opening or 
*Light Vault 20 an ; 
c ae a Tampering with Container . re 20 
*X-60, TX-60, or TR-G0 Safe 30 . 
: System to Detect Opening or 
*Merchandise Vault 35 i : 
3 Tampering with and Approach 
*Bank Vault 40 ; 
to Container . aveed cw ® 
2. **Guarding b. No General Area Alarm stveesces @ 
2. ; 2 
N System to Detect Entry into 
a. None 0 a 5 
ie a SE Sa oa dacs dust vi cecabecal 25 
Civilian Watchman in General Area 5 
Civilian Watchman Check of 
Container every 2 hours 10 4. Control of Personnel Access to Container 
tian Wa an Checl =e . : 
Civilian Watchman Check of When Closed or to Contents When Open 
Container every hour 15 
Civilian Watchman Check of a. System Necessary but not in effect ..... =20 
Container esch 4% hour 20 System not Required ‘ ‘a 0 
: ; Syste Tact 
Civilian Watchman in Attendance System in Effect 5 
at Container ; 25 
Military Guard in Gencral Area 15 


5. Separately Protected Surrounding 


Area (Refer to Appendix J) 


Military Guard Check of Container 





each hour ‘ 20 

Military Guard Check of Container a. None de owe 0 
each 42 hour 25 Controlled Area, Security Measures . 5 
Military Guard in Attendance Limited Area, Security Measures .... 10 
at Container ‘ 35 Exclusion Arca, Security Measures ... 15 





* If equipped wich so-called “manipulation-resistant’’ or ‘“manipulation-proot” combination lock. add 5 points. 


**No value shall be allowed if guards or watchmen assigned to protect United States installations abroad are non-United States citi- 
zens. Where policy prevents the use of firearms by guards or watchmen, indicated values shall be reduced by one-half. 


(See pages 6-5 — 6-7 for definitions of terms used.) 


TABLE A 
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(2) On the left of the graph in Table B, 
select a subcategory which most accurately 
describes the material in stowage. Again, 
it is proper to interpolate. W here the materi- 
al in stowage is of mixed security interest 
whether because of classification, scope, or 
both, the subcategory describing the highest 
security interest shall be used. 
(3) From the subcategory thus selected, 
proceed horizontally to the point of inter- 
section with the diagonal lines on the graph. 
The level of protection required, expressed 
as a numerical value will be found in Table 
B on the scale at the bottom of the graph 
directly bclow the point of intersection. 
This will reflect the relationship of the ex- 
isting security program to the standard. 
(4) Compare the value obtained in (3), 
above, to the total of values developed in 
(1) above. If the security program is below 
the required standard, the program shall be 
adjusted to the required level. 
b. Similarly, the application of the system to 
a new stowage situation may be accomplished 
by determining the level of protection required 
for the category in which the security interest 
falls. 


0603. STOWAGE REQUIREMENTS FOR CRYPTOGRAPHIC 
MATERIAL 


1, Cryptographic material shall be stowed in 
accordance with instructions contained in KAG-1A 
or 2A, except that material requiring cryptographic 
clearance, irrespective of classification, shall be 
stowed in the manner prescribed for Top Secret 
material. 


2. Cipher machines (less associated Secret devices) 
may be stowed in safe lockers which are specially 
issued for this purpose if a continuous watch or 
pataol is maintained. 


3. Confidential messages marked ‘Paraphrase 
Required” (Category B messages) shall be stowed 
in the manner prescribed for Secret material. 


0604. STOWAGE REQUIREMENTS FOR RESTRICTED DATA 
1. RESTRICTED DATA shall be stowed in 


OF 


NATIONAL DEFENSE 


6-4 


903 


CUSTODY 


accordance with the stowage requirements for the 
security classification assigned. 


2. The policy concerning security matters and 
procedures for atomic weapon stowage sites is con- 
tained in OPNAV Instruction 05510.25A or subse- 
quent revisions. 


0605. KEYS AND COMBINATIONS 


Ic is essential that combinations be known or keys 
be accessible only to those persons whose official 
duties demand access to the container involved. The 
combination or key to a security container shall be 
changed at the time received, at the time any person 
having a knowledge of it leaves the organizational 
unit, at any time there is reason to believe it has been 
compromised, or in any case not less frequently than 
every 12 months. Specifying locks with key change 
rather than hand change combinations will apprecia- 
bly simplify the task of combination changing. Any 
paper showing the combination to a lock shall be 
of the same classification as the aggregate value of 
material in the container secured by such lock. 
Records of combinations shall be sealed in an en- 
velope and kept on file by the Classified Material 
Control Officer, duty officer, communication officer, 
or other person designated by the commanding 
officer. In selecting combination numbers, multiples 
of § and simple ascending or descending arithmeti- 
cal series should be avoided. 


0606. CONTAINERS FOUND OPEN 


If a container in which classified materiai is stowed 
is found unlocked in the absence of assigned person- 
nel, such information shall be reported immediately 
to the senior duty officer present. The container 
shall be guarded until the duty officer arrives at the 
location of the unlocked container. The duty officer 
shall then inspect the classified material involved, 
lock the container, and make a security violation 
report to the commanding officer. If the duty officer 
believes that classified information may have been 
compromised, he shall require the responsible per- 
son to return to his ship or station to make a definite 
inspection report. Appropriate further action shall 
be taken by the commanding officer or higher 
authority. 
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DEFINITIONS OF TERMS USED IN THE NUMERICAL SYSTEM FOR THE 
SECURITY OF CLASSIFIED MATERIAL IN STORAGE ARRANGED IN 
ORDER OF APPEARANCE IN TABLE OF NUMERICAL EQUIVALENTS 


1. Wooden Containers or Light-gage Sheet Metal 
Containers, Regardless of Type of Lock. 

These are looked upon as being of negligible 
value, except for administrative control in some 
cases where the container is within a vault or 
stowage area or is fully protected by an alarm 
system or continuous guard observation. 

2. Steel Filing Cabinets or Desks of the Con- 
ventional Office Equipment Type with Key Locks. 
Unless such containers are modified by means of 
steel lockbars and “manipulation-resistant” three- 


combination dial-type padlock, they offer no ap-. 


preciable degree of protection. Even so modified, 
it should be determined that the containers are 
well constructed and not readily subject to entry 
by means other than opening the lock before ap- 
proving them for important stowage. 

3. Lightly Constructed Building or Room. 
This includes conventional frame or light sheet 
metal structures; good quality temporary structures, 
such as temporary warehouses and quonset huts; 
and ordinary frame and plaster partitioned rooms. 
They are creditable with full security value for 
their contents only if all doors, windows, or other 
sizable openings are either inaccessible, protected 
by structural means, or secured by good quality 
“pickproof” locks and cannot be opened from the 
outside by such means as removing hardware or 
removing panelled sections. 

4. Steel Filing Cabinets with Combination Locks. 
This type of container of the conventional ¥% to 
1 hour fire-resistant type with combination lock 
offers a good degree of protection against sur- 
reptitious entry for a limited time if weaknesses 
found in some types, which permit opening by 
means of shims or simple manipulation of the lock- 
ing mechanism, have been overcome by the proper 
modifications. This type of container is of little 
value, however, against a destructive burglarious 
attack. 

5. Heavily Constructed Building or Room. 
This includes conventional masonry and steel 
structures or rooms with better than average parti- 
tions, floors, and ceilings. With openings protected 
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as described under Lightly Constructed Buildings 
or Rooms, they afford a fair degree of security 
protection against surreptitious entry. 

6. Light-weight Steel Safes. 

This refers to those safes bearing Underwriters’ 
Laboratories T-20 burglary resisting label. Such 
safes are considerably more resistant to a burglarious 
attack than the conventional combination lock 
filing cabinet, although it must be recognized that 
they will delay an expert burglarious attack not 
employing explosives, torches, or power tools only 
20 minutes. 

7. Light Vaults. 

This term applies to the conventional insulated 
vault with a 3-tumbler combination lock insulated 
door, with both the vault and the door designed 
primarily for fire protection. Unless the vault door 
consists of at least a 4%” steel plate and is securely 
fastened in the door opening, and unless the vault 
walls are of solid masonry (not hollow tile or cinder 
block) at least eight inches thick, with floor and 
ceiling of comparable construction, the container 
should be evaluated as a heavily or lightly con- 
structed room as appropriate. 

8. Heavy Steel Safes. 

This refers to that group of safes which bear 
Underwriters’ Laboratories labels X-60, TX-60, 
and TR-60. The labels indicate proven resistance 
to severe burglarious attempts for a period of 45 
minutes and of one hour, including the use of ex- 
plosives, torches, and power tools. 

9. Merchandise Vaults. 

This term, adopted from the National Bureau of 
Casualty and Surety Underwriters, identifics a 
vaule with reinforced concrete floor, walls, and 
ceiling at least eight inches thick and equipped 
with a burglar-resistant combination lock door. 
Merchandise vaults are, for purely insurance pur- 
poses, rated by classes A through E, depending 
upon the type of door used. For the purpose of 
this standard, doors classed C, D, or E (1”, 142”, 
and 3” of steel respectively) shall be evaluated as 
Merchandise Vault Doors. They afford a high de- 
gree of resistance to burglarious attack. 








INVESTIGATION 


OPNAVINST $510.1B 
10 MARCH 1958 


10. Bank Vaults. 

This term, adopted from the National Bureau of 
Casualty and Surety Underwriters, identifies the 
most secure types of vaults recognized in insurance 
rating. Bank vaults have been classified into 10 
types, according to their protective capabilities; 
for each class, both the vault constuction and the 
door construction are specified. For security pur- 
poses, vaults meeting the specifications for Class 6 
(18” reinforced concrete walls, 342” steel door, or 
specified equivalents), or higher clzssification shall 
be evaluated as a Bank Vault. 

11. Conventional Combination Locks. 

The common 3-tumbler combination lock is con- 
structed in a manner which permits a skilled 
manipulator through “feel” and sound to determine 
the setting of the tumblers and, consequently, to 
open the lock. Depending on the skill of the 
manipulator, the condition of the lock, and the 
series of numbers on which the combination was 
set, successful manipulation of the lock may re- 
quire from 10 tainutes to several hours. However, 
a skilled manipulator will successfully open the 
average conventional combination lock in from 
15 to 30 minutes. 

12. “Manipulation-Proof’ or “Manipulation- 
Resistant” Combination Locks. 
“Manipulation-proof” or “manipulation-resistant” 
refers to a lock so designed that the opening lever 
does not come in contact with the tumblers until 
the combination has been set, thereby climinating 
the transmission of a revealing “fecl” or sound to 
a manipulator. Such locks furnish a high degree 
of protection in proportion to their cost and are 
recommended for containers of highly classified or 
important materiak They may be obtained without 
any additional cost on new file cabinets, safes, or 
vaults in some cases. 


ADDITIONAL MISCELLANEOUS CONSIDERATIONS. 


The following, to varying degrees, affect the 
protective capabilities of the various types of con- 
tainers listed above: 

1. Size and Weight. 

In considering the security of material in stowage, 
thought must be given to theft of the container as 
well as its contents. Within security areas where 
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a guard force meeting standards is in attendance, 
any container weighing in excess of 200 pounds 
may be considered as not subject to unauthorized 
removal. In other than guarded security areas, 
containers smaller than a 4-drawer file cabinet, or 
lighter than 750 pounds, are not advisable unless 
securely anchored to the buliding. 
2. Locks. 
The degree of protection afforded against sur- 
reptitious entry into any well-constructed vault, 
safe, or modern dead-bolt type filing cabinet may 
normally be measured in terms of resistance 
afforded by the lock to picking, manipulation, or 
easily concealable drilling. 
a. Key Locks. 
The best commercially available key locks can 
be picked by experts in a few minutes, with 
the possible exception of certain locks of the 
type used on safe deposit boxes which require 
somewhat more time. In addition to its 
susceptibility to picking, any key lock isa 
potential weakness in the security system 
because of: 
(1) The possibility of losing the key. 
(2) The ease with which an impression 
may be made of a key. 
(3) Difficulty and expense of changing 
the key every twelve months, or more 
frequently. 
b. Special Combination Locks. 
Combination locks with four or more tumblers 
are commercially available. While each ad- 
ditional tumbler increaces the difficulty of 
successful manipulation, it likewise becomes 
burdensome to the user. Such locks may be 
desirable on more important vaults. 
c. Lock Drilling. 
Practically any lock may be opened by drilling. 
Usually a very small hole is adequate and 
usually no apparent damage is done to the 
lock if drilled by an expert. It is possible to 
conceal evidence of drilling with reasonable 
probability of its never being descovered. 
To overcome this, hardened steel plates may 
be placed between the lock and the exterior 
of the container. These can be penetrated by 
certain drilling techniques, but not without 
power tools and considerable noise. Safe and 
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vault doors of better manufacture and rating 
have “hard plate protection” and should be 
required for highly important stowage. 
3. Relocking Devices. 
Relocking devices on safe and vault doors furnish 
an added degree of protectioin against forcible entry. 
They appreciably increase the difficulty of opening 
a combination locked container by mcans of punch- 
ing 


b 


drilling, or blowing the lock or parts thereof. 
They are recommended on all heavy safes and vaults. 
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4. Fire Resistance. 

Filing cabinets, safes, and vault doors are very often 
insulated and bear labels of approval by Under- 
writers’ Laboratories and the Safe Manufacturers 
National Association as evidence of their proven 
resistance to certain fire conditions for a given 
period of time. The fire ratings of these containers 
or doors do not reflect the protective capabilities 
of the containers or doors to surreptitious or forci 
ble attack. 


Section 2 
ACCOUNTING 


0607. ACCOUNTING FOR TOP SECRET 


1. Except for publications containing a distribu- 
tion list by copy number, all copies of each Top 
Secret document and each item of Top Secret equip- 
ment shall be serially numbered at time of origina- 
tion in the following manner: 

“Copy No. F 
2. The reproduction of all Top Secret documents 


ot copies.” 

shall be limited in the manner prescribed in article 
0420.4. 

3. When Top Sccret documents are reproduced 
with permission of the issuing office or higher 
authority as per article 0420.4, all reproduced copies 
shall be serially numbered and immediately record- 
ed with the Top Secret Control Officer so as to 
maintain complete accountability. A suggested 
method of identifying the new copies is to label 
them “copy number 12/1 of ______copies, copy 
number 12/2 of ______copies, etc.” the first num- 
ber (12) being the copy number of the original series 
from which reproduction is being made. 

4. Lists of names of all persons having knowledge 
of a particular item of Top Secret information shall 
be maintained. 

5. Acontinuous chain of receipts for Top Secret 
information shall be maintained. 

6. The control of all Top Secret information shall 
be maintained by the Top Secret Control Officer, as 
prescribed in Chapter 5, Section 2. 


0608. ACCOUNTING FOR SECRET 


As a minimum requirement, persons in a command 


Oo; 


status shall establish administrative procedures for 
recording all Secret material originated and received 
and shall maintain a receipting system for all Secret 
material distributed or routed to components of or 
activities within the command 


0609. ACCOUNTING FOR CONFIDENTIAL 


Persons in a command status shall maintain admini- 
strative procedures within their commands that will 
provide accountability for all Confidential informa 
tion originated or received by the command 


0610. ACCOUNTING FOR PUBLICATIONS DISTRIBUTED 
THROUGH THE REGISTERED PUBLICATION SYSTEM 


In addition to the appropriate accountability re 
quirements set forth in articles 0607, 0608, or 0609 
above, publications distributed through the Regis 
tered Publication System shall be accounted for in 
accordance with instructions contained in the effec- 


tive edition of the Registered Publication Manual 


0611. ACCOUNTABILITY OF CATEGORY B MESSAGES 


Unparaphrased copics of classified messages marked 
“Paraphrase Required” (Category B messages) shall 
be serially numbered and accounted for through a 
continuous chain of receipts. 

0612. ACCOUNTING FOR TOP SECRET RESTRICTED DATA 
ORIGINATED BY THE ATOMIC ENERGY COMMISSION 


All Navy activitics and Navy contractors holding 
Atomic Energy Commission originated “numbered” 
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Top Secret documents containing RESTRICTED 
DATA shall inventory such documents semiannu- 
ally and shall furnish a copy of the inventory to the 
Atomic Energy Commission, Central Documents 
Control Office, 1901 Constitution Avenue, Wash- 
ington 25, D. C. Such inventories shall be made as 
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of 30 April and 31 October. When no longer re- 
quired the documents may be destroyed in accord- 
ance with the provisions of Section 5 of this chapter; 
no special report is required by the Atomic Energy 
Commission, but the destruction must be reflected 
in the next semi-annual inventory. 


Section 3 
CUSTODIAL PRECAUTIONS 


0613. INDIVIDUAL RESPONSIBILITY 


1. All personnel in the Naval Establishment are 
individually responsible for assuring that knowl- 
edge of classified information which they prepare 
or handle is made available only to persons who 
have appropriate security clearances and who have 
clearly established a legitimate “need to know”. 
2. Personnel of the Naval Establishment shall not 
remove Classified material from the physical con- 
fines of the command without the knowledge and 
approval of the commanding officer or his author- 
ized representative. When classified material is so 
removed, as when it is taken to conferences or 
other offices in a local area, a complete list (receipt) 
shall be prepared, signed by the individual remov 
ing the material, and appropriately filed until the 
material is returned. This procedure is apart from 
that applicable to personnel in a travel status (sec 
article 0705), to reguiacly authorized couriers (sec 
article 0719), or to personnel transmitting or rout 
ing classified material within Commands or be 
tween specifically designated activities (see article 
0704). 


0514, CARE DURING WORKING HOURS 


1 Each individual in the Naval Establishment 
shall take every precaution to prevent deliberate 
or casual access to classificd information by un- 
authorized persons. Among the precautions to be 
I 
fol'o wed are 
a. When classified documents are removed 
from stowage for working purposes they shall 
be kept face down or covered when not in 
use. 
; , . : s 
b. Visitors not authorized access to the partic- 


ular classified information within a working 


space shall be received or interviewed in 
specially arranged reception rooms or areas 
c. Classified information shall not be discussed 
over the telephone. Telephone scrambling 
devices do not assure security. 
d. Preliminary drafts, carbon shects, plates, 
stencils, stenographic notes, worksheets, and 
all similar items containing classified informa- 
tion shall be either (1) destroyed by the person 
responsible for their production immediately 
after they have served their purposes, or (2) 
shall be given the same classification and 
safeguarded in the same manner as the classi- 
fied information produced from them. 
e. Classified material, upon receipt, shall be 
opend by the addressee or by persons specif- 
ically authorized by him to open material of 
the grade involved 
2. If, for any reason, a room must be vacated 
during working hours, the classified material 
thercin must be stowed in the manacr prescribed 
in Section | of this chapter and Article 0615. 


0615. CARE AFTER WORKING HOURS 


1, Conmanding officers shali institute a system of 
security checks at the close of cach working day 
to insure that the classificd matevial held by the 
command is propeily protected. They shall re- 
quire the custodians of che classified material to 
make an inspection which shall insure, as a 
minimum, chat: 
a. All classified materia! is stowed in the 
manner prescribed in Chapter 6, Section 1. 
b. All classified material which must be passed 
from watch to watch is properly accounted for. 
c. Burn bags are properly stowed or destroyed. 
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d. The contents of wastebaskets which contain 
classified material have been properly stowed 
or destroyed. 
e. Classified shorthand notes, carbon paper, 
rough drafts, and similar papers have been 
properly stowed or destroyed. As a matter 
of routine during the day, such items shall be 
placed in burn bags immediately after they 
have served their purpose. 
2. Commanding officers shall assure that all 
personnel concerned are indoctrinated in the re- 
quirement for rotating the dial of all combination 
locks at least three complete turns in the same 
direction when securing safes, files or cabinets so 
equipped. In most locks, if the dials are given 
only a quick twist, it is generally possible to open 
the lock merely by turning the dial back in the 
opposite direction. Additionally, responsible per- 
sonnel shall be required to assure themselves that 
all drawers of safes and file cabinets are held firmly 
in the locked position when such equipment has 
been secured. 
3. Commanding officers shall prescribe proce- 
dures whercby appropriate identification of the 
individual responsible for the contents of each con- 
tainer of classified material shall be readily available. 


0616. CARE OF WORKING SPACES 


In providing for the protection of classified in- 
formation commanding officers of shore estab- 
lishments shall: 

1. Trim shrubbery outside ground-floor offices 
to preclude its use as a protective screen for 
prowlers. 

2. Install heavy-duty grilles, screens or bars on 
ground-floor windows and other accessible openings 
regardless of location in a building for which credit 
is taken from Table A of this chapter (see definitions 
3 and 5 on page 6-5). Care must be taken to install 
such equipment by methods which will best serve 
to defeat access from the outside. In this connec- 
tion reference to the U. S. Navy Physical Security 
Manual (OPNAYV Instruction 5510.45) is recom- 
mended. 


3. Take such other precautions necessary to afford 
protection to buildings and areas in which classified 
information is kept. 
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4. Take all practicable precautions to minimize 
any danger of inadvertent disclosure of classified 
information in conversations through the use of 
listening or recording devices. Conference rooms 
and areas where critical discussions are held are 
places where extraordinary precautions are 
necessary: 
a. Within the capability of the command, 
frequent and thorough inspections of such 
spaces should be made for unauthorized wiring 
and possible concealment of listening devices in 
such obvious places as behind pictures, radia- 
tors, under desks, etc. (If circumstances warrant, 
limited professional assistance by trained intelli- 
gence personnel is available from the Office of 
Naval Intelligence, District Intelligence 
Officers or area Intelligence Officers.) 
b. Repairs, routine maintenance and cleaning 
in sensitive areas should be performed by relia- 
ble personnel under supervision. 
c. No telephones, office intercommunications 
or public address systems should be permitted 
in conference rooms except such amplifier and 
simultaneous translation facilities as are essen- 
tial to the conduct of the meeting and unless 
a technical check can be madc before each dis- 
cussion of classified information. 


d. Refrain from discussion of classified infor- 
mation over telephone or intercommunication 
systems. There is no infallible means of check- 
ing for a telephone tap (direct connection or 
induction). 


e. Whenever it is believed that one's conversa- 
tions are being leaked by some covert means, 
refer to the suspicion only in temporary written 
notes, in order that subsequent inspection may 
then reveal the actual listening device and its 
origin. 


0617. CARE DURING EMERGENCIES 


In the event of a fire alarm or other emergency, 
classified material shall be stowed in the same 
manner as at the end of a working day. Each person 
who has classified material in his possession at the 
time of a fire alarm or other emergency shall assure 
that such material is properly safeguarded. 
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DISPOSITION OF CLASSIFIED MATERIAL 


0618. TRANSFER TO RECORDS CENTERS AND ARCHIVES 


Procedures for forwarding documents to Naval 
Records Management Centers, the National Ar- 
chives or GSA Federal Records Centers are estab- 
lished by the Secretary of the Navy (Administrative 
Officer). Classified documents so forwarded shall 
be safeguarded in accordance with the regulations 
set forth in this manual. The procedures for the 
transfer of records apply to record material as de- 
fined in SECNAV Instruction $212.5 or subsequent 
revisions. Extra copies and non-record material 
shall be destroyed after their period of usefulness 
has ended. 


0619. DISPOSITION OF CLASSIFIED MATERIAL BY PERSONS 
RELEASED OR SEPARATED FROM THE NAVAL 
ESTABLISHMENT 


1, When military or civilian personnel resign or 
are to be separated from the Naval Establishment 
or released from active duty, all classified material 
held by them shall be turned in to the source from 
which received, to their commanding officer, or to 
the nearest naval command, as appropriate, prior 
to the delivery of final orders or separation papers. 
2. Military or civilian personnel to resign or to 
be separated from the Naval Establishment or to be 
released to inactive duty shall submit to their 
commanding officer a signed statement which con- 
tains the following: 

a. Certification of compliance with 1. above. 

b. Certification that they understand that they 

are not to reveal classified information of which 

they may have knowledge unless officially 

directed in writing to do so by competent naval 

authority. 


c. Certification that they have read and under- 

stand appendices B, D, E, F, and H of this 

Instruction. 
These statements shall be executed prior to the 
delivery of final papers. In the case of military per- 
sonnel the statements shall be made part of the 
official records of the personnel concerned; state- 
ments of civilian personnel will be retained in 
command records for two years. (Refer to appendix 
A for Security Termination Statement.) 


0620. TRANSFER ON RELIEF 


An officer about to be relieved shall deliver to his 
successor all classified material attached to the com- 
mand and within his custody. Appropriate receipts 
shall be completed covering as a minimum all Top 
Secret and Secret material. 


0621. RECOVERY ON DEATH OR DESERTION 


Upon the death or desertion of a person in the Naval 
Establishment, or when any person is declared 
“missing in action” or “missing”, the commanding 
officer, in disposing of the personal effects of such 
person shall insure that those effects contain no 
classified material. Every endeavor shall be made to 
recover classified material known to have been in 
the possession of such person. 


0622. AVOIDING ACCUMULATIONS OF CLASSIFIED MATERIAL 


Classified material not required by a naval command 
shall not be allowed to accumulate but shall either 
be destroyed in accordance with section $ of this 
chapter or be sent to stowage at a Naval Records 
Management Center or other official records 
depository. 


Section 5 
DESTRUCTION OF CLASSIFIED MATERIAL 


0623. DESTRUCTION OF CLASSIFIED DOCUMENTS 


Destruction of (a) classified records so authorized by 
Record Disposal Schedules, (b) nonrecord classified 
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documents as defined in SECNAYV Instruction 5212.5 
or subsequent revisions, or (c) classified waste 
material shall be made by one of the following 
methods: 
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1. Top Secret, Secret, or Confidential documents; 
registered publications; or any classified messages 
shall be destroyed by burning except as provided in 
paragraph 2 below. 
a. Burning shall be accomplished in the 
presence of two witnessing commissioned 
officers. If commissioned officers are not readily 
available at an activity warrant officers, enlisted 
personnel or civilian employees may perform 
the duties of witnessing officers. All persons 
witnessing the destruction of classified material 
must have security clearances at least as high 
as the category of material being destroyed. 
b. When appropriate, certificates of destruction 
shall be prepared and signed by the witnessing 
officers. (Refer to article 0625.) 
c. Witnessing officers shall watch the burning 
until the classified documents are completely 
consumed. Oil or chemicals to facilitate burning 
may be used. 
d. Residue shall be completely obliterated by 
such methods as scattering or reduction to 
sludge. 
e. Portions of burning material must be pre- 
vented from being carried away by wind or 
draft. 
2. Top Secret, Secret and Confidential documents 
may be destroyed by pulping provided destruction 
of the classified material is complete and reconstruc- 
tion is impossible. 


0624. DESTRUCTION OF EQUIPMENT 


When it is necessary to dispose of equipment that 
still must bear a security classification, destruction 
shall be accomplished by any means that will pre- 
vent recognition and reconstruction. Jettisoning of 
classified equipment in water of sufficient depth to 
preclude any possibility of recovery may also be 
employed. 


0625. RECORDS OF DESTRUCTION 


1. An accurate record of destruction of classified 
material is as important as its destruction. Proper 
accounting procedures, together with accurate 
records of destruction, provide official information 
as to the status of highly classified material. 

2. A Certificate of Destruction of nonregistered 
Top Secret and Secret documents shall be prepared. 
The certificate shall be retained for a period of 2 
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years by the command destroying the material. The 
certificate shall provide complete identification of 
the material destroyed, the date of destruction, and 
it shall be signed by the officer authorizing destruc- 
tion. In the case of non-registered Secret documents 
only, use of routing sheets, mail logs, or other simi- 
lar administrative records in lieu of a Certificate of 
Destruction is authorized, provided that all necessary 
information (complete identification of the material 
destroyed, date of destruction, signatures of officer 
authorizing destruction and of witnessing officers) is 
included thereon. 

3. Certificates of destruction shall be prepared for 
all classified equipment destroyed. The certificate 
shall be retained for a period of 2 years by the com- 
mand destroying the equipment, and a copy of the 
certificate shall be forwarded to the technical bureau 
or office responsible for procurement of the 
equipment. 


0626. DESTRUCTION OF REGISTERED PUBLICATIONS AND 
COMMUNICATION EQUIPMENT 


Registered Publications and many types of com- 
munication equipment carry special destruction 
instructions. Refer to the appropriate instruction 
prior to destroying any Registered Publication or 
communication equipment. 


0627. EMERGENCY DESTRUCTION 


In an emergency involving the danger of capture of 
classified material, the importance of beginning its 
destruction sufficiently early cannot be overempha- 
sized. The consequences of such destruction which 
may be determined, as a matter of hindsight, to have 
been unnecessary, may be relatively unimportant 
when measured against their compromise through 
capture. Destruction plans of particular activities, 
therefore, will call for the exercise, by personnel at 
all levels, of the highest degree of individual initia- 
tive practicable under the operating conditions of 
such activity, in preparing for and in actually com- 
mencing destruction required under the plan. Par- 
ticular care will be taken to indoctrinate all 
personnel to insure their understanding that, in 
such emergencies and when required, they will 
initiate necessary destruction under the plan without 
waiting for specific orders. Lists shall be prepared 
which show the locations of classified material, per- 
sonnel responsible for destruction, and the recom- 
mended place and method of destruction. 
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0628. PRIORITY FOR EMERGENCY DESTRUCTION 


1 Communication Material. Insofar as humanly 
possible, cryptomaterial shall not be permitted to 
fall into enemy hands. In general, emergency 
destruction of communication material shall be 


carried out as follows 


a. First Priority — Cryptographic material. 
(Detailed information concerning the order of 
destruction of cryptomaterial is contained in 
KAG-1, KAG-2 and RPS 4). 


b. Second Priority — Noncryptocraphic material 
PPOSr a] 


distributed by the RPS in the arder of classifica- 
tion: highest classified material first. 


2. Other Classified Material. Emergency destruc 
tion of other classified material shall be carried out 


in order of priority as follows: 


a. Material pertaining to current and future 


plans and operations 


b. Material pertaining to standing operating 


or tactical procedures 
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c. Equipment of a classified nature together 
with pertinent technical descriptive and oper 
ating instructions. 

d. Remaining classified material. The order of 
destruction will follow classification, the high- 
est classified material will be destroyed first 


0629. ACCESSIBILITY FOR DESTRUCTION 


1. Classified material shall be readily accessible at 
all times for destruction by assigned personnel. As 
practicable, publications on board ships shall be 
stowed in weighted, perforated canvas bags or 
weighted binders which are of a size to allow ready 
access to publications for use and to permit ready 
handling by one or two men when emergency 
de struction by i“ ttisoning is necessary. 

= Material to be destroyed first shall, when prac- 
ticable, be marked in a distinctive manner and 
stowed in the most accessible location. 

3. Keys and safe combinations to spaces where 
classified material is stored may be kept in selected 
locations, safeguarded by proper security arrange- 


ments. 
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Chapter 7 
TRANSMISSION 


Section 1 
METHODS OF TRANSMISSION 


0701. TRANSMISSION OF TOP SECRET MATERIAL WITHIN THE 


CONTINENTAL UNITED STATES 


1. Top Secret material shall be transmitted by one 
of the following means: 

a. Direct personal contact of officials con- 

cerned. 

b. Armed Forces Courier Service. 

c. Electric means in encrypted form. 
2. Top Secret material shall not be transmitted 
through the United States postal system or any 
foreign postal system. 


0702. TRANSMISSION OF SECRET AND CONFIDENTIAL 
MATERIAL WITHIN THE CONTINENTAL UNITED STATES 


1. Secret and Confidential material shall be trans- 
mitted by one of the following means: 

a. Any of the means approved for the trans- 

mission of Top Secret material. 

b. U. S. Registered mail. 
2. Confidential — Modified Handling Authorized 
may be transmitted by ordinary U. S. mail or elec- 
trically in unencrypted form over U. S. Government 
owned or leased land lines. When the originator 
is uncertain of the location of an addressee, as in 
the case of an afloat unit, U. S. registered mail shall 
be used. 
3. Refer to article 1304 for instructions for mailing 
messages classified Secret and Confidential. 


0703. TRANSMISSION OF CLASSIFIED MATERIAL OUTSIDE 
THE CONTINENTAL LIMITS OF THE UNITED STATES 


1. Classified material shall not be transmitted by 
mail, express, courier, pouch, electric means, or any 
other system of transmission operated or controlled 
by a foreign government except as provided in 
2. f. and g. below. 


2. Authorized methods for the transmittal of 
classified material outside the continental limits 
of the United States are: 
a. Direct personal contact of officials con- 
cerned. 
b. Electric means in encrypted form. 
c. Armed Forces Courier Service. 
d. Accompanied diplomatic pouch. 
e. By US Registered Mail in US Military 
postal channel, for Secret and Confidential 
only. (See OPNAV INST. 2720.10A or sub- 
sequent revisions.) 
f. Registered mail with Registered mail receipt 
between United States Government and/or 
Canadian Government installations in the con- 
tinental United States, Canada, or Alaska for 
Secret and Confidential material only. 
g- Confidential — Modified Handling Author- 
ized may be transmitted by ordinary first class 
mail which is under the control of the United 
States or Canadian Governments, or transmitted 
by unaccompanied State Department air or 
surface pouch under diplomatic seal. 


0704. TRANSMISSION WITHIN COMMANDS OR BETWEEN 
SPECIFICALLY DESIGNATED ACTIVITIES 


1. Notwithstanding the requirements for the 
formal transmission of classified material as pre- 
scribed in articles 0701 through 0703, commanding 
officers are authorized to establish systems for the 
transmission of classified material within the local 
confines of their commands or activitics and between 
specifically designated activities. 
2. Transmission systems established by individual 
commands shall operate to assure that— 

a. Top Secret material is always controlled by 


Top Secret Control Officers; 
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b. Top Secret material is transmitted only by 
commissioned officers or warrant officers or 
responsible officials of comparable grade who 
have been granted Top Secret security 
clearances; 

Personnel transmitting Secret or Confiden- 
tial material have security clearances of a cate- 
gory at least as high as the material being 
transmitted; 

d. Personnel (officer, enlisted, or civilian), 
whose primary duties involve the transmission 
of classified material, are specifically designated 
in writing as being authorized by the command 
for such duties; and all classified material being 
transported is protected from casual observation; 
e. All persons entrusted with the transmission 
of classified material are instructed in the proper 
procedure for safeguarding the material being 
transmitted, 


c. 


0705. PROTECTION OF CLASSIFIED MATERIAL BY PERSONNEL 


IN A TRAVEL STATUS 


When persons within the Naval Establishment or 
Navy contractors are required to travel in the 
performance of their official duties and when 
classified material is involved in connection with 
such duties, the following procedures shall apply: 

1. A determination shall be made to ascertain 
whether the necessary classified material is available 
at the destination of the traveler. If the material is 
available, no additional transmission shall be 
authorized. 

a 
able at the destination of the traveler, commanding 
officers shall, whenever possible, have the classified 
material transmitted to the activity being visited 
in accordance with articles 0701 through 0704, as 
appropriate 

3 


If the needed classified material is not avail- 


If it is impossible to comply with either para- 


graph | or 2 


2 above, commanding officers may 
authorize appropriately cleared personnel to carry 
or transmit classified material on their persons be- 
tween their duty station and the activity to be 
visited, subject to the following conditions: 
a. The classified material shall be in the physi- 
cal possession of the individual at all times if 
proper stowage at a U. S. Government activity 
or appropriately cleared contractor facility 
(continental U. S. only) is not available. Clas- 


sified material shall not be left in such places 
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as locked automobiles, hotel rooms, hotel safes, 
train compartments, private residences, public 
lockers, etc. 

b. Classified material shall not be read, 
studied, displayed, or used in any manner in 
public conveyances or places. 

c. Written statements authorizing the trans- 
mission or carrying of classified material shall 
be provided by commanding officers to all 
individuals traveling outside the continental 
United States. This authorization statement, 
together with official travel orders, should 
ordinarily permit the individual to pass through 
any customs without the need for subjecting 
the classified material to inspection. If difficulty 
is encountered, the individual should refuse to 
disclose the classified matcrial to customs 
inspection and should insist upon the assist- 
ance of the local U. S. military or State 
Department representatives at the port of 
entry or departure. 

d. A list of all classified material carried or 
transmitted by individuals traveling will be 
maintained by the command to which the 
individual is attached. Upon return of the 
traveler, all classified material shall be ac- 
counted for. 

e. All individuals authorized to carry or trans- 
mit classified material while in a travel status 
shall be fully informed of the provisions of 
this article prior to departure from their duty 
station. 


0706. TRANSMISSION OF RESTRICTED DATA 


RESTRICTED DATA shall be transmitted in the 


same manner as other material of the same security 
classifications. 


0707. TRANSMISSION OF CRYPTOGRAPHIC AND REGISTERED 
MATERIAL 


Prior to the transmission of cryptographic and 
registered material, commanding officers shall refer 
to communication instructions and the Registered 
Publication Manual for detailed procedures. 


0708. TRANSMISSION OF BULKY MATERIAL 


1. Government Carrier. When an item of clas- 
sified material cannot be transmitted in accordance 


with the provisions of articles 0701 through 0707 
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because of size and weight, Government vehicles, 
aircraft or ships operated by appropriately cleared 
personnel, including necessary guards, will meet 
the requirements for safeguarding classified ma 
terial. (See articles 0704 and 0705 for necessary 
precautions). 
2. Commercial Carrier. When shipment by mili- 
tary owned and operated transportation facilities is 
not feasible, commanding officers shall protect 
shipments made by commercial transportation 
facilities by every means at their disposal. When- 
ever commercial transportation facilities are utilized 
for the shipment of classified material, commanding 
officers shall: 

a. Package all classified material in containers 

in a manner that shall prevent the observation 

of the contents thereof by unauthorized per- 

sons and shall reveal attempts to gain access 

thereto. 

b. Assure that bills of lading do not contain 
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classified information or details that would 

make obvious the classified nature of the 

shipment 

c. Notify consignees and transshipping 

activities by separate correspondence of all 

classified shipments. Such correspondence 
shall be cansmitted by means which will assure 
that the consignees and transshipment activities 
are advised of the shipments in advance of 
their arrival. 
d. Assure that classified blueprints, manu- 
facturing drawings, etc. are not shipped in the 
same package with the classified equipment. 
This is not intended to prevent the enclosure 
of essential operating, installation, or main 
tenance instructions, and the usual inventory 
lists, which are normally included in equip 
ment shipments. 

3. Subject to the foregoing, commercial ship- 

ments of classified material shall meet the minimum 

requirements as follows: 


MINIMUM REQUIREMENTS TO BE USED IN THE TRANSPORTATION OF CLASSIFIED MATERIAL 


WITHIN CONTINENTAL UNITED STATES 


Type of 


Carrier 


Sec 


Air 
Express 


Railway 
Express 


Less than 
Truck Load 


Truck Load 


Less than 
Carload 


Carload 
Airfreight 
Forwarders 


(Air & Sur- 
face) 





| Confidential (Confidential 


Modified Handling 
Authorized) 


(Including. Canada & Alaska) 
NA 


G, Hor L 


jJorL 
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OUTSIDE CONTINENTAL UNITED STATES 




















MSTS, GAA 
MSTS, USNS 


Commercial 
U. S. Flag 
Vessels 


Foreign Flag Ships 
or Aircraft 


Airfreight 
(U. S. Flag 
Carriers) 


Forwarders (Air 
& Surface) 


Under the continuous protection of military 
guards, one of which must be a commis- 
sioned or warrant officer of the U.S. Armed 
Services and cleared for access to Top Sec- 
ret material. 


Car or cars of sufficient capacity to transport 
the material should be ordered from the 
rail carrier. The material must be under 
the continuous protection of either civil 
service, civilian contractor or military es- 
corts, one of which will be cleared for 
access to Secret material. Closed cars will 
be used unless the nature of the material 
precludes use of closed equipment. If closed 
equipment cannot be used, the material will 
be completely covered by tarpaulirs or 
other suitable covering material, so secured 
as to reveal attempts to gain access thereto. 
Closed cars will be sealed by the use of 
Navy Seals which will not be broken in 
transit by unauthorized persons. 

Exclusive use of the transporting equip- 
ment must be obtained. The material must 
be under the continuous protection of either 
civil service, civilian contractor or military 
escorts, one of which will be cleared for 
access to Secret material. Closed motor 
vehicles will be used unless the nature of 


7-4 


D. 


Confidential (Confidential 
Modified Handling 


Authorized) 
JorK 


JorK 


jJorK 


NA 


the material precludes use of closed equip- 
ment. If closed equipment cannot be used, 
the material will be completely covered 
by tarpaulins or other suitable covering 
material, so secured as to reveal attempts 
to gain access thereto. Closed motor vehicles 
will be sealed by the use of Navy Seals 
which will not be broken in transit by 
unauthorized persons. 


Under the continuous protection of military 
guards, one of which will be cleared for 
access to Secret material. Matcrial shall be, 
if practicable, stowed in such a manner as 
to be under the surveillance of guards at 
all times. 


Car or cars of sufficient capacity to trans- 
port the moterial should be ordered from 
the rail carrier. Closed cars will be used 
unless the nature of the material precludes 
use of closed equipment. If closed equip- 
ment cannot be used, the material will be 
completely covered by tarpaulins or other 
suitable covering material, so secured as 
to reveal attempts to gain access thereto 
Closed cars will be sealed by the use of 
Navy Seals which will not be broken in 
traasit by unauthorized persons. 








916 


INVESTIGATION 


TRANSMISSION 


F. Exclusive use of the transporting equip- 
ment must be obtained. Closed motor 
vehicles will be used unless the nature of 
the material precludes use of closed equip- 
ment. If closed equipment cannot be used, 
the material will be completely covered by 
tarpaulins or other suitable covering mate- 
rial, so secured as to reveal attempts to gain 
access thereto. Closed motor vehicles will 
be sealed by the use of Navy Seals which 
will not be broken in transit by unauthor- 
ized persons. 

G. In “Armed Surveillance Service”. (Carload 
lots of confidential material may be shipped 
as provided in E without the requirement 
for armed surveillance.) 

H. In “Armed Guard Service’. (Use of this 
service must be authorized by Bureau of 
Supplies and Accounts, Code H2). 

I. In “Signature Service” provided provision 
has been made therefor in currently effective 
tariffs. 

J. When escorted by either military, civil 
service personnel or civilian contractor 
personnel, cleared for the level of security 
of the material escorted. 

K. Use of the standard Navy metal cargo “unit 
load shipping container” or similar metal 
container is authorized when a Navy Seal 
and a padlock or combination lock are 
applied. The seals shall not be broken in 
transit by unauthorized persons. 

L. When weight of material plus container is 
not less than 200 pounds; and 
a. Packaged in secure metal containers so 
secured with Navy numbered seals as to 
prevent access unless a seal is broken, or 
b. Packaged in wood cleated plywood, or 


wood cleated paper overlaid veneer con- 
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forming to Federal Specifications PPP-B- 

601a (Style B). Such boxes will be of 

previously unused or new construction and 

shall be closed and strapped in accordance 

with the appendix to the Specifications 
NA. Not authorized. 


4. Excessively bulky equipment constructed into 
one piece, concealed internal parts of which are 
classified, need not be shipped as classified matcrial 
provided that scrutiny of the exterior profile of the 
equipment will not reveal classified information and 
that such equipment must be taken apart in order to 
gain access to the classified material. 

5. Bulky equipment, small removable parts of 
which are classified, will if practical have the classi- 
fied parts removed and packed in accordance with 
its classification and shipped separatcly. The un 

classified portion will then be shipped as unclassified 
material. In such cases shipping officers will be 
responsible for preparing and distributing notifica 

tion of separate shipment and documentation 
covering. 

6. Military guards, when required, shall be pro 

vided by the naval command originating the ship- 
ment. If a security force is not under the operational 
control of the originating naval command the 
commandant of the naval district or river command 
or area naval commander in which the shipment 
originates shall provide the guards. The arming 
of military guards will be at the discretion of the 
naval command originating the shipment. Military 
aircraft officers or ships’ officers of fleet or Military 
Sea Transportation Service vessels, who are cleared 
to the level of the defense classification of the cargo 
to be transported, may be used in lieu of military 
guards. 

7. The Navy Shipping Guide, Part I, will be 
referred to for a detailed explanation of the trans 

portation services described above 


Section 2 
TRANSMISSION BY COURIER 


0709. ARMED FORCES COURIER SERVICE 


1. The Armed Forces Courier Service, established 
by action of the Joint Chiefs of Staff on 9 January 
1953, is a joint agency of the Departments of the 
Army, Navy, and Air Force to provide for the secure 


and expeditious transmission of material requiring 
protected handling by officer courier. Security is 
the paramount objective of the Armed Forces Cour- 
ier Service and speed will be sacrificed at any time 
in order to achieve that objective. Courier service 
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shall be performed impartially by the three services 
for all services in the interest of economy and effi- 
ciency. The development and promulgation of 
policy and regulations affecting or providing for the 
transmission of classified material is the responsibili- 
ty of the Secretaries of the Military Departments, 
Detailed instructions are set forth in OPNAV In- 
struction 2260.1A (or subsequent revisions), Armed 
Forces Courier Service Regulations. 
2. The following types of material are authorized 
for entry into the Armed Forces Courier Service: 

a. Top Secret material. 

b. Qualified cryptographic material. 

Qualified cryptologic material. 

d. Qualified Registered Publications System 

material. 

e. Communication material, which cannot be 

transmitted electronically because of circuit 

outage, and certified by a Commanding Officer 

as official business requiring urgency of the 

highest priority with respect to transmission. 
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f. Such other material as may be specifically 
approved by the Chief of Staff, U. S. Army; the 
Chief of Naval Operations; and the Chief of 
Staff, U. S. Air Force. 

g. Any U.S. official material in transit, the 
control over which cannot be maintained in 
U, S. custody by any means other than an officer 
courier. 

h. State Department diplomatic courier 
pouches. 

i, Qualified material of the Central Intelligence 
Agency. 

j- Qualified material of the National Security 
Agency. 

k. Material, as defined in a. through g. above, 
of the North Atlantic Treaty Organization 
destined for transmission between the Standing 
Group, Supreme Headquarters Allied Powers 
in Europe, NATO Military Units within the 
arcas served by ARFCOS Courier Transfer 
Stations, and the U. S. Government. 


Section 3 
PREPARATION OF MATERIAL FOR TRANSMISSION 


0710. CONTAINERS 


1. Whenever material classified Top Secret, Secret 
or Confidential is transmitted by the Armed Forces 
Courier Service, diplomatic pouch, registered U. S. 
mail, registered Canadian mail, or nonregistered 
U. S. mail, as provided in article 0701 through 0705, 
it shall be enclosed in two opaque sealed containers 
(wrappings or envelopes), except that material 
designated as Confidential — Modified Handling 
Authorized may be enclosed in a single container. 
a. Classified written material shall be folded 
or packed in such manner that the text will not 
be in direct contact with the inner container. 
A receipt form shall be attached to or enclosed 
in the inner container, except that material 
classified Confidential shall require a receipt 
only if the originator deems it necessary. 
b. The inner container shall show the address, 
classification, including where appropriate the 
“RESTRICTED DATA” marking, and any 
applicable special instructions. It shall be 
carefully sealed so as to minimize the possi- 
bility of access without leaving evidence of 
tampering. 


c. An outer or single container shall show 
the complete and correct address and the return 
address of the sender. 
d, An outer cover or single container shall not 
bear a classification marking, a listing of the 
contents divulging classified information, or 
any other unusual data or marks which might 
invite special attention; except that classified 
material prepared for transmission by the 
Armed Forces Courier Service or State Depart- 
ment accompanied diplomatic pouch shall be 
prepared with a single container with the classi- 
fication plainly marked thereon. (ARFCOS 
and State Department accompanied diplomatic 
pouches are considered to be the outer covers 
for such material.) 
2. To minimize the possibility of compromise of 
classified material caused by improper or inadequate 
packaging thereof, commanding officers will ensure 
that proper wrappings are used for mailing bulky 
packages. Commands should provide for the stock- 
ing of several sizes of cardboard containers, corru- 
gated paper and kraft tape laminated with asphalt 
and containing rayon fibers (snake tape) or nylon 
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sensitive tape. Commanding officers shall require 
the inspection of bulky packages to determine 
whether the material is suitable for mailing or 
whether it should be transmitted by other approved 
means. 

3. In order to minimize the damage to the defense 
interest of the United States resulting from the loss 
of or unauthorized access to classified equipment 
in shipment, such documents as design blueprints 
and manufacturing drawings shall be shipped under 
separate cover unless competent authority deter- 
mines that the needs of the service would be unduly 
jeopardized thereby. 


0711. ADDRESSES 


Except in unusual circumstances approved by com- 
petent authority, classified material shall be ad- 
dressed to recognized activities and not to 
individuals. This is not intended, however, to 
preveat use of office code numbers or such phrases 
in the address as “Attention: Research Department”, 
or similar aids in expediting internal routing, in 
addition to the oganization address. 
1. The following publications shall be consulted 
for complete and correct mail addresses and mailing 
instructions. 
a. Current issues of the Standard Navy Dis- 
tribution List, Part 1, contain the official list 
of fleet and mobile units and their administra- 
tive addresses. 
b. Current issues of the Catalog of Naval Shore 
Activities including Standard Navy Distribu- 
tion List, Part 2, contain the official list of shore 


activities with complete administrative ad- 
dresses 
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2. Care must be taken to ensure that classified 
material intended only for the United States ele- 
ments of international staffs or other organizations 
is addressed specifically to those elements. 

3. During wartime, naval addresses shall meet 
joint Army, Navy, and Air Force security require- 
ments by not disclosing a geographical location 
except on Armed Forces Courier mail. Upon the 
outbreak of war or when ordered, naval activities 
outside of the United States shall use the numerical 
and mobile mail addresses as prescribed by the Chief 
of Naval Operations, unless otherwise s 
directed. 


pecifically 


0712. RECEIPT SYSTEMS 


1. Top Secret material shall be transmitted under 
a continuous chain of receipts. 
> 


2. Secret material shall be covered by a receipt 
between commands and other authorized addresses 
and, as a minimum requirement, between compon 
ents of or activities within the command 
3. Receipts for Confidential material may be re 
quired at the discretion of the transmitter 
4. Receipt shall be provided by the transmitter of 
the material and the forms shall be attached to or 
enclosed in the inner cover 
a. Post-card receipt forms shall be used when 
ever practicable, 
b. Rec eipt forms shall be unclassified and con 
tain only such information as is necessary to 
identify the material being transmitted 
c. Receipts shall be retained for at least 2 years 
5. Receipts for publications distributed through 
the Registered Publication System shal! be handled 
in accordance with the Registered Publication 


Manual 
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Chapter 8 
SECURITY VIOLATIONS AND COMPROMISES 


0801. 


REPORT OF LOSS OR COMPROMISE 


1. Any person in the Naval Establishment having 
knowledge of the loss or possible subjection to com- 
promise of classified information shall report the 
facts immediately to the most readily available com- 
mand, who, following preliminary inquiry, shall: 
a. Report immediately the loss or possible 
subjection to compromise to the command 
having custodial responsibility for the -infor- 
mation by appropriate rapid means, forwarding 
an information copy of the report to the orig- 
inator* of the information. 
b. Make (or arrange for) a thorough inquiry 
or inveStigation of the circumstances. The 
inquiry shall include statements of all persons 
concerned, and, whenever possible, a deter- 
mination of the individual or idividuals respon- 
sible. If the circumstances indicate, he may 
request the services of Naval Intelligence in 
accordance with the provisions of SECNAV 
Instruction $430.13A or subsequent revisions. 
c. Forward, as soon as practical, the report of 
the inquiry or investigation of the loss or 
possible subjection to compromise to the com- 
mand having custodial responsibility for the 
classified information; the latter shall include 
therein an account of the disciplinary or cor- 
rective action taken and forward the complete 
report to the originator* of the information, 
with copies to: 
(1) The Chief of Naval Operations (Direc- 
tor of Naval Intelligence) via the admin- 
istrative chain of command in all cases. 
(2) The Chief of Naval Material, for losses 
or possible subjections to compromise 
occurring within industrial concerns. 


* When the originator is not » Navy or Marine Corps command 
or activity, notification shall be made via the Chief of Naval 


Operations. 


2. In addition to the requirements set forth in 
paragraph 1 above, whenever loss or possible sub- 
jection to compromise occurs in the case of RE- 
STRICTED DATA, the nearest District Intelligence 
Office (or, in the case of commanas tocated outside 
the U. S., the Office of Naval Intelligence) shall be 
notified immediately so that this information may 
be passed to the Federal Bureau of Investigation. 


3. Whenever loss or possible subjection to com- 
promise occurs in the case of cryptographic material 
or registered publications or devices, the following 
action shall be taken in place of the requirements 
set forth in paragraph 1 above and in accordance 
with applicable instructions (Refer to OPNAV 
INST 2221.2 series): 


a. In the case of cryptographic material, a re- 
port by message shall be made to the Director, 
National Security Agency (DIRNSA) and the 
Chief of Naval Operations. 


b. In the case of registered publications and 
devices, a report shall be made cither in accord- 
ance with 0801.3.a. above or directly to the Chief 
of Naval Operations, as appropriate. 


4. When classified material is received, the outer 
covering of which is in damaged condition or shows 
evidence of having been repaired, so there is a pos- 
sibility of compromise, Commanding Officers shall 
submit a report of the damage to the originator and 
to the delivering activity. Such seports do not pre- 
clude or take the place of the report required by 
paragraphs 1 and 3 above; they shall in any case 
always include pertinent comment as to the prepara- 
tion of the classified material for transmission to 
assist the originator in determining whether viola- 
tions of article 0710.1.a, have occurred. 


0802. SABOTAGE OR ESPIONAGE 


Individuals becoming aware of possible acts of sabo- 
tage, espionage or other subversive activities shall 
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report immediately all available information to the 
most readily available command who in turn shall 
notify immediately the Director of Naval Intelli- 
gence or the cognizant Naval District Intelligence 


Officer, as appropriate. 
0803. EVIDENCE OF TAMPERING WITH COURIER MAIL 


Any evidence of tampering with Courier Mail shall 
be reported immediately by message to the Director, 
Armed Forces Courier Service, to the Chief of Naval 
Operations (Director of Naval Intelligence), and to 
the originator. 


0804, SECURITY VIOLATIONS 


1. Violations of regulations pertaining to the safc- 
guarding of classified information, but not resulting 
in its loss, compromise, or unauthorized disclosure, 
shall be acted upon by the commanding officers 
of the persons involved without reference to other 
authority. The fact that a breach of security regula- 
tions has occurred may, in the discretion of the 
commanding officer, be considered as sufficient 
jusification for some form of disciplinary action, 
whether or not there has been a loss or possible sub- 
jection to compromise. The circumstances of the 
case, including the degree of culpability, should 
always be considered in determining when discipli- 
mary action is appropriate. 

2. Persons in command status shall establish such 
measures for the security inspection of safe-stowage 
containers and of areas where classified material is 
maintained as are necessary to assure compliance 
with security regulations. 
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3. Persons in command status who receive classi- 
fied material which shows improper handling by 
the activity from which received will promptly ad- 
vise the commanding officer of that activity. 


0805. DISCIPLINARY ACTION 


Individuals found responsible for the loss, unauth- 
orized disclosure or possible subjection to compro- 
mise of classified information, and individuals who 
violate security regulations, shall be promptly and 
adequately disciplined regardless of rank or position. 
Even where it is impossible to identify the specific 
individual source of an unauthorized disclosure of 
classified information, disciplinary action is not 
necessarily precluded. Where the source can be 
traced to a specific command or office, the com- 
mander or official in charge shall be held responsible 
for any derelictions or ineffectiveness in the dis- 
charge of his responsibilities in such manner as may 
be warranted in the circumstances. Disciplinary 
action may include, in the case of military personnel, 
trial by court-martial or, in the case of civilians, 
processing under the Standard Schedule of Disci- 
plinary Offenses and Penalties for Civilian Employ- 
ees in the Naval Establishment included in NCPI 45, 
prosecution under title 18, U.S.C., as amended, or 
other Federal statutes as appropriate. Offenses by 
civilian employees of the Navy shall be reviewed 
for applicability of the Act of 26 August 1950 (5 
U.S.C. 22-1 et seq.) and Executive Order 10450 as 
amended pertaining to security risks. (Refer to 
appendices C and G). 
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Chapter 9 
CONTROL OF DISSEMINATION 


Section 1 
GENERAL 


0901. 


RESPONSIBILITY 


1. Persons in a command status shall be responsi- 
ble for controlling the dissemination of classified 
information emanating from or distributed within 
their commands. They shall also be responsible for 
the promulgation of additional directives that may 
be required to prevent unauthorized dissemination 
of information under their control. 

2. The existence, nature, content, or whereabouts 
of classified information shall not be divulged 
needlessly. 

3. No person is entitled to knowledge or posses- 
sion of classified information solely by virtue of 
his rank, office, or position. 

4. Classified material shall not be removed from 
a command without the specific permission of the 
commanding officer or his authorized representative, 
and only then in conformance with the provisions 
of this Instruction. 

5. Classified material shall not be taken further 
forward in combat areas than is necessary for effi- 
cient prosecution of the mission. 


0902. DISSEMINATION OF CLASSIFIED INFORMATION 


In the absence of specific exceptions authorized in 
accordance with the provisions of this Chapter, 
dissemination of classified information, shall be 
limited strictly to those persons whose official 
military or other governmental duties require such 
access in the interest of promoting national defense 
and who have been properly cleared for access 
thereto in accordance with standards equivalent to 
those in Chapter 15 of this Instruction. Responsi- 
bility for determining whether a person's official 
military or other governmental duties require that 


he possess or have access to any classified informa- 
tion and whether he is authorized to receive it rests 
upon each individuzl who has possession, knowl- 
edge, or comand control of the information 
involved, and not upon the prospective recipient. 
These principles are equally applicable whether 
the prospective recipient is an individual, a United 
States military command, a defense contractor, 
another Federal Agency, or a foreign government. 
Refer to sections 3, 4, 5, and 6 of this chapter for 
instructions regarding disclosure of classified 
defense information outside the Executive Branch 
of the Government or Department of Defense 
contractors. 


0903. DISSEMINATION OF RESTRICTED DATA 


The authorized dissemination for RESTRICTED 
DATA is as follows: 

1. To persons in the Department of Defense 
whose official duties require information on the 
specific subject under consideration and to Depart- 
ment of Defense contractors and their employees 
when essential to the performance of a contract; 
provided in each such case, that all personnel con- 
cerned have been properly cleared to handle 
information of the highest classification category 
involved. 

2. To persons other than in paragraph 1. above 
only on a “need to know” basis and only if they 
possess Atomic Energy Commission “Q” clearance. 


0904. DISSEMINATION OF CLASSIFIED INFORMATION ORIG- 
INATED OUTSIDE THE DEPARTMENT OF DEFENSE 


Classified information which originates outside the 
Department of Defense shall not be disseminated 
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outside the Department of Defense without the 
consent of the originating agency. 


0965. CONTROL OF TOP SECRET INFORMATION 


1. All individuals having knowledge of Depart- 
ment of Defense information classified Top Secret 
shall be identifiable at all times; i.e., each organiza- 
tion or office originating or receiving information 
classified Top Secret shall maintain a list of those 
persons within such organization or office having 
access thereto. Access lists of recipients of Top 
Secret information will not be forwarded to the 
originating office except upon request. 

2. Upon preparation or receipt of Top Secret 
information, each originator or recipient shall keep 
a record of the name of each individual, including 
stenographic and clerical personnel, who is afforded 
access to the Top Secret information originated or 
received. 

3. Upon origination or receipt of Top Secret 
material in a Navy command or activity, a dis- 
closure record form shall be attached immediately 
to the material and, thereafter, any individual gain- 
ing knowledge of the contents thereof shall affix 
to the form his name, the name of the activity, and 
the date of access. If an individual’s signature is 
used and is not clearly legible, the name shall also 
be printed. 

4. Disclosure record forms shall not be detached 
from the Top Secret material on which they are 
placed unless it is transmitted to another activity 
for retention. When such forms are detached, they 
shall be retained locally for a period of at least 
1 year. After one year, they may be transferred to 
records centers for retention. 

5. Mail rooms, file rooms, communication and 
message centers, and printing and reproduction 
activities engaged in processing large volumes of 
Top Secret material need not require assigned per- 
soancl to sign individually the disclosure record 
form if access to such areas is limited to permanently 
assigned personnel and if such individuals are identi- 
fiable by roster as having access on any given date. 
6. Oral discussions within committees or at con- 
ferences involving the disclosure of Top Secret 
information are subject to the accountability re- 
quirements of this article. The minutes of the 
conference or meeting, showing a summary of the 
information discussed or furnished at the meeting, 
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and a complete listing of all persons present at 
such mecting or conference, will be sufficient record 
for accountability requirements of this article. For 
detailed regulations governing disclosures through 
symposia and conferences refer to section 6 of this 
chapter. 

7. Disclosure record forms do not supplant the 
requirement of article 0712 for executing a con- 
tinuous receipt system for Top Secret material. 


0906. CONTROL OF COPIES AND EXTRACTS 


1. Material classified Top Secret and Sccret orig- 
inating outside the Department of Defense shall 
not be reproduced without the consent of the 
originating agency. 

2. Originators of Top Secret documents shall 
insure, at the time of issuance, that all copies of 
each document are serially numbered and limited 
as to reproduction authority as required in articles 
0607 and 0420.4. 

3. Originators of classified material other than 
Top Secret, including RPS-distributed nonregis- 
tered publications, may limit the reproduction or 
extracting thereof as necessary. In no event, how- 
ever, shall classified material be reproduced or 
excerpted without the approval of competent 
authority. 

4. In reproducing classified documents on office- 
type copying equipment, care must be taken that 
the classification marking is rot “lost. Such 
equipment does not always clearly reproduce all 
colors of ink or marginal images. 


0907. DISSEMINATION TO INACTIVE PERSONNEL 


Retired or reserve inactive personrel, regardless 
of rank, are not entitled to classified information 
merely by virtue of their present or former status 
Unless they have been specifically authorized by 
the Chief of Naval Operations (Director of Naval 
Intelligence) to receive classified information, it 
shall not be disclosed to them. This does not limit 
the disclosure of classified information to inactive 
personnel who have been properly authorized 
access for purposes of training. 


0908. DISSEMINATION TO RESERVE PERSONNEL FOR 
TRAINING 


1. Reserve personnel on active duty for training 
may have access to classified information, including 
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RESTRICTED DATA, as necessary in the per- 
formance of their duties provided they have been 
properly cleared to handle classified information 
of the highest classification category involved. 
2. Reserve personnel in an inactive status, if they 
have been properly cleared to handle classified 
information of the highest classification category 
involved, may have access to classified information 
at military commands or activities for training 
purposes under the following conditions: 
a. Top Secret: Only with the approval of 
the Chief of Naval Operations (Director of 
Naval Intelligence). Disclosure will be auth- 
orized only if the training command certifies 
the release is necessary in the interests of 
national defense. 
b. Secret: Only with the approval of the 
Commandant of the Marine Corps in the case 
of the Marine Corps Training Program; the 
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Chief of Naval Air Reserve Training in the 
case of Naval Air Reserve drill units; and the 
Chief of Naval Personnel in case of all other 
Naval Reserve drill units (pay or non-pay). 
Disclosure will be authorized only when the 
classified information in question is needed in 
connection with planned training curriculum. 
c. Confidential: As necessary to accomplish 
an assignment or to prepare for a mobilization 
billet. 


3. Classified material, except that designated as 
Confidential — Modified Handling Authorized, 
shall not be released into the personal custody of 
inactive reserve personnel for removal from a mili- 
tary command or activity. 


4. Inactive reserve personnel shall not be granted 
access to or be issued cryptographic aids, crypto- 
graphic publications, or RESTRICTED DATA 


Section 2 
ORAL DISCUSSION AND PERSONAL CENSORSHIP 


0909. PERSONAL CENSORSHIP 


1 Indiscreet conversation and personal letters 
This applies 
especially to persons discussing office affairs with 
their families or friends 


constitute great menaces to sec urity. 


It also applies to careless 
in the presence of persons not author- 
ized to have the information. 


talk on duty 
Loose talk in public 
places and over the telephone is also most danger- 
ous. Information imparted to unauthorized persons 
within or outside the Naval Establishment may be 
repeated innocently and in ignorance of its impor- 
tance until it becomes a matter of common know!l- 
edge. Forcign intelligence agents are scientifically 
trained to collect and to collate numerous bits of 
scemingly harmless information from conversation 
and rumors which circulate in the vicinity of naval 
activitics. Therefore, automatic personal censorship 
of official and unofficial conversation and letters 
shail be a fundamental duty of all personnel of the 
Naval Establishment. The habit must be cultivated 
until it becomes routine. 

2. When classified information is discussed orally, 
the audience shall be informed of its classification. 

3. The debriefing of personnel leaving Depar- 


nent of Defense employment, or leaving the 


employment of Department of Defense contractors 
having classified contracts, must incorporate positive 
instructions against unlawful disclosures of classi- 
fied information. Similar positive procedures shall 
be applied in the case of military personnel retiring 
or separating from the service. 
0619.) 


0910. TELEPHONE CONVERSATIONS 


(Refer to article 


Classified information shall not be disclosed over 
telephones because of the insecurity due to executive 
cut-in, phantom voice interception, and wire 


tapping. 
0911. APPROVED CIRCUITS 


1. The Joint Chiefs of Staff have established a 
policy on approved circuits which governs the 
transmission in plain language of Secret and Con 
fidential information over wire circuits. This policy 
is contained in the Joint Communication Instruc- 
tions and establishes as a command responsibility 
the authorization for the transmission cf classified 
information Over wire systems. 

2. No electrical circuit is approved for the crans- 
mission in plain language of any information having 
a classification of Top Secret. 
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0912. SECURITY OF UNUSUALLY SENSITIVE OPERATIONS 


1. A commanding officer or officer in charge of 
a task force, a special operation, or other activity 
which in his opinion requires extraordinary security 
measures has authority to promulgate and enforce 
orders with respect to personal communications 
of military personnel. Such orders under the Uni- 
form Code of Military Justice shall also apply to 
civilian personnel serving with, employed by, or 
accompanying the Armed Forces outside the con- 
tinental limits of the United States and the following 
territories: That part of Alaska cast of longitude one 
hundred and seventy-two degrees west, the Canal 
Zone, the main group of the Hawaiian Islands, 
Puerto Rico, and the Virgin Islands. Such orders 
may embody the substance of the following security 
measures to the extent considered essential by the 
command concerned: 
a. Prohibition, or reduction to a minimum, 
for a designated period of time, of all outgoing 
personal telecommunications, except such 
emergency messages as may be specifically 
approved by the commanding officer of the 
operation; and 
b. Prohibition, or reduction to a minimum 
for a designated period of time, of all out- 
going personal correspondence; or 
c. Inspection of outgoing personal correspond. 
ence prior to entering the U. S. mail system 
in the following manner: 
(1) Personal communications intended tor 
mailing to be deposited unsealed in desig- 
nated receptacles; 
(2) Such communications to be inspected 
for security violations by duty appointed 
representatives of the force commander, 
who will seal and deposit them in the U. S. 
mails, or, in case of security violations, will 
return them to the originator or hold 
them for appropriate corrective or disci- 
plinary action as directed. 
NOTE: Appropriate measures should be taken 
to insure that each inspector of each piece of 
mail can be subsequently identified. Such 
measures should minimize or exclude the 
possibility that the fact of inspection will 
become known to addressees. This may be 
accomplished by logging of outgoing mail or 
by assigning to each inspector a stamp bearing 
a number or sign to be inconspicuously placed 
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on inspected mail. Wherever practicable, 
mail containing valuables should be inspected, 
sealed, and posted in the presence of the 
sender or of another witness. An inspector of 
mail should not inspect and release his own 
personal mail. 
d. Prohibition of the use of private codes in 
any permitted communications. 
e. Prohibition of mailing or otherwise des- 
patching personal communications ashore in 
any manner to avoid such inspection controls 
as may be established. 
f. Provision that all personnel concerned will 
initial such orders and by so doing indicate 
that they have rcad and understood them. 
g. Provision for reminding all personnel con 
cerned that Federal law prohibits unauthorized 
disclosures of classified information either dur 
ing or after the particular operation and that 
appropriate disciplinary action will be taken 
against offenders. 
2. The material in this article is presented as of 
possible assistance to commands and is not intended 
to limit commands in the application of whatever 
other cautions or security measures may be con- 
sidered essential. 


0913. PRISONERS OF WAR 


1. The United States is a party to the Geneva 
Convention Relative to the Treatment of Prisoners 
of War (12 August 1949), and the provisions of 
this Convention are binding on personnel of the 


naval service. 
2. Pursuant to the provisions of article 17 of the 


above Convention, each prisoner of war, when 
questioned on the subject, is bound to give only 
his full name, grade or rate, service number, and 
date of birth. All members of the naval service 
shall comply with these provisions in case of 
capture. 

3. Prisoners can expect to be questioned upon 
capture. During such interrogations they shall not 
give any information other than their names, 
grades or rates, service numbers, and dates of birth 
Threats, inducements, promises, and subterfuges 
might be used by the enemy to extract information. 
Seemingly harmless subjects, such as baseball and 
golf, should not be discussed while undergoing 
interrogation, as a trained interrogator can often 
extract the information he desires through such a 
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discussion. There 1s no such thing as a harmless 
subject of discussion while a prisoner is held in an 
enemy interrogation center. (See General Order 
No. 4, Code of Conduct for Members of the Armed 
Forces of the United States, 18 March 1957.) 
Prisoners shall endeavor to communicate promptly 
their names, grades or rates, service numbers, dates 
of birth, and prison addresses to the International 
Red Cross Committee, Geneva, Switzerland. No 
other information shall be given for use by the 
Red Cross. 


0914. TESTIMONY BEFORE COMMITTEES OF CONGRESS 
AND EXECUTIVE COMMISSIONS, BOARDS, COM- 
MITTEES, AND SIMILAR GROUPS 

1. Classified naval information shall be made 

available to committees of the Congress and to 

executive commissions, boards, committees, or 
similar groups only when specifically authorized 
by the Secretary of the Navy (refer to SECNAV 

Instruction 5500.9 and SECNAYV Instruction 5730.8 

or subsequent revisions). The Secretary of the 

Navy will issue specific instructions as to the limits 

of disclosures as well as any other special instruc- 

tions as to security which he deems appropriate. 
a. Chiefs of Bureaus and Offices ot the Navy 
Department and the Commandant, U. S. Marine 
Corps are authorized to act for the Secretary 
of the Navy in permitting release of classified 
information to committees of the Congress 
when required in connection with the presenta- 
tion of the budget and other legislation spon- 
sored by the Secretary of the Navy. 

2. Whenever a person in the Naval Establish- 
ment appears before a committee of the Congress, 
of an executive commission, board, committee, or 
a similar group, in either executive or public ses- 
sion, and is called upon to give testimony which 
includes classified information, he shall not divulge 
the information unless he has been authorized by 
the Secretary of the Navy or delegated authority to 
do so. 

3. Ifa person in the Naval Establishment does 
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not have authority to testify on classified matters, 
he shall respectfully state to the inquiring body 
that he is not authorized to disclose the informa- 
tion desired. He shall further inform the group 
that he will endeavor to obtain necessary authority, 
if the information desired by the body is specifi- 
cally defined. 

4. Personnel of the Naval Establishment, when 
called upon to testify as described in paragraphs 
1 and 2 above, shall immediately endeavor to ob- 
tain necessary instructions from the Secretary of 
the Navy or delegated authority concerning the 
disclosure of information which they anticipate 
will be desired. 

When a person in the Naval Establishment is 
requested to give testimony which includes clas- 
sified information which he has been authorized by 
the Secretary of the Navy to disclose, he shall 
respectfully request that the testimony be given in 
executive session only. He shall further request 
that a record of such hearings not appear in the 
Congressional Record or any other document open 
to public inspection. 


0915. LEGISLATION 


1. Unless authorized by the Secretary of the Navy, 
information as to any legislative recommendation 
shall not be revealed to any individual or associa- 
tion not under Federal control, except as may be 
required by law. When release is made to other 
Federal activities, release shall be based on the 
“need to know” requirement. 

2. Similarly, the nature and content of reports of 
the Department of Defense or of any military de- 
partment or board within the Department of 
Defense, on bills referred by committees of Con- 
gress or by other Federal activities shall not be 
disclosed to any individual or association not under 
Federal control unless specifically directed by the 
Secretary of the Navy. When release is made to 
other Federal activities, such release shall be based 
on the “need to know’ requirement. 


Section 3 
DISCLOSURE THROUGH JUDICIAL PROCEEDINGS 


0916. GENERAL COURTS-MARTIAL 


By law every person who has been tried by general 
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court-martial is entitled to a copy of the record of 
the proceedings of the court, whether he was ac- 
quitted or convicted. Frequently, such copy is 
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delivered to civilian counsel for use as a basis for 
legal attack upon the conviction. Such records 
may be introduced into evidence in civilian courts, 
thereby becoming, in their entirety, public records. 
It is important, therefore, that every precaution be 
taken by convening authorities of general courts 
and by courts, law officers, and trial counsel to 
protect the security of classified information. It is, 
therefore, directed that officers who are authorized 
to convene general courts-martial shall make every 
effort to have all information to be introduced as 
evidence declassified. 


1. Ifthe trial of a case involves classified informa- 
tion, and the convening authority finds that the 
trial would be warranted except for the fact that it 
would probably be detrimental to the prosecution 
of a war or inimical to national security he shall, 
without dismissing the charges, forward the case 
to the officer exercising general court-martial 
jurisdiction over the command for disposition. If 
the latter officer concurs in the determination, he 
shall forward the case through channels to the Sec- 
retary of the Navy who may, in time of war, certify 
to the President that trial would be detrimental to 
the prosecution of the war or inimical to national 
defense. In such event, the applicable statute of 
limitations is extended to 6 months after termina- 
tion of hostilities as proclaimed by the President 
or by joint resolution by Congress. Any officer 
exercising general court-martial jurisdiction has the 
authority to determine whether security considera 

tions are paramount to trial, and he may, in appro- 
priate cases, dismiss the charges or authorize their 
trial instead of forwarding them to the Secretary 


2. If classified information is required for prosecu- 
tion and the trial is authorized, the officer exercis- 
ing general court-martial jurisdiction shall be 
governed by the following procedures: 


a. Grant appropriate personnel security clear- 
ances in accordance with chapter 15 of this 
manual to all members of the court, members 
of the prosecution and defense, and the court 
reporters. 


b. If the accused is represented by civilian 
defense counsel, such counsel must likewise 
have been cleared before classified information 
may be disclosed to him. In no case shall a 
clearance of a civilian defense counsel be based 
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on investigation action less than a National 
Agency Check. 
c. Sessions of the court-martial shall be closed 
to the public whenever necessary to prevent 
dissemination of classified information to 
other than authorized persons. 
d. The original record of trial shall be properly 
classified. 
e. If the copy of the record prepared for the 
accused contains information requiring security 
protection, the trial counsel, unless otherwise 
directed by the convening authority, shall for- 
ward the accused’s copy to the convening 
authority. The latter shall excise or withdraw 
from the accused’s copy any information re- 
quiring security protection and will, there- 
after, cause expurgated copy to be delivered to 
the accused together with a certificate to the 
effect that certain information has been deleted 
or withdrawn from the accused's copy of the 
record for reasons of national defense and that 
the original record of trial may be inspected in 
the files of the Judge Advocate General of the 
Navy under such regulations as may be pre- 
scribed by the Secretary of the Navy. 
f. The certificate shall lise: 

(1) The pages from which information has 

been deleted. 

(2) The pages which have been removed 

in their entirety. 

(3) The exhibits which have been with- 

drawn. 
A copy of this certificate, together with a 
statement signed by the accused acknowledging 
receipt of an expurgated copy of the record of 
trial, or a certificate of delivery of same, shall 
be attached to the original record of trial. 
g. If the necessity for assigning classification 
is determined subsequent to delivery of a copy 
to the accused, the copy shall be recovered by 
proper authority and returned to the conven- 
ing authority for expurgation. 


0917. PRODUCTION OF OFFICIAL RECORDS IN CIVIL COURTS 


1. Classified information shall not be released for 
introduction into civil courts. 

2. Im cases where naval records are desired by or 
on behalf of litigants and where the records are 
not classified or of a privileged status as described 
in article 1251, Navy Regulations, such parties 
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shall be informed that the procedure for the produc- 
tion of the records desired or of certified copies 
thereof is to obtain and forward to the Secretary of 
the Navy, Department of the Navy, Washington, 
D.C., a court order calling for the particular rec- 
ords desired or copies thereof. Compliance with 
such court orders, after authorization by the Sec- 
retary of the Navy or his designee, shall be effected 
by transmitting certified copies of the records to 
the clerk of the court from which the process was 
issued or by production of the original records, 
where necessary. Where an original record is 
produced it shall not be removed from the custody 
of the person producing it but copies may be 
placed in evidence in the case. Upon the written 
request of all parties in interest or of their counsel, 
records which would be produced in response to a 
court order as above set forth may be furnished 
without such court order, provided, however, that 
the production in Federal, State, or Territorial 
courts of the service, employment, pay, or medical 
records of personnel of the Navy, Marine Corps, 
and Coast Guard including civilian employees 
thereof, is authorized upon receipt of a court order 
where litigation is pending without procuring 
specific authority from the Secretary of the Navy. 
3. Where official records are desired for use in 
a matter not in litigation, and where the records 
are not classified or of a privileged status as described 
in article 1251, Navy Regulations, a written request 
for said records by the parties in interest or their 
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counsel shall be sent to the Secretary of the Navy 
(Judge Advocate General), Department of the 
Navy, Washington, D.C. When the purpose for 
which the records are desired is in the judgment of 
the Secretary of the Navy (Judge Advocate General) 
sufficient to justify compliance with the request 
and the interests of the Government would not be 
predjudiced thereby, the Secretary of the Navy 
(Judge Advocate General) may release such of the 
official records as he may determine to be appro- 
priate under the circumstances. 


0918. CLAIMS AGAINST THE UNITED STATES 


No person in the Naval Establishment other than 
in the discharge of his official duties shail disclose 
any information whatever, whether classified or 
unclassified, or whether obtained from official 
records or within the immediate knowledge of the 
relator, which might be of aid or assistance in the 
prosecution or support of any claim against the 
United States (18 U. S. C. 283). 


0919. COLLISION CASES 


In those cases wherein a naval ship was involved 
in collision, an opportunity for survey of the naval 
ship shall not be permitted if such survey will in- 
voke possible disclosure of classified information. 
In such cases, the representatives of the other ship, 
craft, or structure shall be advised that in the in- 
terests of national defense an opportunity for sur- 
vey of the naval ship will not be afforded. 


Section 4 
DISCLOSURE TO FOREIGN GOVERNMENTS 


0920. GENERAL POLICY 


1. No person in the Naval Establishment shall 
convey orally, visually, or by written communica- 
tion any classified information to any foreign 
national or foreign government unless such dis- 
closure has been specifically authorized in writing 
by the Chief of Naval Operations (Director of 
Naval Intelligence). In exceptional cases, where 
the required approval is furnished by telephone or 
other oral means, prompt confirmation in writing 
must be obtained. 

2. United States citizens who serve as represent- 
atives, officials, or employees of a foreign govern- 


9-7 


ment, firm, corporation, or individual shall be 
considered as foreign nationals when acting in 
such capacity. 

3. Unclassified information may be disclosed to 
foreign nationals or foreign governments, provided 
any such disclosure is in accord with article 1252, 
Navy Regulations. 


0921. TRAINING FOREIGN NATIONALS 


Each request for admission of a foreign national 
to a classified course of instruction or training 
shall be referred to the Chief of Naval Operations 
(Director of Naval Intelligence). Each admission 








| 
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of a foreiga national to such instruction or train- 
ing shall be decided on its merits, after the advice 
of the interested bureaus and offices concerned 
has been obtained. No precedent will be con- 
sidered as established by the granting of a specific 


request. 
0922. INTERNATIONAL TRAFFIC IN ARMS 


The State Department administers the international 
traffic in arms and military material in accordance 
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with the policies set forth in “Regulations Govern- 
ing the International Traffic in Arms, Ammuni- 
tion, and Implements of War and Other Munitions 
of War.” In this connection, the State Depart- 
ment does not release for foreign sale any item of 
classified military equipment until the Departments 
of the Army, Navy, and Air Force have stated that 
there is no objection to the release. The Chief of 
Naval Operations shall render decisions for the 
Department of the Navy in this regard. 


Section 5 
DISCLOSURE OUTSIDE THE EXECUTIVE BRANCH 


0923. GENERAL POLICY 


No person in the Naval Establishment shall con- 
vey orally, visually, or by written communication 
any classified information outside the Executive 
Branch of the Government of the United States 
unless such disclosure has been specifically author- 
ized by the Chief of Naval Operations (Director of 
Naval Intelligence) except as provided in article 
0924 below. 


0924. DISCLOSURES TO DEPARTMENT OF DEFENSE CON- 


TRACTORS 


Bureaus and offices of the Navy Department may 
make disclosures of Navy classified information to 
private activities in connection with production, 
procurement, research and development, and main- 
tenance contracts or programs of the Department 
of Defense without prior approval of the Chief of 
Naval Operations (Director of Naval Intelligence), 
subject to the provisions of paragraphs 1 through 
4 below. Insofar as disclosures to private activities 
are concerned, it is required that there be a bona 
fide contractual relationship existing between a 
private organization (or members thereof) and an 
element of the Department of Defense; except that 
this is not intended to prevent essential disclosures 
involved in pre-contract negotiations with an 
appropriately cleared facility. These provisions 
likewise apply to sub-contracts and contracts with 
consultants (Personal Services Contracts). 

1. Disclosure of classified information to private 
contractors shall be made in accordance with para- 
graph 2-115 of the Armed Forces Industrial Security 
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Regulation (OPNAV Instruction 5540.8A or sub- 
sequent revisions.) Classified information may be 
divulged to a contractor only on a “need to know’’ 
basis, provided the contractor has an active facility 
security clearance of the appropriate category. Prior 
to granting physical custody of Department of the 
Navy classified material to Department of Defense 
contractors, the forwarding activity must determine 
that the contractor has the ability to physically safe- 
guard the classified material. (When the forward- 
ing activity does not have information as to the 
clearance and/or safeguarding status of the con- 
tractor, a determination should be made from the 
Military Department activity having security cogni- 
zance of the facility.) 

2. Release of information shall not prejudice the 
interest of the source and shall not violate any 
commitment made in obtaining the information 
under consideration. 

3. Industrial or commercial proprietary informa- 
tion, including information relating to trade 
secrets, processes, operations, materials, style of 
work or apparatus, statistics relating to costs or 
income, profits or losses shall not be published or 
disclosed by a bureau, office, activity, official, or 
employee of the Department of the Navy receiv- 
ing such information, without the express written 
permission of and in strict accordance with any 
conditions stated by the legal proprietor of such 
information. 

4. Restrictions on the release of the information 
imposed previously by a competent authority shall 
govern in each such case. 
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0925. OTHER DISCLOSURES 


1. The Chief of Naval Operations (Director of 
Naval Intelligence) may authorize other disclosures 
outside the Executive Branch of the Government 
of the United States if in the interest of promoting 
national defense. Requests for such disclosures 
shall be in writing. Requests shall state the reason 
the classified information is desired and the intended 
use thereof. 

2. All disclosures are subject to the following: 
a. That the recipient is informed of the clas- 
sification of the information divulged. 

b. That the recipient is informed of handling 
and stowage requirements. 

c. That the recipient is informed of his lia- 
bility in the event of unauthorized disclosure. 
(Refer to article 0432 and 0433.) 
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d. When Top Secret information is author- 
ized to be released outside the Department of 
Defense, such authorization shall include the 
following statement: 

“This information is released under 

the condition that a record be kept by 

the recipient of all individuals who 

are afforded access to the information 

contained in the document, and that 

this record will be made available to 

the Department of Defense if re- 

quested.” 
In addition, the office of issuance of the Top 
Secret document will be informed of the out- 
side dissemination 


e. All classified material shall be covered by 
receipts 


Section 6 
DISCLOSURE THROUGH CONFERENCES AND SYMPOSIA 


0926. GENEPAL POLICY 


A bureau or office of the Navy Department may, 
under the authority granted in article 0924 of this 
manual, disclose classified information to con- 
ferences, symposia, and gatherings which it spon- 
sors and which are composed of persons under 
contract to the Department of Defense. Release 
under this authority must be on a basis that the 
information is needed in the specific performance 
of contracts or services (in the case of consultants) 
involved and is conditional upon the participants 
having appropriate security clearances. 


0927. APPROVAL REQUIRED BY THE CHIEF OF NAVAL 


OPERATIONS (DIRECTOR OF NAVAL INTELLIGENCE) 


1 
disclosures of Navy classified information at con- 


Except as authorized in article 0926 above, all 


ferences, symposia, or gatherings including persons 
outside the Executive Branch of the Government of 
the United States require the approval of the Chief 
of Naval Operations (Director of Naval Intel- 
ligence). Requests for release of classified informa- 


be a 
determination by appropriate naval authority that 


tion will refused unless there is clear 


the national defense interest will specifically gain 
thereby, and that alternative, conventional channels 
of release will not be productive 
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0928. NAVY SPONSORSHIP 


1. 
tions must be sponsored by a Navy command or 


All meetings of scientific and technical associa- 


activity before disclosure of Navy classified in- 
formation will be authorized. Sponsorship inctudes 
responsibility for assuring that adequate measures 


will be taken to protect the classified information 
to be disclosed and that ali prospective recipients 
have a legitimate “need to know”, as we'll as assur- 
ing that they are good security risks and have 
active security clearances for the highest classi‘ica- 
tion category involved. 

2. It is not the intent of paragraph | above that 
a Department of the Navy command or activity 
co-sponsor meetings already spoasored by another 
department or office of the Executive Branch of 
the Government at which personnel of the Naval 
Establishment 2re invited to disclose Department of 


the Navy classified information. In such case: 


however, members of the Naval Establishmecte 
shall not disclose classified 


officially authorized by their command or activity. 


© 


inforiaation until 
Prior to authorizing or seeking approval for such 
disclosures the responsible command cr act.vity 
should assure itself through official channels that 
a reported official sponsorship by another depart- 
ment or office of the Executive Branch is genuine, 
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and that the term “sponsorship” is given the same 
significance as that set forth in paragraph 1 above. 


C929. INFORMATION REQUIRED TO PROCESS REQUESTS 
In order for the Chief of Naval Operations (Direc- 


tor of Naval Intelligence) to make a determination 
in each case as required by article 0927, the follow- 
ing information shall be furnished by the interested 
Naval activity: 

1. A clear statement as to the necessity for the 
disclosure. 


2. The category of the classified information to 


be disclosed and a brief summary of its content. 
3. Nationality and name of any foreign govern- 
ment representative who will attend the conference. 
4. And in addition, when the conference is under 
Navy sponsorship, the following personal data are 
required for proposed participants who are not 
properly cleared members of the Executive Branch 
of the Government or cleared Government con- 
tractor personnel: 

a. Full name, date and place of birth. 

b. Occupation and organization they will 

represent at the proposed conference. 

c. Present home and business addresses. 


0930. TIME REQUIRED 


Requests must be received by the Chief of Naval 
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Operations (Director of Naval Intelligence) at 
least 1 month prior to the date of the proposed 


meeting in order to provide adequate time for 
processing. 


0931. PHYSICAL SECURITY PROTECTION 


The sponsoring activity must arrange for suitable 
quarters for the classified conferences and make 
certain that adequate security measures are main- 
tained throughout the period of the meeting. Such 
measures include but are not limited to the follow- 
ing: 


1. Arrangement for admission of only those per 


sons authorized to attend. All individuals must 
produce positive identification. 


2. Cautionary statements to those attending the 
conference as to any special security practices to be 


observed. 


3. Arrangements for adequate stowage or protec- 
tion of classified material handled during the meet- 
ing, and provisions for insuring return of all 
classified material furnished to those present. 

4. Take all practicable precautions to minimize 
any danger of inadvertent disclosure of classified 
information through the use of listening or record- 
ing devices. (See article 0616.4). 
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Chapter 10 
DISCLOSURE THROUGH PUBLIC RELATIONS 


1001 RESPONSIBILITY 


1, The Secretary of the Navy is responsible for 
informing the citizens of the United States concern- 
ing the naval activities of their Government. He 
normally accomplishes this through the Chief of 


Information. Basic guidance may be found in 
SECNAV Instruction 5720.7 (U.S. Navy Public 
Information Manual) or subsequent revisions 

2. The Chief of Naval Operations (Director of 
Naval Intelligence) shall inform the Secretary of the 
Navy (Chief of Information) with regard to cur- 
rent military security policy as related to public 
dissemination 


3. Upon request, or as otherwise may come to his 
attention, the Director of Naval Intelligence shall 
inform the Chief of Information as to the classifica- 
tion of specific information under consideration for 
release to the public. In many cases specific guid 
ance concerning releases of information of this 
type already exists: SECNAV Instruction 5511.23, 
which deals with the release to the public of in- 
formation on guided missiles, military aircraft, 
associated powerplants, components and/or acces- 
sories, SECNAY Instruction 5511.24, on the same 
subject; and SECNAV Instruction 5511.11, which 
sets forth the authority for declassifying informa 
tion relating to new developments, new equipment, 
or new operational techniques 

4. The Director of Naval Intelligence and the 
Chief of Information shall maintain the closest 
possible liaison in order that the obligation to dis 
seminate information of proper and legitimate 
public 


compromising security 


interest can be accomplished without 


1002. RELEASE TO PUBLIC 


1. In the interests of national defense, classified 
naval information shall not be released to the 


public 
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2. Normally, information which is to be released 


to the public shall be disseminated through duly 


established public information officers. 


3. So-called off the record interviews are not 


authorized. 


1003. CHARACTER OF RELEASES 


1. The American public is entitled to know as 
much about its Navy as security limitations permit 
To this end, releases should include unclassified 
information on any aspect of the Navy or its 
activities in which the public has a legitimate 
interest. Releases may include information which 
is broad in scope and which show a relationship 
to national policy, or they may include unclassified 
technical or scientific information designed to 
stimulate research and aid American science and 
industry. 


2. The work of foreign intelligence agents ts 
greatly simplified by the easy collection of technical 
facts which appear in publications available to the 
general public. From an intelligence standpoint, 
the time and effort which foreign agents must ex 
pend to collect such information if it is not made 
available to the public are very costly and subject 
the personnel involved to being apprehended for 
violation of Federal laws. By compelling foreign 
agents to expend time and money in the collection 
of such information, their efforts on other projects 
are automatically curtailed 


3. No unclassified information relating to per 
formance or capabilities of new weapons or new 
equipment of any type, or to modifications or 
improvements to existing weapons or equipme nt 
which result in improvement of military per 
formance, shall be released to the public without 
specific reference to the Secretary of the Navy for 
clearance by the Secretary of Defense 
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1004. INFORMATION OF JOINT INTEREST 


Information of joint Army-Navy-Air Force interest 
shall not be released unless its disclosure is author- 
ized by the Office of the Secretary of Defense after 
clearance with each of the military services. 


1005. EFFECT OF RELEASES 


The authorized or unauthorized release for publica- 
tion by the press, radio, or other media of specific 
information on a subject does not in itself declas- 
sify all related information on the same subject 
Unauthorized publication is not acceptable as a 
reason for declassification or authorization for 
further publication. Known compromise of clas- 
sified information does not of itself constitute a 
declassification or even a downgrading of that 
information. Regrading of compromised informa- 
tion remains subject to official action by competent 
authority. 


1006. RELEASE OF RESTRICTED DATA 


RESTRICTED DATA as defined in the Atomic 
Energy Act of 1954 shall not be released to the 
public. 


1007. RELEASE OF CRYPTANALYTIC DATA 


1. No information shall be released to the public 
or to unauthorized private individuals concerning 
cryptanalytic processes except as specifically ap- 
proved by the President in each case. 
2. Information with regard to cryptanalysis shall 
be controlled as follows: 
a. The past or present status of cryptanalysis 
systems, techniques, and procedures shall not be 
divulged in any manner. 
b. The degree of success attained or specific 
results achieved, either past or present, by any 
cryptanalytic unit operating under govern- 
mental authority shall not be divulged in any 
manner by any organization or individual 
(Refer to Act of 31 October 1951, appendix F.) 


1008. COMMERCIAL RELEASES AND ADVERTISING 


1. Release of information by Navy contractors is 
covered by the provisions of OPNAV Instruction 
5540.8A (Armed Forces Industrial Security Regula- 
tion); the Industrial Security Manual for Safeguard- 
ing Classified Defense Information; SECNAV 
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Instruction 5720.3; and such other directives as 
from time to time may be issued. 
2. Commercial firms may advertise that their 
products are in use by the Naval Establishment. 
Such advertising may be granted naval clearance if 
the following provisions are met: 
a. No classified information is divulged. 
b. The advertising constitutes a statement of 
fact with no misleading or otherwise objection- 
able features. ‘ 
c. No mention is made to indicate that a 
product has undergone service tests. Data 
from service tests shall not be disclosed. 
d. No statement is made that the product is 
used by the Naval Establishment to, the ex- 
clusion of, or in perference to, other similar 
products. 
e. Contents do not reflect discredit on the 
Naval Establishment or other governmental 
establishinents. 
f. A' copy, texts, and photographs connected 
therewith are submitted for Navy review prior 
to release or clearance. In cooperating with 
an advertiser, the Navy shall not assume 
responsibility for accuracy of the advertiser's 
claims or for his compliance with laws protect- 
ing the rights of privacy of military personnel 
whose photographs, names, or statements 
appear in the advertisements 


1009. PUBLIC SPEECHES AND PUBLICATION OF ARTICLES 
OR BOOKS 


1. The inclusion of classified information in any 
article, book, speech, or public discussion by a 
naval member or civilian employee of the Naval 
Establishment for dissemination outside the Naval 
Establishment is prohibited. 

2. Public speeches or published articles or books 
are not to be presented as “‘official” or reflecting 
the views of the Department of the Navy without 
the written approval of the Secretary of the Navy 

(Refer to Article 1252, U 

and OPNAV INST 5700.2) 


S. Navy Regulations, 


1010. SHIP AND STATION NEWSPAPERS 


Commanding officers shall be responsible for 
determining that classified information is not 
disclosed by informal ship and station publications 
and newspapers which are published under their 
jurisdiction for general issue. 
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Chapter 11 
CONTROL OF PHOTOGRAPHY 


1101. RESPONSIBILITY 


1. Persons in a command status shall be responsi- 
ble for controlling the photographing of all ma- 
terial within their jurisdiction. This applies to 
official and unofficial photography, regardless of 
whether the photographers are attached to the 
Naval Establishment or are private citizens. Ad- 
ditional directives shall be promulgated by com- 
mands as necessary to control photography within 
the respective command. 

2. When competent authority higher than the 
commanding officer authorizes the taking of official 
or unofficial photographs, such authority in no 
way relieves the local authority from responsibility 
for supervision, censorship, and release of resulting 
photographs, unless so specified. 

3. The taking of unofficial photographs within 
naval jurisdiction is forbidden, unless specifically 
authorized. 

4. Visitors shall not be allowed to take photo- 
graphic equipment into a naval shore establishment 
or on board a naval ship or aircraft unless specifi- 
cally authorized by the commanding officer. 


1102. PHOTOGRAPHS BY NAVAL PERSONNEL AND DEFENSE 
CONTRACTORS 


1. A commanding officer, or higher authority, 
may authorize naval personnel or defense contractors 
to act as official photographers for his command. 
Developing and printing incident thereto shall be 
accomplished under naval jurisdiction. 

2. Naval personnel shall be allowed to bring 
cameras on board ships and aircraft or into shore 
installations only as authorized by commanding 
officers and subject to such restrictions for the 
protection of classified information as they may 
impose. They shall not be used on board ship for 
official or unofficial purposes without the authori- 
zation of the commanding officer. In case the com- 
manding officer authorizes the use of cameras on 


board for unofficial purposes, he shall insure that 
resulting photographs do not reveal classified in- 
formation. 


1103. PHOTOGRAPHS BY COMMERCIAL PHOTOGRAPHERS 


1. All photographs taken on board a naval ship 
or aircraft or in any shore establishment by com- 
mercial photographers representing public news 
media shall be submitted to the commanding officer, 
or other designated officer, for review. If such 
photographs are determined to be classified, they 
shall be assigned an appropriate classification and 
forwarded, with all negatives and copies thereof, 
to the Secretary of the Navy (Chief of Information). 
2. All commercial negatives and prints shall re- 
main under naval jurisdiction until officially 
released. 


1104. ADVISER TO PHOTOGRAPHERS 


In the mutual interest of the Navy and organiza- 
tions engaged in photographic work, whenever a 
civilian photographer (“still” or “motion picture’) 
is authorized to take naval pictures, a qualified 
officer shall act in an advisory capacity to the photog- 
rapher so as to prevent unauthorized disclosure 


1105. TRAINING FILMS 


Contracts for commercial production of Navy 
training films shall include adequate and detailed 
safeguards to prevent the compromise of any clas- 
sified information. (Refer to The Armed Forces 
Industrial Security Regulation.) 


1106. AERIAL PHOTOGRAPHS AND MAPS 


The policy on classification and release of aerial 
photographs is contained in OPNAV Instruction 
5511.19 or subsequent revisions. 
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1107. TELEVISION 


The general guidance contained in the preceding 
articles of this Chapter applies equally to television. 
However, the impossibility of conducting a secu- 
rity review during live television broadcasts makes 
it imperative that commanding officers take all 
necessary measures to prevent deliberate or in- 
advertent disclosure of classified information on 
those occasions. In most cases this will require a 
careful survey well before broadcast time not only 
of the immediate objects being featured but also of 
the entire background. 
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1108. MARINE CORPS PROVISIONS 


The Commandant, United States Marine Corps, 
shall exercise primary control of photographs 
which relate to the activities of the Marine Corps. 
In exercising such authority, he shall conform to 
this publication and other basic directives. 


1109. MISCELLANEOUS 


The directives contained herein shall be applicable 
to artists, sketchers, and draftsmen in the same 
manner as to photographers. 
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Chapter 12 
REPRODUCTION OF CLASSIFIED INFORMATION 


1201. RESPONSIBILITY 


1. The Secretary of the Navy (Administrative 
Officer, Navy Department) has technical control 
over the planning, preparation, printing, reproduc- 
tion, and distribution of all Navy classified publica- 
tions (except registered publications) regardless of 
where initiated or accomplished. The Secretary of 
the Navy (Administrative Officer, Navy Depart- 
ment) will issue such additional instructions as are 
necessary to fulfill his responsibility. 

2. Local commands are responsible for the plan- 
ning, preparation, printing, reproduction, and 
distribution of classified information developed or 
produced within the limits of their respective com- 
mands, subject to the instructions promulgated by 
the Secretary of the Navy (Administrative Officer, 
Navy Department). 


1202. SCOPE 


1. These security measures apply to all graphic 
arts functions including (1) the preparation or 
development of manuscript, art-work, layouts, or 
other original copy; (2) the production or repro- 
duction of classified information by any basic, 
adapted, or substitute process of printing or repro- 
duction and related methods; (3) film processing, 
binding, distribution and mailing, and all other 
processes involved in graphic arts. 

2. The requirements of this chapter supplement 
the other chapters of this manual and must be read 
and construed in the light of other pertinent secu- 
rity regulations contained herein. 


1203. INDUSTRIAL PRINTING SECURITY 


The Secretary of the Navy (Administrative Officer, 


Navy Department) will provide technical assistance ~* 


to the Office of Naval Material for carrying out the 
security measures for the protection of classified 
information in the graphic arts industry, and shall 
determine the requirements for the use of com- 
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mercial graphic arts facilities in the preparation, 
production, reproduction, and distribution of Navy 
classified publications. 


1204. PREPARATION, PRINTING, AND REPRODUCTION OF 
CLASSIFIED INFORMATION 


Classified information shall normally be prepared, 
printed and reproduced by Navy or Department of 
Defense facilities. Where this is not possible, 
preparation, printing and reproduction of classified 
information is authorized only by the following: 
1. For Top Secret: 
a. As specifically approved by the Secretary of 
the Navy (Administrative Office, Navy 
Department). 
2. For Secret and Confidential: 
a. Government Printing Office. 
b. In commercial facilities having an active 
facility clearance at least as high as the clas- 
sified information to be processed and obtained 
in accordance with the requirements of the 
Armed Forces Industrial Security Regulation 
and when specifically approved by the Secre- 
tary of the Navy (Administrative Office, Navy 
Department). 


1205. SALE OF CLASSIFIED DOCUMENTS 


The Printing Act contained in title 44 of the U. S. 
Code provides that a certain number of copies of 
each publication printed by order of an executive 
department may, under certain conditions, be sold 
or distributed to Government agencies or the 
general public. This act also provides that informa- 
tion which is of a “confidential character” and of 
no public interest shall not be sold to the general 
public nor otherwise be given public distribution. 
Classified naval publications shall not be sold to 
the general public or otherwise distributed outside 
of the Executive Branch except under the pro- 
visions of article 0923. 
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Chapter 13 
COMMUNICATION SECURITY 





1301. RESPONSIBILITY 


1. Persons in a command status are responsible 
for the maintenance of communication security 
within their commands, and for impressing on all 
personnel concerned the vital importance to the 
United States of maintaining crypto-security. They 
shall also be responsible for the promulgation of 
additional directives, as necessary, to ensure proper 
communication security control within their 
jurisdiction. 

2. Asa basic responsibility, it is mandatory that 
all communication personnel comply with all 
security directives for classified information in 
general as well as with those which apply to com- 


munication security in particular, 


3. The communication officer of a command is 
responsible to his commanding officer for com- 
pliance with the communication directives in con- 
nection with the encryption and transmission of 
messages. 


4. The originator of a message is responsible for 
determining the necessity for transmission as a 
message rather than as a letter. He is also respon- 
sible for assigning classification and precedence 


1362. COMMUNICATION SECURITY INSTRUCTIONS 


1. Detailed regulations and instructions regarding 
communication security are contained in joint, 
combined, and Navy communication instructions, 
the Registered Publication Manual, and operating 
instructions for the various crypto-systems. 


2. Other details of communication security are 
presented in this manual as follows: 
a. Telephone conversations — article 0910 
b. Information for public release based on 
encrypted messages — article 1304. 
c. Release of cryptanalytic data — article 1007. 


1303. CRYPTO-SYSTEMS 


1. Crypto-systems shall be used only by author- 
ized persons who are thoroughly familiar with 
regulations and instructions pertaining thereto. 

2, The commanding officer shall insure that all 
members of cryptoboards are thoroughly familiar 
with the operating instructions for crypto-aids and 
currently effective communication security rules. 
3. Personnel engaged in duties involving cry pto- 
graphic material will be cleared strictly in accord- 
ance with specific instructions issued by the Chief 
of Naval Operations (Director of Naval Communi- 
cations). 


1304. HANDLING OF CATEGORY A, AC AND B MESSAGES 


1. The edited plain text of a message marked 
A or AC mes 
sage) is subject to handling as follows without the 


“Paraphrase not required” (Category 


necessity for paraphrasing 

a. It may be handled as correspondence of the 

same classification, including the mailing of 

copies, provided such handling is within the 

Department of Defense. 

b. If distribution outside the Department of 

Defense in classified form is desired, the 
cryptocenter should be consulted for manda- 
tory security precautions which must be taken 
prior to such distribution. In the event that 
consultation with the cryptocenter is im- 
practicable, distribution in classified form out 
side the Department of Defense (including 
distribution to forcign nations) may be effected 
after the following security precautions are 
taken: the routing indicators, call signs, ad 
dress groups, and internal references by date 
time group shall be physically removed. The 
date-time group and/or internal reference 
number of the message may be retained for 


identification purposes. 
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c. If otherwise permissible, it may be de- 
classified as a whole, provided the security 
precautions listed in subparagraph 1304.1.b. 
above are taken. Additionally, if the message 
is Category AC, the date-time group and 
the internal reference number, if there is one, 
shall be physically removed. Only the date of 
a Category AC message may be retained for 
identification purposes. The date-time group 
and/or internal reference number of a Category 
A message may be retained for identification 
purposes. 
2. The edited plain text of a message marked 
“Paraphrase required” (Category B message) must 
be serially numbered and accounted for, and is 
subject to handling as follows: 
a. When handled within the Department of 
Defense, paraphrasing is not required unless 
copies are mailed. If the transmission of a 
Category B message is accomplished by 
officially designated courier, paraphrasing is 
not required. 
b. If either distribution outside the Depart- 
ment of Defense in classified form or declas- 
sification is desired, the cryptocenter should 
be consulted for mandatory security precautions 
which must be taken prior to such distribu- 
tion. In the event that consultation with the 
cryptocenter is impracticable, distribution or 
declassification may be effected after carefully 
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paraphrasing the original text and applying 
the following maximum security precautions: 
the date-time group, internal reference number 
if there is onc, routing indicators, call signs, 
address groups, all internal references by date- 
time group, and Category markings shall be 
physically removed. Only the date of the mes- 
sage may be retained for identification purposes. 
3. When it is desired to declassify messages dated 
prior to 1 February 1946, see OPNAYV Instruction 
02210.7 series, which permits exceptions to the 
declassification procedures outlined above. 
4. Additional plain-text copies of Category B 
messsages shall be made only by the cryptocenter. 
All copies shall be serially numbered and receipted 
for. 
5. When authorized, edited plain text copies of 
Category B messages, paraphrased or unpara- 
phrased, shall be destroyed by burning by the 
custodian thereof in the presence of a witnessing 
officer. The destruction shall be recorded, and the 
record shall show the date and place of destruction, 
identity of the message, copy number, and the 
signatures of the custodian and the witness. 
6. The encrypted and clear text versions of mes- 
sages shall not be transmitted by U. S. mail under 
the same cover. If, under unusual circumstances, 
it should become necessary to transmit them to- 
gether, they shall be transmitted by officially desig- 
nated courier. 
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Chapter 14 
VISITOR CONTROL 


Section 1 


GENERAL 


1401. RESPONSIBILITY 


i The Chief of Naval Operations is responsible 
tor the formulation and promulgation of the policy 
governing visits to activities of the Naval Establish 
ment 

2 Persons in a command status shall be respon- 
sible for the security control of visitors within the 
limits of their jurisdiction. They shall promulgate 
such additional directives as are necessary for the 


control of visitors within their respective commands 


1402. VISITORS 


The term ‘visitors’ as used herein for security 
purposes applies as follows 

1 A visitor on board a ship or aircraft is any 
person who is not a member of the ship's company 
or not a member of a staff using the ship as a flagship 
2 A visitor to a naval shore esablishment is any 
person who is not attached to or employed by the 


command or staff using that station as headquarters 


1403. CATEGORIES OF VISITORS 


Persons who are considered visitors as described in 
article 1402 are divided into three basic categories 


which are further subdivided as follows 


Category 
One aliens, exc ept those representing a foreign 
government or a foreign private interest 


United States citizens and immigrant 


Alfa Personnel of the Executive Branch 
of the Government involved in day 
to day working relations with mem 

of the Naval 

Establishment to be visited and per 


bers of the activity 


sonally known to them 
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Bravo Other Department of Defense and 
United States Coast Guard personnel 
Charlie Personnel of private facilities under 
contract to the Department of Defense 
Delta Other employees of the Executive 
Branch of the Government 
Category United States citizens and immigrant 
Two aliens not described in Category One. 
Alfa Representatives of a foreign govern 
ment or military service 
Bravo Representatives of a foreign private 
interest 
Charlie Other United States citizens and im 
migrant aliens 
Category Foreign nationals (including foreigners 
Three in the United States on nonimmigra- 
tion visas) 
Alfa Representatives of a foreign govern 
ment or military service 
Bravo Representatives of a foreign private 
interest 
Charlie Foreign nationals in the United States 
sponsored by a military department, 
or other foreign nationals employed 
on military projects, either as con 
tractor’s employees or departmental 
employees 
Delta Other foreign nationals 


1404. RESPONSIBILITIES OF THE COMMAND BEING VISITED 


I The commanding officer of the activity being 


visited has full discretion as to whether or not the 
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visit shall be permitted. The granting of authoriza- 
tion for a visit, even though emanating from higher 
authority than the command being visited, shall be 
interpreted as an indication that competent author- 
ity has no objection to the visit at the time and under 
the conditions specified. Unless specifically re- 
quested or directed by competent higher authority, 
changes should not be made in the normal routine 
or operating schedule if they significantly interfere 
with the accomplishment of the primary mission of 
the command. 

2. The term “subject to any restrictions deemed 


necessary", when used in connection with the au- 
thorization of visits, shall be interpreted as permit- 
ting the commanding officer of the activity being 
visited to impose any restrictions necessary to 
exercise his responsibility of safeguarding the clas- 
sified information under his jurisdiction. 

3. In keeping with the policy set forth in article 
1514, commanding officers shall recognize clear- 
ances for access to classified information granted to 
visitors by competent authority. As is set forth in 
paragraphs 1 and 2 above, however, the command- 
ing officer is not relieved thereby of the respon- 
sibility of determining the visitor's “need to know” 
or from his duty to withhold classified information 
when he considers such action necessary. 


1405. VISITORS’ RECORDS 


Commanding officers shall maintain a record of all 
visits by persons in Categories Two Alfa and Bravo, 
and Three except during general visiting. This 
record shall consist of the name and signature, and 
if practicable the nationality, title, office and spon- 
sor of the visitor, clearing authority if the visit 
involves access to classified information, the date 
and duration of the visit, and the name of the es- 
cort when utilized. These records shall be retained 
for 2 years. 
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1406. VISIT REPORTS 


When any visitor expresses an undue interest in 
information that he is not authorized to receive, or 
expresses feelings inimical to the best interests of 
the United States, commanding officers and other 
naval representatives shall transmit immediately a 
complete report of the circumstances to the Chief 
of Naval Operations via the chain of command. An 
advance copy shall be forwarded directly to the 
Chief of Naval Operations. Reports shall include 
the following: 


1. Name, title, or position (provide first, middle, 
and last names). 

Nationality. 

Sponsor. 

Authority for visit. 

Items of particular interest to the visitor. 
General type of questions asked. 

Expressed object of the visit. 

Estimate of the real object of the visit. 
General estimate of ability, intelligence, and 
echnical knowledge of the visitor and his profi- 
ciency in the English language. 

10. Exactly what was shown, explained, and 
refused. 


Pern avavn 


1407. VISITOR CONTROL AND ESCORT 


In order to protect the classified information under 
his jurisdiction the commanding officer shall cause 
the movements of all visitors to be restricted as he 
may deem necessary. When escorts are utilized, 
they are responsible to the commanding officer to 
ensure that the visitor has access only to that in- 
formation which he has been authorized to receive. 
Escorts may be either military or civilian members 
of the Naval Establishment. 


Section 2 


UNCLASSIFIED VISITS 


1408. GENERAL 


1. Visits to activities of the Naval Establishment 
by persons who will not have access to classified 
information do not require authorization from the 


14-2 


Chief of Naval Operations (Director of Naval In- 
telligence). The commandiing officer concerned is 
responsible for the conditions under which such 
visits are permitted, provided, however, that all 
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visitors in categories Two Alfa and Bravo, and 
Three shall be accompanied by a competent escort 
(refer to article 1407), except during general visit- 
ing (see article 1409). 


1409. GENERAL VISITING 


1. The Chief of Naval Operations will announce 
the periods for general visiting on special occasions 
of national significance such as Armed Forces Day. 
Prior approval for general visiting at any other 
time shall be requested as follows: fleet units visit- 
ing U.S. ports, from Senior Officer Present Afloat; 
flect units visiting foreign ports, from Commander 
ordering the visit; shore stations and district vessels 
in the United States, from district commandants; 
and overseas shore stations, from the naval area 
commander. General visiting should be allowed 
only when the best interests of the Nation and the 
Navy will be served thereby. All general visiting 
shall be on an unclassified basis: i.¢., no classified 
areas or information shall be shown or divulged to 
the general public. 

2. Visits by special groups of individuals or visits 
designed to achieve a special purpose may be per- 
mitted on an unclassified basis, subject to prior 
approval as outlined above for general visiting, or 
subject to such standing instructions as those au- 
thorities may promu! gate. 

3. Commanding officers shall prepare a general 
visiting bill 
may be open for general visiting. It shall describe 
the safeguards which shall be observed. During 
general visiting access should not be permitted to 


This bill shall show the areas which 


spaces containing classified or sensitive equipment 
unless such equipment has been concealed and 
adequately provected. Examples are plotting rooms, 
coding rooms, combat information centers, radio 
rooms, sonar spaces, and fire control or radar 
spaces. Care should be taken to avoid inadvertent 
disclosure of classified operational characteristics of 
ships or aircraft, either through conversation or by 
permitting access to instruments from which such 
data may be inferred. 

4. As differentiation between people during 
general visiting is impracticable, the standard visit- 
ing bill shall be based on the probable presence of 
foreign agents among the visitors. 

5. Bona fide friends and relatives of naval per- 
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sonnel, or other persons on legitimate business, 
may visit ships and naval shore activities subject to 
local regulations and provided no classified in- 
formation is disclosed to the visitors. 

6. Crews shall be instructed not to discuss the 
design and operational! features of classified equip- 
ment with visitors. 


1410. VISITS TO SHIPS BY FOREIGN PERSONNEL (see also 
article 1419) 


1. The increasing cooperation between the Armed 
Services of the United States and those of numerous 


other nations has resulted in more frequent con- 


tacts between U. S. and foreign units and per- 
sonnel. As a result, commanding officers are often 
faced with requests from varied sources to authorize 
visits of foreign personnel. (OPNAV Instruction 
3128.3B contains instructions concerning visits by 
U.S. Naval vessels to foreign countries.) 

2. In foreign countries in which United States 
military representatives are serving, requests for 
visits of foreign military personnel to United States 
naval ships not involving disclosure of classified in 
formation are normally made by the senior United 
States naval or other military representative direct 
to the commanding officer. The commanding 
officer of a ship is authorized to approve such 
visits at his discretion and subject to local restric- 
tions established by higher authority 


3. Any United States commander, when he feels 
it to be in the best interests of the United States, 
may invite or permit important foreign nationals to 
visit aboard ship. Such visits should be conducted 
on an unclassified basis. On those occasions when 
access to classified information is considered neces- 
sary, permission will be obtained in accordance 
with provisions set forth in article 1419 


1411. VISITS TO NEW CONSTRUCTION OR SHIP CONVERSION 


PROJECTS 


Visitors shall not be allowed on board ships under 
construction or conversion except on the authority 
of the Chief, Bureau of Ships, or his authorized 
field representative at the site of construction or 


conversion 
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1412. DEPARTMENT OF THE NAVY SPONSORSHIP OF UN- 
CLASSIFIED VISITS TO FOREIGN COUNTRIES 


The sponsoring activity shall take all practicable 
measures to establish the propriety of sponsoring 
an individual prior to nominating him to visit a 
foreign country. (The individual's professional 
stature and capability and his local reputation will 
be taken into account. If considered desirable or 
necessary file checks may be made with the District 
Intelligence Officer or with the Office of Naval 
Intelligerice as appropriate.) 
1. Visit notifications: Sponsoring activities when- 
ever possible shall notify the cognizant naval 
attache direct at least thirty (30) days in advance of 
the proposed visit and shall provide the following 
information: 

a. Name of visitor (and activity or organiza- 

tion with which associated if other than the 

originator of the letter or message). 

b. Title or rank of visitor, 

c. Identification number when available 

(passport or I. D. card number). 

d. Activities to be visited. 

e. Specific dates of the visits. 

f. Purpose of visit. 
2. International conferences: Regardless of 
whether access to classified information is to be 
required, all letters of nomination for international 
conferences under the auspices of the Department 
of State shall include a statement that the nominees 
have been cleared by appropriate authority and are 
eligible as a minimum for access to information 
classified Secret. 
3. Additional guidance: Further information on 
this subject is contained in OPNAYV Instruction 
5500.24, which should be reviewed by all prospec- 
tive sponsoring commands prior to initiating visit 
notifications. 


1413. DEPARTMENT OF THE NAVY SPONSORSHIP FOR 


VISITS OF FOREIGN NATIONALS INTO THE UNITED 
STATES 


1. This article is applicable where the talents of 
outstanding foreign nationals are required by naval 
activities on an unclassified basis only and for a 
limited period. Because of the inherent possibility 


of espionage and fraud, the decision in each case as 
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to whether the Department of the Navy will spon- 
sor any foreign national shall not be made without 
prior reference to the head of a bureau or office of 
the Navy Department. The Chief of Naval Opera- 
tions (Director of Naval Intelligence) should be 
consulted when desired and in all doubtful cases. 
2. Interested naval activities may make discreet 
inquiries and preliminary examinations for the pur- 
pose of determining the desirability of sponsoring 
the visit of foreign nationals on unclassified projects 
within the United States. When a naval activity 
determines from a technical viewpoint that the 
visit of a foreign national is desirable, the follow- 
ing information relating to him shall be provided 
to the head of the appropriate bureau or office of 
the Navy Department: 
a. Present full name of individual 


b. Other names previously or currently used, 
c. Nationality. 

d, Previous or current dual nationalities. 

e. Date and place of birth. 


f. Permanent addresses, and any previous 

U. S. addresses. 

g. Names and residences of any relatives 

residing in the United States. 

h. Purpose of sponsorship. 

i. Special qualifications. 

j. Present or prospective address in the U.S. 

k. Length of time involved. 

1. Sponsoring U.S. Navy or Marine Corps 

command (if other than the originator of the 

letter or message containing the above in- 

formation). 
3. After the head of the bureau or office con 
cerned determines if the prospective visitor is 
acceptable, the interested naval activity will be 
notified as to whether or not sponsorship of the 
individual into the United States for the specified 
purpose is approved. 
4. In exceptional circumstances, where time does 
not permit the completion of the procedure outlined 
above, the head of a bureau or office of the Navy 
Department is authorized to approve interim spon- 
sorship. This may only be done following compila- 
tion of all information required in paragraph 2 
above, and should be requested only in those in- 
stances where a change in plans or lack of notice 
prevents compliance with normal procedures. 
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Section 3 


CLASSIFIED VISITS 


1414. VISIT CLEARANCES 


1. Visits to activities of the Naval Establishment 
by persons who will have access to classified in- 
formation shall be processed in accordance with 
the requirements of Table C and article 1415 
below. A visitor will be considered to have 
“access” to classified information when he is per- 
mitted to gain knowledge of such information 
through observation or discussion. This term is 
also interpreted to mean that a visitor will have 
access when classified information is exposed in 
such a manner in the space being visited, or en- 
route to the space to be visited, that he will gain 
knowledge through observation alone. 
2. The column headings in Table C below are 
explained as follows: 
a. Column 1, Category of Visitor—The 
“category of visitor” is as described in article 
1403. 
b. Column 2, Application Made By —This 
column sets forth the person designated to 
initiate the request for the visit clearance. 
Applications shall be made by letter or, if 
time does not allow, by message. They shall 
be submitted sufficiently in advance to permit 
necessary arrangements to be made. The en 
tries under Column 2 are mot exclusive but 
show rather the normal, expected originator 
of classified visit applications. 
c. Column 3, To—This column specifies the 
cognizant officer to whom the application for 
visit clearance shall be addressed and who 
shall normally approve or disapprove the visit. 
d. Column 4, Information Required—Certain 
information is required before final approval 
can be given. (Refer to article 1415.) 
3. Commanders of activities of the Naval Establish- 
ment, who receive requests for visits requiring ac- 
cess to classified information by persons or under 
circumstances which do not fall within the cate- 
gories covered in article 1403 and Table C, should 
refer the matter to appropriate higher authority or 
to the Chief of Naval Operations. As much of the 


information shown in article 1415 as is available, 
as well as pertinent recommendations, should be 
included. 


1415. INFORMATION REQUIRED WITH VISIT REQUESTS 


1. General. Applications for visits to activities of 
the Department of the Navy involving access to 
classified information shall be submitted in accord- 
ance with Table C above in sufficient time to allow 
evaluation by the command to be visited; the 
applications shall include the following inforination 
concerning the proposed visitor: 


a. Name in full, rank, title and position. 

b. Nationality, date and place of birth (submit 
only if a foreign national or an immigrant 
alien; in case of an immigrant alien, furnish 
also Alien Registration Number). 

c. Employer or sponsor, if other than the 
originator of the visit application. 

d. Name and address of activity to be visited, 
if other than the addressee of the visit applica- 
tion. 

e. Date, time and duration of proposed visit. 
f. Purpose of visit in detail, including esti- 
mated degree of access required. 

g- Security clearance status of visitor and clear- 
ing agency. 

h. Where appropriate, names of persons to be 
visited. 

i. Whenever practicable, naval activities re- 
questing approval or clearances for visits to 
other naval activities shall include the phrase 
“Reply only if negative” in the request and 
will assume that approval or clearance is 


granted unless otherwise advised. 


2. Visits of Contractor Personnel. Department 
of Defense contractors desiring to have an employee 
visit an activity of the Naval Establishment involv 
ing access to classified information have been 
instructed to address a request in writing directly 
to the commanding officer of the activity to be 
visited. 
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Column 1 


Category of 
visitor 


One Alfa 


One Bravo 


One Charlie 


One Delta 


Two Alfa 


Two Bravo 


Two Charlie 


Three Alfa 


Three Bravo 


Three Charlie 


Three Delta 
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TABLE C 






Application made by 


To 
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Column 4 


Information 
required 


No formal visit requirements are needed, but each person is responsible for complete 
compliance with the letter and spirit of article 0902. 


Commanding Officer of 


visitor 


Appropriate official of the 
contracting facility 


Appropriate official of the 
Government agency in- 


volved 


Military attache or mission 
of foreign country concerned 


Chief of mission (ambas- 
sador, minister, etc.) of 


foreign country concerned 


Ad ministrative senior of 


business or activity 


Military attache or mission 
ot foreign country concerned 


Chief of mission of foreign 
country concerned 


Commanding officer of 
visitor or appropriate official 
of the contracting facility 


Chief of mission of foreign 
country concerned 
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Commanding officer of 
activity to be visited 


do 


CNO (DNI) 


do 


do 


See Art 
1415.1 


See Art 
1415.2 


See Art. 


1415.1 


do 


do 


do 


do 


do 


See Art 
1415.1 or 
1415.2 


See Art 
1415.1 








a. The contractor's request will contain the 

following information 
(1) Name and address of contractor re- 
questing visit 
(2) Name and address of ship or station to 
be visited 
(3) Name in full and title of the person 
to be visited, if known. 
(4) Name in full of contractor's employee, 
including ttle or position, for whom visit 
is requested 
(5) Citizenship of employee. (If immi- 
grant alien, alien registration number, date 
and place of birth will be included.) 
(6) Date (or dates) of requested visit (or 
visits) 
(7) Purpose of and justification for visit 
(or visits) in detail. If a contract is involved, 
contract number, name and address of the 
military contracting activity will be 
furnished 
(8) Name and address of cognizant security 
office. (Telephone number, if known.) 
(9) Contractor's certification as to degrec 
date and issuing military authority of ‘Letter 
of Notification of Facility Security Clear- 
ance’ (DD Form $62) establishing the 
contractor's facility clearance. 
(10) Contractor's certification of employee's 
current clearance status including degree, 
date and issuing authority. (In this regard, 
cleared contractors are themselves author- 
ized to issue Confidential clearances to 
their own employees.) 

b. On rec eipt of a contractor visit request as 


se 


a 


forth above, the commanding officer of a 
naval activity may at his own discretion 
(1) Approve or disapprove the visit on the 
basis of the information provided, notifying 
the contractor accordingly; or if desired, 
(2) Request that the contractor furnish 
additional information in order to evaluate 
more fully the original visit request. Ap 
prove or disapprove the visit request upon 
the basis of the additional information 


g the contractor accord 


furnished, notifying 


ingly 


(3) In lieu of the action outlined in sub 
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paragraph (2) above, the commanding 
officer may request (1) the information 
desired directly from the cognizant security 
office; (2) the Chief, Industrial and Person 
nel Security Group (8576), Fort Holabird, 
Baltimore 19, Maryland (Attn: Central 
Index File), to verify the clearance status 
of the individual and/or of the contractor; 
or (3) the military contracting activity to 
justify the visit as appropriate without 
referral to the contractor. Approval or 
disapproval of the visit will then be made 
on the basis of the additional information, 
the contractor being notified accordingly 
c. After visit relationships have been estab 
lished, the commanding officer of the activity 
and the contractor may mutually arrange for 
future visits ona continuing basis Final 
approval for such visits remains the prerogative 
of the commanding officer of the military 
activity. 
d. Final approval of a visit is the prerogative 
of the commanding officer of the activity to 
be visited. 
e. Cleared Department of Defense contractors 
have been authorized to grant their U. S. citizen 
employees access to DOD Confidential classi 
fied information without a DOD issued securi 
ty clearance. These clearances are called 
“contractor-granted Confidential clearances 
The Office of the Secretary of Defense has 
determined that such clearances are valid in 
connection with visits to military activities 
Neither the Central Index File nor the cog 
nizant security office of the contractor will be 
able to verify clearances of this type 


Visits to AEC Facilities. Requests for visits 


to facilities of the Atomic Energy Commission 


including visits to joint AEC-DOD projects, shall 


be made as set forth in OPNAYV Instruction $510.3 


or subsequent revisions 


1416 


Any 


IDENTIFICATION 


visitor who is authorized access to classified 


information must present adequate identification at 


the time of the visit. Commanding officers shall 


not permit access to classified information unul 


4 


they are satisfied as to the identity of the visitor 
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1417. RELEASE OF CLASSIFIED DOCUMENTS TO VISITORS 


Those visitors falling into the categories which 
must be approved by Chief of Naval Operations 
are normally approved for access to classified in- 
formation for discussion and/or visual inspection 
only. Classified documents shall not be released 
to the visitor (s) for permanent retention unless 
such release is specifically authorized in the letter 
or message of approval. 


1418. DEPARTMENT OF THE NAVY SPONSORSHIP OF 
CLASSIFIED VISITS TO FOREIGN COUNTRIES 


1. When a naval activity proposes to sponsor 
visits of persons to foreign countries involving 
access to or discussion of classified information, 
that activity shall insure that nominees are reliable 
and trustworthy and that they have been properly 
cleared by competent authority to handle classified 
information of the security classification categories 
involved inthe visit. This clearance shall be based 
on investigative requirements contained in Chapter 
15. If classified Department of the Navy informa- 
tion is to be discussed with foreigners, prior author- 
ity for such discussions must be obtained from 
the Chief of Naval Operations (Director of Naval 
Intelligence). 
Visit notifications shall be made as required in 
article 1412.1 above with the following additional 
information required: 

g. Degree of security clearance held by 

individual 

h. Security clearance required. Only that 


degree of security clearance required to ac- 
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complish the purpose of the visit will be indi- 
cated here. Visit notifications shall delineate 
the specific items of information, and the 
classifications thereof, that may be discussed. 
Whenever applicable, the specific information 
that may be discussed with foreigners and that 
which may be discussed with U. S. military 
activities overseas shall be specified. 
In addition all prospective sponsoring commands 
should review OPNAYV Instruction 5500.24 or 
subsequent revisions prior to initiating visit noti- 
fications. 


1419. DEPARTMENT OF THE NAVY SPONSORSHIP OF 
CLASSIFIED VISITS BY FOREIGN NATIONALS 


I When a naval activity proposes to sponsor a 
visit of a foreign national into the United States, 
or toa U.S. activity wherever located, and when 
such a visit will involve disclosure of classified 
information, the provisions set forth in article 1413, 
modified as indicated below, apply: 
a. Application for approval shall be made 
in all cases to the Chief of Naval Operations 
(Director of Naval Intelligence) except in 
cases where authority has been separately 
delegated. 
b. Application shall indicate the degree of 
clearance issued by the individual's govern- 
ment. 
c. The prospective sponsoring command shall 
include in the application a certification that 
the visit is for the national benefit of the 
United States 
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Chapter 15* 


PERSONNEL SECURITY INVESTIGATIONS AND 
CLEARANCES FOR ACCESS TO CLASSIFIED INFORMATION 


Section 1 


PERSONNEL SECURITY INVESTIGATIONS 





1501. RESPONSIBILITY a. National Agency Check 
l The Chief of Naval Operations (Director of b. Background Investigation 
Naval Intelligence), when requested by competent 2. National Agency Check 
authority, shall be responsible for conducting a. A National Agency Check consists of the 
neh eawe ‘ . . 
security investigations of the following investigation of records and files of the follow 
a. Military and civilian personnel of the Naval ing agencies, as appropriate: 
Establishment (1) Federal Bureau of Investigation (FBI) 
b. Privzte contractors and contractors’ em The Headquarters files (criminal and sub 
ployees requiring access to classified informa versive) shall be checked in every case 
tion. (Refer to the Armed Forces Industrial The FBI fingerprint files shall be checked 
Security Regulation, OPNAV Instruction in addition to subversive files. A properly 
5540.8A or subsequent revisions.) completed non-criminal-type fingerprint 
y ee, Fas! tied ; 
2. The Chief of Naval Operations (Director of card shall be submitted with each request 
Naval Intelligence) may initiate investigations (OPNAV Form 8510-2) 
which are essential to the security of the Naval ; ; , 
Rerablish , ‘ (2) Office of Naval Intelligence, Depart 
stablishment 
ment of the Navy (ONI), shall be checked 
3. It is the exclusive responsibility of the Chief 
f in all cases 
of Naval Operations (Director of Naval Intelli 
(3) Assistant Chief of Staft, Intelligence, 
gence) to maintain liaison with other activities : ; ; 
: Department of the Army, shall be checked 
having investigative functions, particularly the ; 
when the individual is or has been in the 
Army, the Air Force, and the Federal Bureau of . 
7 oi : Army or when he is or has been a civilian 
Investigation. Within the naval districts such 
employee of the Department of the Army 
liaison shall be maintained by the district intelli 5 
a (4) Office of Special Investigations, the 
gence officers : 
Inspector General, USAF, Department of 
1502. TYPES OF PERSONNEL SECURITY INVESTIGATIONS the Air Force (OSI), shall be checked when 
1 Personnel security investigations are of two the individual is or has been in the Air 
types Force or when he is or has been a civilian 
*The provisions of this chapter relate only to the investigative or the acceptance of personnel for the naval service. Re re ‘ 
and clearance requirements for access to classified information relating thereto are contained in appropriate instructions issued 
and have no beari ag on the investigative requirements for em by the Burcau of Naval Personne!, the Office of Industrial Rela 
ployment of civilian personne! within the Naval Establishment tions, Commandant of the Marine Corp r higt authorit 
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employee of the Department of the Air 


Force 
(5) Civil Service Commission (CSC) shall 


be checked on all persons who are or have 
been civilian employees of the United 
States Government. 
(6) Immigration and Naturalization Serv- 
ice (INS) shall be checked in all cases in 
which the individual is an alien in the 
United States, an immigrant alien, or natural- 
ized citizen. 
(7) Central Index Personnel and Facility 
Security File shall be checked as determined 
by the Chief of Naval Operations (Director 
of Naval Intelligence). 
(8) Bureau of Naval Personnel and/or 
Headquarters, U. S. Marine Corps, files 
shall be checked on each person who is or 
who has been a member of eithes service 
In the case of Coast Guard Personnel, or 
personnel with Merchant Marine back- 
ground, the files of the U. S. Coast Guard 
will also be checked. 
(9) Other agencies shall be checked when 
pertinent to the purpose for which the 
investigation is being conducted. Chief 
of Naval Operations (Director of Naval 
Intelligence) shall determine when such 
other agencies should be checked. 
b. The “record check and inquiry” conducted 
by the Civil Service Commission under Execu- 
tive Order 9835 may be accepted as the equiv- 
alent of the National Agency Check plus 
written inquiries conducted by the Civil Serv- 
ice Commission under Executive Order 10450 
Either check may be accepted for clearance 
purposes within the Naval Establishment with 
respect to civilian employees when the indi- 
vidual has been continuously in the employ 
of the Executive Branch of the Government 
since the completion of such investigation or 
there has been no break in the individual's 
employment longer than 90 days. 
c. In the event derogatory or questionable 
information concerning an individual is dis- 
closed by a National Agency Check, the 
inquiry will be extended as necessary to obtain 
such additional information as may be re- 
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quired as a basis upon which to grant or deny 
clearance. 


3. Background Investigation: 


A Background Investigation which is conducted 
for clearance purposes is designed to develop in. 
formation as to whether the access to classified 
information by the person being investigated is 
clearly consistent with the interest of national 
security. I¢ shall make inquiry into the pertinent 
facts bearing on the loyalty, integrity, and reputa 
tion of the individual. It will normally cover the 
period of his life from | January 1937 to the date 
of the investigation or from the date of his 18th 
birthday whichever is the shorter period. When 
derogatory information is developed in the course 
of any investigation the investigation shal! be ex 
tended to any part of the individual's life necessary 
A Back 
ground Investigation comprises the following 
essential elements: 


to su rt or discount the allegations 
g 


a. National Agency Check. 

b. Birth Records.—The individual's date and 
place of birth shall be verified through schools, 
employment or other records examined dur- 
ing the investigation. Only if a discrepancy 
appears need vital statistics records be examined 
to establish the individual's correct date and 
place of birth. 


c. Education. — Attendance at last school or 
college shall be verified except that verifica 
tion of attendance at primary schools is not 
required in any circumstance; neither is verifi 
cation of attendance at secondary schools prior 
to 1937 required. (Results of attendance at 
Service Schools will as a rule appear in the indi 
vidual’s service record and need not be con 
firmed.) 


records persons ina position to know the 


In addition to examining school 
individual's activities while in attendance 
should be interviewed, if available 


d. Employment.—The records of present and 
former employers shall be examined to verify 
the period of employment and efficiency 
record. Former employers and co-workers 
shall be interviewed, if available, to ascertain 
the loyalty, character, and reputation of the 


subject. 








| 
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e. References. —The majority of the indi- 
vidual’s references shall be interviewed. Inter- 
views shall also be had with individuals (not 
relatives or former employers) who have 
knowledge of the subject's background and 
activities, Lut who are not given as references 
by the subject. 
f. Neighborhood investigations. —These in- 
quiries will be conducted when deemed neces- 
sary or expedient in substantiating or 
disproving derogatory information. 
g- Criminal record.—The records of police 
departments and other law-enforcement 
agencies in the vicinities where subject has 
sided or been employed for substantial 
periods shall be checked. 
h. Military service. —The service of subject 
in the Armed Forces and type of discharge 
shall be verified. 
i. Foreign connections. —Any connections 
subject has had with foreigners in the United 
States or abroad are important and shall be 
reported. The extent and purpose of any such 
connections shall be ascertained as well as the 
relationship of the subject to foreign persons 
or organizations. 
j. Citizenship status.—In all cases the citizen- 
ship status of the subject shall be established. 
(1) United States citizens. (See sub- 
paragraph b above.) 
(2) Immigrant aliens. —The records of the 
Immigration and Naturalization Service, 
Washington, D. C., shall be searched to 
verify date and place of birth, legal entry 
into the United States and to ascertain 
whether, and when, the individual has 
indicated an intention to become a citizen 
of the United States. 
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(3) Naturalized citizens. —The naturaliza- 
tion and date and place of birth shall be 
verified through records of the appropriate 
United States district court. If the place of 
naturalization cannot be determined, Im- 
migration and Naturalization Service 
records, Washington, D. C., shall be ex- 
amined. 
k. Foreign travel.—If the subject has traveled 
outside the United States except in military or 
naval service, the State Department records 
shall be checked to determine reasons for such 
travel. If such travel occurred after 1 July 
1946, records of the Central Intelligence 
Agency (CIA) shall also be checked. 
1. Credit Record.—W henever necessary credit 
agencies and/or credit references will be 
checked. 
m. Organizations. During the course of the 
investigation, as set forth above, and by 
examination of personal history statements and 
other records examined, efforts shall be made 
to determine if subject has: 
“Membership in, or affiliation or 
sympathetic association with, any 
foreign or domestic organization, 
association, movement, group, or 
combination of persons, which is to- 
talitarian, Fascist, Communist, or 
subversive, or which has adopted a 
policy of advocating or approving 
the commission of acts of force or 
violence to deny other persons their 
rights under the Constitution of the 
United States, or Which seek to alter 
the form of government of the United 
States by unconstitutional means.” 
(Section 8(a) (5), E. O. 10450.) 


Section 2 
PERSONNEL SECURITY CLEARANCES 
1503. INTERIM AND FINAL CLEARANCES clearance being granted. Security clearances are of 


1. A personnel security clearance is an admin- oe wpe: 


istrative determination that an individual is eligible, 
from a security standpoint, for access to classified 
information of the same or lower category as the 


15-3 


a. Final clearance—one granted upon comple- 
tion of all investigative requirements as set 
forth in this chapter. 
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b. Interim clearance—a determination of 
temporary eligibility for access to classified 
information based on the lesser investigative 
requirement as set forth in this chapter. An 
interim clearance shall be issued only when it 
is clearly established that the delay while wait- 
ing for the completion of the investigation 
required for a final clearance would be harm- 
ful to the national interest. Procedures to 
effect a final clearance shall be initiated 
simultaneously with the initiation of the 
procedures for an interim clearance. 


2. If, upon review by the clearing authority of 
the Statement of Personal History (DD Form 398), 
it is apparent that the full investigative require- 
ments for the category of clearance requested can- 
not be completed, an interim clearance shall not 
be granted, nor shall the investigation be initiated. 


1504. GRANTING AND RECORDING CLEARANCES 


1. It is the responsibility of competent authority 
(normally the commander or administrative senior 
in the chain of command) to insure that eligible 
personnel (military or civilians, including con- 
sultants, part-time employees and civilians paid 
from non-appropriated funds) under their jurisdic- 
tion are granted security clearances in accordance 
with the requirements of this chapter, prior to 
granting such personnel access to classified in- 
formation. Such clearances (final and interim) shall 
be evidenced in each instance by the issuance of a 
Certificate of Clearance (OPNAV Form 5521-429), 
except as provided in paragraph 5 below. 

2. Such Certificates of Clearance shall be made a 
matter of record and a permanent part of the sub- 
ject’s qualification jacket, service record, civilian 
personnel folder, or other appropriate record held 
by the command to which he is attached. When 
final clearances are granted to naval or Marine 
Corps personnel, the original Certificate of Clear- 
ance shall be forwarded to the Chief of Naval Per- 
sonnel or to the Commandant of the Marine Corps 
(Code AOQ2), as appropriate, for insertion in 
personnel records. 


3. Cryptographic clearances shall be indicated on 
Certificates of Clearance. 


949 


NATIONAL DEFENSE 


PERSONNEL SECURITY INVESTIGATIONS AND CLEARANCES FOR ACCESS TO CLASSIFIED INFORMATION 


4. The original and all copies of Certificates of 
Clearance shall be signed by the commanding 
officer or his delegated representative (see Article 
1510.1) and the ship or station seal or official seal 
of the U. S. Marine Corps, as appropriate, affixed. 
5. Certificates of Clearance need not be executed 
for military and civilian personnel authorized to 
handle Confidential information unless the basis 
for authorization is a Background Investigation or 
a National Agency Check. 


6. Certificates of Clearance or any other “certifi- 
cate” form shall not be released to the subjects 
thereof, nor retained by them if previously released. 
This does not preclude military personnel from 
carrying their Service Records or Qualification 
Jackets containing such certificates when so directed 
or the inclusion of a statement of the clearance status 
in travel orders of military or civilian personnel. 

7. A Certificate of Clearance does not in itself 
constitute authority for access to classified informa- 
tion. It is a determination of eligibility for access. 
Classified information is made available to appro- 
priately cleared individuals only when a “need to 
know” is clearly established. 


1505. CLEARANCE CRITERIA 


1. Personnel authorized access to classified in- 
formation must be: 
a. Of unquestionable loyalty, integrity, and 
trustworthiness. 


b. Of excellent character and of such habits 
and associations as to cast no doubt upon their 
discretion or good judgment in the handling 
of classified information. 
2. Access to classified information shall be granted 
only when it has been determined that such access 
is clearly consistent with the interests of national 
security. 
3. The activities and associations listed below 
may be the basis for denial or termination of clear- 
ance, but they are of varying degrees of seriousness. 
Therefore, the ultimate determination of whether 
clearance should be granted, denied or terminated 
must be an overall common-sense onc, based on 
all available information concerning the following: 
a. Commission of any act of sabotage, espio- 
nage, treason or sedition, or attempts thereat or 
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preparation therefor, or conspiring with or 
abiding or abetting another to commit or 
attempt to commit any act of sabotage, espio- 
nage, treason or sedition. 


b. Establishing or continuing a sympathetic 
association with a saboteur, spy, traitor, sedi- 


tionist, anarchist, or revolutionist, or with an 


espionage or other secret agent or representative 
of a foreign nation, or any representative of a 


foreign nation whose interests are inimical 
to the interests of the United Srates, or with 
any person who advocates the use of force or 


violence to overthrow the government of the 
United States or the alteration of the form of 
government of the United States by un- 
constitutional means. 

c. Advocacy of use of force or violence to 
overthrow the government of the United States, 
or of the alteration of the form of govern- 
ment of the United States by unconstitutional 
means. 

d. Membership in, or affiliation or sympathetic 
association with, any foreign or domestic 
organization, association, movement, group, or 
combination of persons which is totalitarian, 
Fascist, Communist, or subversive, or which 
has adopted, or shows, a policy of advocating 
or approving the commission of acts of force 
or violence to deny other persons their rights, 
under the Constitution of the United States, 
or which seeks to alter the form of govern- 
ment of the United States by unconstitutional 
means. (An organization, movement, or group, 
officially designated by the Attorney General 
of the United States to be totalitarian, Fascist, 
Communist, or subversive, to advocate or 
approve forcible or violent denial of Con- 
stitutional rights, or to seek alteration of the 
form of government of the United States by 
unconstitutional means, shall be presumed to 
be of a character thus designated until the 
contrary be established.) 

e. Performing or attempting to perform his 
duties, or otherwise acting, so as to serve the 
interests of another government in preference 
to the interests of the United States. 

f. Failure or refusal to sign a loyalty certifi- 
cate, or pleading protection of the Fifth 


15-5 


950 INVESTIGATION OF NATIONAL DEFENSE 


PERSONNEL SECURITY INVESTIGATIONS AND CLEARANCES FOR ACCESS TO CLASSIFIED INFORMATION OPNAVINST 5510.1B 


10 MARCH 1958 


Amendment or of Article 31, Uniform Code 
of Military Justice, in refusing to completely 
answer questions contained in required secu- 
rity forms or personal history statements; 
pleading protection of the Fifth Amendment 
or of Article 31, Uniform Code of Military 
Justice, or otherwise failing or refusing to 
answer any pertinent question propounded in 
the course of an official investigation, inter- 
rogation, or examination, conducted for the 
purpose of ascertaining the existence or extent, 
or both, of conduct of the nature described in 
a through e above and g through m below. 
g- Participation in the activities of an organi- 
zation established as a “front” for an organiza- 
tion referred to in d above, when his personal 
views were sympathetic to the subversive 
purposes of such organization. 

h. Participation in the activities of an organi- 
zation with knowledge that it had been 
infiltrated by members of subversive groups 
under circumstances indicating that the in- 
dividual was a part of, or sympathetic to, the 
infiltrating element or sympathetic to its 
purposes. 

i. Participation in the activities of an organi- 
zation, referred to in d above, in a capacity 
where he should reasonably have had know!l- 
edge of the subversive aims or purposes of 
the organization. 

j. Sympathetic association with a member or 
members of an organization referred to in d 
above, or sympathetic interest in totalitarian, 
Fascist, Communist, or similar subversive 
movements. 

k. Currently maintaining a close continuing 
association with a person who has engaged in 
activities or associations of the type referred 
to in a through i above. A close continuing 
association may be considered to exist if the 
individual lives at the same premises as, fre- 
quently visits, or frequently communicates 
with such person. 


1. Close continuing association of the type 
described in k above, even though later sepa- 
rated by distance, if the circumstances indicate 
that renewal of the association is probable. 
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m. Any facts, other than as set forth in n 
through s below, which furnish reason to 
believe that the individual may be subjected 
to coercion, influence, or pressure which may 
cause him to act contrary to the best interests 
of national security. Among matters which 
should be considered in this category would 
be the presence of a spouse, parent, brother, 
sister, or offspring in a nation, a satellite thereof, 
or an occupied area thereof, whose interests 
are inimical to the interests of the United 
States. 


n. Willful violation or disregard of security 
regulations. 


0. Intentional unauthorized disclosure to any 
person of classified information, or of other 
information disclosure of which is prohibited 
by law. 

p- Any deliberate misrepresentation, falsifica- 
tion, of omission of material fact. 

q. Any criminal, infamous, dishonest, immoral, 
or notoriously disgraceful conduct, habitual 
use of intoxicants to excess, drug addiction, or 
sexual perversion. 


r. Acts of a reckless, irresponsible or wanton 
nature which indicate such poor judgment and 
instability as to suggest that the individual 
might disclose security information to un- 
authorized persons or otherwise assist such 
persons, whether deliberately or inadvertently, 
in activities inimical to the security of the 
United States. 

s. All other behavior, activities, or associations 
which tend to show that the person is not 
reliable or trustworthy. 

t. Any illness, including any mental condition, 
of a nature which in the opinion of competent 
medical authority may cause significant defect 
in the judgment or reliability of the indi- 
vidual, with due regard to the transient or 
continuing effect of the illness and the medical 
findings in such case. 


*When geographic and political situations prevent the full com- 
pletion of a Background Investigation and the individual's services 
are required in the interest of national security, the Chief of Naval 
Operations (Director of Naval Lotelligence) will render an opinion 
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1506. INVESTIGATIVE REQUIREMENTS FOR CLEARANCES 


FOR U.S. CITIZENS WITHIN THE NAVAL ESTABLISH- 


No U. S. citizen in the Naval Establishment 
(Regular and Reserve military personnel and 
civilians) shall be authorized access to classified 
information unless granted a clearance in accordance 
with the criteria of article 1505 and on the basis of 


the following investigative requirements: 





TOP SECRET 


a. Final clearance. 
(1) Military personnel: 


(a) *Background Investigation, or 


(b) National Agency Check, PLUS 
continuous honorable active duty as a 
member of the Armed Forces or a 
combination of such active duty and 
civilian employ ment in the Govern- 
ment service on a continuous basis for 
a minimum of 10 consecutive years 
(with no break greater than 90 days) 
immediately preceding the date of the 
current investigation. (The NAC 
referred to above may have been con- 
ducted at any time during the 10 year 
period but subsequent to 14 September 
1950. The phrase “current investiga- 
tion” means the review of the records 
being conducted to determine the 
present clearance eligibility prior to 
granting the anticipated Top Secret 
clearance.), or 

(c) When the individual occupies a 
specific office in the Naval Establish- 
ment to which he has been appointed 
by the President by and with the 
advice and consent of the Senate. 


(2) Civilian personnel: 


(a) *Background Investigation, or 


on the adequacy of the investigation to base a clearance decision 
or to grant “limited access authorization” for specific tasks o- 
projects. In requesting such evaluation, the clearing author.. 

will provide full details as to the need for the individual's services. 
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(b) When the individual occupies a 
specific office in the Naval Establish- 
ment to which he has been appointed 
by the President by and with the advice 
and consent of the Senate. 


b. Interim clearance. 
(1) Military personnel: 


(a2) National Agency Check, or 
(b) Continuous honorable active duty 
as a member of the Armed Forces or 
a combination of such active duty and 
civilian employment in Government 
service on a continuous basis for a 
minimum of 5 consecutive years (with 
no break greater than 90 days) im- 
mediately preceding the date of the 
current investigation, plus 
1. Check of ONI Case History 
files, and Bureau of Naval Person- 
nel or Headquarters, U. S. Marine 
Corps files. These checks are 
made by ONI as part of a National 
Agency Check and the request 
therefor must be accompanied 
by the forms necessary for final 
clearance. These checks other than 
as part of the National Agency 
Check should only be requested 
in extremely urgent cases. 


(2) Civilian personnel: 


Secret. 


(a) National Agency check, except 
that individuals occupying sensitive- 
critical positions under the conditions 
of NCPI 29.7-Ga(2) may be granted an 
interim clearance only under urgent 
circumstances. 


a. Final clearance. 


(1) 


(2) 


Military personnel: 

(a) National Agency Check. 

Civilian personnel: 

(a) Satisfactory completion of the 
National Agency Check and Written 
Inquiries conducted by the Civil Service 
Commission under Executive Order 
10450 or satisfactory completion of 
“record check and inquiry” conducted 
by the Civil Service Commission under 
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Executive Order 9835; except that a 
Background Investigation is required 
for employees occupying sensitive- 
critical positions as defined in NCPI 
29.7~2}. 


b. Interim clearance. 


(1) Military personnel: 


(2 


~ 


(a) Check of ONI Case History files, 
and Bureau of Naval Personnel or 
Headquarters, U. S. Marine Corps 
files. These checks are made by the 
Office of Naval Intelligence as part 
of the National Agency Check required 
for final clearance and the request 
therefor must be accompanied by the 
forms necessary for final clearance. 
These checks other than as part of the 
National Agency Check should only 
be requested in extremely urgent cascs. 
Civilian personnel: 

(a) National Agency Check. 

(b) When an individual occupies a 
sensitive non-critical position under 
emergency conditions as set forth in 
NCPI 29.7-5a, he may be granted an 
interim clearance provided the personal 
history forms (SF 85 or DD 398), per- 
sonnel records of the employing activ- 
ity and the investigative records of 
the District Intelligence Office contain 
no derogatory information concerning 
the individual. 


CONFIDENTIAL (INCLUDING CON. 


FIDENTIAL—MODIFIED HANDLING AU- 
THORIZED) 


a. Final clearance. 


(1) Military personnel: 


(a) Formal investigation is not re- 
quired provided the personnel or other 
records immediately available to the 
command issuing the clearance contain 
no derogatory information concerning 
the individual. 


(2) Civilian personnel: 


(a) Same as requirements for final 
Secret clearance. 
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b. Interim clearance. 
(1) Military personnel: 
(a) None required. 
(2) Civilian Personnel. 
(a) Same as requirements for interim 
Secret clearance. 
4. Duration of Validity of Security Investigations. 
A satisfactory investigation (Background Investi- 
gation, National Agency Check, or National Agency 
Check plus Written inquiries) having been once 
completed on an individual shall remain valid and 
may serve as the basis for the issue of future secu- 
rity clearances (appropriate to the scope of the 
investigation as prescribed in paragraphs 1-3 
above) except: 
a. When derogatory information concerning 
the individual becomes available indicating a 
need to reopen the investigation, or 
b. When a particularly sensitive assignment 
is subject to special clearance criteria beyond 
the requirements of this chapter, or 
c. When an individual’s honorable active 
duty, active status in.the Naval or Marine 
Corps Reserve, or civilian employment in the 
government service, or a combination thereof, 
has been interrupted for a period greater than 
90 days. (When a retired officer, regular or 
reserve, has been assigned a mobilization billet 
in a currently effective War Plans List his 
release from active duty will not be considered 
a break in service.) 


1507. INVESTIGATION REQUIREMENTS FOR CLEARANCES 


FOR IMMIGRANT ALIENS WITHIN THE NAVAL 
ESTABLISHMENT 


No immigrant alien (See Article 0224) in the 
Naval Establishment may be authorized access tc 
any category of classified information unless 
granted a final clearance on the basis of a *Back- 
ground Investigation. In addition an immigrant 
alien to be eligible for a security clearance shall 
have formally declared his intent to become a U. S. 
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citizen before a naturalization court by executing 
Naturalization Form N-315. The following 
additional requirements shall apply: 

1. The investigation must cover the period from 
at least 1 January 1937, regardless of the individual's 
age. 

2. Interim clearances shall not be granted to im- 
migrant aliens. In the event that the delay for the 
completion of the investigation required for a final 
clearance would be harmful to the national in- 
terest, the Chief of Naval Operations (Director of 
Naval Intelligence) may, upon specific request 
from the command, authorize access for specific 
tasks or projects. Requests must clearly establish 
the harm to the national interest which would 
result from the delay and must specifically set forth 
the tasks or projects upon which the immigrant 
alien is to be utilized. 

3. Following completion of the residence require- 
ments for naturalization, the clearing authority 
shall ensure that the immigrant alien has in fact 
been naturalized. If the necessary action has not 
been accomplished within one year following 
completion of residence requirements, the immi- 
grant alien’s clearance shall be revoked, provided 
however that if the delay is due to causes beyond 
the control of the immigrant alien a reasonable 
additional delay may be authorized. For security 
clearances purposes, an immigrant alien whose 
clearance is revoked in compliance with this para- 
gtaph shall be considered to have reverted to 
foreign national status and article 1508 shall apply. 


1508. EMPLOYMENT OF FOREIGN NATIONALS (OTHER 
THAN IMMIGRANT ALIENS) ON U. S. NAVY CLAS- 
SIFIED INFORMATION WITHIN THE NAVAL ESTAB- 
LISHMENT AND NAVAL CONTRACTORS’ FACILITIES 


1. Permission to utilize foreign nationals in any 
position, both military and civilian, either in the 
Naval Establishment or in private facilities, involv- 
ing access to Navy classified information shall be 
granted only in cases of absolute necessity and for 





* When geographic and political situations prevent the full com- 
pletion of a Background Lovestigation and the individual's services 
are required in the interest of national security, the Chief of Naval 
Operations (Director of Naval Intelligence) will render an opinion 


on the adequacy of the investigation to base a clearance decision or 
to grant “limited access authorization” for specific tasks or projects. 
In requesting such evaluation, the clearing authority will provide 
full details as to the need for the individual's services. 
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specific tasks or projects. Permission shall be con- 
ditional upon the completion of a Background 
Investigation or such investigation as in the opinion 
of the Chief of Naval Operations (Director of 
Naval Intelligence) is sufficiently complete and 
reliable to form a basis for determining whether 
utilization of the foreign national is clearly con- 
sistent with the interest of National Security. 


2. A-case of absolute necessity shall be considered 
to have been established only when it is clearly 
shown that the individual’s services are of such 
unique quality and character as to be unobtainable 
elsewhere and of such plain importance to the 
work upon which he is to be engaged that, if his 
services are not obtained, the work cannot proceed 
or will be seriously delayed or impaired to the 
extent that the national defense will directly suffer. 


3. Since authorization for access to Navy classi- 
fied information requizes approval by the Chief of 
Naval Operations (Dircctor of Naval Intelligence) 
in all instances where a foreign national! is involved, 
interested naval activities (procuring activities in 
the case of contractors’ employees) must initially 
request and receive permission to utilize the indi- 
vidual’s services prior to requesting the Back- 
ground Investigation. In submitting such requests, 
the information required in article 1413 shall be 
furnished, in addition to the justification for 
absolute necessity. In the case of contractors’ 
employees, a completed Immigrant Alien Question- 
naire (DD Form 49) shall also be submitted in 
addition to the information set forth in article 1413. 


4. Activities of the Department of the Navy shall 
not accept personnel security clearances of foreign 
nationals granted by other U. S. Government 
agencies for visits, conferences, or other purposes, 
until a detailed justification of the absolute neces- 
sity for granting such foreign nationals access to 
naval classified information has been presented to 
and approved by the Chief of Naval Operations 
(Director of Naval Intelligence). 


5. Access to Top Secret defense information may 
be granted to foreign nationals only upon the 
specific authorization of the Secretary of the Navy. 
Requests therefor will be forwarded via the Chief 
of Naval Operations (Director of Naval Intelli- 
gence). 
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1509. INVESTIGATION REQUIREMENTS FOR CONTRACTOR 
PERSONNEL 

Refer to the Armed Forces Industrial Security 

Regulation (OPNAV Instruction 5540.8A or sub- 

sequent revisions). 


1510. INVESTIGATIONS AND CLEARANCES FOR PERSONS 
ISSUING SECURITY CLEARANCES, SERVING ON 
PERSONNEL SECURITY BOARDS, OR INVOLVED IN 
SERVICE EDUCATION PROGRAMS 

Although access to classified information may not 

be required for the performance of their duties, the 

below listed categories of personnel shall receive 
investigations as indicated: 

1. Any person authorized to issue personnel 

security clearances shall have been the subject of an 

investigation meeting the requirements for a final 

Top Secret clearance. 

2. Any person selected to serve with a board, 

committee, or other group responsible for adjudi- 

cating personnel security cases shall have been the 
subject of a favorable Background lavestigation 
prior to his assignment, except that military per- 
sonnel who have been granted a final Top Secret 
clearance in accordance with the provisions of 

Article 1506.1.a.(1) (b) above, and on whom a 

Background Investigation has been initiated, may 

be selected for service on military personnel 


security boards. 


3. Any person selected for duties in connection 
with programs involving the education and oricnta- 
tion of service personnel shall have been the sub- 
ject of a favorable National Agency Check prior 
to his assignment. 


TS11. CRYPTOGRAPHIC PERSONNEL SECURITY CLEARANCES 


Personnel engaged in duties involving crypto- 
graphic information shall be cleared in accordance 
with instructions issued by the Chief of Naval 
Operations (Director, Naval Communications). 
(See OPNAV Instruction 5510.37A or subsequent 
revisions.) 


1512. INVESTIGATIONS AND CLEARANCES FOR ACCESS TO 
RESTRICTED DATA 

1. “Q” clearances are not required for individuals 

in the Naval Establishment requiring access to 

RESTRICTED DATA, provided the individuals 
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have been cleared for access to classified informa- 
tion at least equal to the classification category of 
the RESTRICTED DATA involved. 


2. A“Q” clearance issued by the Atomic Energy 
Commission shall not be considered per se as an 
authoritative basis for automatically granting a 
personnel security clearance. However, after the 
request for investigation is submitted in accord- 
ance with article 1513, the investigation data upon 
which the “Q” clearance was based will be utilized 
in the processing of the current investigation. 


3. The Atomic Energy Commission (AEC) grants 
two types of personnel security clearances, “L” and 
“Q” for access to classified information including 
RESTRICTED DATA to its employees and to its 
contractors’ and consultants’ employees. An “L” 
clearance is granted on the basis of a completed 
satisfactory National Agency Check; a “Q” clear- 
ance is granted on the basis of a completed satis- 
factory full field (background) investigation. 
Personnel granted “L” clearances are authorized 
access by the AEC to classified information at the 
Confidential level including Restricted Data; those 
granted ““Q” clearances are considered eligible by 
the AEC for information through the Top Secret 
level including Restricted Data, although actual 
dissemination is governed by a strict need-to-know 
policy. Further, Atomic Energy Commission per- 
sonnel and their contractors’ and consultants’ 
employees visiting installations of the Department 
of Defense or of DOD contractors are required by 
AEC regulations to have specific certification of 
their eligibility and need for the desired level of 
classified information. (In the case of AEC con- 
tractors’ and consultants’ employees, this certifica- 
tion will be made by the Manager of Operations 
administering the contract.) Accordingly, AEC- 
granted clearances will be given the following 
recognition for visit purposes: 
a. A currently effective “L” clearance, in the 
case of employees of the Atomic Energy Com- 
mission and of its contractors and consultants, 
may be accepted as the basis for granting access 
to Confidential information including Restricted 
Data. 
b. A currently effective “Q” clearance may be 
accepted as the basis for granting access to 
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classified information through the Secret level 
including Restricted Data. 

¢. A currently effective “Q” clearance may be 
accepted as the basis for granting access to 
classified information through the Top Secret 
level including Restricted Data, provided the 
Atomic Energy Commission has authorized the 
individual concerned to have access to Top 
Secret and so indicates. 


d. It should be noted that the Atomic Energy 
Commission also issues an “LX” and “QX” 
clearance. These clearances are issued to con- 
tractor employees who are working on an 
“access permit”. The access permits are issued 
under separate laws and have no connection 
with the Department of Defense. The “LX” 
and “QX” cleared people are not permitted by 
AEC regulations to release classified informa- 
tion to the Department of Defense nor are the 
“LX” or “QX” cleared people recognized by 
the Department of Defense as being eligible 
to receive Department of Defense classified 
information. 


1513. REQUESTS FOR PERSONNEL INVESTIGATIONS 


1. Investigations of military personnel and 
civilians employed by the Naval Establishment 
shall be made by Naval Intelligence, upon request. 
Activities within a naval district or river command 
shall submit requests for investigations to the naval 
district or river command intelligence officer. All 
other activities shall submit requests to the Chief 
of Naval Operations (Director of Naval Intelli- 
gence). Requests for such investigations shall be 
initiated by submission of a properly executed 
“Request for Investigation for Personnel Security 
Clearance,” OPNAV Form 5520-1. Parts 3 and 4 
of the completed form shall be placed in the sub- 
ject’s personnel jacket to prevent duplication of 
investigative work in the event of transfer of the 
individual. Requests for a Background Investiga- 
tion shall be accompanied by a properly executed 
Statement of Personal History (DD Form 398), in 
quadruplicate, an Agency Check Request (OPNAV 
Form 5510-397), and a Fingerprint Card (OPNAV 
Form 5510-2. Requests for a National Agency 
Check shall be accompanied by OPNAV Form 
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5510-397, a Fingerprint Card (OPNAV Form 
5510-2), and a properly executed Statement of 
Personal History (DD Form 398). Incomplete or 
improperly executed forms will not be processed 
and will be returned to the originator for resub- 
mission. In this connection it is desired to point 
out that fingerprints should be taken by qualified 
personnel. 

2. Canceilation. If an investigation is in a pend- 
ing status and an individual is released from duty, 
is discharged, resigns or is transferred to duties or 
employment not requiring a clearance, the activity 
shall promptly cancel the investigation using 
OPNAYV Form 5520-1. 


1514. RECIPROCAL ACCEPTANCE OF PREVIOUS INVESTIGA- 
TIONS AND CLEARANCES 


1. In order to avoid the repetitious filing of 
Personal History Statements and the time and ex- 
pense of multiple investigations, it is highly desir- 
able that commanding officers accept from each 
other and from responsible authorities within the 
Executive Branch of the Government the following: 
a. The results of previous investigations. 
b. Existing clearances granted by competent 
authority on standards equivalent to those 
required in this chapter. In this connection all 
personnel security clearances granted under 
the authority of any agency of the Executive 
Branch of the Government, except as expressly 
forbidden in article 1508.4, are considered to 
meet the standards in this chapter (see also 
article 1512.3). This paragraph is particularly 
applicable to visitors, whose clearance remains 
in force while on temporary additional duty, 
i.c., so long as they are not permanently de- 
tached from their clearing command. 
c. Previous clearances granted by competent 
authority within the Executive Branch of the 
Government are considered to meet the stand- 
ards in this chapter. Acceptance of such 
previous clearances, as in the case of a person 
currently reporting for duty to a command, 
does not mean that a new Certificate of Clear- 
ance need not be issued; it does mean that its 
issuance normally should be based mainly on 
the presence in the individual's personnel or 
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service record of a Certificate of Clearance 
which, except for the fact of his permanent 
detachment from his last duty station or place 
of employment, would still be valid. In this 
connection see article 1506.4. 
2. The ultimate authority for granting clearance, 
accepting clearances on a reciprocal basis and 
authorizing access to classified information rests 
with the commanding officer who is responsible 
for the security of the information or material 
within his command. The commanding officer may 
request an individual's investigative record from 
the Office of Naval Intelligence or the appropriate 
District Intelligence Office before granting clear- 
ances or authorizing access to classified informa- 
tion if he feels that a review of the material is 
desirable. 


1515. DENIAL OR TERMINATION OF CLEARANCE 


1. Denial or termination of clearances of per- 
sonnel of the Naval Establishment who do not or 
no longer meet the general requirements of un- 
questionable loyalty, integrity, trustworthiness, or 
excellent character (See article 1505) shall be made 
a matter of record of the activity concerned and 
shall be reported with full particulars pertaining 
thereto, as follows: 
a. Military Personnel: 

(1) To the Chief of Naval Personnel, to 

the Commandant of the Marine Corps as 

appropriate, and 

(2) To the Director of Naval Intelligence, 

and 

(3) To the naval district or river command 

intelligence officer, in the case of activities 

located within a naval district or river 

command, 

b. Civilian Personnel: 

(1) To the office maintaining the em- 

ployee’s personnel record, and 

(2) To the Chief of Industrial Relations, 

and 

(3) To the Director of Naval Intelligence, 

and 

(4) To the naval district or river command 

intelligence officer in the case of naval 
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activities located within a naval district or 
river command. 
In addition to the foregoing, wherever a clearance 
is terminated, an appropriate notation (cancella- 
tion) shall be made on the Certificate of Clearance 
(OPNAYV Form 5521-429) indicating thereon the 
authority for the termination. (It should be noted 
that the above requirements are in addition to 
those of article 0619, which are to be complied 
with in every case.) 
2. Clearances should be cancelled when there 
remains no present need for clearance and no need 
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in the foreseeable future is anticipated. In such 
cases an appropriate notation should be placed on 
the Certificate of Clearance to the effect that the 
cancellation was due only to the fact that the 
individual's duties do not require clearance. 


1516. COMBAT OPERATIONS 


Under combat conditions or other military 
exigencies, competent authority may waive such 
provisions of this chapter as the circumstances may 
warrant. 
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Appendix A 
PROCUREMENT OF FORMS 


1.. FORMS UNDER MANAGEMENT CONTROL OF THE CHIEF = Certificate of Clearance for OPNAV Form 
OF NAVAL OPERATIONS Handling Classified Matter 5521-429 
The forms listed below in this paragraph may be Security Violation Notice OPNAV Form 

procured through the Navy Forms and Publications Improperly Transmitted 5511-8 
Supply System. Naval activities requiring these Material 

forms should submit DD Form 1149 (Requisition 

and Invoice/Shipping Documents), prepared in Record of Receipt OPNAV Form 

accordance with BUSANDA Manual Volume II 5511-10 
Paragraph 22217, to the appropriate Supply Distri- 

bution Point indicated in Paragraph 27856 thereof. | Notice of Change in OPNAV Form 

Investigation Request for OPNAYV Form Classification S51bn18 
Personnel Security Clearance 5520-1 Classified Matter OPNAV Form 

National Agency Check OPNAV Form Destruction Record 5511-12 
Request 5510-397 

Fingerprint OPNAV Form Record of Disclosure Sea Form 
Card 5510-2 " 

Statement of Personal DD 398 Security Termination OPNAV Form 
History Statement 5511-14 
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Appendix B 


Pertinent Extracts From The 
ATOMIC ENERGY ACT OF 1954 
(Public Law 703 — 83d Congress) 


“CHAPTER 1. DECLARATION, FINDINGS, AND PURPOSE 


* * * 


SECTION 3. Purpose. — It is the purpose of this 
Act to effectuate the policies set forth above by 
providing for — 

a. a program of conducting, assisting, and 
fostering research and development. in order to 
encourage maximum scientific and industrial 
progress; 

b. a program for the dissemination of un- 
classified scientific and technical information and 
for the control, dissemination, and declassification 
of Restricted Data, subject to appropriate safe- 
guards, so as to encourage scientific and industrial 
progress; 

¢. a program for Government control of the 
possession, use, and production of atomic energy 
and special nuclear material so directed as to make 
the maximum contribution to the common defense 
and security and the national welfare; 

d. a program to encourage widespread partici- 
pation in the development and utilization of atomic 
energy for peaceful purposes to the maximum 
extent consistent with the common defense and 
security and with the health and safety of the public; 

¢. a program of international cooperation to 
promote the common defense and security and to 
make available to cooperating nations the benefits 
of peaceful applications of atomic energy as widely 
as expanding technology and considerations of the 
common defense and security will permit; and 

f. a program of administration which will 
be consistent with the foregoing policies and pro- 
grams, with international arrangements, and with 
agreements {or cooperation, which will enable 
the Congress to be currently informed so as to 
take further legislative action as may be appropriate. 
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CHAPTER 2. DEFINITIONS 


SECTION 11. Definitions. 


i 
rt. The term “Restricted Data” means all data 
concerning (1) design, manufacture, or utilization 
of atomic weapons; (2) the production of special 
nuclear material; or (3) the use of special nuclear 
material in the production of energy, but shall not 
include data declassified or removed from the 
Restricted Data category pursuant to section 142. 


CHAPTER 12. CONTROL OF INFORMATION 


SECTION 141. Policy. — It shali be the policy of 
the Commission to control the dissemination and 
declassification of Restricted Data in such a manner 
as to assure the common defense and security. 
Consistent with such policy, the Commission shall 
be guided by the following principles: 

a. Until effective and enforceable international 
safeguards against the use of atomic energy for 
destructive purposes have been established by an 
international arrangement, there shall be no exchange 
of Restricted Data with other nations except as 
authorized by section 144; and 


b. The dissemination of scientific and technical 
information relating to atomic energy should be 
permitted and encouraged so as to provide that 
free interchange of ideas and criticism which is 
essential to scientific and industrial progress and 
public understanding and to enlarge the fund of 
technical information. 
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SECTION 142. Classification and Declassification 
of Restricted Data. — 


a. The Commission shall from time to time 
determine the data, within the definition of Restrict- 
ed Data, which can be published without undue 
risk to the common defense and security and shalt 
thereupon cause such data to be declassified and 
removed from the category of Restricted Data. 

b. The Commission shall maintain a continu- 
ous review of Restricted Data and of any Classifica- 
tion Guides issued for the guidance of those in the 
atomic energy program with respect to the areas of 
Restricted Data which have been declassified in 
order to determine which information may be 
declassified and removed from the category of 
Restricted Data without undue risk to the common 
defense and security. 


c. In the case of Restricted Data which the 
Commission and the Department of Defense jointly 
determine to relate primarily to the military utili- 
zation of atomic weapons, the determination that 
such data may be published without constituting 
an unreasonable risk to the common defense and 
security shall be made by the Commission and the 
Department of Defense jointly, and if the Commis- 
sion and the Department of Defense do not agree, 
the determination shall be made by the President. 

d, The Commission shall remove from the 
Restricted Data category such data as the Commis- 
sion and the Department of Defense jointly deter- 
mine relates primarily to the military utilization 
of atomic weapons and which the Commission and 
Department of Defense jointly determine can be 
adequately safeguarded as defense information: Pro- 
vided, however, That no such data so removed from 
the Restricted Data category shall be transmitted 
or otherwise made available to any nation or 
regional defense organization, while such data 
remains defense information, except pursuant to an 
agreement for cooperation entered into in accord- 
ance with subsection 144 b. 

e. The Commission shall remove from the 
Restricted Data category such information concern- 
ing the atomic energy programs of other nations as 
the Commission and the Director of Central In- 
telligence jointly determine to be necessary to carry 
out the provisions of section 102 (d) of the National 


Security Act of 1947, as amended, and can be ad- 
equately safeguarded as defense information. 
SECTION 143. Department of Defense Participa- 
tion. — The Commission may authorize any of its 
employees, or employees of any contractor, pro- 
spective contractor, licensee or prospective licensee 
of the Commission to permit any employee of an 
agency of the Department of Defense or of its 
contractors, or any member of the Armed Forces 
to have access to Restricted Data required in the 
performance of his duties and so certified by the 
head of the appropriate agency of the Department 
of Defense or his designee: Provided, however, 
That the head of the appropriate agency of the 
Department of Defense or his designee has deter- 
mined, in accordance with the established personnel 
security procedures and standards of such agency, 
that permitting the member or employee to have 
access to such Restricted Data will not endanger 
the common defense and security: And provided 
further, That the Secretary of Defense finds that 
the established personnel and other security pro- 
cedures and standards of such agency are adequate 
and in reasonable conformity to the standards 
established by the Commission under section 145. 


SECTION 144. International Cooperation. — 

a. The President may authorize the Commis- 
sion to cooperate with another nation and to 
communicate to that nation Restricted Data on — 

(1) refining, purification, and subsequent 
treatment of source material; 

(2) reactor development; 

(3) production of special nuclear material; 

(4) health and safety; 

(5) industrial-and other applications of 
atomic energy for peaceful purposes; and 

(6) research and development relating to 
the foregoing: Provided, however, That no such 
cooperation shall involve the communication of 
Restricted Data relating to the design or fabrication 
of atomic weapons: And provided further, That the 
cooperation is undertaken pursuant to an agree- 
ment for cooperation entered into in accordance 
with section 123, or is undertaken pursuant to an 
agreement existing on the effective date of this Act. 

b. The President may authorize the Depart- 
ment of Defense, with the assistance of the Commis- 
sion, to cooperate with another nation or witha 
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regional defense organization to which the United 
States is a party, and to communicate to that nation 
or organization such Restricted Data as is necessary 
to — 

(1) the development of defense plans; 

(2) the training of personnel in the employ- 
ment of and defense against atomic weapons; and 

(3) the evaluation of the capabilities of 
potential enemies in the employment of atomic 
weapons, while such other nation or organization is 
participating with the United States pursuant to an 
international arrangement by substantial and 
material contributions to the mutual defense and 
security: Provided, however, That no such coopera- 
tion shall involve communication of Restricted 
Data relating to the design or fabrication of atomic 
weapons except with regard to external character- 
istics, including size, weight, and shape, yiclds and 
effects, and systems employed in the delivery or 
use thereof but not including any data in these 
categories unless in the joint judgment of the 
Commission and the Department of Defense such 
data will not reveal important information con- 
cerning the design or fabrication of the nuclear 
components of an atomic weapon: And provided 
further, That the cooperation is undertaken pursuant 
to an agreement entered into in accordance with 
section 123. 


* > 


CHAPTER 18. ENFORCEMENT 


~ 


SECTION 221. 
a. 


General Provisions. — 

To protect against the unlawful dissemina- 
tion of Restricted Data and to safeguard facilities, 
equipment, materials, and other property of the 
Commission, the President shall have authority to 
utilize the services of any Government agency to 
the extent he may deem necessary or desirable. 

b. The Federal Bureau of Investigation of the 
Department of Justice shall investigate all alleged 
or suspected criminal violations of this Act. 

c. No action shall be brought against any 
individual or person for any violation under this 
Act unless and until the Attorney General of the 
United States has advised the Commission with 
respect to such action and no such action shall be 
commenced except by the Attorney General of the 
United States: Provided, bowever, That no action 
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shall be brought under sections 222, 223, 224, 225 
or 226 except by the express direction of the 
Attorney General. 

SECTION 222. 
Whoever willfully violates, actempts to violate, or 


Violation of Specific Sections. — 


conspires to violate, any provision of sections 57, 
92, or 101, or whoever unlawfully interferes, 
attempts to interfere, or conspires to interfere with 
any recapture or entry under section 108, shall, 
upon conviction thereof, be punished by a fine of 
not more than $10,000 or by imprisonment for not 
more than five years, or both, except that whoever 
commits such an offense with intent to injure the 
United States or with intent to secure an advantage 
to any foreign nation shall, upon conviction thereof, 
be punished by death or imprisonment for life 
(but the penalty of death or imprisonment for life 
may be imposed only upon recommendation of the 
jury), or by a fine of not more than $20,000 or by 
imprisonment for not more than twenty years, or 
both. 

SECTION 223. Violation of Sections Generally. — 
Whoever willfully violates, attempts to violate, or 
conspires to violate, any provision of this Act for 
which no penalty is specifically provided or of any 
regulation or order prescribed or issued under 
section 65 or subsections 161 b., i., or p. shall, 
upon conviction thereof, be punished by a fine of 
not more than $5,000 or by imprisonment for not 
more than two years, or both, except that whoever 
commits such an offense with intent to injure the 
United States or with intent to secure an advantage 
to any foreign nation, shall, upon conviction thereof, 
be punished by a fine of not more than $20,000 or 
by imprisonment for not more than twenty years, 
or both. 
SECTION 224. 


Data. — Whoever, lawfully or unlawfully, having 


Communication of Restricted 


possession of, access to, control over, or being 
entrusted with any document, writing, sketch, 
photograph, plan, model, instrument, appliance, 
note, or information involving or incorporating 
Restricted Data — 

a. communicates, transmits, or discloses the 
same to any individual or person, or attempts or 
conspires to do any of the foregoing, with intent 
to injure the United States or with intent to secure 


an advantage to any foreign nation, upon conviction 
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thereof, shall be punished by death or imprisonment 
for life (but the penalty of death or imprisonment 
for life may be imposed only upon recommendation 
of the jury), or by a fine of not more than $20,000 
or imprisonment for not more than twenty years, 
or both; 

b. communicates, transmits, or discloses the 
same to any individual or person, or attempts or 
conspires to do any of the foregoing, with reason 
to believe such data will be utilized to injure the 
United States or to secure an advantage to any 
foreign nation, shall, upon conviction, be punished 
by a fine of not more than $10,000 or imprisonment 
for not more than ten years, or both. 

SECTION 225. Receipt of Restricted Data. — 
Whoever, with intent to injure the United States 
or with intent to secure an advantage to any foreign 
nation, acquires, or attempts or conspires to acquire 
any document, writing, sketch, photograph, plan, 
model, instrument, appliance, note, or information 
involving or incorporating Restricted Data shall, 
upon conviction thereof, be punished by death or 
imprisonment for life (but the penalty of death or 
imprisonment for life may be imposed only upon 
recommendation of the jury), or by a fine of not 
more than $20,000 or imprisonment for not more 
than twenty years, or both. 

SECTION 226. Tampering with Restricted 
Data. — Whoever, with intent to injure the United 
States or with intent to secure an advantage to any 
foreign nation, removes, conceals, tampers with, 
alters, mutilates, or destroys any document, writing, 
sketch, photograph, plan, model, instrument, ap- 
pliance, or note involving or incorporating Restrict- 
ed Data and used by any individual or person in 
connection with the production of special nuclear 
material, or research or development relating to 
atomic energy, conducted by the United States, or 
financed in whole or in part by Federal funds, or 
conducted with the aid of special nuclear material, 
shall be punished by death or imprisonment for 
life (but the penalty of death or imprisonment for 
life may be imposed only upon recommendation 
of the jury), or by a fine of not more than $20,000 
or imprisonment for not more than twenty years, 
or both. 

SECTION 227. Disclosure of Restricted Data. — 
Whoever, being or having been an employee or 
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member of the Commission, a member of the 
Armed Forces, an employee of any agency of the 
United States, or being or having been a contractor 
of the Commission or of an agency of the United 
States, or being or having been an employce of a 
contractor of the Commission or of an agency of 
the United States, or being or having been a licensee 
of the Commission, or being or having been an 
employee of a licensee of the Commission, know- 
ingly communicates, or whoever conspires to com- 
municate or to receive, any Restricted Data, 
knowing or having reason to believe that such 
data is Restricted Data, to any person not authorized 
to receive Restricted Data pursuant to the provisions 
of this Act or under rule or regulation of the 
Commission issued pursuant thereto, knowing or 
having reason to believe such person is not so 
authorized to receive Restricted Data shall, upon 
conviction thereof, be punishable by a fine of not 
more than $2,500. 


SECTION 228. Statute of Limitations. — Except 
for a capital offense, no individual or person shall 
be prosecuted, tried, or punished for any offense 
prescribed or defined in sections 224 to 226, in- 
clusive, of this Act unless the indictment is found 
or the information is instituted within ten years 
next after such offense shall have been committed. 
SECTION 229. Other Laws. — Sections 224 to 
228 shall not exclude the applicable provisions of 
any other laws. 

SECTION 230. Injunction Proceedings. — When- 
ever in the judgment of the Commission any person 
has engaged or is about to engage in any acts or 
practices which constitute or will constitute a viola- 
tion of any provision of this Act, or any regulation 
or order issued thereunder, the Attorney General 
on behalf of the United States may make application 
to the appropriate court for an order enjoining 
such acts or practices, or for an order enforcing 
compliance with such provision, and upon a show- 
ing by the Commission that such person has 
engaged or is about to engage in any such acts or 
practices, a permanent or temporary injunction, 
restraining order, or other order may be granted. 
SECTION 231. Contempt Proceedings. — In case 
of failure or refusal to obey a subpoena served upon 
any person pursuant to subsection 161 c., the district 
court for any district in which such person is found 
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or resides or transacts business, upon application 
by the Attorney General on behalf of the United 
States, shall have jurisdiction to issue an order 
requiring such person to appear and give testimony 
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or to appear and produce documents, or both, in 
accordance with the subpoena; and any failure to 
obey such order of the court may be punished by 
such court as a contempt thereof. 
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EXECUTIVE ORDER 10450 
(With amendments E.O. 10491, E.O. 10531, 
E.O. 10548, and E.O. 10550, appended) 


29 April 1953 


(18 F. R. 2489) 


SECURITY REQUIREMENTS FOR 
GOVERNMENT EMPLOYMENT 


WHEREAS the interests of the national security 
require that all persons privileged to be employed 
in the departments and agencies of the Government 
shall be reliable, trustworthy, of good conduct and 
character, and of complete and unswerving loyalty 
to the United States; and 


WHEREAS the American tradition that all per- 
sons should receive fair, impartial, and equitable 
treatment at the hands of the Government requires 
that all persons seeking the privilege of employ- 
ment or privileged to be employed in the depart- 
ments and agencies of the Government be adjudged 
by mutually consistent and no less than minimum 
standards and procedures among the departments 
and agencies governing the employment and re- 
tention in employment of persons in the Federal 
service: 


NOW, THEREFORE, by virtue of the authority 
vested in me by the Constitution and statutes of 
the United States, including section 1753 of the 
Revised Statutes of the United States (5 U.S.C. 
631); the Civil Service Act of 1883 (22 Stat. 403; 
5 U.S.C. 632, et seq.); section 9A of the act of 
August 2, 1939, 53 Stat. 1148 (5 U.S.C. 118 j); and 
the act of August 26, 1950, 64 Stat. 476 (5 U.S.C. 
22-1, et seq.), and as President of the United States, 
and deeming such action necessary in the best in- 
terests of the national security, it is hereby ordered 
as follows: 

SECTION 1. In addition to the departments 
and agencies specified in the said act of August 26, 


C1 


1950, and Executive Order No. 10237 of April 
26, 1951, the provisions of that act shall apply to 
all other departments and agencies of the Govern- 
ment. 

SECTION 2. The head of each department and 
agency of the Government shall be responsible for 
establishing and maintaining within his department 
or agency an effective program to insure that the 
employment and retention in employment of any 
civilian officer or employee within the department 
or agency is clearly consistent with the interests of 
the national security. 

SECTION 3. (a) The appointment of each 
civilian officer or employee in any department or 
agency of the Government shall be made subject to 
investigation. The scope of the investigation shall 
be determined in the first instance according to the 
degree of adverse effect the occupant of the position 
sought to be filled could bring about, by virtue of 
the nature of the position, on the national security, 
but in no event shall the investigation include less 
than a national agency check (including a check of 
the fingerprint files of the Federal Bureau of Investi- 
gation), and written inquiries to appropriate local 
law-enforcement agencies, former employers and 
supervisors, references, and schools attended by the 
person under investigation: Provided, that upon 
request of the head of the department or agency 
concerned, the Civil Service Commission may, in its 
discretion, authorize such less investigation as may 
meet the requirements of the national security with 
respect to per-diem, intermittent, temporary, or 
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seasonal employees, or aliens employed outside the 
United States. Should there develop at any stage of 
investigation information indicating that the em- 
ployment of any such person may not be clearly 
consistent with the interests of the national security, 
there shall be conducted with respect to such person 
a full field investigation, or such less investigation 
as shall be sufficient to enable the head of the depart- 
ment or agency concerned to determine whether 
retention of such person is clearly consistent with 
the interests of the national security. 

(b) The head of any department or agency 
shall designate, or cause to be designated, any posi- 
tion within his department or agency the occupant 
of which could bring about, by virtue of the nature 
of the position, a material adverse effect on the 
national security as a sensitive position. Any posi- 
tion so designated shall be filled or occupied only by 
a person with respect to whom a full field investiga- 
tion has been conducted: Provided, that a person 
occupying 2 sensitive position at the time it is desig- 
nated as such may continue to occupy such position 
pending the completion of a full field investigation, 
subject to the other provisions of this order: And 
provided further, that in case of emergency a sensi- 
tive position may be filled for a limited period by a 
person with respect to whom a full field pre- 
appointment investigation has not been completed 
if the head of the department or agency concerned 
finds that such action is necessary in the national 
interest, which finding shall be made a part of the 
records of such department or agency. 

SECTION 4. The head of each department and 
agency shall review, or cause to be reviewed, the 
cases of all civilian officers and employees with re- 
spect to whom there has been conducted a full field 
investigation under Executive Order No. 9835 of 
March 21, 1947, and, after such further investigation 
as may be appropriate, shall re-adjudicate, or cause 
to be re-adjudicated, in accordance with the said act 
of August 26, 1950, such of those cases as have not 
been adjudicated under a security standard commen- 
surate with that established under this order. 

SECTION 5. Whenever there is developed or 
received by any department or agency information 
indicating that the retention in employment of any 
officer or employee of the Government may not be 
clearly consistent with the interests of the national 
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security, such information shall be forwarded to 
the head of the employing department or agency 
or his representative, who, after such investigation 
as may be appropriate, shall review, or cause to be 
reviewed, and, where necessary, re-adjudicate, or 
cause to be re-adjudicated, in accordance with the 
said act of August 26, 1950, the case of such officer 
or employee. 
SECTION 6. 
of investigation information indicating that the 
employment of any officer or employee of the 


Should there develop at any stage 


Government may not be clearly consistent with the 
interests of the national security, the head of the 
department or agency concerned or his represent- 
ative shall immediately suspend the employment of 
the person involved if he deems such suspension 
necessary in the interests of national security and, 
following such investigation and review as he 
deems necessary, the head of the department or 
agency concerned shall terminate the employment 
of such suspended officer or employee whenever 
he shall determine such termination necessary or 
advisable in the interests of the national security, in 
accordance with the said act of August 26, 1950. 
SECTION 7. Any person whose employment is 
suspended or terminated under the authority granted 
to heads of departments and agencies by or in ac- 
cordance with the said act of August 26, 1950, or 
pursuant to the said Executive Order No. 9835 or 
any other security or loyalty program relating to 
officers or employees of the Government, shall not 
be reinstated or restored to duty or reemployed in 
the same department or agency and shall not be 
reemployed in any other department or agency, 
unless the head of the department or agency con- 
cerned finds that such reinstatement, restoration, or 
reemployment is clearly consistent with the interests 
of the national security, which finding shall be 
made a part of the records of such department or 
agency: Provided, that no person whose employ- 
ment has been terminated under such authority 
thereafter may be employed by any other depart- 
ment or agency except after a determination by 
the Civil Service Commission that such person is 
eligible for such employment. 

SECTION 8. (a) The investigations conducted 
pursuant to this order shall be designed to develop 
information as to whether the employment or 
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retention in employment in the Federal service of 
the person being investigated is clearly consistent 
with the interests of the national security. Such 
information shall relate, but shall not be limited, 
to the following: 


(1) Depending on the relation of the Gov- 
ernment employment to the national security: 

(i) Any behavior, activities, or associa- 
tions which tend to show that the individual is 
not reliable or trustworthy. 

(ii) Any deliberate misrepresentations, 
falsifications, or omissions of material facts. 

(iii) Any criminal, infamous, dishonest, 
immoral, or notoriously disgraceful conduct, habitu- 
al use of intoxicants to excess, drug addiction, or 
sexual perversion. 

(iv) An adjudication of insanity, or 
treatment for serious mental or neurological dis- 
order without satisfactory evidence of cure. 

(v) Any facts which furnish reason to 
believe that the individual may be subjected to 
coercion, influence, or pressure which may cause 
him to act contrary to the best interests of the 
national security. 

(2) Commission of any act of sabotage, 
espionage, treason, or sedition, or attempts thereat 
or preparation therefor, or conspiring with, or 
aiding or abetting, another to commit or attempt to 
commit any act of sabotage, espionage, treason, 
or sedition. 

(3) Establishing or continuing a sympa- 
thetic association with a saboteur, spy, traitor, 
seditionist, anarchist, or revolutionist, or with an 
espionage or other secret agent or representative 
of a foreign nation, or any representative of a foreign 
nation whose interests may be inimical to the in- 
terests of the United States, or with any person 
who advocates the use of force or violence to over- 
throw the Government of the United States or the 
alteration of the form of government of the United 
States by unconstitutional means, 

(4) Advocacy of use of force or violence to 
overthrow the Government of the United States, or 
of the alteration of the form of government of the 
United States by unconstitutional means. 

(5) Membership in, or affiliation or sympa- 
thetic association with, any foreign or domestic 
organization, association, movement, group, or 
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combination of persons which is totalitarian, 
Fascist, Communist, or subversive, or which has 
adopted, or shows, a policy of advocating or ap- 
proving the commission of acts of force or violence 
to deny other persons their rights under the Con- 
stitution of the United States, or which seeks to 
alter the form of government of the United States 
by unconstitutional means. 

(6) Intentional, unauthorized disclosure to 
any person of security information, or of other 
information disclosure of which is prohibited by 
law, or willful violation or disregard of security 


regulations. 
(7) Performing or attempting to perform 


his duties, or otherwise acting, so as to serve the 
interests of another government in preference to 
the interests of the United States. 

(b) The investigation of persons entering or 
employed in the competitive service shali jrimarily 
be the responsibility of the Civil Service Commis- 
sion, except in cases in which the head of a 
department or agency assumes that responsibility 
pursuant to law or by agreement with the Commis- 
sion. The Commission shall furnish a fuil investi- 
gative report to the department or agency concerned. 

(c) The investigation of persons (including 
consultants, however employed), entering employ- 
meat of, or employed by, the Government other 
than in the competitive service shall primarily be 
the responsibility of the employing department 
or agency. Departments and agencies without 
investigative facilities may use the investigative 
facilities of the Civil Service Commission, and 
other departments and agencies may use such facili- 
ties under agreement with the Commission. 

(d) There shall be referred promptly to the 
Federal Bureau of Investigation all investigations 
being conducted by any other agencies which 
develop information indicating that an individual 
may have been subjected to coercion, influence, or 
pressure to act contrary to the interests of the 
national security, or information relating to any of 


the matters described in subdivisions (2) through 
(7) of subsection (a) of this section. In cases so 
referred to it, the Federal Bureau of Investigacion 


shall make a full field investigation. 

SECTION 9. (a) There shall be established and 
maintained in the Civil Service Commission a 
security-investigations index covering all persons 
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as to whom security investigations have been con- 
ducted by any department or agency of the 
Government under this order. The central index 
established and maintained by the Commission 
under Executive Order No. 9835 of March 21, 1947, 
shall be made a part of the security-investigations 
index. The security-investigations index shall 
contain the name of each person investigated, 
adequate identifying information concerning each 
such person, and a reference to each department 
and agency which has conducted an investigation 
concerning the person involved or has suspended 
or terminated the employment of such person under 
the authority granted to heads of departments and 
agencies by or in accordance with the said act of 
August 26, 1950. 

(b) The heads of all departments and agencies 
shall furnish promptly to the Civil Service Com- 
mission information appropriate for the establish- 
ment and maintenance of the security-investigation 


index. 
(c) The reports and other investigative mate- 


rial and information developed by investigations 
conducted pursuant to any statute, order, or pro- 
gtam described in section 7 of this order shall 
remain the property of the investigative agencies 
conducting the investigations, but may, subject to 
considerations of the national security, be retained 
by the department or agency concerned. Such 
reports and other investigative material and infor- 
mation shall be maintained in confidence, and no 
access shall be given thereto except, with the con- 
sent of the investigative agency concerned, to other 
departments and agencies conducting security 
programs under the authority granted by or in 
accordance with the said act of August 26, 1950, as 
may be required for the efficient conduct of Gov- 
ernment business. 

SECTION 10. Nothing in this order shall be 
construed as eliminating or modifying in any way 
the requirement for any investigation or any deter- 
mination as to security which may be required 
by law. 

SECTION 11. On and after the effective date of 
this order the Loyalty Review Board established by 
Executive Order No. 9835 of March 21, 1947, shall 
not accept agency findings for review, upon appeal 
or otherwise. Appeals pending before the Loyalty 
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Review Board on such date shall be heard to final 
determination in accordance with the provisions 
of the said Executive Order No. 9835, as amended. 
Agency determinations favorable to the officer or 
employee concerned pending before the Loyalty 
Review Board on such date shall be acted upon 
by such Board, and whenever the Board is not in 
agreement with such favorable determination the 
case shall be remanded to the department or agency 
concerned for determination in accordance with the 
standards and procedures established pursuant to 
this order. Cases pending before the regional loyalty 
boards of the Civil Service Commission on which 
hearings have not been initiated on such date shall 
be referred to the department or agency concerned. 
Cases being heard by regional loyalty boards on 
such date shall be heard to conclusion, and the 
determination of the board shall be forwarded to 
the head of the department or agency concerned: 
Provided, that if no specific department or agency 
is involved, the case shall be dismissed without 
prejudice to the applicant. Investigations pending 
in the Federal Bureau of Investigation or the Civil 
Service Commission on such date shall be com- 
pleted, and the reports thereon shall be made to 
the appropriate department or agency. 


SECTION 12. Executive Order No. 9835 of March 
21, 1947, as amended, is hereby revoked. For the 
purposes described in section 11 hereof the Loyalty 
Review Board and the regional loyalty boards of 
the Civil Service Commission shall continue to exist 
and function for a period of one hundred and twenty 
days from the effective date of this order, and the 
Department of Justice shall continue to furnish the 
information described in paragraph 3 of Part III of 
the said Executive Order No. 9835, but directly to 
the head of cach department and agency. 


SECTION 13. The Attorney General is requested 
to render to the heads of departments and agencies 
such advice as may be requisite to enable them to 
establish and maintain an approprite employee-secu- 
rity program. 

SECTION 14. (a) The Civil Service Commission, 
with the continuing advice and collaboration of 
representatives of such departments and agencies as 
the National Security Council may designate, shall 
make a continuing study of the manner in which 
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this order is being implemented by the departments 
and agencies of the Government for the purpose 
of determining: 

(1) Deficiencies in the department and 
agency security programs established under this 
order which are inconsistent with the interests of, 
or directly or indirectly weaken, the national 
security. 

(2) Tendencies in such programs to deny 
to individual employees fair, impartial, and equita- 
ble treatment at the hands of the Government, or 
rights under the Constitution and laws of the United 
States or this order. 

Information affecting any department or agency 
developed or received during the course of such 
continuing study shall be furnished immediately to 
the head of the department or agency concerned. 
The Civil Service Commission shall report to the 
National Security Council, at least semiannually, 
on the results of such study, and shall recommend 
means to correct any such deficiencies or tendencies. 
(b) All departments and agencies of the Gov- 
ernment are directed to cooperate with the Civil 
Service Commission to facilitate the accomplishment 
of the responsibilities assigned to it by subsection 
(a) of this section. 
SECTION 15. This order shall become effective 
thirty days after the date hereof. 


DWIGHT D. EISENHOWER 


THE WHITE HOUSE 
April 27, 1953 


(F. R. Doc. 53-3794; Filed, Apr. 27, 1953; 4:04 p.m.) 


EXECUTIVE ORDER 10491 
13 October 1953 
(18 F. R. 6583) 
AMENDMENT OF EXECUTIVE ORDER NO. 
10450 OF APRIL 27, 1953, RELATING TO 


SECURITY REQUIREMENTS FOR GOVERN. 
MENT EMPLOYMENT 


By virtue of the authority vested in me by the 
Constitution and statutes of the United States, in- 
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cluding section 1753 of the Revised Statutes of the 
United States (5 U.S.C, 631); the Civil Service Act 
of 1883 (22 Stat. 403; 5 U.S.C. 632, et seq.); section 
9A of the act of August 2, 1939, 53 Stat. 1148 
(5 U.S.C. 118j); and the act of August 26, 1950, 64 
Stat. 476 (5 U.S.C, 22-1, et seq.), and as President of 
the United States, and finding such action necessary 
in the best interests of the national security, it is 
hereby ordered as follows: 

Subsection (a) of section 8 of Executive Order No. 
10450 of April 27, 1953, relating to security require- 
ments for Government employment, is hereby 
amended by adding thereto at the end thereof 
paragraph (8) as follows: 

“(8) Refusal by the individual, upon the 
ground of constitutional privilege against self- 
incrimination, to testify before a congressional com- 
mittee regarding charges of his alleged disloyalty or 
other misconduct.” 


DWIGHT D. EISENHOWER 


The White House 
October 13, 1953 


EXECUTIVE ORDER 10531 
27 May 1954 


(19 F.R. 3069) 


AMENDMENT OF EXECUTIVE ORDER NO. 
10450 OF APRIL 27, 1953, AS AMENDED, 
RELATING TO SECURITY REQUIREMENTS 
FOR GOVERNMENT EMPLOYMENT 


By virtue of the authority vested in me by the 
Constitution and statutes of the United States, in- 
cluding section 1753 of the Revised Statutes of the 
United States ($ U.S.C. 631); the Civil Service Act 
of 1883 (22 Stat. 403; 5 U.S.C. 632 et seq.); section 
9A of the act of August 2, 1939, 53 Stat. 1148 
(5 U.S.C. 118}j); and the act of August 26, 1950, 64 
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Stat. 476 (5 U.S.C. 22-1, et seq.), and as President of 
the United States, and finding such action necessary 
in the best interests of the national security, it is 
hereby ordered as follows: 

Subsection (d) of section 8 of Executive Order 
No. 10450 of April 27, 1953, as amended by Execu- 
tive Order No. 10491 of October 13, 1953, relating 
to security requirements for Government employ- 
ment is hereby amended by striking out after the 
words “subdivisions (2)” the words “through (7)” 
and substituting the words “through (8)” so that 
the last clause of the first sentence of that section 
will read as follows: 

“or information relating to any of the matters 
described in subdivisions (2) through (8) of sub- 
section (a) of this section.” 


DWIGHT D. EISENHOWER 


The White House 
May 27, 1954 


EXECUTIVE ORDER 10548 
2 August 1954 
(19 F.R. 4871) 


AMENDMENT OF EXECUTIVE ORDER NO. 
10450 OF APRIL 27, 1953, AS AMENDED, 
RELATING TO SECURITY REQUIREMENTS 
FOR GOVERNMENT EMPLOYMENT 


Subsection (a) (1) (iv) of section 8 of Executive 
Order No. 10450 of April 27, 1953, relating to 
security requirements for Government employment, 
is hereby amended to read as follows: 

“(iv) Any illness, including any mental condi- 
tion, of a nature which in the opinion of competent 
medica! authority may cause significant defect in the 
judgment or reliability of the employee, with due 
regard to the transient or continuing effect of the 
illness and the medical findings in such case.” 


DWIGHT D. EISENHOWER 


The White House 
August 2, 1954 


INVESTIGATION OF NATIONAL DEFENSE 


APPENDIX € 


EXECUTIVE ORDER 10550 
5 August 1954 
(19 E.R. 4981) 


AMENDMENT OF EXECUTIVE ORDER NO. 
10450 OF APRIL 27, 1953, AS AMENDED, 
RELATING TO SECURITY REQUIREMENTS 
FOR GOVERNMENT EMPLOY MENT 


Section 14 of Executive Order No. 10450 of April 
27, 1953, relating to security requirements for 
Government employment, is hereby amended as 
follows: 

1. The last sentence of subsection (a) thereof is 
amended to read: 

“The Civil Service Commission shall report to 
the National Security Council, at least semiannually, 
on the results of such study, shall recommend means 
to correct any such deficiencies or tendencies, and 
shall inform the National Security Council immedi- 
ately of any deficiency which is deemed to be of 
major importance.” 

2. The following subsection is added at the end 
thereof: 

“(c) To assist the Civil Service Commission in 
discharging its responsibilities under this order, the 
head of each department and agency shall, as soon as 
possible and in no event later than ninety days after 
receipt of the final investigative report on a civilian 
officer or employee subject to a full field investiga- 
tion under the provisions of this order, advise the 
Commission as to the action taken with respect to 
such officer or employee. The information furnished 
by the heads of departments and agencies pursuant 
to this section shall be included in the reports which 
the Civil Service Commission is required to submit 
to the National Security Council in accordance with 
subsection (a) of this section. Such reports shall set 
forth any deficiencies on the part of the heads of 
departments and agencies in taking timely action 
under this order, and shall mention specifically any 
instances of noncompliance with this subsection.” 


DWIGHT D. EISENHOWER 


The White House 
August 5, 1954 
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ESPIONAGE AND CENSORSHIP 
(18 U.S. C., 1952 ed., 791-797) 


SECTION 791. Scope of chapter. 
792. Harboring or concealing persons. 
793. Gathering, transmitting, or 
losing defense information. 
794. Gathering or delivering defense 
information to aid foreign 
government. 
795. Photographing and sketching 
defense installations. 
796. Use of aircraft for photographing 
defense installations. 
797. Publication and sale of photo- 
graphs of defense installations. 
SECTION 791. Scope of Chapter.—This chapter 
shall apply within the admiralty and maritime juris- 
diction of the United States and on the high seas, as 
well as within the United States. 
SECTION 792. Harboring or concealing per- 
sons. — Whoever harbors or conceals any person 
who he knows, or has reasonable grounds to believe 
or suspect, has committed, or is about to commit, an 
offense under section 793 or 794 of this title, shall be 
fined not more than $10,000 or imprisoned not more 
than ten years, or both. 
SECTION 793. Gathering, transmitting, or 
losing defense information.—(a) Whoever, for the 
purpose of obtaining information respecting the 
national defense with intent or reason to believe 
that the information is to be used to the injury of 
the United States, or to the advantage of any foreign 
nation, goes upon, enters, flies over, or otherwise 
obtains information concerning any vessel, aircraft, 
work of defense, navy yard, naval station, submarine 
base, fueling station, fort, battery, torpedo station, 
dockyard, canal, railroad, arsenal, camp, factory, 
mine, telegraph, telephone, wireless, or signal sta- 
tion, building, office, research laboratory or station, 
or other place connected with the national defense, 
owned or constructed, or in progress of construction 
by the United States or under the control of the 


United States, or of any of its officers, departments 
or agencies, or within the exclusive jurisdiction of 
the United States, or any place in which any vessel, 
aircraft, arms, munitions or other materials or instru- 
ments for use in time of war are being made, pre- 
pared, repaired, stowed or are the subject of research 
or development, under any contract or agreement 
with the United States, or any department or agency 
thereof, or with any person on behalf of the United 
States, or otherwise on behalf of the United States, 
or any prohibited place so designated by the Presi- 
dent by proclamation in time of war or in case of 
national emergency in which anything for the use 
of the Army, Navy, or Air Force is being prepared 
or constructed or stored, information as to which 
prohibited place the President has determined would 
be prejudicial to the national defense; or 

(b) Whoever, for the purpose of aforesaid, and 
with like intent, or reason to believe, copies, takes, 
makes, or obtains, or attempts to copy, take, make, 
or obtain, any sketch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, 
appliance, document, writing, or note of anything 
connected with the national defense; or 

(c) Whoever, for the purpose of aforesaid, 
receives or obtains or agrees or attempts to receive 
or obtain from any person, or from any source what- 
ever, any document, writing, code book, signal 
book, sketch, photograph, photographic negative, 
blueprint, plan, map, model, instrument, appliance, 
or note, of anything connected with the national 
defense, knowing or having reason to believe, at the 
time he receives or obtains, or agrees or attempts to 
receive or obtain it, that it has been or will be ob- 
tained, taken, made or disposed of by any person 
contrary to the provisions of this chapter; or 

(d) Whoever, lawfully having possession of, 
access to, control over, or being entrusted with any 
document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, 
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map, model, instrument, appliance, or note relating 
to the national defense, or information relating to 
the national defense which information the possessor 
has reason to believe could be used to the injury 
of the United States or to the advantage of any 
foreign nation, willfully communicates, delivers, 
transmits, or causes to be communicated, delivered, 
or transmitted or attempts to communicate, deliver, 
transmit or cause to be communicated, delivered, or 
transmitted the same to any person not entitled to 
receive it, or willfully retains the same and fails to 
deliver it on demand to the officer or employee of 
the United States entitled to receive it; or 

(¢) Whoever having unauthorized possession 
of, access to, or control over any document, writing, 
code book, signal book, sketch, photograph, photo- 
graphic negative, blueprint, plan, map, model, 
instrument, appliance, or.note relating to the nation- 
al defense, or information relating to the national 
defense which information the possessor has reason 
to believe could be used to the injury of the United 
States or to the advantage of any foreign nation, 
willfully communicates, delivers, transmits or 
causes to be communicated, delivered, or transmit- 
ted, or attempts to communicate, deliver, transmit 
or cause to be communicated, delivered, or trans- 
mitted the same to any person not entitled to receive 
it, or willfully retains the same and fails to deliver 
it to the officer or employee of the United States 
entitled to receive it; or 

(f) Whoever, being entrusted with or having 
lawful possession or control of any document, writ- 
ing, code book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, map, model, 
instrument, appliance, note, or information, relating 
to the national defense, (1) through gross negligence 
permits the same to be removed from its proper 
place of custody or delivered to anyone in violation 
of his trust, or to be lost, stolen, abstracted, or de- 
stroyed, or (2) having knowledge that the same has 
been illegally removed from its proper place of 
custody or delivered to anyone in violation of his 
trust, or lost, or stolen, abstracted, or destroyed, and 
fails to make prompt report of such loss, theft, 
abstraction, or destruction to his superior officer— 

Shall be fined not more than $10,000 or 

imprisoned not more than ten years, or both. 

(g) If two or more persons conspire to violate 
any of the foregoing provisions of this section, and 
one or more of such persons do any act to effect the 
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object of the conspiracy, each of the parties to such 
conspiracy shall be subject to the punishment pro- 
vided for the offense which is the object of such 
conspiracy. 


SECTION 794. Gathering or delivering of 
defense information to aid foreign government.— 

(a) Whoever, with intent or reason to believe 
that it is to be used to the injury of the United States 
or to the advantage of a foreign nation, communi- 
cates, delivers, or transmits, or attempts to com- 
municate, deliver, or transmit, to any foreign 
government, or to any faction or party or military or 
naval force within a foreign country, whether recog- 
nized or unrecognized by the United States, or to 
any representative, officer, agent, employee, subject, 
or citizen thereof, either directly or indirectly, any 
document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, 
map, model, note, instrument, appliance, or informa- 
tion relating to the national defense, shall! be im- 
prisoned not more than twenty years. 

(b) Whoever violates subsection (a) in time of 
war shall be punished by death or by imprisonment 
for not more than thirty years. 

(c) Whoever, in time of war, with intent that 
the same shall be communicated to the enemy, 
collects, records, publishes, or communicates, or 
attempts to elicit any information with respect to 
the movement, numbers, description, condition, or 
disposition of any of the armed forces, ships, air- 
craft, or war materials of the United States, or with 
respect to the plans or conduct, or supposed plans 
or conduct of any naval or military operation, or 
with respect to any works or measures undertaken 
for or connected with, or intended for the fortifica- 
tion or defense of any place, or any other infor- 
mation relating to the public defense, which might 
be useful to the enemy, shall be punished by death 
or by imprisonment for not more than thirty years. 

(d) If two or more persons conspire to violate 
this section, and one or more of such persons do any 
act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall be subject to the 
punishment provided for the offense which is the 
object of such conspiracy. 


SECTION 795. Photographing and sketching 
defense installations. —(2) Whenever, in the interests 
of national defense, the President defines certain 
vital military and naval installations or equipment 
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as requiring protection against the general dissemi- 
nation of information relative thereto, it shall be 
unlawful to make any photograph, sketch, picture, 
drawing, map, or graphical representation of such 
vital military and naval installations or equipment 
without first obtaining permission of the command- 
ing officer of the military or naval post, camp, or 
station, or naval vessels, military and naval aircraft, 
and any separate military or naval command con- 
cerned, or higher authority, and promptly submit- 
ting the product obtained to such commanding 
officer or higher authority for censorship or such 
other action as he may deem necessary. 


(b) Whoever violates this section shall be fined 
not more thaa $1,000 or imprisoned not more than 
one year, or both. 


SECTION 796. Use of aircraft for photographing 
defense installations. — Whoever uses or permits 
the use of an aircraft or any contrivance used, or 
designed for navigation or flight in the air, for the 
purpose of making a photograph, sketch, picture, 
drawing, map, or graphical representation of vital 
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military or naval installations or equipment, in 
violation of section 795 of this title, shall be fined 
not more than $1,000 or imprisoned not more than 
one year, or both. 

SECTION 797. Publication and sale of photo- 
graphs of defense installations.—On and after 
thirty days from the date upon which the President 
defines any vital military or naval installation or 
equipment as being within the category contem- 
plated under section 795 of this title, whoever re- 
produces, publishes, sells, or gives away any 
photograph, sketch, picture, drawing, map, or 
graphical representation of the vital military or 
naval installations or equipment so defined, with- 
out first obtaining permission of the commanding 
officer of the military or naval post, camp, or sta- 
tion concerned, or higher authority, unless such 
photograph, sketch, picture, drawing, map, or 
graphical representation has clearly indicated 
thereon that it has been censored by the proper 
military or naval authority, shall be fined not more 
than $1,000 or imprisoned not more than one year, 
or both. 
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EXECUTIVE ORDER 10104 
February 1, 1950 
(15 F. R. 597) 


DEFINING CERTAIN VITAL MILITARY AND NAVAL INSTALLATIONS AND 
EQUIPMENT AS REQUIRING PROTECTION AGAINST THE GENERAL 
DISSEMINATION OF INFORMATION RELATIVE THERETO 


Whereas section 795 of title 18 of the United States 
Code provides: 

“(a) Whenever, in the interests of national 
defense, the President defines certain vital military 
and naval installations or equipment as requiring 
protection against the general dissemination of in- 


formation relative thereto, it shall be unlawful to 
make any photograph, sketch, picture, drawing, 
map, or graphical representation of such vital mili- 
tary and naval installations or equipment without 
first obtaining permission of the commanding 
officer of the military or naval post, camp, or sta- 
tion, or naval vessels, military and naval aircraft, 
and any separate military or naval command con- 
cerned, or higher authority, and promptly submitting 
the product obtained to such commanding officer 
or higher authority for censorship or such other 
action as he may deem necessary. 

“(b) Whoever violates this section shall be 
fined not more than $1,000 or imprisoned not 
more than one year, or both.”; 

And whereas section 797 of title 18 of the United 
States Code provides: 

“On and after thirty days from the date 
upon which the President defines any vital mili- 
tary or naval installation or equipment as being 
within the category contemplated under Section 
795 of this title, whoever reproduces, publishes, 
sells, or gives away any photograph, sketch, picture, 
drawing, map, or graphical representation of the 
vital military or naval installations or equipment 
so defined, without first obtaining permission of 
the commanding officer of the military or naval 
post, camp, or station concerned, or higher author- 
ity, unless such photograph, sketch, picture, draw- 
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ing, map, or graphical representation has clearly 
indicated thercon that it has been censored by the 
proper military or naval authority, shall be fined 
not more than $1,000 or imprisoned not more than 
one year, or both.”: 


Now, therefore, by virtue of the authority vested 
in me by the foregoing statutory provisions, and 
in the interests of national defense, I hereby define 
the following as vital military and naval installa- 
tions or equipment requiring protection against 
the general dissemination of information relative 
thereto: 


1. All military, naval, or air-force installations 
and equipment which are now classified, desig- 
nated, or marked under the authority or at the 
direction of the President, the Secretary of Defense, 
the Secretary of the Army, the Secretary of the 
Navy, or the Secretary of the Air Force as “top 
secret”, “secret”, or “confidential”, and all military, 
naval, or air-force installations and equipment 
which may hereafter be so classified, designated, or 
marked with the approval or at the direction of the 
President, and located within: 


(a) Any military, naval, or air-force reserva- 
tion, post, arsenal, proving ground, range, mine 
field, camp, base, airfield, fort, yard, station, district 
or area. 

(b) Any defensive sea area heretofore estab- 
lished by Executive Order and not subsequently 
discontinued by Executive Order, and any defensive 
sea area hereafter established under authority of 
section 2152 of title 18 of the United States Code. 

(c) Any airspace reservation heretofore or 
hereafter established under authority of section 4 
of the Air Commerce Act of 1926 (44 Stat. 570; 
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49 U.S.C. 174) except the air Space reservation 
established by Executive Order No. 10092 of 
December 17, 1949 

(d) Any naval harbor closed to foreign 
vessels 

(e) Any area required for fleet purposes. 

(f) Aay commercial establishment engaged in 
the development or manufacture of classified mili- 
tary or naval arms, munitions, equipment, designs, 
ships, aircraft, or vessels for the United States 
Army, Navy, or Air Force. 

2. All military, naval, or air-force aircraft, weap- 
ons, ammunition, vehicles, ships, vessels, instru- 
ments, engines, manufacturing machinery, tools, 
devices, or any other equipment whatsoever, in the 
possession of the Army, Navy, or Air Force or in 
the course of experimentation, development, manu- 
facture, or delivery for the Army, Navy, or Air 
Force which are now classified, designated, or 
marked under the authority or at the direction of 
the President, the Secretary of Defense, the Secre- 
tary of the Army, the Secretary of the Navy, or the 
Secretary of the Air Force as “top secret”, “secret”, 
or ‘confidential’, and all such articles, materials, or 


equipment which may hereafter be so classified, 
designated, or marked with the approval or at the 
direction of the President. 

3. All official military, naval, or air-force books, 
pamphlets, documents, reports, maps, charts, plans, 
designs, models, drawings, photographs, contracts, 
or specifications which are now marked under the 
authority or at the direction of the President, the 
Secretary of Defense, the Secretary of the Army, 
the Secretary of the Navy, or the Secretary of the 
Air Force as ‘top secret’, ‘secret’, or ‘confi- 
dential”, and all such articles or equipment which 
may hereafter be so marked with the approval or at 
the direction of the President. 

This order supersedes Executive Order No. 8381 
of March 22, 1940, entitled “Defining Certain Vital 
Military and Naval Installations and Equipment”. 


HARRY S. TRUMAN. 


The White House, 
February 1, 1950. 
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CRYPTOGRAPHIC SYSTEMS 
Title 18 U.S.C. 1952 ed., Sec. 798 


(a) Whoever knowingly and willfully com- 
municates, furnishes, transmits, or otherwise makes 
available to an unauthorized person, or publishes, 
or uses in any manner prejudicial to the safety or 
interest of the United States or for the benefit of 
any foreign government to the detriment of the 
United States any classified information— 

(1) Concerning the nature, preparation, or use 
of any code, cipher, or cryptographic system of the 
United States or any foreign government; or 

(2) Concerning the design, construction, use, 
maintenance, or repair of any device, apparatus, 
or appliance used or prepared or planned for use 
by the United States or any foreign government 
for cryptographic or communication intelligence 
purposes; or 

(3) Concerning the communication intelligence 
activities of the United States or any foreign 
government; or 

(4) Obtained by the process of communication 
intelligence from the communications of any 
foreign government, knowing the same to have 
been obtained by such processes — 

Shall be fined not more than $10,000 or im- 
prisoned not more than ten years, or both 

(b) As used in subsection (a) of this section— 
The term means informa- 
tion which, at the time of a violation of this sec- 


“classified information” 


tion, is, for reasons of national security, specifically 
designated by a United States Government Agency 
for limited or restricted dissemination or distribu- 
tion; 

The terms “code,” “cipher,” and “cryptographic 
system” include in their meanings, in addition to 


their usual meanings, any method of secret writ- 
ing and any mechanical or electrical device or 
method used for the purpose of disguising or con 
cealing the contents, significance, or meanings of 
communications; 


The term “foreign government” includes in its 
meaning any person or persons acting or purport- 
ing to act for or on behalf of any faction, party, 
department, agency, bureau, or military force of or 
within a foreign country, or for or on behalf of any 
government or any person or persons purporting 
to act as a government within a foreign country, 
whether or not such government is recognized by 
the United States; 


The term “communication intelligence” means all 
procedures and methods used in the interception of 
communications and the obtaining of information 
from such communications by other than the in 

tended recipients; 

The term “unauthorized person 
who, or agency which, is not authorized to receive 


means any person 


information of the categories set forth in subsec- 
tion (a) of this section, by the President, or by the 
head of a department or agency of the United 
States Government which is expressly designated 
by the President to engage in communication in 
telligence activities for the United States. 

(c) Nothing in this section shall prohibit the 
furnishing, upon lawful demand, of information to 
any regularly constituted committee of the Senate 
or House of Representatives of the United States of 
America, or joint committee thereof (Added Oct 
31, 1951, ch. 655, sec. 24 (a), 65 Stat. 719.) 
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EMPLOYMENT SUSPENSION 
Act of August 6, 1950 


(P.L. 733, 81st Cong.; c. 803, 64 Stat. 476; 5 U.S.C., 1952 ed., 22-1) 


To protect the national security of the United 
States by permitting the summary suspension of 
employment of civilian officers and employees of 
various departments and agencies of the Govern- 
ment, and for other purposes. 

Be it enacted by the Senate and House of Represent- 
atives of the United States of America in Congress 
assembled, That, notwithstanding the provisions of 
section 6 of the Act of August 24, 1912 (37 Stat. 
555), as amended (5 U.S.C. 652), or the provisions 
of any other law, the Secretary of State; Secretary of 
Commerce; Attorney General; the Secretary of 
Defense; the Secretary of the Army; the Secretary 
of the Navy; the Secretary of the Air Force; the 
Secretary of the Treasury; Atomic Energy Com- 
mission, the Chairman, National Security Resources 
Board; or the Director, National Advisory Com- 
mittee for Aeronautics, may, in his absolute discre- 
tion and when deemed necessary in the interest of 
national security, suspend, without pay, any civilian 
officer or employee of the Department of State 
(including the Foreign Service of the United 
States), Department of Commerce, Department of 
Justice, Department of Defense, Department of the 
Army, Department of the Navy, Department of the 
Air Force, Coast Guard, Atomic Energy Commis- 
sion, National Security Resources Board, or 
National Advisory Committee for Aeronautics, 
respectively, or of their several field services: 
Provided, That to the extent that such agency head 
determines that the interests of the national security 
permit, the employee concerned shall be notified 
of the reasons for his suspension and within thirty 
days after such notification any such person shall 
have an opportunity to submit any statements or 
affidavits to the official designated by the head of 
the agency concerned to show why he should be 
reinstated or restored to duty. The agency head 
concerned may, following such investigation and 


review as he deems necessary, terminate the employ- 
ment of such suspended civilian officer or em- 
ployee whenever he shall determine such termination 
necessary or advisable in the interest of the national 
security of the United States, and such determina- 
tion by the agency head concerned shall be con- 
clusive and final: Provided further, That any 
employee having a permanent or indefinite appoint- 
ment, and having completed his probationary or 
trial period, who is a citizen of the United States 
whose employment is suspended under the author- 
ity of this Act, shall be given after his suspension 
and before his employment is terminated under 
the authority of this Act, (1) a written statement 
within thirty days after his suspension of the 
charges against him, which shall be subject to 
amendment within thirty days thereafter and which 
shall be stated as specifically as security considera- 
tions permit; (2) an opportunity within thirty days 
thereafter (plus an additional thirty days if the 
charges are amended) to answer such charges and 
to submit affidavits; (3) a hearing, at the employee's 
request, by a duly constituted agency authority 
for this purpose; (4) a review of his case by the 
agency head, or some official designated by him, 
before a decision adverse to the employee is made 
final; and (5) a written statement of the decision of 
the agency head: Provided further, That any person 
whose employment is so suspended or terminated 
under the authority of this Act may, in the discre- 
tion of the agency head concerned, be reinstated or 
restored to duty, and if so reinstated or restored 
shall be allowed compensation for all or any part 
of the period of such suspension or termination in 
an amount not to exceed the difference between 
the amount such person would normally have 
earned during the period of such suspension or 
termination, at the rate he was receiving on the 
date of suspension or termination, as appropriate, 
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and the interim net earnings of such person: Pro 
vided further, That the termination of employ- 
ment herein provided shall not affect the right of 
such officer or employee to seek or accept employ- 
ment in any other department or agency of the 
Government: Provided further, That the head of 
any department or agency considering the appoint- 
ment of any person whose employment has been 
terminated under the provisions of this Act may 
make such appointment only after consultation 
with the Civil Service Commission, which agency 
shall have the authority at the written request of 
either the head of such agency or such employee to 
determine whether any such person is eligible for 
employment by any other agency or department 
of the Government. 

SECTION 2. Nothing herein contained shall 
impair the powers vested in the Atomic Energy 
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Commission by the Atomic Energy Act of 1946 or 
the requirements of section 12 of that Act that 
adequate provision be made for administrative 
review of any determination to dismiss any em 
ployee of said Commission 

SECTION 3. The provision of this Act shall 
apply to such other departments and agencies of 
the Government as the President may, from time 
to time, deem necessary in the best interests of 
national security. If any departments or agencies 
are included by the President, he shall so report 
to the Committees on Armed Services of the 
Congress. 

SECTION 4. Section 3 of the Act of December 
17, 1942 (56 Stat. 1053), and section 104 of the Act 
of July 20, 1949 (P.L. 179, 81st Cong., and section 
630 of the Act of October 29, 1949 (P.L. 434, 8ist 
Cong.), are hereby repealed. 
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INTERNAL SECURITY ACT OF 1950 
SECTIONS 4 and 21 


(P.L. 831, 81st Cong.; c. 1024, 64 Stat. 991; 50 U.S.C., 1952 ed., 
Sup. IV, 783, 797) 


SECTION 4. (a) It shall be unlawful for any 
person knowingly to combine, conspire, or agree 
with any other person to perform any act which 
would substantially contribute to the establishment 
within the United States of a totalitarian dictator- 
ship, as defined in paragraph (15) of section 3 of 
this title, the direction and control of which is to 
be vested in, or exercised by or under the domina- 
tion or control of, any foreign government, foreign 
organization, or foreign individual: Provided how- 
ever, That this subsection shall not apply to the 
proposal of a constitutional amendment. 

(b) It shall be unlawful for any officer or em- 
ployee of the United States or of any department 
or agency thereof, or of any corporation the stock 
of which is owned in whole or in major part by 
the United States or any department or agency 
thereof, to communicate in any manner or by any 
means, to any other person whom such officer or 
employee knows or has reason to believe to be an 
agent or representative of any foreign government 
or an officer or member of any Communist organ- 
ization as defined in paragraph (5) of section 3 of 
this title, any information of a kind which shall 
have been classified by the President (or by the 
head of any such department, agency, or corpora- 
tion with the approval of the President) as affecting 
the security of the United States, knowing or hav- 
ing reason to know that such information has been 
so classified, unless such officer or employee shall 
have been specifically authorized by the President, 
or by the head of the department, agency, or 
corporation by which this officer or employee is 
employed, to make such disclosure of such in- 
formation. 

(c) It shall be unlawful for any agent or repre- 
sentative of any foreign government, or any officer 
or member of any Communist organization as 


H-) 


defined in paragraph (5) of section 3 of this title, 
knowingly to obtain or receive, or attempt to ob- 
tain or receive, directly or indirectly, from any 
officer or employee of the United States or of any 
department or agency thereof or of any corpora- 
tion the stock of which is owned in whole or in 
major part by the United States or any department 
or agency thereof, any information of a kind which 
shall have been classified by the President (or by 
the head of any such department, agency, or 
corporation with the approval of the President) 
as affecting the security of the United States, unless 
speéial authorization for such communication shall 
first have been obtained from the head of the de- 
partment, agency, or corporation having custody 
of or control over such information. 


(d) Any person who violates any provision of 
this section shall, upon conviction thereof, be 
punished by a fine of not more than $10,000, or 
imprisonment for not more than ten years, or by 
both such fine and such imprisonment, and shall, 
moreover, be thereafter ineligible to hold any 
office, or place of. honor, profit, or trust created by 
the Constitution or laws of the United States. 


(¢) Any person may be prosecuted, tried, and 
punished for any violation of this section at any 
time within ten years after the commission of such 
offense, notwithstanding the provisions of any 
other statute of limitations: Provided, That if at 
the time of the commission of the offense such 
person is an officer or employee of the United 
States or of any department or agency thereof, or 
of any corporatian the stock of which is owned in 
whole or in major part by the United States or any de- 
partment or agency thereof, such person may be 
prosecuted, tried, and punished for any violation of 
this section at any time within ten years after such 
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person has ceased to be employed as such officer or 
employee. 

(f) Neither the holding of office nor membership 
in any Communist organization by any person shall 
constitute per se a violation of subsection (a) or 
subsection (c) of this section or of any other 
criminal statute. The fact of the registration of 
any person under section 7 or section 8 of this title 
as any officer or member of any Communist organiza- 
tion shall not be received in evidence against such 
person in any prosecution for any alleged violation 
of subsection (a) or subsection (c) of this section 
or for any alleged violation of any other criminal 
statute. 


SECURITY REGULATIONS AND ORDERS 
AND PENALTY FOR VIOLATION THEREOF 


SECTION 21. (a) Whoever willfully shall violate 
any such regulation or order as, pursuant to lawful 
authority, shall be or has been promulgated or 
approved by the Secretary of Defense, or by any 
military commander designated by the Secretary of 
Defense, or by the Director of the National Ad- 
visory Committee for Aeronautics, for the protec- 
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tion or security of military or naval aircraft, airports, 
airport facilities, vessels, harbors, ports, piers, 
water-front facilities, bases, forts, posts, labora- 
tories, stations, vehicles, equipment, explosives, or 
other property or places subject to the jurisdiction, 
administration, or in the custody of the Depart- 
ment of Defense, any Department or agency of 
which said Department consists, or any officer or 
employee of said Department or agency, or of the 
National Advisory Committee for Aeronautics or 
any officer or employee thereof, relating to fire 
hazards, fire protection, lighting, machinery, guard 
service, disrepair, disuse or other unsatisfactory 
conditions thereon, or the ingress thereto or egress 
or removal of persons therefrom, or otherwise 
providing for safeguarding the same against 
destruction, loss, or injury by accident or by enemy 
action, sabotage or other subversive actions, shall 
be guilty of a misdemeanor and upon conviction 
thereof shall be liable to a fine of not to exceed 
$5,000 or to imprisonment for not more than one 
year, or both. 

(b) Every such regulation or order shall be 
posted in conspicuous and appropriate places. 
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PROTECTIVE ALARM SYSTEMS 


1. Purpose. 

Protective alarm systems provide an electrical and 
mechanical means of detecting and announcing 
proximity or intrusion which endangers or may 
endanger the security of an activity or its com- 
ponents. Protective alarm systems are utilized to 
accomplish one or more of the following purposes: 

a. To permit more economical and efficient use 
of manpower by substitution of mobile responding 
guard units for larger numbers of fixed guards 
and/or patrols. 

b. To take the place of other necessary elements 
of physical security which cannot be used because 
of building layout, safety regulations, operating 
requirements, appearance, cost, or other reasons. 

c. To provide additional controls at vital areas 
as insurance against human or mechanical failure. 
2. Types of Alarm Systems. 

a. Central Station. —A central station alarm 
system is one in which the operation of electrical 
protection circuits and devices is automatically 
signalled to a central station which has trained 
guards and operators in attendance at all times. 
The central station monitors the signal end of the 
alarm system, provides the response to a signal, 
and supervises the functioning of the system. 

b. Local.—A local alarm system is one in which 

the protective circuits and devices are connected 
to a visual and/or audible signal element which is 
located at or in the immediate vicinity of the pro- 
tected activity or component, and which is re- 
sponded to by guard personne! in the immediate 
vicinity. 
3. Elements of Alarm Systems.—There is on the 
market a variety of alarm equipment based on 
different principles of operation and designed to 
meet various requirements. There are, however, 
three fundamental elements required in all alarm 
systems. These elements are: 

a. A detection device or series of such devices. 
Most common among these are: 

(1) Foils, screens, and traps which are dam- 
aged or disturbed by penetration. (Usually used 
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for protection of doors, windows, ducts, and non- 
substantial walls or partitions.) 

(2) Photo-electric systems, whereby inter- 
ruption of a virtually invisible beam of light is 
detected. 

(3) Electromagnetic wave or electronic system 
whereby entrance of an intruder into the field of 
the system is detected. 

(4) Microphonic devices which detect sound 
and vibration. 

(5) Pneumatic detectors of various types 
which serve the same purpose as mechanical and 
electrical detectors. 

(6) Thermal detectors, actuated by exceeding 
a predetermined temperature limit or rate of rise. 

b. Electrical circuits and radio for transmitting 
signals from the protected area to the signal 
apparatus. 

c. An alarm or signal apparatus which will 
announce by audible and/or visual means any 
activity which the system is designed to detect. 
4. Classification of Alarm Systems. 

a. The Underwriters’ Laboratories, Inc., have 
established Grade A and Grade B classifications 
for both central station and local alarm systems. 
These same designations are used herein. 

b. Details of requirements for each type and 
grade of alarm systems are set forth in Under- 
writers’ Laboratories, Inc., publications ‘Standard 
for Central Station Burglar Alarm Systems”, 
“Standard for Local Burglar Alarm Systems’’, and 
“Standard for Installation, Classification, and 
Certification of Burglar Alarm Systems.” 

5. Use of Alarm Systems. 

The use of alarms in the protective program of an 
activity may be required in certain instances be- 
cause of the critical importance of a facility and, in 
other instances, because of situations and condi- 
tions pertaining to the location and/or the layout 
of the activity. In some instances, their use may 
be justified as a more economical and efficient 
substitute for other necessary protective elements. 
In determining whether the use of alarms in an 








982 


OPNAVINST 5510.1B 
10 MARCH 1958 


INVESTIGATION OF 


activity’s protective program is essential or advis- 
able, the various conditions and situations peculiar 
to the activity will, of course, affect the ultimate 
decision. 

a. Location and Layout.—In certain cases due 
to restrictions imposed by location, layout, or con- 
struction, alarms are necessary to take the place of 
the more usual protective elements such as fences, 
lighting, patrols, etc. Included in this group are: 

(1) Activities which because of proximity to 
adjacent structures, activities, or property lines, 
require the use of alarms in lieu of physical bar- 
riers to limited or exclusion areas; 

(2) Activities which are difficult or impossible 
to effectively guard due to terrain conditions, per- 
sonnel hazards, or atmospheric conditions and 
where other types of protection are not effective 
or practicable. 

(3) Activities or components thereof which 
are small or remote areas requiring more than safe 
and lock protection but not justifying a full-time 
guard. 

b. Other Considerations.—Alarm systems, be- 
cause of their cost, are justified only where their 
use results in a commensurate reduction or re- 
placement of other necessary protective elements 
without loss of protective effectiveness. The ob- 
jective of such use, in most instances, is to reduce 
the number of guards otherwise required. In de- 
termining the advisability of substituting alarms 
for other protective elements, a careful comparison 
of relative cost is essential. This should include 
consideration of the initial cost of the system as 
well as recurring service and maintenance charges 
In this connection, it should be borne in mind that 
alarm systems have little salvage value and con- 
sequently the longevity of the activity being pro- 
tected is an important consideration. Obviously, 
alarms would hardly be justified at a temporary 
facility or activity of short duration. 

6. Design and Operating Standards. 

To afford the required degree of protection and be 
acceptable as a protective unit, alarm installations 
should meet the following minimum requirements: 

a. The system should be so designed that the 
interval of time between the detection of activity 
and the achievement of the objective of such 
activity is sufficient to permit the application of 
necessary countermeasures. 

b. Central Station systems should be specified 
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where alarms are incorporated in the protective 
system for activities described in paragraph 5.a (3) 
and for all locations where guards are not con- 
tinually in the immediate vicinity to pick up a 
local alarm signal and make adequate response. 

c. Central Station alarm systems for activities 
should meet, as a minimum, the requirements of 
Grade B. 

d. Local alarm systems should meet, as a mini- 
mum, the requirements established for Mercantile 
Premises Alarms, Grade B. 

e. All material and equipment should have 
Underwriters’ Laboratories approval where appli 
cable for the purpose for which it is used. 

f. All installations should be made in accord 
ance with accepted Underwriters’ Laboratories 
standards for burglar alarm systems. 
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Installation Safeguards. 

It is apparent that knowledge of the details 
of a specific alarm installation may afford an indi 
vidual a means of effectively by-passing the instal 
lation. Moreover, the accumulation of such knowl 
edge in a questionable individual who has been 
employed on several installations presents a clear 


a. 


and present danger to our security structure. 

b. Usually the original installation of protective 
alarm systems is accomplished by construction 
contract. Various elements are involved, among 
them: the contract document, specifications, de- 
tailed drawings, and the actual physical labor nec- 
essary to the installation of the device. Since all 
protective alarm devices in current use are sold 
on the open market, classification of the device 
itself is not appropriate. In many instances the 
general location of the device is not of a classified 
nature, though its presence should not be adver 
tised in any c*se. The contract document itself may 
reflect only administrative details and nothing of 
a classified nature. This may be true also of the 
specifications involved in the contract 

c. However, in view of the discussion in sub- 
paragraph a. above, the detailed drawings of a 
particular installation should be classified and 
physical access to certain details of installation, 
knowledge of which would aid in circumventing 
an alarm system, must be restricted to cleared 
personnel 

d. Addressees shall be guided by the provisions 
of the Armed Forces Industrial Security Regula 
tion, OPNAYV Instruction 5540.8A, in processing 


INVESTIGATION OF 


APPENDIX | 


contracts for the installation, inspection or main- 
tenance of alarm systems used to protect classified 
information. It may be noted that in the Armed 
Forces Industrial Security Regulation a classified 
contract is defined as any contract that requires 
access to classified information by the contractor 
or his employces in the performance of the contract. 


e. The following particular regulations shall 
apply to contracts for the installation, inspection 
or maintenance of alarm systems used for the pro- 
tection of classified information and to the various 
phases of their performaace 


(1) The contract document itself, specifica- 
tions, requisitions, and such related memoranda 
need not be classified unless they reflect such detail 
of installation or arrangement of circuits or alarms 
as would suggest the means for their circumvention 
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(2) All drawings or sketches which reflect 
the details of a particular alarm system installation 
in such a manner as to suggest means for circum 
vention shall be classified Secret. 

(3) Organizations utilized to install, inspect 
or maintain alarm systems for the protection of 
classified information shall have an active Secret 
facility clearance 

(4) All contractor personnel engaged in or 
having access to the installation, inspection or 
maintenance of such systems shall have a Secret 
clearance. 

(5) Information relating to the precise loca 
tion of an alarm system installation may or may 
not necessitate classification. This determination 
shall be made by the command involved, and shall 
be based upon the particular circumstances of the 
individual case. 
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Appendix J 
SECURITY AREAS 


1. Different activities involve different degrees of 
security interest depending upon their purpose and 
the nature of the work, information, and/or ma- 
terials concerned. For similar reasons, different 
areas within an activity may have varying degrees 
of security importance. To meet this situation and, 
at the same time, facilitate operations and simplify 
the security system, requires the application of 
restrictions, controls, and protective measures com- 
mensurate with these varying degrees of security 
importance. In some cases, the entire area of an 
activity may have a uniform degree of security 
importance requiring only one level of restriction 
and control. In others, differences in degree of 
security importance will require further segrega- 
tion or compartmentalization of certain activities. 


2. To meet different levels of security sensitivity 
and provide for an effective and efficient basis for 
applying the varying degrees of restriction of ac- 
cess, control of movement, and type of protection 
required, three types of security areas have been 
established as follows: 


a. Exclusion Area.—An exclusion area is one 
containing classified information which is of such 
mature that access to the area constitutes, for all 
practical purposes, access to such classified informa- 
tion. 


b. Limited Area.—A limited area is defined as 
one containing classified information and in which 
area uncontrolled movement would permit access 
to such classified information; but within which 
area such access may be prevented by escort and 
other internal restrictions and controls. 


c. Controlled Area.—A controlled area is defined 
as one adjacent to or encompassing limited or ex- 
clusion areas and within which area uncontrolled 
movement does not permit access to classified in- 
formation, and which is designed for the principal 
purpose of providing administrative control, safety, 
and/or a buffer area of security restriction for 
limited or exclusion areas 


ji 


BASIC SECURITY MEASURES REQUIRED 


1. Exclusion Areas. 


The following basic security measures are required 
at all exclusion areas: 


a. A clearly defined perimeter barrier. 

b. A personnel identification and control system. 
c. All points of ingress and egress are guarded. 
d. Only persons whose duties actually require 


access and who have been granted appropriate 
security clearances shall be allowed into exclusion 
areas. 


2. Limited Areas. 


The following basic security measures are required 
at all limited areas: 


a. Aclearly defined perimeter barrier. 


b. A personnel identification and control system 


c. All points of ingress and egress must be 


(1) Guarded, or 


(2) Controlled by receptionists or other per- 
sons whose duties include check of identification, or 


(3) Under automatic alarm protection. 


d. All persons admitted to a limited area with 
freedom of movement within such area shall have 
appropriate security clearances. Persons who have 
not been cleared for access to the information con- 
tained within a limited area may, with appropriate 
approval, be admitted to such area, but in such 
instances they shall be so controlled by escort, 
attendants, and/or other security regulations as 
will prevent access to the classified information 
located within the area. 


3. Controlled Areas. 


The folowing basic security measures are required 


at a controlled area: 
a. Aclearly defined perimeter. 


b. A personnel identification and control system 
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c. Checking stations at all regularly used points approval for access to the area. Under normal 


of access at which identification may be checked. conditions, approval for access to a controlled area 
will be based on operational need for access and 
d, Security and administrative arrangements adequate identification of the individual rather 


for determining the need for access and method of than on his security clearance status. 








OPNAVINST $510.1B 
10 MARCH 1958 


INDEX 


Article No. 


Access: 
CR ica. wes cewbavesedbdeetccahdaxeseeeesdceseenunsss cremhGn eee 0201 
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Top Secret Restricted Data originated by AEC......... (Pee sesevevers coli Gan 0612 
Accumulations of classified material, avoiding............ see eV eT a'r eee eee een : 0622 
Addresses: 
ED CUO CURMOUNORNIOU 5 5 5 5.6 75.54.05 2359 PenedReapae see se es -ereewewe “a 0710 
ar a i rly re i a ig aes ae a Sala ai eae oar o711 
Advance security planning.................sese00% ne,A0,s0060 on ae eee 89 pee Oe eee aa 0405 
ME, CORMNNIIEEE, DOUIEY OB 656 a 506 0 60th cccicsosccasanssecdsanporress a odby CR 1008 
Adviser to photographers, provision for ETE eee ee eiawts errr 1104 
Aerial photographs and maps, classification and salenes. $i 4ewaeeeeon 276s v nei eeereans .- 1106 
Aerial reconnaissance, continuous cover, marking.......... Mp te merr ee, 
Aircraft, use for unauthorized photographing of defense installations 
DNs «54 <5 0:6:0 4.05.0 Pasa e wae Ee anda ok oan oa : .. App. D, sec. 796 
Alarm systems: 
CRUE Soa rencccnesccies pevetsvdwaeahabs daueeens Peaee Tare oe App. I 
security value....... ciel tee was e eee gitewnlews Ch. 6, sec. 1, table A 
Aliens (see Immigrant aliens) 
ANAF, information of joint interest to, release policy...... 0... 66.626 cece cece ee eenee vs 1004 
ns PEE Glog 6 vik dn soon wis scNvantuadascesedamitciesensoe cus peanduce een TN 0618 
Areas: 
guarding, security value...... Fea SLSR SeeaE Ts ee Tk N Ch. 6, sec. 1, table A 
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Armed Forces Courier Service: 
classified information transmitted outside Continental Limits U. S. 
mail, reporting evidence of tampering with....... 
material authorized for........ 
Top Secret transmission ‘within Continental Limits U. S. 
Arms, international traffic in, administration by State Department 
Army-Navy-Air Force, information of joint interest to, release policy 
Art work, original, marking. . 
Articles, publication . 
Artists pictures, control. 


Atomic Energy Act of 1954: 
marking for identification of Restricted Data 
provisions 


Atomic ae Commission: 
“L”, “LX”, “Q”, “QX” clearances euiein es anal 
“Q” sented _— 
Top Secret Restricted Data ociginased by, accounting for hice eae ae 
Authority to classify 
Automatic downgrading, marking for 


Back covers, marking classification 

Background investigation (see also Full field investigations; Personnel clearances): 
requests for 
requirements 

Bank vaults, definition. 





Article No. 


0703 
0803 
0709 
0701 
0922 
1004 
0421 
1009 
1109 


0427, 0432 
App. B 


1512 
0903, 1512 


+++» 0612 


O401 
0425 


0421 


1513 
1502 


eauriead dawenn ra Ch. Genet 1, table A 


Bars for ground-floor office windows 0616 
EN SS SE EGET PEPE P TTT PT ETT TTT ett 0104 
Books: 

marking classification 0421 

publication of 1009 
Bound documents: 

definition 0202 

regraded, marking 0426 
Buildings: 

heavily constructed, definition ; Ch. 6, sec. 1, table A 

lightly constructed, definition Ch. 6, sec. 1, table A 
Bulky material: 

inspection of packages prior to transmission 0710 

regraded documents, marking stocks of... 0426 

I saci: thcaach Mehran ir seciirmnigin 0708 
Burn bags, stowage or destruction. 0615 
Burning method for destruction of classified sumeatel as 0623 
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Cameras: 


naval personnel on ships or aircraft. . 
visitors’, must be specifically authorized . 
Canadian mail system, use allowed in certain areas............- 
Capital letters, use for marking classification. . 
Carbon sheets, destruction. 
Categories (see also Messages): 
classified material........... 
visitors . a wees 


Censorship: 
personal, a fundamental duty. 
OEE GONE .. - nnccsparccrcnccs 


Central Intelligence Agency: 
Armed Forces Courier Service for material authorized by.... 
classification of titles of publications.................++. 
Central station alarm system, information on.......... 
Certain vital military and naval installations and equipment, ‘definition. 


Certificates: 
classification review before transfer to stowage... .. 
Clearance for Handling Classified Information........ 

ND cSih biel Wins W's''s 300 V's VER e'clolacu'b a's > kab) 
to be executed by personnel upon separation. ... 

Chain receipts: 
category B messages. . 

Top Secret material. . aoa pace il 

Charts, marking............ pans Sparen e secu ben 

Cipher, definition of term. ..........sccsccccccscseccssccesess 

Cipher machines, stowage. . P0008 CASRN EA CHEN S 55.6 SORAEES OO 

Circuits approved for transmission of Secret and Confidential. 

arr rier reir cere 

Civil courts, production of records for use in, policy. 

Civil Service Commission: 
determination of eligibility for employment after suspension 

OPE: Cocsacccwecstovccvewersweseccenss ee 
investigations, acceptance for clearance purposes............ 
security-investigations index, furnishing information for...... 

Claims against the United States, detrimental disclosures prohibited . . 

Classification (see also ere 
alarm systems. pre hae 
assignment sccording | to content. lveaawens asaveewens 
authority for original... .. Ws UEC vais Poole usueteednvegs 
categories....... : vebebbeeenve’s 
code words..... RPC aa ese tew rv wenve’ 
compilations. . . 
derivative authority . . 
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eaeas 3 1102 

gen tceas ; 1101 
pears 606% 0703 
ek Mica doe 0423, 0427 

0614, 0615 


“as enee 0203, 0301 
eo és 1403 


oe vedi Coe .wa ee 0909 
0912 


0417 
1504 
0623, 0626 
0619 


0611 

... 0607, 0712 

: erry 0421 
smcaeaheed App. F 
va aaaine : 0603 
iene ool 
Are 0211 
0917 


App. C, sec. 7; App. G 
rreptrrr crt 1502 
et eee App. C, sec. 9 
Give dee a T. 0918 
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Classification — Continued 


SE CUURNNEENY OD CRMODEROU OUNORGNONNOM. ook ccc ces nc cecccccescccvccccons 0406 
GUT cece erect deccccscccccnecccuenpsccevecesens aie isl it wena oe dae 0408 
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Classified Information (see also Top Secret; Secret; Confidential): 
I OO UNNI... 5.5 co SS. ISOS: SEUSS SSS SIFSS PONS 0s CURE L EES 0629 
i ER in cain) dns ouice made 06's ben ON vnleebbek ) eV eRe ence’ codebes weds 0622 
care after working hours....... ik wavs aa ripen ROI MAY gFSMeo eeitek eee. cols 
care during CMCTBONCIS 6b Gisie's os cc weed vee sccceccevevceecccccsevers ceeelaw dave . 0617 
care during working hours... er ; pews en 55. ORG haa Woe ecu 0614 
categories... cease p's isedeoeve So wperE sap (eonsnwese cueing ersinsn se aenebaeind 0203 
Se eee re ee ee ee a a 0205 
disclosure to foreign agents prohibited ea . Secon a ion App. H, sec. 4 
disclosures outside Executive Branch, policy on....... PP ee eee 
dissemination responsibility............. SG ie .. 0901, 0902 
individual responsibility for......... oo a 0613 
originated outside Department a Sule. Mibiiailiiibien. s ” ; . 0904 
protection by personnel in travel status...... ; ¥% 0705 
received from foreign governments, marking etal es ptthicine ss samen 
transmission outside Continental Limits U. S.... : . 0703 
transmission outside Executive Branch, marking = ' reek PETE en 
transmission within commands or specifically designated activities ca 0704 
Classified Material Control Officer: 
INN 0 a insiniccncevns hen eas nai a dae alt CD 
ed saiawae nee Dr eiceaitameieiee eee i A ae ia oe Se eo 0502 
Classified Moserial, definition. is GeGvnen ve ae: ‘i Ree ..» 0206 
Classified Matter, definition.......... Sao} wai oti tiatcatl lin ie che RS a ca pan 0207 
Classifying, definition..... Sar Sha wail ticle alia sak ate aie a ok oat ere Pe 
Clearance (see also Personne! clearance): 
definition...... ; se ; ; his aceon. 
participants in woniisennes whens dinhonese are »snade ‘wae ; ... 0928, 0929 
persons issuing security clearances....... puis s Teh Ged ‘ ; oo tcc 1 ie 
SDI, S66 SARS S JOG 0S esa CUCU WETUS oc ce cone MiGieanis uienmede wane 
witnesses for destruction of classified material........... pot ‘ diana tian eS 
Code: 
definition of term..... eR aee RG App. I 
private, use in personal communications prohibited 0912 
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Code — Continued 

i Cots se eh a kadancaheCias sets oesk hed oo bho:420 eed 0412 
Collisions of ships, surveys prohibited in certain cases... ... 6... 6.6 cece ence eee eee eeeeees 0919 
Catan Gar Geetha MeN Rs :0:- Fae acdc tater ipves bane Vratitive lovey escanak-seimett 0423 
Combination locks: 

i a oo 60.0405 650664500056 94061460 ES TE REREEVTI Ch. 6, sec. 1, table A 

m@aaipulation-proof, definition. ...........0ccccccecccccccces aa Ch. 6, sec. 1, table A 
Combinations: 

access for emergency destruction.......... a4 TuseraceEP ee TORs OUTTEREsET ate tte ee 

changing and recording....... See eme ee Rane sae aint care ab enertue renee => teen 0605 
CR, CUE occ ic issseccecesenacesaneey et raecrncchiciccnr: 0212 
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Commercial transportation of bulky material...........6.5 6660 e eens ETA, 19 STV PRO 0708 
Committees, congressional, testimony before................. : s4A g : Ff) AROURRRG 
Communication equipment, destruction......... ita tiaceie aire “re : Vite na tae eee ..+« 0626 
Communication intelligence, definition... .... SRB tie aya ats se a tae bile call ... App. F 
Communication material: 

Pepe Dances Cree Ser wice Tr CI soe ae a cic ccc cacevecvcesseeceese@iewaate Nt 0709 

CRG UNEY COMANED 5... 5 oo os Has woete red Petesuds.me EBcatere digg eed che 365K TO 0628 
Communication security: 

_ REDE E LIYE) ERETUTTETTIEL IEEE E LATTE eave Sivdade CSTE TH MAT 0210 

instructions...... xe eanenee ae scecs sess cakheReNe- Rimbhal> een 1302 
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Communications (see also Mail; Telephone): 


circuits approved for Secret and Confidential . « » o SRE Ode sNSRMES O911 
Compartmentalization.................. ee ee 0211 
Competent authority, definition . ane Site RRO atin a kan ite 0212 
Compilations, classifying and handling. POE ne ee ee 0406, 0407 
I OM i a9. G4 es Nin b VRS A ESN ES S50 CAEVN4 Oh 5 FTN U CSCS Oe KES S30 0421 
Compromise: 

changing combinations or keys to stowage containers im case Of... ... 2... 66.6 eee e eee 0605 

declassification or downgrading not made on basis of Nie teak eo ake oak 

tt encarta Te ea eae terns ae ec el a ene ee 0213 

disciplinary action in case of... . acu arrives Shimon dacemtademecmuah 0805 
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Concealing violaters of Espionage and Censorship Act, og eee ee App. D, sec. 792 
Conferences: 

disclosure requests, information required to process i edae RNS exe .... 0929, 0930 

disciosures to, policy on........ : ea OUaiaee Wy Rear ance cs tamiale 0926, 0927 
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Confidential: 
DON GOES oie sins be odie sa sss s ciie swe cisiscccnccccccccccccccccccascccccceeseueee’ 0609 
Oe IRI. iin cei tckcbedccsccddccsccccccecerevncccesscsneseueseaseees 0401 
Duilicy annterial, eramommionio ss sic ciicc ccc s eee seve ccc ceescescecesccvccsevsseese 0708 
classification denotes vital military and naval installations and equipment......... App. E, 1-3 
clearance, Naval Establishment personnel, U. S. citizens, investigative 
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dissemination to Reserve personnel for training, policy OM..........-+eecceeeeeeereeee 0908 
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preparation, printing, and reproduction....... 2.0.6.6... sce e eee eee e eee eeeeeeeeenes 1204 
stowage requirements evaluation graph.......... 2... 6... e eee ee eens Ch. 6, sec. 1, table B 
transmission within Continental Limits U.S... ........... 60: cece eee eneeeeneeneeeeeee 0702 
Congressional committees, testimony before. .......- 66-6. e eee eee eee teen ee eeneeeee 0914 
Containers (see also Stowage containers): 
for transmission of classified material, preparation. ....... 1... 6666. e cence ee eeeeeeeees 0710 
Continuous cover aerial reconnaissance, marking ........ 2.2.66. ceeee cere eeeeeeeeneeeeene 0421 
Contractor: 
WY eee Oreeew eee eTsds 6 oSVERSIMG Se HCTRUI CUTER 0924 
PS UNION 5 le’ uv isc't'e's vow veces eee sedbssdeerstede +5 diate winks peemies 1102 
Contractors’ facilities: 
employment of foreign nationals on classified information...................0.0ceeues 1508 
employment of immigrant aliens on classified information........ occ e eeDigweRe sensing 1507 
i kee Ce ue sanaeecae un enn 0105 
Control officers, classified material: 
I Aes nicanened dn sgrnded He UNh SS 65 6086 R Sb adveseeesews very scows Glee PEST UENS 0501 
cd iiiah dinates se ierpaennegs Canehore sesso cinnedaeetl> disk ople cwwdsmieaegs 0502 
Control officers, Top Secret: 
Riigetiatiss cacti s Feiss 08d. Setiowie en jn anataenee es OaNeK sues oo 6 GEN Uwe eeewe 0503 
pe et eet EEE ee Te OPT Eee PT Tees Leer er eh Teeter eee err ere se eT 0504 
Conneolied aven, definition end roquirements. ............0...scccb deceives secedeeciceseesets App. J 
Conversations: 
oral, personal censorship.............. Loot eeenane’ avcosssee ROD 
telephone, discussion of classified information prohibieed. iG oh ae Wane, GR Se 
Copies: 
destruction...... ; is Mesias {eee eee 
marking assigned cisesification fists peas behetees : re Vecuetcs oe 
messages, categories A, AC and B, handling. COCS Skee Kee SSS sae cv ssoueeweees 1304 
Top Secret, mumbering..................5+. potere tyes ; i 0420, 0607, 0906 
Counterintelligence, definition.............. ev ehe's Hale gallon tia wil hatee scccss cna Es 
Courier (see Armed Forces Courier Service) 
Court-martial trials: 
personnel responsible for loss, compromise, or unauthorized disclosure................-. 0805 
protection of classified information during........ (OCS GETTUC ESS Sav ecNEIN WEN eee 0916 
Courts, civil, production of records for use in, policy... beset SciasecwccehSTeeeet vere 0917 
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Cover pages, front and back, marking.........ccccccccecccccccccccscueesenssecvessweees 0421 
Ceryptanalytic data, release policy..........sccscseccscecscseserccscececesssesses souseees 1007 
Cryptographic material: 

access or issuance to inactive reservists prohibited... ... 0.6.6... cece eee eee eee eees 0908 

Dee Sarees Conner Gervies Geeks ss 5 6588 he FOOTER SR aaa 0709 

i Terrie 1504 

RRR 5 64:06:20: civic res wer eiesveeeiewere se senewenwen seca c96 Geel 0628 

loss, compromise, or unauthorized disclosure, reporting... ...... 66.66 eee eee eee eee 0801 

poreomamel clearances G00 isso cc os cece ccccccccccrresccecccuvcccccesesecoeseeeeues 1511 

I 5 5.65 RCE ccc cee cceeseccvceseee sea cceeserceseeeeeveunt's 0603 

as iWin ce cccesccccccnccecsageseetecacrcvetcesetenséeneeseeeerrseeses 0707 
Cryptographic systems: 

os «cara a ince a 4 Wa KADKA ER AREA KRAMER RA SEEN SS ee wan ea eRe App. F 

PRS MUNONGNES: COMONIEIND iio 5 oi 6 cei ns. PELE ISRE ees ea eececceonesess App. F 

aos See ee Stee AON dian nad reh:nn 44000 0.00:0949.00-0400 Cates as arnvecstessnsbene 1303 
Cryptologic material, Armed Forces Courier Service for. .... 2.66660 e ieee e cece eee een eens 0709 
Customs inspection of classified material not permitted. ....... 6... 666 eee eee ee 0705 

D 

Death, recovery of classified information im case Of... 2.0.0.6 ccc cc csccensecesiaces coneee 0621 
Declassify (see also Downgrading): 

TN a5 tec Let pesERSSSSAASDP OR OSASASESS SOT ROSS aEb>C rs 1s ae 0216 
Defense information (see Information) 
Definitions (see specific subjects) 
| PULP EL TERI LEC Ceee 0231 
Desertion, recovery of classified material in cases Of .......... 0.6. cscccccecccccccsseccenesves 0621 
ee ay NEY GUNN WUMNNINS 50s Va LENCO USSG 68s FO SETI ETS ed wiewacewes Ch. 6, sec. 1, table A 
SPRSSTUCEROR Ean, CURRIN, MONNUNGO 6 5565555 o csc ccc eens n ce ananceats tendentanngne 0627 
Diplomatic pouch: 

ey DOURED COMINT GP 8s 55s ns 68's eo ose cigtinw 69 exinnielees Uhaonn dye www 0709 

classified material transmitted outside Continental Limits U.S...............66.600.cceee 0703 
Disciplinary action (see also Penalties): 

for loss, compromise, or unauthorized disclosure... ..... 2.6.2.6 cc cece eee eee eeeweeees 0805 
Disclosure: 

ss PME TST ere ere TeTeLET ETE CER LT eeTLiririe ie: ct. 0217 

pened Getties CIN nce di 66h ors iiach Ciccaws Peesewisve es wascens CTR BEEK 808 0905 
Documents (see also Bound documents; Unbound documents): 

Atomic Energy Commission, return to originator in lieu of destruction.................. 0612 

Ny CE DODO 6 ee ciccnicccavarcove tens CeoegaduneenecsaedrnseccceERd een 1205 

SING 05.555 6one She snennsecasensvusessustusedOOeate OUEees EU eee eT Ort ues ne 0218 

referring to classified information, classification. ...........6.c ccc cccsccccsccnaseccees 0406 

a. na, cence thks Ae emits a anche mea mie Mania ae Seale 1417 
Downgrading: 

GMS, DMN 808 6 5.5 oe ves seeevesvesnveeuesetsvensesseceeceenieeedenvewed’ 0425 

compromise or unauthorized publication not basis for...... 2... 6... eee cee cee eee ees 1005 
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Downgrading — Continued 


Se ee ee Saad os ee Sébseddsdoeeddn as anv sc tOka’d wakes obs abedis 0219 

overclassified information......... ‘ cette Peleens i ios dialemadaas el 0413, 0414 

technical Cqqinigpanene. .... 2.2... ce cee cewasecenscvecescesccecereveccecpeensesoene 0418 
Drafts, preliminary, classification or destruction. . Sc cee cc em) smsees> ania ee Mee Sees GnES 
Drawings: 

RERUN <a vecccssnnecenss ae : sh adic ims faasctnioaoas. te: aL SMe Saami 0421 

nie. Gnmeeel OC... ......... cpuseedes .wivesiwel PREG es Bate FS Raa aECA» oh 1109 

E 

Elements required in alarm system er : _ oo App. I, sec. 3 
Emergency: 

care during cance kc : we = i ihe 0617 

NINES WDRPUEEIIET,. oc cs co ce cece cdma peeves coy pains dpaltions bi ngbeuned eon 

destruction plan.......... 0627 

destruction priority........... eo 0628 
Employment, Government: 

determination of eligibility for, after suspension or termination. .., . App. C, sec. 7; App. G 

gt PET Eee eee . : ; App. G 

suspension or termination of civilians to protect national security. .... APP. C, sec. 6; aie G 
Enclosures, marking.............. cee 6 OSS SCO ORDER EUROS 0640 00% ari 0424 
Endorsements, marking......... Fed a tee véeabocatteeoteres oye 0424 
Envelopes, sealing and marking. . “ ict 0710 
Equipment: 

certificates of destruction for. ; Boe Tees is 0625 

SEROEEEEIOD, 5 no ow saaese Pe edit a ia to sal lanes ane ae bide 0408 

communication, destruction...... = ae 0626 

RS 6% seid inh ode-onvee . Bi ; 0624 

military and esval, defining as vital. EN REE “App. E, 1-3 

special, marking... sche : ; 0422 

technical, dow rere sc tate ia teka tare ak busi how lene Tes FO POR Slee’. RRS 0418 
Escorts for visitors . mal sos ie eh eee w PRO aaae sea Cele s i 1405, 1407 
Espionage, seporting . kanes .- 0802 
Espionage and Censorship Act: 

marking classified material disseminated outside Executive Branch of Government 0433 

ET Oso 9055 60:65 tas so 000k se eanee dupres ees <RawOs ee oe ee App. D 
Evaluation graph, minimum levels of required stowage 

Be Pe ¥ ; . 0602; Ch. 6, sec. 1, table B 

Exclusion area, definition and requirements : er App. J 
Executive Order: 

10104...... raed .. App. E 

teeta ta. 1. cnn Sean hte a db ok 6k be Be 0s 66 Wwe ode pode 0.68 5665500 Se App. C 
Extracts, omen ame aia an heatewaae eb a pus dance oonkibh SUMO aE 0906 
Extraordinary security measures for unusually sensitive operations. .. . i 20.3656 cs OD12 
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F 
Files, classified papers relating to Top Secret documents...... adits nites essai 0420 
Filing cabinets, steel: 
combination-lock, value............ Lavcaee alee Soutien. aeoenae Ch. 6, sec. 1, table A 
MM WU sccsckecdnevacnsccetscssscstsepentcssenstasaargerss Ch. 6, sec. 1, table A 
Film (see also Microfilm): 
I, TRI ie x 0 0.5.0.0:0:6:0643.9.99.695059 50550 « alee othe e needle ne 0421 
NN, CRINUEN, MUNDI 5c cersacncciwesseanveussseucenteseeaeerenreevas 0426 
ee, Ge SOC COD soins oo ees iis rianesedes sceneneWesesetuedeun 0419 
SEMEL cena ea disk cans ae sa sus SESS eo viene uRisses ghee raresvene tees 1105 
Final clearance: 
IOs iiik 's NWis SewSe an fidiis a din sntnenenes <ameARnnennscases« Meee be ealeinis 1503 
immigrant aliens, Naval Establishment and contractors’ personnel, 
STINE MINI sions fio cose circcccnsrcsecevenvecsiceceves ret te 1507 
Naval Establishment personnel, U. S. citizens, investigative requirements............ a 1506 
I NS 565 9 ks sepa d me eets shennan senuceewes eee rT Terr rT 0617 
Fire resistance of containers, value... ........... 0c cece cece scccces ..aeees.Ch. 6, sec. 1, table A 
at I CI oii ng srainie 6 5 0804 wwdmnmeeeunes 60400s 100) 600 0Rhi — | 
Foreign countries, visits to, Navy sponsorship: 
ND tea 0 «any. 9eal be mda ndemee ra bam neemantaiannaanig cabingae AMlneee 1418 
nee CERNE a aoa 65 6c viscose COTE UTIRS SRE MEDG UUCENS es evive Bsawidibd ated is 1412 
Foreign governments: 
cueeeunae manindiel ceusived Goons, MMM oc. Cece co ccc ccccscenceceeuboceayees 0431 
Conseained Uamtarial os tos cebenanG On, matin oo. ooo ee eee cect uees aceSereuees 0430 
IST ty TELL od Le PEPE ie App. F 
disclosures to agents of prohibited... .... 6.66 cee eee ee -.-++» App. H, sec. 4 
gathering or delivering defense information to aid, penalties for............ App. D, sec. 794 
mail systems, use peohibiced excepe as specified ...... 2.2.0... ccc ccceccccnccceccss sumer 0703 
pepanay eeaaRcatiee.. ..........00.0.0 00. shh SERSNAE a Raees 0+ cond HERAAE pORrednES- ene 0414 
NS Cerne Te Te Teen TPT ET eTe Teer ree re rTrerre 0920 
Foreign nationals: 
crastified maceriel nor eclencable tn, auntlllg?. 0. 8 i SE OER eR 0429 
Rb gee his Pee TESA SU ALA ALTE A EEE ELE ET ETE ELE UTE TA CLs cacik Praca k, 0221 
employment on classified information, polleg si iia acs BST VP. OOF BION. SRR 1508 
(hE MOORPEL EES ET Co eee er er eee reer CSCC OC Cw Eee TCE TEets yee nse 0921 
unauthorized disclosures OP PION i 5 iid. 6 ivi co vecced ec WOES 10s tbls aces 0920 
Visies 20 U.-S., Novy Cpanel O62 Fe 6 Fs OM ieee Ven oTONhds 1413, 1419 
Foreign naval missions, requests for visits to IBS E0GE. LUTE. 10. WEI s oc KAHNE BITE 1410 
MeReaey TbsericteS Tk oon vee ccesvecevene vale SUP ROTM WOE: dn Tad. cilnene 0305 
Forms: 
EN Oe OS grrr errr rrer rere ST ECRnee Crete 0905 
new, requisitioning......... S Mtane Aa eet oan Lem apse rer? rege ert cs<ss a on 
I I 9 0 ko 66 a6 x Sunn aca vasd exces CUsne deer adeatensteanceeen ee 0108 
, ME Seca ccncc eves svanesdes.s Jat ee eetate ts eee eC ASR 0421 
Full field investigation, requirement for filling sensitive € positions DEN edt?” Bippe Cede. 5 
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G 
Graphic arts: 
functions, application of security measures 00... ... 6.6... cee cece eee cee eee ees cn tenes 1202 
industry, responsibility for protection of classified information...................+.++.++ 1203 
Grilles for ground-floor office windows... ..... 2.6.0.6. cece cece e eee ee eee eeeeeeeeeeeeeee 0616 
Ground-floor offices, precautions for protection... ..... 0.0.6.6 6 cece cece eee e ee eeeeeeeeeeee 0616 
Gemma, Seeatley CNG. 66 i eke ccc e ccc cc eves evevevcvevevcvceus Ch. 6, sec. 1, table A 
Guards for shipments of bulky material... ..... 2.6.06. 66sec sce e cece eee een een eeneeeeee 0708 
H 
Handling, definition Of t0fm.......2..200sscccccccccccccccscsscsccceccccssscessccsceuess 0223 
Harboring persons, penalties for.......... 6... 6s cece cece cece eee ee eeeneeenes App. D, sec. 792 
I 
NN MUNIN 3 6545550 b 8 veseccvcceedewasweersececccsecccduSiweaabs sent) candemws 1405 
Immigrant aliens 
LCS rik ake iameth eek aemmendnepesincnsrsese pe os obe sus. 06 ccene tee akan Oman 0224 
Naval Establishment and contractors’ personnel, investigative 
en. . ccssscae Sens aksasess'cssssscctcsstecces cegupseisesnie 1507 
Inactive personnel, unauthorized disclosures to prohibited. ................0-0e50¢0% 0907, 0908 
RI, MIE 5550 50500500505 00sseneccesonscccsensonnscacnenavins agp cacecessnstoces 0421 
Industrial proprietary information 
Si Dbkn aaa ennnh pes so00992099.4944000000,00cpendhdaogces erneqecns apanes 0428 
DINE os on eccccescandeuntawwap thin a0 cones evavies cpascnboseteupestesaesatos 0924 
Information: 
defense, gathering, transmitting, or losing, penalties for................ App. D, sec. 793-794 
eine b SNR AR CANE AAC Od eer eeT swe OTE UN GUST hs éb's SECC we SERS HOR TY 0225 
proprietary, commercial or industrial, marking...............0s0sceceeseseceenesenes 0428 
proprietary, commercial or industrial, policy on release... .... 2.2.26 62 sees eeeseceseeees 0924 
ecb rk 65s) oe Whiner eS56 48 vives Ro kees sv 8neeen-ce vsbeugeienn 0241 
Soman cumapinnm, sitennrinn and maciting,. . . o.oo ss aciicns cacneccccccescsccacercccasecesss 0710 
Interim clearance: 
en OE Rats Fk BIPNORGD, 6: 6:5. 0.0. 0cc0.000ccccccnduvesakoud ev cwesneseedsbecreedes 1503 
Naval Establishment personnel, U. S. citizens, investigative requirements................ 1506 
not granted immigrant aliens in Naval Establishment.............. «26. -seseeeeeeeeees 1507 
Internal Security Act of 1950, sections 4 and 21............:esececececeeeeeeneeneeesens App. H 
International conferences, clearance of mominces for... ..... 1... cece eee eeeenene 1412 
TI soca dvcneceneccdsaccrcussvnsncnscenccogencrcacsoeces 0226 
International traffic in arms, administration by State Department...............--++0+eeeeeeee 0922 
Inventory, semiannual, of AEC Top Secret documents... ...... 2.2.65: 0cscceseeeeceeeeneuee 0612 
lavestigations (see also Personnel investigations): 
loss, compromise, or unauthorized disclosure... ........- 6... cece e cece eee e en eneeee 0801 
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J 
Jettisoning for nae CG II, io. 6. xsu oh4 cn ceonseukeneavacueeven 0624, 0629 
K 
Keys: 
ST ME ci 540 60s sonths 625604 Ogee s eA aenecashe a el te tial 0629 
SI, CONE SUUDUNINE So 6c neve sins civgdevaseseeesveueshoeeeetgatetaeeeeecces ecasins 0605 
L 
Lawyers, defense, civilians, clearance before disclosure t0...... 2... 666. eeeeeseeeececeseeees 0916 
Legislative recommendations, policy on disclosures concerning.............-.+6eeseeeceees 0915 
Lettering, size and color used for marking classification..............0eeeeeeeeeenees 0423, 0427 
Letters of transmittal (see also Mail): 
ONIN «oa 55 0.0 000.00 4 408k eaten s006 0000, qdaeenen camenns <ecsltmunedee Goer harees 0407 
SOGETIOE + o's 00.9.2: o0:0 0 se ncee cn ee Resdwe anes ees. REWREME CC Om Hee werk O46 erencesione blest 0424 
Light-gage sheet-metal containers, valuc.... 1.2.6... ce cess een eeeeeeceenee Ch, 6, sec. 1, table A 
Siseiond nega, daGnicion and sequisements.........scccccssscscserccvccecsosesccdesinne bewes App. J 
Listening devices, inspection of premises for... ......660 cece cere cece ee eeeeeeeeeeeece 0616, 0931 
Lists (see Records) 
Loonl alarm system, information O8........sscscecccccccccnccccccgeveccescageseerien App. I, 6d 
Locks: 
combination, conventional, definition ..........cc cece cecsecccccccvees Ch. 6, sec. 1, table A 
combination, manipulation-proof, definition.............. 6.6... 0eeeees Ch. 6, sec. 1, table A 
protective capabilities of various types......... 66.666 sce e eee e eee ees Ch. 6, sec. 1, table A 
RO CIR, GOR gon oi cence cccaccacescqnsecqagecetadececcesccescceginiean egy shee 0227 
Loss: 
Glociplinary action fa cases Of<....cccoccccvccsccecescccccccccdde HUSRe CN Es ede MEET 0805 
BOPOCTINZ... cece secccrescccccccccesceeeeeseessesereeeerredeeeseeereseeeeeseevees 0801 
M 
Mail (see also Armed Forces Courier Service): 
Ronan POMC OE a iy n 605s THK ia BESTS EN URC UTN TTA a eacrcarecririncacddiveredeteer o711 
Ray 65 85 KUN a s SCR NE8 5 050 ieee eed ee eee ere ewe e eee eseescatteusw ee coneeeIees 0710 
bulky packages, inspection prior to tramsmittal........ 6.6.6. cece eee eee eee eens 0710 
encrypted and clear-text versions of messages not transmitted under same cover.......... 1304 
marking classification on pages of letters... 2.2.6.6... cence eect eee eeeereee 0421 
ee TLL ITLL LILLE ETE EER TEL 0909, 0912 
registered, for transmission of Secret and Confidential within Continental Limits U. S...... . 0702 
system, Canadian, use of excepted for certain classified material..................0+20++ 0703 
system, foreign governments, use prohibited except as specified. ..............-.60e00e: 0703 
nap Bacees connsenlesinn by geektnlee .... 2.025. cece ccccccccccccccsccesencc sede crews 0701 
Manipulation-proof combination locks, definition. ..............00eeeeeeees Ch. 6, sec. 1, table A 
BMamuscripts, marking. ......2.ccccccccccsdssdes TR Itty Trt iL ieite ri. 0421 
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Maps: 
ss on chaps cube y eae sess s ened cewebunedeceas 1106 
PRC odbewessecesenssssecces sesso veces oa0see ANTRSAEU SSD CN Gees erseaheusessOwes 0421 

Se I EID, oon nn cece ane mecccercssccvccnesicscsacesooceses 1108 

Marking: 
Es Sa5nbsbs SAS abs sndeob sok 96 60005 6800 se8 unto csevesseeeseees bes 0426 
classified material received from foreign governments.......... 6... 6 eee eee eee eeeenes 0431 
commercial or industrial proprietary material.......... 2.266600 cece cere eee eeeeeeeeees 0428 
nn Loe ae sek Ss ches eASeebarensectsnenseh eras ena tes 0710 
eR RE re ee ne ee eee 0228 
I eR es ot ea cena whens SSRN Ube ene een eeaeereene 0424 
UIE. aoa ccc ec ccseicccccssescccecccedeccessecsenpececccscocves 0422 
for automatic downgrading..................-- ESS EESCTHRA ECR Sntae ees ca eue ss STAN 0425 
Teer ren teetl Gwe crsrteec este es te esse ak ete ene ee rears th te come ye. 0421 
limitations on reproduction of Top Secret...... 2... 60-6 cece cece eect eee eee ee ee eeenees 0420 
material disseminated outside Executive Branch of the Government..................+: 0433 
material not releasable to foreign nationals............ SOPOT ETC add tew ee daenseeIewIeN 0429 
material releasable to foreign governments............ PEO POP POP eR TS oe 0430 
material to be destroyed first in emergency........... FTIR o ABW OU TET OI .»+ 0629 
Ee 0665.65. 44.6505 6550000020600 0 er cece ee eveRTN PFT SR ETPTTOS. HIN 0427 
Restricted Data transmitted outside Department of Defense POSE DVO FTI 0432 
MED cree ol. Ste Sak saeeséakedas 5 odweds Sb G056<d4de0ess EOE SONEN 0423 
ES fab dd dc clase te cdbebbesd evUe bes ee vn ubee's re Mel -y. Uceee OGRE 

Meetings (see Conferences) 

enn | ESTELLE ELE RTT ELE LLL rE 0421 

Merchandise vaults, definition.......... sds deus sv@ntmabtal joawwweesceee Gh. 6 00m ankle A 

Messages: 
category A, handling...................0055 sadadetaavewetaeere awed rivet B05 
SN Sees ONES Ss acs Cokes esees ees saeSUsswendsearwes peawaeses 1304 
I II FOE 0.6. oc cscs ccdccdcecces sence cns ssbb ORGRb Os cewsions | bERRES 0611 
category B, edited plain-text copies, destruction... ....... 2... 6. e eee cece eee eeeeeeee 1304 
SSIES ESE OTT ECT CECT TEET EEL ETE CL ETE eT asece 0006 
category B, stowage requirements............. ichachvataeenaees ee 
I, Cea RES 66 KEES tin 05d 5 8S FE SC Re 000 i a te eat 0623, 1304 
encrypted and clear-text versions not transmitted under same Cover.........+..+-0+000s 1304 
TEs VS 5st ip oor os crc cescrcs a aa in ah iat tal 0421 
NE ci scesh spp posers SERS Rp Sana sy nih ab Rae Re nd ed hes Keres «acai 1301 

Microfilm, marking. . : sical tay ‘na 0 erick nce ine arn Remtanah s ak ee ihe as tall 0421 

Motion-picture film one Film) 

i i ei sett Bes aalice wih wembben dkms cat alee 0229 

N 

National agency check: 
BONNNG FOE oon cece ccc c cee canes ecceecee soccer se resesencse ss eeeccseseeséesveso 1513 
GUNICOMROMEDS 2). « «0.0. v oncccescccesicesenncescdsseseses venseesecasescscsevevesveetese 1502 

NATO material, Armed Forces Courier Service for certain... .. 2.2... cece cece ce enseneeee 0709 
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Need-to-know, definition of term.............. ; ve0s 6ecscns co dees ies 0230 
Negatives: 
commercial, release of... . clantasiniates ch Wie 044600640046 06 eee 1103 
CRRRROG, GOOTTIINE soo 5 os nce esc ccnnnes. +. cMRGRWRiCMNMs ew itae inmanpls mamelis Gpiawndes 0426 
rolls of, marking.......... Leceeunweaestexe » i, 6 sanenilliesin detevetadiat annie Gti ce . 0421 
Newspapers (see also Public news entii: 
len 28 atetae, DUICIOD 0.0.90 0.9 0066 665 ices cccieenne sun ccb bd ba ccedadds seen che one 1010 
Numbering: 
additional plain-text copies of category B messages ee ee ee ee 1304 
copies of Top Secret documents.............. : es aa : 0420, 0607, 0906 


Numerical evaluation system for stowage: 


I RE CRs oid os WS 500 00-000 00es ee Ch. 6, sec. 1, table A 


Re SE ETR BGs coc evccuscsasssenensooneneeessenes ce nendee ce ehatenes 0602 
table of numerical equivalents ee . 0602; Ch. 6, sec. 1, table A 
O 

Offices, ground-floor, precautions for protection.......... EPI : “py 0616 
Operations unusually sensitive, security measures... : vs 0912 
Original classification authority: 

authority for. <iveS RARER. ; ‘are seneres eweeaee a sae O60! 

CO SEP E TE EEC ET TC TLE ELE oe eee rer rere : ms 0231 
Originator, Ucfinizion. ARS Pr emer ene een | ; : Sree ~oaee ee 
Outer containers, addressing and marking. ce Can es neeee aan hanes : 0710 
Overclassification: 

downgrading and declassifying in cases of. ss winane i oaee eee aaa ied 0413, O414 

ATTORTIED « 0.5 + wibinin ooo ean pom enges cao csevess iad ak cb aak -.+++ 0402, 0403, 0406 

P 

PeCenes, ROURY, MBO CIN. 0 ois sn oa ccc ds sive vase Segases ot ded ae .. 0710 
Pages, printed or longhand, marking... .. lea Seavtne dein ateren matt 0421 
PUNO, DORMRAOE 655s cc cvecccereconsesseevies : cit OGM 
Pay upon restoration to duty after suspension or termination foe security reasons.......... App. G 
Penalties: 

gathering, transmitting, or losing defense information... ... Te . App. D, secs. 793-794 

harboring or concealing persoms...... ©... 6.6. ee eee eens yes Wawel App. D, sec. 792 

unauthorized photographing and sketching defense installations. ....... App. D, secs. 795-796 

unauthorized photographing and sketching vital installations and equipment... ..... . App. E 

unauthorized publication and sale of photographs of defense installations. . .. .. App. D, sec. 797 

violations of Atomic Energy Act of 1954...............- : App. B, Ch. 18 

violations of security regulations and orders... .. ' : App. H, sec. 21 
Personal censorship a fundamental duty......... can cabs cosas 5 an 
Personal responsibility for prevention of access by ensuthorized persons a aia asa 
Personnel clearance (see also Clearance): 

A ah ebcnendnanac cand uncenqeiadse<e i 6a 8a oe a0 c's eee eine iene ——: | 

CIE DIONNE oo a. 50:0 0:0 5:0. 5i4 068 0:84 4 ncn 5605 2 Rs gmyanscenes ques 1303, 1511 
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Personnel — Continued 
EE ee aes Sees 6 Cee o's Wate selee'e epee iW SOURIS MES ET ED CO eE EOD EES 0233, 1503 
granting and recording............6.-sseceseee ence reee ec eeeeee seen cteeereenences .. 1504 
immigrant aliens, investigative requirements........ 0.6.6. ce cece eereeeeneeeeeeeenns 1507 
PROTEOUS, SOCINSTER AOCEPCAMCE PONMICY «6.0 5 6555s oie acces vececccccccvceveee sews eee 1514 
termination, TepOrting...... 22.20. ecce rece cecccr cc esencecerees sedecessesceeresves 1515 
OPED OE. oe ive cscccvsscecrvcvvccccccccvcenseeeevevssesseeeeeserteonsseonrenes 1503 
U. S. citizens, investigative requirements..................-.---- 1506 
Personnel investigations: 
CRM ce eaNe ah ccca eee cee k sas étdaccidnaaddd SESS eee aes App. C, sec. 8 
previous, reciprocal acceptance policy ........ 26... scence eee eee ence eee eneenenes 1514 
reports On, confidential nature... 6.6.66. csc eeeeeeeeenreeeeneseneeeeeeeees App. C, sec. 9 
EES £34565 64 6564s AAS S SAK R Se ee tenon wcerewesebucceescceece Ks Me dRGUEM 1513 
requirements for Government employment............--+++++0eeeeeeeceeeees App. C, sec. 3 
eee ak oc hha ves ss dn V6h09 0 $006 405:045 009 0540609 95 08tR 00 EOA 1501 
security investigations index maintained by CSC.................. “ App. C, sec. 9 
CPEB OF... sr cesercccccccccccccscssncsssssseces py a aks apeneaee nee Kees? -» 1502 
Parapiarasing category B amicendges......... 2... cece cece ccc c ec ccccesssereseeses 1304 
Photographs (see also Film; Negatives; Pictures): 
RINNE OD INO oo no 555+ ssn in cnceine ss Sevbewinscececcececeuneseosecgees 1104 
EE EE TP OeTe ETT ET EET TL Eee 1106 
aerial, unauthorized, use of aircraft prohibited for making.......... App. D, sec. 796 
by commercial photographers, submission for review........... anne ss pees eee ene 1103 
by naval personnel and contractors, authorization required......... 5 oi5 Sian 1102 
RINE CE PORTE, BOF... 5 on 5 oo cine cee cnccecscecccncseesces Sie moe, aan 1101 
defense installations, permission required for..............-600 ees eeeeeees App. D, sec. 795 


defense installations, unauthorized publication and sale prohibited. $e 


App. D, sec. 797 


Marine Corps comtrol OF .........0scccessccccscsccesccccscvscceess inten swans . 1108 

vital military and naval installations and equipment, authorization required............ App. E 
Phosomaps, marking... ......2.-0+cesssscsccsesssees a aa a a ina a a Seca 0421 
Physical security protection for conference quarters..... (3as 2 Ane ene*Eiethan arian te 0616, 0931 
ES STE TOS TPCT TTT EET TORTOISE TTT Terre re 1109 
Plates: 

ee EL LEE EELEEEOLELLAL LEE LERE LEE 0614 

Sepa, mmnarbchang .. wn wan oo ooo oo no Se HST 5 hSs CETL EES epieesic one cess vewsesnes Sacieense 0426 
Post-card receipt forms, use..........6- 06 -cc cece eee e een eeeeeneeeenenennnnsereeneseeees 0712 
Pouches (see Diplomatic pouch) 
Premises, inspection for listening devices... ..... 6.2. ccec cece sseneresesseceseeesecscees 0616 
Press (see Public news media) 
Printing: 

facilities approved for............ UeSEeeaaNsesetespe esos 4 1204 

industrial, security............ PERee AREA PETE MOR CEL hae eeRae seer ses sn ele haat tes 1203 

responsibility for............... ; eeeNt tse waecs sears bees eeese ee aeeas 1201 

security application....... siescadiouevccedessncecessdeQeeuVend Ue vuuess sWeueaes ceee 1202 
Priority for emergency deserection. : EGESUER CeO N AeA ede OIAAe Shows rradows Cosa 0628 
Prisoners of war, instructions for... . 2.2... ccc cece ccc cc ccc cceccccecesvesesensvereece 0913 
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NIG Gr OW GUUUID Se seve cccencecesecendacncencneccenessceceses ss CUED App. A 
SE, SEINE, GNI, 65 i iii cic cicicics i doese Ri Jas i een 0426 
Proprietary information: 
marking............ scscdddapdcgecdecdsedsebeveblaeeevaees Seer es whee Py ct wee 0428 
I IE a noc cc swaps. acces ccseceseceabtsceweesyenres Pesce eee cE Re eee E Soe eeEIS 0924 
Public news media: 
ee eernee Ole PANNE OR)... ss ssa nod acecckbeananaccaretereatanntes 1002 
Se Ce COM soc neces eebarsercecesdeeee vt asuta rons at emanetee 1007 
nnn nn nn cc ce cals caaeGaccehnaecnts comeen wlcertntaretnaerennta 1005 
a rere rreirrr cred i” 1003 
joint imeesest information, policy om release 00... ... 62.22. ccccccccccccccccccevecceseces 1004 
photographs by representatives Of, reVicW... 6... c cece eee e eee e eee e een eeeeneeencues 1103 
responsibility for release to... .. a ee 1001 
Restricted Data prohiibsited 10....... 0... cveccssscccccccccccccccccccccesces see eile tiene 1006 
Publications (see also Registered publications): 
planning, preparation, printing, reproduction, and distribution, cesponsibility for... .... . 1201 
Pulping method for destruction of classified material... . 0.0... 6.6 sseseeeeeeeeeeeeeeneeeeens 0623 
Q 
IRs 6 4.6 509.5:55 09 £5.50 FEE aS ERLE TAR TIER CRERE RARE AD Oe ROKER P AS PRR DOS 0903, 1512 
R 
Radio (see Public news media) 
Receipts: 
NE TF Ins fi asec cies iacccawesccwsnccasesnns oso sa aca aw eae ieee 0611 
category B messages, additional plain-text copies... .... 2... 2. cece cece e eect e eee eeeees 1304 
eo a ae hes aan otc Cilia Cea eles eee eee ee ae ree 0712 
pubbicstinns Gletrivased Ghraagh RPG... «o.oo. scons cesses avec ccsesassevesessuscsces 0712 
registered mail transmitted between U. S. and certain Canadian Government 
ay AS, Eo a en ae Oe ee Ee re ee ee en Pee 0703 
Secret material.......... soe Wk it tn a Gd, ail aR a a ii hc ar oa ea 0608, 0712 
Tee SOceee MUROCTIDE occ cc cece cers enecsccccncccncccscevecesessesecessoos 0607, 0712 
I CI DOO ok. 5k.dn s cdcecdcaweasendaccedba ccesthoeehucenun atte 0420 
Se PENI WII dawice sv cccccsssecddevencccdsdsocucceseseatesqgeeons ta gwanee 0614 
Reclassification (see also Downgrading): 
ANG, G'S 0 OCS Son. OR WERS oes 1d oO SEN EAPO gba Lie CGUN See sagen nts cen sont 0234 
NT ao 5 0 05 550 5c CROW gipn ts UE Rs SV MEUNS Conn raiers cow nesveosniscceeteneesed 0426 
a Ei 5.5 5-54 a EETRINAE TUT WOR INVERT ccc cceracecoreeccs OOO 0415 
SOCIPIONE WO COGUSEE. . 002. ccc ccccccc ccc crer ee ee seers secsee see sees eee eeeEHUEbCdeees 0416 
training film............. od aWe'e'e'ee'e’vnd se COOUR COPS eee mc ST SE ode Vee BEECHER tthe 0419 
upgrading, definition......... PEs a Ses CPU SU OT RUE R ede e tecccececscesntercepe baat 0245 
IG CUES 6S 0.0.6.6 0 sick ks dc ciwcencknscied cc sccncne secs concen ss ss mee 0421 
Records: 
Cees OF CIS oo Ss obec eos ow SOUNSCRC UG FORTIS NTS oc US ete ws ees 1504 
classified material carried by individuals traveling... ...... 2... . 266 cece cece ence ee eeees 0705 
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Records — Continued 


combinations of safes and vaults, maintenance... ....... 2... 6c ce cece ecw ec eeeeeece 0605 
I DUIIID 5 5 056005 diese W ieee i ieecieracecavecsosssscanbeonasaaben - 0916 
ee IT ORES SS SS ic wcc crise scieccccccccccssccecessoonseae 0905 
SNR EE DORTUNRD Dam Beenes, 265 ooo ssc ccc sccccccccccneccnccgeshion sees 0905 
location of classified material, etc., for emergency destruction.................++5 0627, 0629 
Ce CU lca ee knusewaehee tee sss 64s ua henades acai netenderhartamena 0917 
NG eeh UCC OE RUN 55602 000s sss shape eeniensene cast snenmnsanne 1405 
I, CUE MINS ov sins ne scs0nsewnwesiicwemhise0*<peegeeseuvmenas 0618 
NTE ee se ne eet ch wis kd ON SAN RARE AeSe Aha meee an the 0406, 0411 
Registered mail (see Mail) 
Registered material: 
SEpRG ARR, SODAS. « «0.20 o0icc cc ccccccecccsecenecccescnsenit’s Dei es ole Vou edeeuee 0603 
IN aay Knkwkawee denis d eV wewserccnccncess ose cctth benntiniomer creas bageinge 0707 
Registered publications: 
STS PEL SLC LEELEIE cd EAE CED EE ELEY CR ER TEER ee ee 0610 
eee enese Gousior Service G00 oa: 6+ 0 0:6 SOOPUUS s CUTE 6 FP BUGIS Tins 0s Saad EwTs G 0709 
ESE ip Sno 685 Ola 9. 05565.05-60664555006005% 00500550000 0623, 0626 
SURG MAINO, 055 a 6.0 snwin Siwsnseeeh Fos se ccccccesccces Dea bie exch eeiwa onan 0628 
loss, compromise, or unauthorized disclosure, reporting...... . reer aA ne 
PR CRIL RSG eh Rhy cudilidewe's Ses CL S6 60656656 6506.55.06044005 0000000 ces e es ERRUA 0421 
preparation, printing, and reproduction................... Sieabem OCA badass akehe cake 1204 
Regrading (see Reclassification) 
Release (see Separation) 
Relief officers, traneber of classified material to. .............2cccccccccccccccccecsecs sees 0620 
INI RNOND 5 connice das dcinpand an scccccssveses cieaaeae as .Ch. 6, sec. 1, table A 
Reports: 
es em UUNINNN, WRCURRUECIGR 8. ccc ccccctrcvccssesieseococs 0414 
loss, compromise, or unauthorized disclosure... ....... 2... 6c eee eee ee eee enaeees 0801 
personnel investigation, confidential mature............ alts ws baste .. App. C, sec. 9 
CL. 506 Seneca eees UCC Nececcsvssccctcsetancreseens pesencs wou” Ge 
en ian Se che ban Keres ev esnneeesseterdvenvateqerse see sh 1515 
visitors expressing undue interest in classified information...... 1406 
Reproductions (see also Printing): 
na CCR nse ORANG SSN Be RRS Ren een Ne espe nl eee 0421 
IE I Is is oi ois 5.0.0.0 000000 siren a i ce il A acl scsreNmncans Se 
IND 55556 son dS Sacks avcevec vedere steoteenns Lehane 0420 
CES kivincceascasechonisebsanoeecesssccavecssenecs App. A 
Reserve personnel: 
inactive, unauthorized disclosure to prohibited... ....... 2.22... 2c cece cece eee eeeeeees 0907 
on active training duty, access permitted if cleared................065-0005: sinha ata 0908 
Restricted Data: 
GT 25 80h a ks Vicks ewer werwoorwse Piardenseneeseessseb¥sr ..+. 0305; App. B, Ch. 2 
i hi ed eee deee be dbbe be de Uae e ebes 6046 bdE ce ES 0903; App. B, Ch. 12 
dissemination to inactive reservists prohibited. ........... 20-26. cece cece eeeeeeeeeeene 0908 
loss, compromise, or unauthorized disclosure, reporting ......-. 2... -6. 2c cece ee eeeees 0801 
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Restricted Data — Continued 
ebeahinn clesslGeatlet. 6. ves ec eure ceca ccsrscedeseserisetssccwssssess dh NOISE 0427 
ns CORN Oe 6 FF ts cia ccc ce rrercrrvsdereyveiveweeeuieseeee see @OwMeIetde be 0710 
porocmmel Chepramces F608) e secs ccc e sc ccccec ce Rabe MCUs Seas U3 wide ee sdas 1512 
preparation, printing, and reproduction... ..........6.0cceceeeeseeeeseseeneeeeeetues 1204 
selesen 0b public prattiblead «.... «6:0. cvrsesveveesssveceseoescecesescses eves ee BCNe 1006 
DDWAGC eiedic vcs ccscreccessscesecescseccccccccceccccesccvrce setts debels sdeeweeee™ 0604 
Top Secret, originated by Atomic Energy Commission, accounting for.................. 0612 
CAMO 050.605 ieee cece VereusersvorescorvcoreerrvererrrreedttRURadUaCUneVaaN 0706 
transmitted outside Department of Defense, marking... .............600ceeeeeeeneeeees 0432 
melomGen dineneninntion, penalties Gee... 6:50:00 0csccccewresiciscoowamsaseewnens App. B, Ch. 18 
Retired personnel, unauthorized disclosure to prohibited... ......... 66.6. c ccc ee eee ceeeeee 0907 
Reverse sides of pages, marking... 2.06 .sscrcccccccsscccvesees Jesseue eotows valegioa 0421 
Rooms: 
ET RNRIDE NONOS f 3 N54 05 ci cccceccecsnceveneranesemseen Ch. 6, sec. 1, table A 
IIIT, SEIN 650.0:5 0.2 ccrmmnee mo vermre wage eaeremmes waned Ch. 6, sec. 1, table A 
A, Ris teen gh RETR né pecan csegsggateetinarncccoagaetenquoeceed ard) 0614 
vacated during working hours, stowage of classified material..................... -+.. 0614 
S 
OEE, ME. sca v ett ctoncepscceparstncesePepatanren eter enartinertt ae . 0802 
Safes (see also Combination locks; Combinations; Stowage containers): 
Sens GION, THINS. 65a ons od mae eeewed RENEE 059006008 8 tees Ch. 6, sec. 1, table A 
Ss RG Ric daisies tn vemeits isc cctsaxsrrsredavebvcrencana Ch. 6, sec. 1, table A 
pieeh, Se, GUO «dies cared cits + 0 chk Keangcnierasranne Ch. 6, sec. 1, table A 
Sale: 
classified documents, prohibition.............. PETTERS TPS IEEE RR EE PRR ene 1205 
photographs of defense installations, prohibition....... a> ** beeen ... App. D, sec. 797 
ee ee ee Se CES SS ravcuy ss ye cnhce ces sv eveahnadessedenseweeeen 0616 
Secret: 
accounting for........... iSO CEE EN EESAERRES O8GE RIESE ree 06 oG0 0 60kee pee eeee 0608 
ras <p vi 250445045 04008 a pee bee eae anes ehaeodmeate 0401 
I, SN sii: a 5 5 ¥dn Oe h 6s Was Sha ania Sa$ak ge acnaet ee. 6a aA 0708 
ae IN Bei a5 ngs Vin o0e 4s <peene edie bn bone dhee Renthe hih5 550-8 ee 0625 
classification denotes vital military and naval installations and equipment.............. App. E 
clearance, U. S. citizens, investigative requirements. ............66-2 eee cee eee sees enees 1506 
communication material, emergency destruction priority ............60.eeeceeeeeeeeees 0628 
CNY OO OD 6665.0 os ioc 655000 0ceee cd0s OUP ES IEUSU NIUE LEC DRIG ON GA 0303 
OEGETION s . . SOFIE. DET IS s Seas boat cotdwllenad Jesse > Dine Higa eer beh 0623 
dissemination to Reserve personnel for training, policy on............-6..0eeeeeeeeeee 0908 
RE ON RANI os vce viccccwadexcasenunnesvesiee gcse sensenscdQepeeQheba 0423 
preparation, printing, and reproduction. ...........cccccccccccccccess salle oUeiwaleiseienes 1204 
stowage requirements evaluation graph... .... 2... . 6. eee cece e ween Ch, 6, sec. 1, table B 
transmission within Continental Limits U. S..... 2... 6. 6.6. ee eee eee ence en eens 0702 
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Security (see also Communication security): 
Mppbicatiam OF ..6:..00000sccrccscccccsesevesscceresessserssesercsssceesevetoinss ovies 0103 
I a i ewer ei yans eo SD CebedaeiED aniel App. J 
checks at close of each working day................. pis p.03,0 20d ene tonenes eee 
NE NO: ING aiid in.n.c.ne.0 6 000 06 00 2 KMGEMEMI NOS BRO 0 VieEebMD daravens 0105 
i ith a amas nk beiepnens saepanndan,«iaeieMawey picked <> Gees 0237 
ETE ee ee errr ee 0104 
instructions, issuance to meet local situations... ...... 6... eee cece ee eee eee eeeee 0107 
PROSERNIOTIOM, BORON... ncn ccincnnsccescrcresssccsoesccepoesseevecreser craves einen 0107 
measures required for various types of security areas... ... 6.66.66 cece cece eee eee eee App. J 
Ea cmcesiaacacis mh asuinesssdis.sn0 eRe CCRTEND sibemedcameyadh-psiaeh 0102 
penalties for violations of regulations... ........ 2... 6662 see cece eee eens . App. H, sec. 21 
principle, circulation control.................. Wer Tritt ee 0106 
requirements for Government employment....... loa sewe ana ree eee App. C 
responsibility for.............. DtGeeSaseusenseese> eth ipeteceeop es On oe ees 
unusually sensitive operations............... Kane Soke teu Rea iains Rie enes sue eines 0912 
Security classification (see Classification) 
Security clearance (see Clearance; Personnel clearance) 
Sensitive operations requiring extraordinary security measures................ sow OAR 
Sensitive positions, designation and filling......... ERenham wena Sohn App. C, sec. 3 
Separation: 
action to be taken upon.. + paint b8 eas . 0619, 0909 
changing safe and vault combinations after. oe : <iaeee ae 
in the interests of national defense............. fre err ener re App. C, sec. 6; App. G 
Sheet-metal containers, light-gage, value............... sesseesseees Ch. 6, sect 1, table A 
ST gg rr ey eee errr rere re errr rere Pere eee 0708 
Ships: 
collisions, surveys prohibited in certain cases.......... 0.6.0. 02 cece eeees ieavecese ee 
Mew construction, ViSitS T0..............--6--- inbséeeesdeneneute ' pep aeden ne 1411 
security during visits..................+55. aah en a ae aN GRTaneanascees 1409, 1410 
i ses acss hs cieh epee hse eto pebaeds.oe sake v2 ss ose08 6 Cee Us bs 1410 
Short title: 
ECC SHhY ey ta sect ere se cs cess ss wr i pots .. O411 
I bis Ais eVRBTEMEN on scs eds scosees ce en ea eee cc ora Tee 0238 
Shrubbery outside ground-floor offices, trimming....................+++++: eve 
Single classification for each document.............. 660. ceceec ee eeeeees ee eens, 
Size of lettering used for classification marking... Pars tase aise tinea . 0423, 0427 
Sketches 
ESS So o.oo sss vc 00 6.5.05 SIRT RG ESKER eI ENS Caw ENED 0 sa edblis ian ss riweNees 1109 
defense installations, permission required for............ 2... .000e0seceeeee App. D, sec. 795 
vital military and naval installations and equipment, authorization required.......... App. E 
NE ARE, MINI... 0.0.0. t0is bag 6 GE Bais Awd aT AwNS CORBET 64 cinar ee eed 0421 
Spaces (see Areas) 
I UIE 3 0.5.0.0 0:50 os'n 559.005 0cccs oS OCRNN MGM EME Kents ceeneecqee 0422 
ONE, MOB inc oa nan aside teens 000 02cSRess GEEWKES SS MER RENI HES Ue 19S TER 0429 
Speeches, classified information not to be included in........ 2.6... e cece cece eee eeeenees 1009 
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Sponsorship: 
er ee 0239 
Navy, of conferences and moatings. . . . 00is!666 6600 S8 esse seeds bis ceWine We ce NEE ES 0929, 0932 
standard Soeme required, requisitioning... .... 0006000000001 sbbidews WW eee dsesee kas ES 0108 
Steel filing cabinets; 
DOE. GONER. 6.66 0wic 6c cdd0 04 2kb00000 ens eee ennneth OO Ch. 6, sec. 1, table A 
A TTT Cre er TTT eT ee re re Ch. 6, sec. 1, table A 
Steel safes: 
NON io 56 cos es ONS KD TS KUCH KORRKE HOST OTENN ES ONENESS WOES Ch. 6, sec. 1, table A 
EE, SEMIN. 6 65.55 i ences cceacase ss vee ds bee cebeus cone Ch. 6, sec. 1, table A 
Se SIN Ge NINE gS 5 oo. c:5.c'> wv0-0.0 6.0.00 dud ail 50-60 5-0-6 y uu's's oer dea ee teed bee 0614 
Stenographic notes, classification or destruction... ........ 6.6.66 e cece eee eee 0420, 0614, 0615 
Sy eh, GE CRIURON GOCUMIIING, MARI ooo oie ce ec ivcsscdcosesepenscessaaye 0426 
Stowage: 
ge RR er err re 0417 
Siti ariesaes asics sas SUMS Che ake ES RATER AMEN EE Wah Ae< cone 5G ee Oe ae ae eee 0240 
Gambia Tce RIGSMAD GE CUNGE GUNOE ENGIN... ooo cece neccececcceseustcerseecasces 0617 
rE ay We EE WIDER ccc ccc cccscvcavecsuqactcovssscsgecasesades 0614 
iaopectina at close of each working Gay oo... 5c cece ccc cccccccnccccctoces 0615 
ee ONT CNV e cess syotcacs sostu dhe veckcvceerbeaceeanascnee 0602 
publications on board ships, accessibility for destruction... .............6.0-0ceeeeeeees 0629 
GOGUNTOMIOMED 6 6 5c is este csccccscccccereeccccesccecccccccebeueeecsccessecouccess 0601 
soquirements evaluation graph... ii... c ccc cc cc cc cccececscccccecccces Ch. 6, sec. 1, table B 
Stowage containers (see also names of specific types; Safes, Vaults, etc.) 
changing and recording keys and combinations... .............0.0eescceeceeeceeeenees 0605 
closed or open, value of control of personnel access to................ Ch. 6, sec. 1, table A 
found open, action to be colepm tm case O68 i550). i osiic eet cce cde cesuccccccccvecsueted’ 0606 
person responsible for, identity readily available. ....... 2... 6.66 e cece eee eee eee eeees 0615 
WEE OE WOGIIIE COO oo 50.00 05050000000 cc sede cee UMC (SURES GON He Ch. 6, sec. 1, table A 
De ST 5 Mi 5 56 06s Sass 6a Naess ences esha eee see sie nemmesperennvane. 0802 
Surrounding areas separately protected, value...........--. 00sec cece eeeees Ch. 6, sec. 1, table A 
Surveys of ships’ collisions, prohibition in certain cases... ... 0.6... 666 ee cece eee eee eeeees 0919 
Suspension of Government employees in the interests of national 
ne pA SACLOERE cE ER PORE ee CREE EN EU TEE TEE ET App. C, sec. 6; App. G 
Symposia (see Conferences) 
x 
Tables: 
evaluation graph, minimum levels of required stowage 
ORION, SLC sees e chee cate HERR POPE CGR Ei eciecieccess 0602; Ch. 6, sec. 1, table B 
numerical equivalents for stowage protection..............60.00ceeeeee Ch. 6, sec. 1, table A 
requirements for processing visitors who will have access.............. Ch. 14, sec. 3, table C 
Tampering: 
eee any SUNN VOI OES 5 Soa Neca cess Sesstucwnecceececesnssouneg 0803 
from: outside ground-floor offices, prevention...) 0.0... cece tect cece cs cscccececcee 0616 
We, CE, CUNEEG US ooutc eur ccarrecdatocer tei ctcececcereerenecneresicces 0421 
INDEX-19 
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Technical equipment, downgrading.................. ; ; sowie ey cape eee 0418 
I a sa on. sessions nice sini vera ms we 0241 
Telephone discussion of classified information prohibited.................-.... 0614, 0909, 0910 
Television (see Public news media) 
Testimony before congressional committees... _........-...-. asoee coves ees emmmmmdenpmalel Qi 
Title or subject, classification of.......... Leeeowesewewe ees eeb ese SECT. Jrabeetenia 0409 
TER: 055.6. 5. 5 0.0.0000:0000:000 Kine Week wh whe Ei SEWER a OES eRe 0421 
Top Secret: 
TE Ach orks take onc.ce 409 pApe cies -enine's Saas eae wale ie weak a ele atieae teed 0607 
Armed Forces Courier Service for................ Sean he at aes oe ... 0709 
ES EEL LE EET ETT TE ia Raa ara cae or ear a a 0401 
nN, MRRRROIROD. OE GMOROOIR ooo sos os wasn on soinrinn santo tasenesacenvemead 0708 
certificates of destruction for.................. eet nawks kw eeu K Kae .. 0625 
classification denotes vital military and naval instalinnions ons OUMIONE, «oo sss 55d sis App. E 
clearance, U. S. citizens, investigative requirements........ 2... 6. eee eee cee eee eeee 1506 
communication material, emergency destruction priority.......... eal ten athe lak ae alacall 0628 
controls for........ eit TCS OEL LORUOUS S66 ankd ots 0t8i nad aakenks Bae dede 48 Ankod 0905 
ne MORNNUN: UNGAR. Pics 6h 50s gp Mew a baecae iind us aan5< 00s peheons 0906 
ORE BOB 65 66.6 6 NS ew sinc cess rere LET ee ee ee ee ee 0302 
I a del a aa er el 0623 
dissemination to Reserve personnel for training, policy on.... ce ana hes a acer la 0908 
lettering used for marking................-.--. 5 ine 4: 46 alee deena tnids wenaaainin ts 0423 
SERPAMIOG, DEMIR, GUE NORRBTER 2. 9:0:0:<:0 06 6100.4. s eR ERind (rie owns se weweewed . 1204 
RERIIRN COG SOOT a5 9. a.5,40.9;6,40.0.0.0.0, 0. aw ba KEK OE WHE Cmaens soebscens .. 0420 
releasable to foreign governments, marking... ......... 66 -6e eee e cece eee eee ee eeeces 0430 
Restricted Data originated by Atomic Energy Commission, accounting for.............. 0612 
stowage requirements evaluation graph.............--..0 ee eee e eee eeees Ch. 6, sec. 1, table B 
transmission within Continental Limits U.S......... 2.0... eee yu ween 


Top Secret control officer: 


ee ES Tee : (i> eens shah at ne eebdithtans «aan bites : . 0503 
RaW s ba0.0es besos tated it be ead ake ot Kaas insas enn ene en cre cecie.Oe 
BORE, BIOTIIMS,0o.. c sc ccccscees ; ; Bee 5 eee 
Traffic, international, in arms, simlainmnion by Seate Depeneene. 50's ohgenennei a dent W igs 06) 0922 
Training, foreign nationals.................+.. adie wihise ewes seus .-. 0921 


Training film: 


ere eee Piss sadhinen VaR is ons muwseons os seve chi 
defense classification, procedure for cheagiag eae Was wnat a spessueiia ss see keen 0419 
Transmission, definition........ aiid aii mordehiataeca hel ice wae aii Ina Miadais woke ee ear ... 0243 


Transmittal letters: 


NS SED coos 6 'a.0.0,0,0,0,0,0,0, lls OOM MAW: KMlnw cde Cael Y <AGerkeessG. bo) 08RSCERSSS 0407 
ae ceca CeCe as Pcdben den sh Ae keuw ASN dd SON Get eeee es Khe hese «ae 0424 
Transportation, commercial, of bulky enna. + 650\6 55a eeeedines manlennhes ciesaediins 0708 
Travel, protection of classified material duion... oo ansienevese + oepine eed imnenye esis eseeege 0705 
Zeeeee, peevention of uneuthorined Gieclooures Of... .........00000: 0c evensursecveccweesees 0916 
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Unauthorized disclosure: 


Geeney action incase of 5... 22ST Ie. STEERS SP as TES P08 ae 0805 
CUNT oo 50 's'0 6 aos ons 0 0500 b0h0 be bbh ce cee cic ned en cowess doveceeesiseresesese 0801 
Unauthorized persons: 
GOIOEE ooo s vec ccc cccsccuccveddecceeoesccesceederseeneneeeesevstendin 0213; App. F 
oral discussions with prohibited. ..........ccccccccccccnccsccccccescsscosecesesesess 0909 
Unbound documents: 
CN icc cv ck ch 060 ose cb usCaees 5s obs pe meee dans Cheats cans sehen eens 0244 
SaTAed, MOTKIAR,. . .. 22... nc cccisitanvesencnncegiaceceossecsearseerecnenrncpsrenne 0426 
CPGONEING, GUMAIOR,. . 0... 5. este c ccc cn eens oneonens testnasboRarsasetaneaecaussitg 0245 
Vv 
Vaults (see also Stowage containers): 
ee nce admis eb SARE SHEEN EERE OE EMER TEES Ch. 6, sec. 1, table A 
I Ss ncciea Vien 14> 266000402 45 26ns geese Gneeea semana tas Ch. 6, sec. 1, table A 
i os cn eae witaw a ene Sakae CER SaR eee Aen eeus Ch. 6, sec. 1, table A 
REN, CNR 5.0 lo si0e nici chen dcneenn ns Oop enews ans eie agi Ch. 6, sec. 1, table A 
Violations: 
Gomeninass Comad Gpee, acti COlOe ..« ...0.0 08:06 65:60 66:40 Sada 5d ce esnceweswceecs civic wei 0606 
Goecigliaany action tn canes OF. iio oisi ns. ceeidse checks wcdhs ewbsbbeens eile cecesweds 0805 
not resulting in loss, compromise, or unauthorized disclosure, handling................ 0804 
FOPOKTUMB. 0. csc ccc c es ce cc ccec ec scceeseeee esses eeeseeereeeseseresseneess 0801-0803 
security regulations, penalties for........ 0.6... c eee cece eee e eee eeeeeees App. H, sec. 21 
Visitors: 
access, information sequired foe... ......0cccccscsevccesccceessences chs ap eget. oy sae areca 
ROCNNG, ANGCROTRTION GT GORGE. «o.oo ei ccc cwceeccccwecdenccseestucsesvotncvesesees 1414 
COORIOUNER, 2. cece ence rcccccc eres et ecerseceeeesesesererecereeseeeseesesseoerese . 1403 
I tie ia oa i ieee eee dee bed ileal Ch. 14, sec. 3 
CORRNSNS Wine aecees te MNRNNNN se os 6 555 cee kde e es cecsecetnesecoscsanscereesoes 1414 
Rios: c 05 einescs cee ie kee Ga nw ak leccads (ARON NTRS Wes OxU be weawenem Kees 1402 
SI Git GUI OS 6a 5 65.65 0.00 ON eke PR sh De Wecendenss teieeseuns vadans 1417 
oo 3 soa Fav ae Choa PERT A US KO RD EEA SNES URAOS eR MeNeR deeb oes 1405, 1407, 1408 
foreign nationals, Navy sponsorship. .........cccscccccreccevccccoseseceusecen 1413, 1419 
GORGE WII. 6 vc ccc cccvenveesetecrscesececscescouccessccsvesedeeesueseeeees 1409 
RE rs CRGlsc scan stadens th AS TGIeas Cries u Ec Chass chee eNuev aes remaneaetnNs 1416 
photographic equipment prohibited unless authorized. ......... 2.0... 626 eee eee eens 1101 
SOORPUIOM BOOM. ooo oc cc cc cccccenerececsccesncevecseeerenaserescvenescssceserouses 0614 
is cece hi chins vis & MAE + ORDA ASS SERENA CRS e* SKA ae seein eh ee een 1405 
GUPGERS GR COMTMB . «ooo c sivicwcccsinccccceserccncecensecccccesecsouncerersonscasose 1406 
responsibility for security control of... ........ 6... 6 eee eee ence eens 1401, 1404 
SE ETNIES pv cccscccccsactsdceecenascesesnerecstecsesneenevens 1409, 1410 
ee Tee 1410 
Ce NE COMMUNI. ooo oon sc i cece vecccsccccersenscesecsesocceevercsasveesed 1411 
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Visitors — Continued 


to foreign countries, Navy sponsorship......... ebro wees » «+1412, 1418 

ee NS Fo OSs FU SS i ne eve ees ce. pavee oh Se Ch. 14, sec. 2 
Vital military and naval installations and equipment, definition.................+++++ App. E, 1-3 

W 

NN: CURNNNEIINND GID 5 oss o'5'5. 6's 56 6049604 00ds oe sedge sep nsens ged cosnnercevenens 0913 
ERE adh SAS AR ARs a a ne PE ATS Tipe paekncd uaaiay 0623 
Wastebaskets, stowage or destruction of contents... ..............ccccscccccccccesessccces 0615 
Weight of stowage containers, security valuc................. 6 cece ee eees . Ch. 6, sec. 1, table A 
Wire circuits approved for transmission of Secret and Confidential.................6.000005 0911 
Witnesses for destruction of classified material........ 2... 2... eees 0623, 1304 
capes cteseeseces a eoreateacee ~sseee Ch. 6, sec. 1, table A 
I, RUE GE. ccc ccccccnesccceccbevescccecs Os FEN Cob Gon 6 ara cao eamlakd 0616 
Worksheets, classification or destruction........ 2... 6.66.66. ce eee ... 0401, 0420, 0614, 0615 
Wrappings for transmission, sealing and marking............. Pox sons rr 0710 
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DEPARTMENT OF THE NAVY, 
OFFICE OF THE CHIEF OF CIVIL ENGINEERS, 
BUREAU OF YARDS AND Docks, 
Washington 25, D. C., March 27, 1957. 

BUDOCKS 5510.1B. 
A-350/REN: nl. 
BUDOCKS Instruction 5510.1B. 
From: Chief of Civil Engineers. 
To: All Bureau Personnel. 
Subj. : Procedures for the Handling and Control of Classified Matter. 
Encl.: (1) Guide for the Handling and Control of Classified Matter. (2 Classi- 

fied Material Control Record (OPNAV Form 5511-23 (12-56)). 


1. Purpose.—This Instruction sets forth a uniform system for the handling 
and control of classified matter within this Bureau. 

2. Cancellation.—BUDOCKS Instruction 5510.1A of 20 December 1956 (Prep- 
aration and Handling of Classified Matter) is hereby canceled. 

8. Background.—OPNAV Instruction 510.49 of 3 August 1956 recommended 
that an Instruction be prepared to augment the instructions contained in the 
U. S. Navy Security Manual for Classified Matter, OPNAV Instruction 5510.14. 
Accordingly, this Instruction has been prepared to provide for common inter- 
pretation within the Bureau of the requirements of the Security Manual. The 
Security Manual is in no way superseded by the uniform system for control of 
classified matter contained in Enclosure (1). 

4. Action.—Addresses shall comply with the procedures set forth in Enclo- 
sure (1). 

5. Forms.—Forms prescribed in Enclosure (1) may be obtained from Security 
Branch, Code A-350B except NAVGEN Form 1016, which can be ordered from 
the Supply Issue, Code A-331.1A. However, OPNAV Form 5511-23, “Classified 
Material Control Record’; OPNAV Form 5511-24 “Classified Material In- 
ventory-Locator Record”; OPNAV Form 5511-22 “Downgrading Inquiry” are 
proposed forms on a trial basis. These forms will be available in single sheets 
only and not in carbon inter-leaved sets and only one color (white) for all 
classifications for this period. 

N. M. MARTINSEN, 
Acting Assistant Chief for Administration and Comptroller. 


Distribution: 
BuDocks Internal List V. 
{Enclosure (1)] 


BUREAU OF YARDS AND DOCKS 


BUDOCKSINST 5510.1B. 
27 March 1957. 


SECTION A. ORGANIZATION AND RESPONSIBILITY 


Each person who handles classified matter is ultimately responsible for safe- 
guarding it. In addition to this general responsibility, each office shall estab- 
lish organizational responsibilities for the control of classified matter. These 
responsibilities shall be assigned in writing and the extent of delegation, if any, 
is authorized. 

BUREAU CHIEF 


Overall control responsibility for classified material within this Bureau rests 
with its Chief. 
CLASSIFIED MATERIAL CONTROL OFFICER 


Within this Bureau the Classified Material Control Officer is designated to 
assist the Chief in carrying out his control responsibility. In this Bureau he 
will be assisted by a Top Secret Control Officer and a control unit to handle 
Secret and Confidential material. 

The Classified Material Control Officer coordinates the total control program 
for the Bureau. 

TOP SECRET CONTROL OFFICER 


The Top Secret Control Officer is responsible for control of Top Secret ma- 
terial originated or received by the Bureau. The importance of maintaining the 
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security of this material necessitates the highest degree of care in its control and 
custody. 
SECRET AND CONFIDENTIAL CONTROL CENTER 


This Bureau has established a control unit for Secret and Confidential ma- 
terial. Commonly known as the Classified Files, this unit is referred to in this 
Instruction as the Secret and Confidential Control Center or, more simply, as 
the Control Center. 

SECONDARY CONTROL POINTS 


Each group shall establish a Control Unit. Termed Secondary Control Points 
in this Instruction, these intermediate control units shall maintain control 
over classified material within their jurisdiction. The following Secondary 
Control Points are hereby established: A-100M, R-100M, D—-100M, C-—100M, 
M-100M, 308 and 208, 

Top Secret material is handled only by the Top Secret Control Officer or his 
immediate assistant and the person or persons directly concerned with the 
material. 

SECTION B. CLASSIFYING 


The initial stage, the creation of the classified document, is of utmost impor- 
tance in the process of handling and controlling classified material. To create 
classified documents unnecessarily, to overclassify or to underclassify, in each 
case will endanger the effectiveness of the total control program. The “who,” 
“where,” “what,” “when,” and “how” of assigning proper security classifications 
are, therefore, important aspects of the control] system for classified material. 


CLASSIFICATION AUTHORITY 


The individuals who are authorized to classify material shall be designated 
in writing by each office. This authority to classify shall be kept to as few indi- 
viduals as possible and held at as high a level as possible, consistent with opera- 
tional requirements. By limiting the number and clearly authorizing the person- 
nel who classify, a greater degree of responsibility, accuracy and control can be 
achieved. 


USE OF CLASSIFICATION CATEGORIES AND RELATED DESIGNATIONS 


Security classifications are limited to material which directly affects the 
interests of national defense. Their use for other purposes, such as administra- 
tive convenience is prohibited. The U. 8S. Navy Security Manual for Classified 
Matter specified in detail the basis for determining proper classification of secu 
rity materials. The categories Top Secret, Secret, and Confidential are used 
according to the extént to which defense interests are involved in each document 

Designations assigned for purposes of administrative control such as “For 
Official Use Only” should not be confused with security classifications. Standard 
procedures should be developed for the use of such designations, but they are 
not security classifications and should not be handled as such BU DOCKS 
INSTRUCTION 5511.1 explains the use of the designation “For Official Use Only.” 

Personnel may encounter several other designations on documents in addition 
to the basic Top Secret, Secret, and Confidential classifications. These include 
“Restricted Data” (atomic energy information), “JCS Papers” (Joint Chiefs of 
Staff matter), “NSC Papers” (National Security Council matter), and “NATO 
Papers” (North Atlantic Treaty Organization matter). Specific directives have 
been prepared concerning such designations and should be consulted when 
necessary. 

CLASSIFICATION PROCEDURES 


1. Assignment of Classification Each document should be assigned the 
lowest classification consistent with the proper protection of the defense infor 
mation contained in it. The classifying authority should resist the natural 
tendency to overemphasize the importance of his work or to be unnecessarily 
cautious in assigning classification categories 

Documents should be classified according to their own content and not 
necessarily according to their relationship to other documents. This procedure 
is particularly important when documents are part of a series. Various para 
graphs or sections of a single document may be classified differently, with 
the whole document bearing the highest classification contained in it. 
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The details of classification preparation and marking are described in the U. S. 
Navy Security Manual for Classified Matter. Personnel who have the authority 
to classify should be thoroughly familiar with these sections of the Manual. 

2. Marking for Downgrading or Declassification—One part of the classifying 
process which warrants continuing attention by all offices is marking for down- 
grading or declassification. Provision for automatic future downgrading 
or declassification of the document should be carefully considered at the 
time of the initial assignment of classification. The originator determines, when- 
ever possible, the condition under which the document can be downgraded or 
declassified and marks this plainly on the document. Examples: 

“Unclassified upon removal of enclosures.” 
“Downgraded to Confidential on (date specified ).” 
“Downgraded to Secret after (event specified ).” 

The regular use of such marking for downgrading or declassifying will: 

preserve the integrity of the classification system. 

reduce the accumulation of classified matter. 

eliminate expensive review procedures for downgrading or declassifying. 
control unnecessary accounting, transmission, and stowage costs. 

3. Classification Review.—During the creation of a classified document, re- 
view of its proposed classification should take place at each stage as its content 
is reviewed prior to signature. As a routine procedure the Top Secret Control 
Officer or the Secret and Confidential Control Center shall further review the 
classification of- documents before they are transmitted outside the Bureau. 
This review process shall include a determination as to whether or not marking 
for downgrading or declassifying is feasible. When differences of opinion arise 
over the proper classification which should be assigned to a particular document, 
the Classified Material Control Officer shall review the document and recommend 
the proper classification to the drafter of the document. 

Through the use of such review procedures as these an office can achieve a 
greater degree of accuracy and uniformity in the classification of documents 
which it creates and can facilitate future downgrading or declassifying. 


SEcTION C. ACCOUNTING 
ACCOUNTING PROCEDURE FOR INCOMING MATERIAL 


1. Processing Incoming Material.—Secret and Confidential material coming 
into the Bureau shall be received by the Secret and Confidential Control Center 
for control purposes. (Top Secret material will be received and processed by 
the Top Secret Control Officer.) Receipts included with the material are signed 
and returned to the sender. Procedures are: 

(1) Control number, assigned to each document. 

(2) Necessary routing determined. 

(3) Control form set (route sheet, receipt forms and inventory-locator record) 
prepared by carbon. 

(a) Route sheet attached to document. 
(b) Receipt forms accompany document for receipt signatures. 
(c) Inventory-locator record filed by File No. and date of document. 

(4) Material forwarded to office or offices concerned. 

: 2. Control Numbers.—A control number is assigned to each route sheet for 
internal control of classified material. 

3. Control Forms.—A set of four control forms, as used in the system described 
below, shall be used for the control of documents in this Bureau. 

“Classified Material Control Record,’ OPNAV Form 5511-23(12-56) Route 
Sheet (original of control record set) : , 

a. Inter- and intra-office routing. 
b. Indicating action required. 
¢, Comments on material. 
d. Disposition instructions from office or offices with primary interest. 
e. Disclosure signatures (Top Secret only). , 
Receipt Forms (two copies of control record used) : 
a. Inter-office receipts. 
b. Intra-office receipts. 
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“Inventory-Locator Record” OPNAV Form 5511.22 (copy of control record 
heading) : 
a. Finding Media. 
b. Inventory. 
ec. Record of disposition of material. 
These control forms are prepared by the Control Center for incoming material 
immediately upon receiving it and before it is circulated. 
The following chart indicates the actions performed with each part of the 
control form set. 
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CHART II 
CONTROL FORM PROCEDURE 
OPHAY FORM 5511-23(12-56) 
FORMS Prepared Sim) tansously 
Sheet Receipt Locator 
(Copy 1 vors 
of (Copy 2 : 
Coatrol or trol Record 
Record ) Control heed ing ) 
Record) | 
{ ' 

ACTION Attached to Goes late Goes vith Stays in Control 
documen* with G00 Uae n1 soc met t Center 
routing indi- 
oe | 
Initiated by Signed by Piled by source 
receiving of- Secondary 
fice to indi- Contre] 
eate actica Point 

alhiad to Used for intra- 
Ceatrol Cen- office receipting 
ter within area of 
Secondary Control] 
| Point 
Piled by 
Coatrol Humber 
(or source) 
' 
PILE Piled wits Coatrol Number Used as cross Source file 
(Wea documst file reference when 
oom Le (Destroyed or needed vithin 
tica of weed in lieu of file receiving 
rowting ad4itional source document. 
file if control 
mumbers are not 
used ) 
Enclosure (1) 


4. Receipt Control for Incoming Material.—After the control forms have 
been prepared by the Control Center and the proper routing for the material 
has been determined, it is ready for delivery to the first office or desk to receive 
it. The route sheet (copy 1 of “Classified Material Control Record’) has been 
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attached to the document and two receipt forms (copies 2 and 3 of “Classified 
Material Control Record’’) are ready to accompany the document for receipt 
signatures. The “Inventory-Locator Record” has _ been filed in the Control 
Center. 

5. Receipt Procedure.—(1) Material is delivered to the Secondary Control 
Point, within receiving office. 

(2) First receipt form is signed by authorized person in Secondary Control 
Point. 

(3) Signed first receipt form is returned by delivering messenger to the 
Control Center where it is filed by control number. 

(4) Second receipt form is left with the document in the receiving office and 
used by the Secondary Control Point for intra-office receipt signatures. It is 
filed at the Secondary Control Point according to control number. 

(5) When material is returned to the Secondary Control Point, the holding 
individual is released from responsibility for the material. This release will be 
indicated by the use of NAVGEN Form 1002, “General Receipt.” When it is not 
possible to transfer material through the Secondary Control Point, NAVGEN 
Form 1002 “General Receipt” may be prepared in duplicate and one copy sent 
to the Secondary Control Point as a method of notification of transfer. 

(6) When action on the document within the jurisdiction of the Secondary 
Control Point is completed, the document along with the second receipt form 
is returned to the Control Center before forwarding to another office. To 
indicate the Secondary Control Point’s release from responsibility, a receipt 
Signature is obtained for the material on NAVGEN Form 1002. 

(7) The receipting process is repeated after delivery to each receiving office. 

(8) When material is returned to the files in the Control Center after circu- 
lation has been completed, the first receipt form is maintained in a cross ref- 
erence file by control number and the second receipt form is used, as a cross 
reference in the file receiving the material. 

6. Top Secret Receipt Procedure.—Receipting for Top Secret material is han- 
dled basically the same as described here with the exceptions that it is performed 
by the Top Secret Control Officer or his designated assistant and delivery is made 
directly to the individual concerned. All persons who have access to a Top 
Secret document must sign the disclosure form which accompanies the material. 

7. Summary of Accounting Procedures for Incoming Material.— 

Step 1. Material received by Control Center and control forms prepared. 

a. Route sheet (copy 1 of “Classified Material Control Record’’) attached 
to document, which is delivered to the Secondary Control Point in the action 
office. 

b. Receipt forms (copies 2 and 3 of “Classified Material Control Record”) 
accompany document for receipt signatures. 

ec. “Inventory-Locator Record” filed by source in Control Center. 

Step 2. First receipt form signed by authorized person in Secondary Control 
Point and returned to Control Center, where it is filed by control number of 
source, 

Step 3. Material circulated within jurisdiction of Secondary Control Point. 

a. Receipt signatures for material obtained by Secondary Control Point 
on second receipt form. 

b. Second receipt form maintained in control number or source file by 
Secondary Control Point. 

ec. When material is returned to Secondary Control Point, release from 
responsibility for individual holder will be indicated by using NAVGEN 
Form 1002, “General Receipt,” which is retained by the releasing individual. 
If material is transferred directly from one individual to another, use 
NAVGEN Form 1002 in duplicate and notify Secondary Control Point of 
transfer with carbon copy. 

Step 4. Material along with second receipt form returned to the control of the 
Control Center before forwarding to an office served by another Secondary Con- 
trol Point. To transfer responsibility for the material from the releasing Sec- 
ondary Control Point to the Control Center, a receipt signature is obtained on 
NAVGEN Form 1002, which is retained by the Secondary Control Point. 

Step 5. Receipt procedure repeated after delivery to each Secondary Control 
Point. 


Accounting Procedure for Outgoing Material—Preparing Outgoing Material 


1. Internal Control Prior to Signature.—To facilitate control over classified 
material while it is in various stages of preparation, the Secondary Control 
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Points should stock a supply of control forms. A route sheet is attached to the 
document for intraoffice routing and a receipt form is used for circulation control 
of Secret and Confidential material within the jurisdiction of the Secondary Con- 
trol Point. As with incoming material, a transfer of responsibility will be 
indicated by obtaining a signature on NAVGEN Form 1002, “General Receipt.” 
An “Inventory-Locator Record” will serve to record the creation of the document 
and to record its disposition. 

When the document moves between areas served by more than one Secondary 
Control Point, it should be forwarded through the Control Center. Henceforth, 
the Control Center will exercise control over the document in the Bureau. 

2. Receipt Control for Outgoing Material—Material to be sent out of the 
Bureau is handled by the Control Center for final processing. (The Top Secret 
Control Officer will process and dispatch Top Secret material. The disclosure 
record for this material will be checked, detached, and retained.) The material 
is checked by the Control Center for compliance with preparation requirements 
and to insure that it has been assigned the proper classification category. 

3. Return Receipt from Addressee.—As required by the U. S. Navy Security 
Manual for Classified Matter, a return receipt is enclosed with each piece of 
outgoing Top Secret and Secret material. “Record of Receipt,” OPNAV Form 
5511.10, serves this purpose. Signed by the receiver of the material, this penalty 
indicia card is returned to the originating Bureau where it is filed by the Control 
Center (or Top Secret Control Officer) for at least two years for record pur- 
poses. <A return receipt is enclosed with Confidential material only when the 
sender deems it necessary. As a rule, normal postal registry procedures pro- 
vide sufficient control over Confidential material sent between activities to make 
return receipting unnecessary. 

The Post Office has a return receipt for registered mail sent through the 
U. S. Postal Service (P. O. Form 3811), which may be requested by the sender. 
The use of this receipt may be necessary for certain pieces of classified mail for 
purposes other than security, such as establishing the legality of notification 
of contract termination. As an additional return receipt for security purposes, 
however, the Post Office form is an unnecessary and expensive procedure and 
should not be used. 

4. Recording Outgoing Material_—To record outgoing Top Secret and Secret 
material, a carbon copy of the “Record of Receipt”, OPNAV Form 5511-10, will 
be prepared on a 3’’ x 5’’ ecard (without penalty indicia) by the Top Secret Con 
trol Officer or the Control Center. The copy of this receipt, maintained in a sus 
pense file, serves as a simple record of material sent out from the Bureau. When 
the original receipt is returned by the addressee, it shall be filed and the copy 
pulled from the supense file and destroyed. 

5. Summary of Accounting Procedures for Outgoing Material (Except Top 
Secret ).— 

Step 1. Control forms prepared by originating office as necessary for circula 
tion control while in preparation stages. 

a. Serial number assigned to completed documents 

b. Secondary Control Point maintains circulation control over material 
while in its area. 

ce. Control Center controls material while moving between Secondary Con 
trol Point areas. 

Step 2. Control Center performs final processing and dispatch. 

a. Document reviewed for proper classification category and preparation 
requirements. 
b. Return receipt prepared in duplicate (penalty indicia card and plain 
copy ) and original enclosed. 
c¢. Copy of return receipt filed as temporary record of outgoing material 
Step. 3. Material dispatched. 
Step. 4. Return receipt received from addressee 
a. Original of receipt filed for two years for purposes. 
b. Copy of receipt removed from suspense filed and destroyed. 


SECTION D. FILING AND STORAGE 


FILE ORGANIZATION AND OPERATION 


File Organization 


1. Location of Classified Files.—Offices will normally find that a centralized 
file system located in the Secondary Control Center will best meet the needs of 
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security and efficiency. The proper degree of centralization will depend upon 
several factors. 

In making a decision on centralizing classified files the following factors 
should be considered : 

size of the organization. 

area over which it is spread. 

ability to meet security stowage requirements. 
use made of files. 

Centralizing classified files will usually provide the following benefits : 

greater protection. 

better circulation control. 

uniformity of handling. 

cheaper stowage through better utilization of equipment and space. 
fewer copies of material filed. 

2. Interfiling Classified ‘faterial_—Within the file unit, Secret and Confidential 
material is occasionally interfiled. When stowage requirements permit and the 
proportion of Secret material is relatively high, interfiling is valuable as a means 
of facilitating reference to material in the file. 

Unclassified mater‘al and classified material are filed separately in most situ- 
ations. By separating them, greater economy is achieved through placing the 
bulk of the records in less expensive filing equipment, better security is provided 
through segregation, and downgrading or destruction action is facilitated. These 
factors, however, may be outweighed by the advantage of easy reference gained 
by interfiling unclassified and classified material when the proportion of classified 
material is high. 

When material with different classifications are filed separately, the need arises 
for careful cross indexing to insure that material relating to a given topic can 
be easily traced in the different files. As a rule, these cross references should 
be placed in the unclassified file or the file of lowest classification to indicate 
material in the higher classification files. 

File Operation 

1. Control Over Safes and File Cabinets.—A continuing program of security 
control over classified material stowage containers is needed in each office. One 
person should be designated as responsible for the security of the material in 
each container. The name of this person should be placed on a label on the 
front of the container or containers for which he is responsible. 

The responsibilities of this container cutodian, in accordance with the U. S. 
Navy Security Manual for Classified Matter, shall include: 

insuring that the security afforded by the container is sufficient for the 
material stowed in it. 

checking that the containers are properly closed at the end of each working 
day. 

maintaining control over access to the material in the containers. 

changing lock combinations at required intervals. (Every 6 months.) 

2. Use of Signal Cards.—To call attention to containers which are open dur- 
ing active use, it is recommended that a signal card be used. These cards, 
prominently marked “OPEN” on one side and “CLOSED” on the other, are 
placed in the file drawer handle or in other clearly visible positions to indicate 
the condition of the container. These cards are available from Code A-31.1B 

5. Access to Classified Files —Equally as important as physically safe-guard- 
ing classified records, is the need for controlling access to them. An up-to-date 
record at each file unit listing the names of persons authorized to obtain classified 
records and the categories of classification which they are entitled to receive, is 
an effective method of facilitating access control. File units in large offices 
may find it necessary to establish additional procedures to positively identify 
persons prior to releasing material to them. 

4. Charge Out Procedure—In charging out classified documents from the 
file, an entire file should not be withdrawn if reference needs can be served by 
a Single document. When several papers are withdrawn they should be securely 
fastened together to avoid inadvertent loss during handling. A “File Out Card.” 
NAVGEN Form 1016, should be placed in the file to indicate the location of 
material removed. In addition, a signed receipt shall be obtained. NAVGEN 
Form 1002, “General Receipt.” is suitable for this purpose. These receipts shall 
be reviewed periodically to expedite the return of material to the file. Borrowed 
records shall be promptly returned to the official files when no longer needed or 
when necessitated by stowage requirements. 
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STOWAGE REQUIREMENTS 


Stowage Responsibility—Each person who has access to any classified material 
is responsible for stowing and safeguarding it at all times while it is under his 
control. Stowage responsibility ranges from the need to cover material on a desk 
when an unauthorized person approaches to the requirement that classified mate- 
rial receive a specified type of protection when placed in a stowage container. 

A continuing need exists for adequate training for all personnel who handle 
classified material to insure that they are aware of the care which these materials 
require. 

SecTION E,. DowNGRADING AND DECLASSIFYING 


THE NEED FOR DOWNGRADING OR DECLASSIFYING 


1. Dangers of Overclassification.—Overclassification of security materials is 
a potential danger to the whole classified material-control program. Whether 
caused by undue caution or reluctance to attack the problem, overclassification 
is a major hindrance to effective security. 

The existence of improperly classified material : 

depreciates properly classified material. 
destroys confidence in the control system. 

causes unnecessary delays and costs in handling. 
overburdens existing stowage facilities. 

2. When to Downgrade or Declassify.—Proper initial classification and action 
on downgrading or declassifying are the two principal approaches to the problem 
of overclassification. Routine marking of automatic downgrading or declassi- 
fying at the time of initial classification is an important means of coping with 
the problem. 

Orders to downgrade or declassify material may come from the originator 
of material or from higher authority. In addition, each person who handles 
classified material should be constantly on the alert for new conditions which 
make an existing classification unnecessary or unrealistic. Constant attention 
to the appropriateness of classification for each document will provide the basis 
for initiating downgrading or declassitication action. 


Downgrading and Declassification Techniques 


1. Downgrading or Declassifying Material You Originate.—A continuing review 
of classified material for possible downgrading or declassifying is a major 
responsibility of each office which originates such material. Security procedures 
place primary responsibility for this task on the originator of the material. 
Periodic “crash” review projects may be valuable as a means of coping with 
the downgrading or declassifying problem. 

2. Group Downgrading or Declassification.—One method by which a cognizant 
office.can make downgrading or declassifying easier is by keeping alert to the 
possibilities of downgrading or declassifying whole series of material dealing 
with a similar subject at the same time. For example, a decision might be 
made to downgrade or declassify all documents pertaining to gadget "XX" at a 
given time. With this technique, action is expedited by treating a group of 
documents simultaneously. 

3. Downgrading or Declassification Notification—The activity which down- 
grades or declassifies material has a responsibility to promptly notify others 
holding copies of the material to insure uniformity of action. OPNAV Form 
5511-11, “Notice of Change in Classification”, is available for this purpose. 

Offices which downgrade or declassify considerable quantities of classified 
material should consider establishing procedures for the regular notification 
of affected activities. A periodic directive may be issued to perform this service. 

4. Downgrading or Declassifying Matcrial You Receive.—Offices also encounter 
material originated by others which appears to need downgrading or declassi- 
fication. In these cases, the office should call the situation to the attention of 
the originator of the material. 

A post card form “Downgrading Inquiry” (OPNAV Form 5511-22) identifying 
the documents to be considered for downgrading or declassification is sufficient. 

5. Summary of Basic Principles.— 

a. Establish a continuing review for downgrading or declassification of 
originated material. 

b. Downgrade or declassify all material dealing with a specific subject, 
as a group, whenever practicable. 
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c. Insure that holders of all copies are notified promptly when downgrad- 
ing or declassification action is taken on material. 

d. Notify originator of classified material when it appears to need down- 
grading or declassifying. 


SECTION F. DESTRUCTION OR RETIREMENT 


Provision should be made for easy and prompt disposal of classified material 
when it ceases to have record or informational value. Offices should know 
what and when to destroy or retire material to records centers. The space and 
equipment used for the stowage of classified material is always costly and 
should not be used for materials which have outlived their usefulness. To meet 
this need every office shall have an active program for the disposal of classified 
material. 

DESTROYING NONRECORD MATERIAL 


1. Duplicate Copies.—A large proportion of the classified material received by 
most offices consists of duplicate copies. Much of this material is bulky and 
takes up badly needed space. Further, it is not needed as documentation of 
official business. It is of primary importance that Control Centers take adequate 
measures to prevent the cluttering up of official files with unneeded duplication. 

Extra copies are for temporary retention. They should be retained only as 
long as they have useful value and be destrored as soon as they have served 
their purpose. (See SECNAV Instruction 5212.1, Procedure for Disposal of 
Navy Records. ) 

2. Disposal Plan.—The Control Center shall establish a plan for systematically 
and expeditiously disposing of extra copy material as soon as possible. A 
definite retention period shall be determined for extra copies as each docu- 
ment is received. At the expiration of this specified period, all extra or dupli- 
cate copies will be destroyed unless interested offices specifically request longer 
retention of one or more copies. 

The control record, Enclosure (1), contains a notation regarding the destruc- 
tion of extra copies which indicates a specific retention period. 

Extra copies will be destroyed after 30 days unless interested offices give 
contrary instructions to the Control Center. This retention period may alternately 
be “upon completion of routing” or a different number of days. 

3. Informational or Reference Material.—A similar disposal technique will 
be applied to the many technical and informational documents received from 
other activities and routed for information only. Frequently, these documents 
are not needed to complete the Bureau or office’s official files and only add 
unnecessarily to their size. This type of material will also be destroyed as soon 
asit has served its purpose. (See SECNAV INstrRUcTION 5212.1) 

4. Disposal Plan.—Definite individual retention periods for these documents 
shall be determined. Consultation with the office primarily concerned with 
each document will enable the Control Center to set an adequate retention 
period. This disposal plan is implemented by the control record, enclosure 
(1), as follows: 

Office having primary interest, check one: 

__..............._-_Retain indefinitely. (Reference value.) 
soe St ol _.__Retain__.....months. (Informational material having tem- 
porary reference value only.) 
eRe _..........Destroy after routing. (No further reference or in- 
formation value.) 
icin rte th cesta tht id stant amelie ates SO cal sd cc ane Sees emenianiants © ameter eense 


The retention period in the second category may be specified by the interested 
office in accordance with its anticipated need for document. 

5. Benefits of Planned Destruction.—Establishment of these procedures for 
extra copies and informational or reference material accomplished many ob- 
jectives, including : 

a. Elimination of filing extra copies and some temporary informational 
material which may be destroyed as soon as routing is completed. 

b. Establishment of a simple system for the disposal of additional tem- 
porary informational documents after an agreed upon destruction date. 
This eliminates time consuming and expensive screening of files. 

«. Increase in the effectiveness of control over documents which are to 
be retained. 

d. Elimination of uncertainty relative to the destruction of classified 
material. 
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RETIREMENT 


1. Record Material.—Security requirements do not affect the procedures for 
the retirement of records. These procedures set forth in SECNAV INsrrRuctTIon 
5212.1 are equally applicable to classified and unclassified records. 

Specific information on the types of records which are to be preserved or 
destroyed and when, are included in the various Records Disposal Schedules 
issued pursuant to the above Instruction. 


SEcTION G. CLASSIFIELD MATERIAL CONTROL RECORD 


A format for the classified material control record is shown as enclosure (2). 
When used as a set, the original of this control record will serve as a route 
sheet. Additional copies of the control record will serve as receipt forms for 
the material while it is being circulated. Routing information will then be 
placed on the original of the set which is attached to the document and the 
copies of the control record accompany the document for receipt signatures. 

1. Distinctive Colors.—Control records for the various classification categories 
shall be printed on different and distinctively colored paper. (This will be 
accomplished at a later date.) The use of such colors will serve to make classi- 
fied material easily distinguishable from unclassified material and will encourage 
security consciousness on the part of personnel. 

2. Preparation and Use.—The following notes refer to the corresponding num 
ber spaces on the control record : 

Heading Information 

1. Mark or reprint the category of classification here (Secret, or Confidential). 

2. Enter or preprint the number in serial order used for control of the docu 
ment within the Bureau. 

3. Indicate the source of the documenty (i. e., the name of the activity, 
organization, or person.) 

4, Enter the originator’s serial number 

5. Enter date of document. 

6. Enter the receiving Bureau or office's file symbol 

7. Enter file symbol of cross reference. 

8S. Enter forwarding activity, organization, or person, if any. 

9. Enter the date the document is received by the Bureau or office. 

10. Indicate primary office or offices to which document is routed. 

11. Enter the number of copies of the document received. 

2. Enter number of enclosures received. 

13. Enter addressee (i. e., address from “To” line of document). 

14. Enter copy numbers of documents circulated with control record 

15. Enter the subject of the document If the subject is too general to permit 
identification or is not shown, briefly state the contents, 

16. Describe the enclosures received with the document. 

17. If a follow-up date is assigned for action, place it here. 


Routing Information 


18. Use the Primary Routing portion of the original control record which is 
used as a route sheet, for indicating the routing of the material to the primary 
organizational components. These entries will be made by the routers in the 
Control Center. 

19. The Secondary Routing portion is used for routing material within the 
primary components of the organization. These entries will be made by person 
nel in the Secondary Control Points or others in the components concerned, 

20. Enter the code or other designation of the offices in the order in which 
they are to receive the material. 

21. Enter the symbol indicating the purpose for which routed. Definitions of 
these symbols appear in the instructions on the control record 


22. Enter the date material is routed to office or desk 


SEcTION H. MARKING 


Classified letters, office memoranda, and contracts that are typed or written 
in longhand shall be conspicuously marked with the appropriate classification 
on each page or sheet thereof. The appropriate classification shall appear near 
the top of the left margin and also near the bottom of the page, so located that 
the markings will not become covered in filing or assembling. (Offices preparing 
classified material should assure that the markings shall be larger than the 
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normal lettering on the page and shall be in capital letters. When practicable, 
the lettering shall be red in color. Although no objection is raised to typing 
the security classification on the material if desired, the classification shall, 
in addition, be stamped on such material as herein prescribed. 

a. Each page of documents that are printed, mimeographed, or otherwise 
reproduced shall be marked near the top at the left margin and also near the 
bottom. The markings must be placed to assure that they will not be cut or 
covered in assembling or filing. 

b. Drawings and photographs shall be marked so that the marking is repro- 
ducible. 

SecTION I. REPRODUCTION OF CLASSIFIED MATERIAL 


General Policy —Normally reproduction of classified matter shall be made only 
at the instigation of the originator or orginating office. Originators shall make 
their intentions clear as to the extent of reproduction that may be made of their 
classified material. When one is in doubt, the Security Officer (A-350) or 
Classified Files Officer (A-3850A) shall be contacted relative to the reproduction 
of classified matter. 

Approvals.—Classified matter may not be reproduced or excerpted without the 
approval of competent authority. The following regulations apply to the repro- 
duction of registered and classified matter in the Bureau. 

(1) Registered Publications and Dispatches.—Registered Publications 
(marked “Reg. No. _.-_” in the upper right-hand corner) and category “B” 
dispatches {Marked at the bottom “Paraphrase Is Required”) shall not be re- 
produced in any form without the approval of the Top Secret Control Officer 
(A-350A ). 

(2) Top Secret.—All requests for reproduction of Top Secret Matter must be 
approved by an officer of the rank of Captain or above, or by an Assistant Chief 
or his Executive Assistant, who holds Top Secret security clearance. The Top 
Secret Control Officer (A-350A) will accomplish the reproduction subsequent 
to the above approval. 

(3) Secret and Confidential.—All requests for the reproduction of Secret and 
Confidential matter must be approved by an officer of the rank of Commander 
or above, or by a Division Director or Branch Manager who holds security 
clearance for the classification indicated. 

Processing for Blueprinting and Photostating.—Classified matter to be blue 
printed or photostated will be delivered to the Head of the Reproduction Section 
with the name and telephone extension of the person who approved in accord 
ance with 6 (b) and the person who is to call for the work written on the work 
request. It is important that the work be picked up promptly when notification 
is received that it is ready because there is no adequate stowage for classified 
matter in the Reproduction Section. Under no circumstances will classified mat 
ter be allowed to remain in this Section overnight. When the work is picked 
up, all defective reproductions will be given to the originator, who has the 
responsibility to deliver them to Code A—350A for destruction. 

Photographs.—Classified photographs shall be handled and processed in 
the same manner as other classified material. The release of photographs is the 
responsibility of the Head of the Engineering Aids Section (1D-—226), who in con- 
junction with the Security Officer (A-350) shall screen each photograph for 
possible compromise prior to release. 


SEcTION J. MARKING REPRODUCIBLE MATERIAL 


Mimeographing and Hectographing.—The masters for all material reproduced 
by the mimeograph or hectograph (ditto) processes shall have the security classi- 
fication typed in capital letters in the lower right corner. The Duplicating 
Section will then stamp the master with the security classification in larger let- 
ters in the upper left corner before reproducing the material 

Offset Process.—Classified Manuals, NAVDOCKS Technical Publications, other 
publications, directives, reports, and forms shall not be stamped or have typed 
on them the appropriate classification. Instead, each document shall be sub- 
mitted to A~340 with a covering memorandum designating the proper classifica- 
tion of the complete document and of specified pages therein that bear a different 
Classification than that of the complete document. The Directives and Reports 
Section shall include in its specifications to the Defense Printing Service, or 
other reproducing facility, an instruction to place the appropriate classification 
= the document and the pages thereof in accordance with the Security Regu- 
ations, 
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Ozalid and Blueprinting—Material reproduced by contact printing processes, 
such as blueprinting and ozalid, shall be marked by lettering or stamping the 
security classification in the lower right and upper left corners of the sheet. 

(1) On Bureau drawings, the requirements for security classification markings 
given in MIL-STD-4A, paragraph 1.7, shall be followed. 

Bound and Looseleaf Documents.—With reference to bound and looseleaf docu- 
ments, the terms “right corner” and “left corner” shall be replaced by “corner 
away from the binding’. When bound documents contain pages with the text 
at right angles to the text on other pages, the direction of the classification 
markings on all pages shall be parallel to the direction of the text on the majority 
of the pages. Each page of a bound document should be marked with the highest 
classification applicable to that page (either side) only. 
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DEPARTMENT OF THE NAVY OPNAV 5510.17A 
Office of the Chief of Naval Operations Op-921B 
Washington 25, D. C. Ser 14527P92 
10 Oct 1955 


OPNAV_INSTRUCTION 5510.17A 


From: Chief of Naval Operations 
To: Distribution List 


Subj: Security = Armed Services Technical Information Agency 


Encl: (1) Security - Armed Services Technical Information 
Agency Directive 
(2) Copy of D@ Directive Number 5160.4 of 21 Feb 1965 


1. Purpose. The purpose of this Instruction is to promulgate 
joint regulations applicable to the security of the Armed Serv- 
ices Technical Information Agency which have the following des- 


ignations of the Military Departments: OPNAV INSTRUCTION 


5510.17A, Air Force Regulation 205-43 and Army Regulation 380- 
60 of 10 October 1955. 


2. Cancellation. OPNAV INSTRUCTION 5510.17 of 16 February 
1953 is hereby canceled and superseded. 


3. Joint Regulations. Enclosure (1) is transmitted herewith 

for information, guidance and, where required, compliance by 
cognizant Naval Commands and Activities, Enclosure (2) which 
assigns responsibilities to the Secretary of the Air Force for 
provision of technical information and related services required 
by Department of Defense activities is forwarded for information. 


4. Responsibilities. 


a. The Office ot Navai Research will be responsible for 
Department of the Navy collaboration and participation in the 
operation of the technical information service activities per- 
formed by the Armed Services Technical Information Agency. 
Authority is delegated to the Office of Naval Research to issue 
necessary instructions to carry out such operational functions. 


23511 O—58——65 
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b. The Office of Naval Research will arrange with the 
various Bureaus, the U, S,. Marine Corps, the Office of Naval 
Material and other pertinent offices and laboratories in the 
Naval Establishment for designation of properly qualified per- 
sonnel at appropriate echelons to perform operational liaison 
with the Armed Services Technical Information Agency for their 
respective activities, The Office of Naval Research will co- 
ordinate the efforts of this group in meeting the requirements 
of enclosures (1) and (2). 


c. The Chief of Naval Operations (Director of Naval 
Intelligence) will be responsible for the Department of the 
Navy's collaboration in developing security policy and pro- 
cedures for the Armed Services Technical Information Agency. 


5S. Sensitive Information. In connection with paragraph 4,b. 
(5) of enclosure (1) addressees are hereby authorized to make 
a determination as to what matter under their cognizance is of 
an “extremely sensitive" mature and not, therefore, subject to 
procedures of these regulations. 


6. Interchange of Scientific and Technical Information. 
Attention is invited to section II of enclosure (2). The 
utilization of the services of the Armed Services Technical 
Information Agency is considered of utmost importance to the 
Department of the Navy's research and development program, 

All activities of the Department of the Navy connected with 

the research and development program are enjoined to partici- 
pate in the services, consistent with effective security, to 
promote progress and prevent unnecessary duplication of effort, 


7. Effective Date. This Instruction is effective upon receipt, 


G. L. RUSSELL 
Deputy Chiet of Naval Operations 


; ‘ Admini ation 
Distribution: \Administret 


A (Navy Department) 
Bl (SECDEF) 
(Distribution continued on next page) 
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Enclosure (1) 


i em REGULATION 
ARMY REGULATIONS 

O. 380-60 
OPNAV INSTRUCTION 5510.17A 


NATIONAL DEFENSE 


*AFR 205-43 

*AR 380-60 

*OPNAVINST 5510.17A 
14 


DEPARTMENTS OF THE AIR FORCE, 
THE ARMY, AND THE NAVY 
WASHINGTON, 10 OCTOBER 1966 


SECURITY 
Armed Services Technical Information Agency 

Paragraph 
Westra ain ana ina sh SER So cee smn cn sath sen ccndnnckcéceneseacseucbeccs 1 
POlGY .22-n nono nono nee ee nnn nse ween none weno ee menecnnnccecceencecescenes-ce-== 2 
CURIS GUNES PRIN eee enn cecnuewccnnecnsenecnsneusnceccencensescus= 3 
DOOD. dicccnniincnemdtiiatntipeskdinedptbtiniabibhimananeedtncctmiiviidmminans 4 
Dissemination of Classified Information by ASTIA-----.-....-------------- 5 
Dissemination of Unclassified Information by ASTIA-..-..-.................---- 6 
Participation by the Three Military Departments....................-.-..-..-------.-. 7 
Recovery of Classified Information from Department of Defense Contractors............ s 


1. Purpose and Scope. This regulation de- 
lineates interservice participation and prescribes 
security responsibilities for operating the Armed 
Services Technical Information Agency (herein- 
after referred to as ASTIA), an agency re- 
established by the Secretary of the Air Force 
pursuant to Department of Defense Directive 
No. 5160.4, dated 21 February 1955. This regu- 
lation applies to all elements of the Army, Navy, 
and Air Force concerned. 


2. Policy: 


a. Classified defense information in the pos- 
session of ASTIA shall be given a degree of secu- 
rity protection in every respect as high as that 
prescribed by AFR 205-1. Strict accountability 
records shal] be maintained on all classified 
material received, reproduced and disseminated 
by ASTIA. 


b. All persons employed by, or serving with, 
ASTIA shall be given a background investigation 
in accordance with the provisions of AFR 205-6, 
the results of which must be completely satis- 
factory. 


c. Subject to the approval of the Com- 
mander, Air Research and Development Com- 
mand, and consistent with the provisions of this 
regulation, the Commander of ASTIA shall de- 
velop and execute specific plans, procedures, and 
standards concerning the receipt, dissemination, 
segregation, handling, and storing of classified 
information within ASTIA and the guarding of 
buildings or areas to insure that such information 
is properly protected and is not subjected to com- 


promise due to unauthorized distribution, pres- 
ence of visitors, theft, unauthorized entry, dis- 
aster, or civil disturbance. Appropriate action 


as necessary will be taken regarding unclassified 
information. 


3. Concept and Function: 


a. ASTIA provides a central service within 
the Department of Defense for the efficient inter- 
change of scientific and technical information 
consistent with effective security in order to 
promote progress and economy in research and 
development and to prevent unnecessary dupli- 
cation of such services. 


b. Subject to the provisions of this regula- 
tion, ASTIA shall receive, store and disseminate 
to agencies and contractors of the Department 
of Defense both classified and unclassified re- 
search and development information of a scien- 
tific and technical nature. 


c. Within resources available for the provi- 
sion of these services and subject to the provisions 
of this regulation, classified and unclassified re- 
search and development information of a scien- 
tific and technical nature included in these serv- 
ices may be disseminated to other agencies of the 
Executive Branch of the Government in accord- 
ance with applicable provisions of law, provided 
that the originating agency of the material being 
released has authorized such action. 


4, Limitations: 


a. The release to ASTIA of information orig- 
inated by one or more of the military depart- 
menjs or their contractors is the responsibility 
of the originating department or departments. 
Yeleases of classified information to ASTIA by 
any person outside the originating department or 
departments are not authorized. 


*This regulation supersedes AFR 205-43/AR 380-60/OPNAV INST 5510.17, 16 February 1953. 
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vw. The following information is excluded 
from the provisions of this regulation and will 
not be released to ASTIA: 


(1) TOP SECRET defense information 
or material. 

(2) Cryptographic material or informa- 
tion. 

(3) Restricted Data as defined in the 
Atomic Energy Act of 1946 as 
amended by the Atomic Energy Act 
of 1954. 

(4) Registered documents or publications. 

(5) SECRET defense information per- 
taining to specifically designated 
projects determined by proper au- 
thority in a military department to be 
of an extremely sensitive nature. 

(6) Reports of a strategic or tactical 
nature. 

(7) Documents that reveal information 
concerning the existence of selected 
classified military projects or equip- 
ment whenever the unauthorized dis- 
closure of this information might 
compromise operational or other war 
plans. 

(8) Documents which reveal the opera- 

tional readiness of specific end items 

of classified material or equipment 

Administrative reports, regulations, 

orders, memoranda, and standard 

publications (such as manuals, hand- 
books, and technical orders) 

(10) Information furnished the United 
States by a foreign government when- 
ever restrictions imposed by the for- 
eign government do not permit the 
dissemination provided for by this 
regulation. 


(9 


ce. ASTIA shall not undertake the direct 
collection of foreign scientific or technical infor- 
mation. It may receive such foreign material 
from United States sources within its prescribed 
functions subject to such limitations as may be 
imposed by the contributing source. 


d. ASTIA shall not disseminate information 
to foreign governments, their nationals, or rep- 
resentatives. 

e. Requests by ASTIA to the military “de- 
partments for documents or information on spe- 
cifie subjects not excluded under the provisions 
of this regulation, not: previously furnished to 
ASTIA, shall be limited to specific requests made 
to ASTIA by users of the service. 
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5. Dissemination of Classified Information 
by ASTIA: 

a. General. Classified information in the 
custody of ASTIA shall be disseminated only on 
a “need to know” basis and in accordance with 
the requirements of this regulation and within 
the limitations imposed by the contributing mili- 
tary activity. 

b. Dissemination to Activities of the De- 
partment of Defense. ASTIA shall disseminate 
classified information to commanders and heads 
or chiefs of Department of Defense activities 
upon request when no limitations have been 
imposed on the release of the information. In- 
formation on which restrictions have been im- 
posed shall be disseminated by ASTIA to such 
activities only in accordance with the restrictions. 


ce. Dissemination to Department of Defense 
Contractors: 

(1) Defense information classified Con- 
fidential may be released by ASTIA 
to appropriately cleared Department 
of Defense contractors within the con- 
tinental United States when there is 
no restriction or limitation placed on 
such releases and the military de- 
partment concerned with the con- 
tract approves the release in accord- 
ance with established procedures. 
Copies of documents transmitting the 
information shall be forwarded to the 
appropriate field activity of the mili- 
tary department concerned. 

(2) Defense information classified Secret 
may be released to appropriately 
cleared Department of Defense con- 
tractors within the continental United 
States only in the manner authorized 
by the military department con- 
cerned. All Secret information re- 
leased, however, shall be transmitted 
via the appropriate field activity of 
the military department concerned. 

(3) All classified material furnished in 
accordance with (1) and (2) above 
shall contain, in addition to the Espi- 
onage Stamp, #n appropriate notation 
indicating that the material is the 
property of the United States Govern- 
ment and is furnished on a loan basis 
and shall be returned to ASTIA when 
no longer required, or upon recall by 
ASTIA. (See paragraph 8 below.) 

d. Dissemination to Other Aqencies of the 
Eveeutive Branch of Government. Upon receipt 
of a request for classified defense information 
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from agencies of the Executive Branch of Gov- 
ernment other than activities of the Department 
of Defense, ASTIA shall forward the request to 
the originating agency of the material requested 
Dissemination by ASTIA shall be made in ac- 
cordance with instructions from the activity 
concerned. 


6. Dissemination of Unclassified Informa- 
tion by ASTIA: 


a. ASTIA may disseminate unclassified 
technical and scientific information to Depart- 
ment of Defense contractors within the conti- 
nental United States without reference to the 
originator for use in connection with United 
States military projects or contracts and other 
Department of Defense work, provided the in- 
formation is pertinent to the work being per- 
formed and no restriction on dissemination has 
been imposed by the originator. 


b. ASTIA may disseminate unclassified 
technical and scientific information to act 
of the Department of Defense without referenc 
to the originator, upon request from such activi- 
ties, provided no restriction has been imposed 
thereon by the originator. 





ifjes 


c. Unclassified technical and scientific infor- 
mation may be disseminated to other agencies 
of the Executive Branch of Government without 
reference to the originator, provided no restric- 
tion has been imposed thereon by the originator 


7. Participation by the Three Military De- 
partments. Commanders and heads or chiefs of 
all Army, Navy, Air Force, and Marine Corps 
activities concerned shall: 


a. Issue instructions to provide ASTIA with 
scientific and technical reports pertaining to re- 
search and development as follows: 

(1) Subject to the limitation set fo 
paragraph 4, at least five (5) legible 
copies of each technical or scientif 
report or similar document prepared 
individually or jointly by the Army 
Navy, Air Force, or the Marine Corps 
or by a contractor of one of the 
tary departments, shall be forwa1 
as soon as practicable direct to the 
Armed Services Technical Informa- 
tion Agency. 





(2) Classified and unclassified documents 
yrepared by contractors shall be for- 
warded to ASTIA as direeted by the 
eontracting activity concerned 


(3) Before forwarding documents to 
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ASTIA, the contributing activity shall 
insure: 


(a) That the document bears a notation 


identifying the contributor. 


(b) That any limitation on further dis- 


(4) 


(6) 


‘) That any | 


semination imposed by a contractor 
or other person or agency having 
proprietary, ethical, patent, or sim- 
ilar rights is clearly reflected by an 
appropriate notation 

tation is clearly re- 
fleeted by an appropriate notation 
regarding further reproduction or 
dissemination of the information 
which the military activity con- 
cerned determines must be imposed 
in the interest of security, or for 
proprietary rights of the Govern- 
ment, or for the need of minimizing 
the liability of the Government or 
its employees 





Before transmitting classified matter 
to ASTIA, the contributing military 
ctivity ll—in each instance— 


ity sha 











make a specific determination as to 
whether the material (title or as- 
signed s ect of a document, ab- 
stract, and full document, each con- 


sidered separately) warrants protec- 


tion as classified defense information: 
if it does not warrant such protec- 
tion, the defense classification shall 
be canceled in accordance with ap- 
plicable lations. 
The classification of the title or as- 
signed subject of a document shall 
be indicated. If the title or assigned 
subject is unclassified, this fact shall 
be indicated. Material which cannot 
be declassified will be assigned, or 
downgraded to, the least restrictive 
defense classification consistent with 
proper safeguarding. 


departmental re 





All notices of reclassification actions 
affecting technical reports will be 
reported to ASTIA by the releasing 
military activity. 

Appropriate activities of the military 
departments — shall notify ASTIA 
promptly when a contract which in- 
volves research and development in- 
formation of a scientific and technical 
nature is awarded, terminated, or a 
change is made in the facility secu- 


ritv cienrane pertinent to such con- 


tracto vin may affect the serv- 
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ices rendered by ASTIA. Similarly, 
ASTIA shall be notified when the 
“need to know” changes or no longer 
exists. 


b. Military commanders, heads or chiefs of 
military activities shall request from ASTIA 
only such classified material for which a clear 
“need to know” exists. (In accordance with the 
principle of instructions promulgated by the 
Secretary of Defense, a request for classified 
material will not be made by any individual 
unless he has a clear, official requirement for 
knowledge or possession of such material.) 


c. Responsible individuals concerned with 
contracts shall certify, when appropriate, that 
possession of classified information requested by 
contractors is on a “need to know” basis neces- 
sary in performance of specific contracts. In 
each case, the responsible individual will take 
this action in accordance with the regulations 
applicable to his department or agency. 


d. Activities which monitor Confidential de- 
fense information flowing to their contractors 
or which act as releasing authority for Secret in- 
formation being transmitted to their contractors 
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(pursuant to paragraph 5c above) shall deter- 
mine whether the contractor has a “need to 
know” for the classified information involved. 
Whenever it is determined that the contractor 
has no need for the Confidential information in 
question, ASTIA shall be so notified and re- 
quested to initiate the recovery of the material. 
In the case of Secret information, it shall be re- 
turned to ASTIA. 


8. Recovery of Classified Information from 
Department of Defense Contractors. Upon re- 
ceiving information from the contracting mili- 
tary activity that a contractor no longer has need 
for classified information which has been sup- 
plied, ASTIA shall take appropriate action to 
initiate the recovery of classified documents fur- 
nished by ASTIA. As soon as practicable after 
the return of the material, ASTIA shall so notify 
the contracting military activity. In the event 
a contractor fails to return such material within 
a reasonable period, ASTIA shall provide the 
activity with a consolidated list of all unreturned 
classified information furnished the contractor 
by ASTIA. The contracting military activity 
shall take action to insure that the material is 
recovered and returned to ASTIA. 


By Orver oF THE SECRETARIES OF THE Air Force, THE ARMY, AND THE Navy: 


OFFICIAL: 


E. E. TORO 
Colonel, USAF 
Air Adjutant General 


OFFICIAL: 


JOHN A. KLEIN 
Major General, United States Army 
The Adjutant General 


OFFICIAL: 


G. L. RUSSELL 
Rear Admiral, United States Navy 
Deputy Chief of Naval Operations 
(Administration) 


DISTRIBUTION: 
Air Force: 
B 


Active Army: D 


N. F. TWINING 
Chief of Staff, United States Air Force 


MAXWELL D. TAYLOR 
General, United States Army 
Chief of Staff 


ARLEIGH BURKE 
Chief of Naval Operations 


To be distributed on a need-to-know basis to Department of the Army Agencies, Continental 
Army Command, Army Headquarters, and Headquarters of Major Oversea Commands. 


NG: State AG (3) 
USAR: None: 
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OPNAVINST 5510,17A 
Enclosure (2) FA ACE PA, 1955 


NUMBER 5160.4 


Department ot Defense Directive 


SUBJECT Assignment of Responsibilities to Secretary of the Air Force 
for the Provision of Technical Information and Related Ser- 
vices Required by Department of Defense Activities 


I. GENERAL 


Pursuant to the authority vested in me by the National Security 
Act of 1947, as amended, and as modified by Reorganization Plan No. 6 
of 1953, and, subject to my authority, direction and control, the 
Secretary of the Air Force is hereby assigned responsibility for pro- 
viding technical information and related services to the nilitary 
departments and other agencies of the Department of Defense and 
Department of Defense contractors. 


II. PURPOSE 


The purpose of this directive is to provide a central service 
within the Department of Defense for the efficient interchange of 
scientific and technical information consistent with effective 
security in order to promote progress and economy in research and 
development and to prevent unnecessary duplication of such services. 


III. FUNCTIONS 


Subject to applicable Department of Defense policies, the 
Secretary of the Air Force will provide the following technical 
information and related services under this directive: 


1. Receive, store and disseminate to agencies and contractors 
of the Department of Defense both classified and unclassified research 
and development information of a scientific and technical nature. Top 
Secret information, cryptographic material, Restricted Data, as 
defined in the Atomic Energy Act of 1954, and other classified defense 
information which may be excepted by policies or regulations of the 
military departments will be excluded from this function. 


2. Provide auxiliary bibliographical and related services 
essential to the efficient control, utilization and disseminetion 
of research and development information. 
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3. Carry out necessary research and development relevant to the 
performance of the functions outlined in this section. 


4. Maintain liaison for the Department of Defense with the Department 
of Commerce and other governmental agencies which collect and disseminate 
scientific and technical information. 


5. Within resources available to the Secretary of the Air Force for 
the provision of these services, classified and unclassified research and 
development information of a scientific and technical nature included in 
these services may be disseminated to other agencies of the Executive Branch 
of the Government in accordance with applicable provisions of law, provided 
that the originating agency of the material being released has authorized 
such action. 


Iv. OPERATION 


The Secretary of Defense is responsible for providing policy direction, 
prescribing the scope and character of the services (including approval of 
manpower, fiscal and other administrative support requirements), and resolving 
any problems that may develop which affect two or more of the military depart- 
ments or the Department of Defense as a whole. The Assistant Secretary of 
Defense (Research and Development) will advise and assist the Secretary of 
Defense in these matters and assure appropriate coordination with other 
Assistant Secretaries of Defense and Secretaries of the military departments. 


The Secretary of the Air Force shall be responsible for the operation 
and administration of these services; he shall prescribe the organization 
and operational procedures required to perform the services; and he shall 
make recommendations to the Secretary of Defense as to the manpower, fiscal 
and other support required to carry out his responsibilities under this 
directive. 


The Secretary of the Air Force shall provide for adequate collaboration 
and participation by the other two military departments in the operation of 
the technical information service activities performed under this directive. 
He may reassign his responsibilities under this directive within the command 
structure of the Department of the Air Force. 


The Secretaries of the other two military departments  vhall provide 
that copies of pertinent classified and unclassified research and develop- 
ment information in the custody of their departments are made-available to 
the Department of the Air Force for incorporation as a part of the technical 
information included in the services provided under this directive. They 
shall also designate properly qualified personnel at appropriate echelons 
of their departments to perform such operational liaison with the Department 
of the Air Force as may be required. 


The Secretary of the Air Force, in collaboration with the Secretaries 
of the other two military departments, will develop security policies and 
procedures, consistent with applicable Executive Orders and Department of 
Defense directives, to ensure adequate security in connection with these 
services. 
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The Secretary of the Air Force, in collaboration with the Secretaries 


of the other two military departments, will develop implementing instruc- 
tions necessary to accamplish actions required by this directive and will 


submit them to the Secretary of Defense for approval prior to issuance. 


V. RESCISSIONS 


Secretary of Defense memorandum, dated 14 May 1951, subject "Armed 
Services Technical Information Agency," and attached Secretary of Defense 


directive on the same subject are canceled, and al) other directives or 
memoranda or parts thereof, to the extent they are inconsistent with the 
provisions of this directive, are modified or rescinded, as appropriate. 


COLMA 


Secretary of Defense 





Ss 
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DEPARTMENT OF THE NAVY OPNAV 5510,27D 
OFFICE OF THE CHIEF OF NAVAL OF ER»TIONS Op-02S4 
Washington 25, D. C. Ser 125F02S 


26 JUN 1957 


QFNAV INSTRUCTION _5510,27D 


From: Chief of Naval Operations 
To: Distribution List 


Subj: Classified NATO and COSMIC Information and Material, handling of 
Ref: (a) OPNAV INSTRUCTION 05510.446 of 27 March 1954 


1. Purpose. To promulgate current instructions for the handling of classi¢ 
fied NATO and COSMIC information and material within those activities ser- 
viced by the Navy Department COSMIC Sub-Registry, 


2. Cancellation. OPNAV INSTRUCTION 5510.27C of 26 December 1956 is hereby 
cancelled and superseded by this instruction, 

3, General. The security procedures to be followed within the Naval is- 
tablishment for handling and pretecting of classified NaTO and COSMIC in- 
formation and material are described in enclosure (1) te reference (a). 

Where procedures are not implemented in this instruction, those in enclosur: 
(1) to reference (a) apply. 


» 


The Né Department COSI 





“IC Sub-Registry. 


Ke 





a. The Officer in Charge cf the Sub-Registry is respensible for: 


(1) Receiving, distributing, and maintaining an up-to-date record 
ef all classified Ni.TO and COSMIC documents held or circulating within 


OPNAV and various additional commands. 

(2) The establishment of COSMIC Control Points within those ac- 
tivities serviced by the Sub-Registry,. 

(3) The issuance of COSMIC access authorizations and maintenance 
ef an up-to-date list of all persons sn authorized within these activities 
serviced by the Sub-Registry. 


b. Classified NaTO documents received in the Sub-Registry will be 
recorded and distributed in a manner similar toe that fcr COShIC marked 
documents. All documents classified "NaTO-Restricted" which are received 
by agencies and commands rf the Department of Defense from NATO and NaTO 
countries will be assigned the U. S. classification "CONFIDJNTIAL-Modified 
Handling Authorized" and will be handled and safeguarded accordingly. 
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Changes or carrectiens te any COSIC documents will be made by 


Ce 
Registry personnel only. 


Sub-! 


5. COSMIC Control Points. 
a. Control Points 







control of classified 
level. There will be no m than one 
6r division level (within OFNAV) or at each au, ice er Command, 

They will be established upon the receipt cf a justifiable remest from 
the senior officer concerned to the Officer yh f the Sub-Registry. 


od 





b. COSMIC documents cannot be retained permanently bry Centrol Points 
nd must be sighted and physically acceunted fer menthly by repert to the 


Sub-Registry. 


\ 


Cc. Exchange of cl 


a ed NATO and COSMIC documents between Centrol 
-oints, either within o s 


utside the immediate cemmand, witheut channelling 
them through the Sub-Registry is specifically not authorized, 





AneMTC A 
ad. COSMIC decuments 





be destreyed by COShIC Centrel Peints, 


AANCLTR = 4 » ( 


e. COSMIC Contrel Points will handle classified NaTO and COSi:IC marked 
cecuments received from the Sub-Registry. 


eecuments must he submitted t~ the 


a. The COSMIC Centrol Officer (frequently the U. S. Top Secret Control 
Officer) and an alternate are appcinted by his senior supervisor who will 
pert such appointments in writing te the Officer in Cha arge of the Sub- 


istry 





b. The Centrol Officer and/or Alternate: 
\l) Is respons distributing, and maintaining an 
p-to-date record of a and COSMIC decuments held er cir- 
culated by his Control 
(2) Is responsible for submitting all requests for documents not 
held by the Sub-Registry te Sub-Registry persennel only. 


record *f all such autherizations, and notifying the 
he Sub-Registry in writing of any change in status 
is autherization. 


responsible fer initiating all requests for COSMIC authori- 
nin 





(4) Is respensible fer issuing 311 NaTO SECRET and CONFIDENTIAL 
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access authorizations and maintaining a record of all such authorizations 
held by persons serviced by his Control Point. 


c. Only the Control Officer or his alternate(s) may receipt for classi- 
fied NATO and COSMIC documents received from the Sub-Registry. The Officer 
in Charge of the Sub-Registry must be notified in writing of additional 
personnel whom the Control Officer designates as qualified to receipt for 
classified NATO marked documents, 


d. The Sub-Registry will accept decuments only from the Control Officer, 
his alternate(s), or individuals specified in writing as Control Point 
couriers. 


e, Losses or compromises of documents charged to him will be reported 
immediately by the Control Officer to the Officer in Charge of the COSMIC 
Sub-Registry. 


f. The Control Officer is responsible within the offices he services 
for promulgating and maintaining the effective COSMIC handling procedures. 


7. COSMIC and NATO access authorizations. 


T 


a. The-word "clearance" regarding access to classified NATO and COSMIC 
information is a misnomer, Personnel are authorized access if (1) they al- 
ready hold a security clearance for access to a commensurate level of U. S. 
classified information, (2) they have a signed a statement assuring (a) 
their knowledge and understanding of special procedures applicable to 
classified NaTO and COSMIC information and (b) their understanding of the 
conseouences which Sections 793 and 794 of Title 18, U. S. Cede provid 
when classified information passes into unauthorized hands either by intent 
or through negligence, and (3) they have a "NZED TO KiOW" the information 
contained in classified NaTO and/ur COSHIC marked documents. 

b. An original and two copies of recuests for authorizations for ac- 
cess to COSMIC marked information mist be sent by the COSMIC Control Officer 
to the Officer in Charge of the Sub-Registry with signed COSMIC certificate, 
The recuests will be sent via the activity's Security Officer who will en- 
dorse the request by indicating the type U. S. security clearances held by 
the persons for whom an access authorization is requested. (A U. S. Top 

cret clearance is recuired.) A second endorsement will be made by the 
Officer in Charge of the COSMIC Sub-Registry which will be returned to the 
COSMIC Control Officer indicating approval or disapproval of his request. 


c. Persons permitted access to classified NATO marked information will 
be briefed on proper handling and security procedures by the Control Officer 
who services them. A suggested briefing guide will be found in enclesure 
(1) Appendix B of reference (a). Prerequisites for access to classified 
NATO marked information include (1) a U. S. security clearance for access 

to 4a commensurate level of U. S. classified information, (2) a signed state- 
ment (kept at the Control Point) as described in paragraph a. above, and (3) 


4 
a 
) 
} 
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ED TO KNO.." the information. No record of persons permitted access 
ely to classified NATO marked information is required by the Navy De- 
tment COSMIC Sub-Registry. 


d. <A record of the names of all persons granted COSMIC access authori- 
zation in activities which it services will be kept on file in the Sub- 
Registry. Control Officers will immediately notify the Officer in Charge 
of the COSMIC Sub-Registry of persons whose names should be deleted from 
this record when they 2re no longer employed in duties requiring access to 
COSMIC information. 

d information and material 





nm for access to COSMIC 


e. authorizati 
acc marked information and material, 


ess to classified 





f. Authorizations are void upon detachment or transfer between offices, 


g. Forms necessary in requesting and granting authorizations will be 
made Available to Control "oints by the COSMIC Sub-Registry. 
8. Custody. 








The Control Officer or alternate will verify this list in 


ing. COSMIC documents which are no longer needed will be returned to 
YOSMIC Sub-Registry. 





b. Classified NATO marked documents may be ined by COSHI ontrol 
Points if the need for them exists when the routing has been completed. 





\ 
i f U. S. documents of equivalent se- 
t be mingled with U. S. documents. 
should provide for classified Nail 


possible destruction eof this infor- 
be in accerdance with these direc- 











tt~ 
ives. 
° . 
Ae © one served by the Navy artment COSMIC Sub-Registry is 
thorized to apply the COSmIC or marking te any document which he 
originated. 
rt. United States information will retain. its United States security 
sif tion until intreduc into the security syst of the inter- 
T NY 1 Y tio . 
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c. Signed documents, containing United States classified information 
to be released to the North Atlantic Treaty Organization, will be forwarded 
to the Chief of Naval Operations (Director of Naval Intelligence) for security 
review. If no objection is interposed, DNI will then forward it to the 
Secretrriit, State-Defense Military Information Centrol Committee for re- 
lease. A copy of the transmittal letter will be furnished the originator. 
The S,S-DMICC will forward releasable classified information to the appro- 
priate U.S./NATO liaison officer who will apply the COSMIC or NATO marking 
prior to introducing it into the NATO security system, 


d. Unclassified documents (except electrically transmitted messages ) 
will be forwarded by the originator directly te the appropriate U.S./NaTO 
liaison officer without channeling through DNI, 


e, The copies of U. S..documents (e.g. copies to U. S. commands or 
gencies, file copies, etc.) that are not introduced into the NaTO Organi- 
zation will never he marked "COSMIC" or "NATO". Documents which are pre- 
pared only for United States use will not bear a COSMIC er NaTO marking. 
This includes (1) any United States comments on NaTO papers where such 
comments 2re not intended for introduction into the NATO Organization and 


(9) 


(2) United States letters of transmittal which reference NATO docunents. 


f, When material to be released is bulky or voluminous, the COSHIC 
or NATO markings may be applied when reproduced, in which case the material 
will contain the added statement, "This document will he handled as U. S, 
(TOP SECRST) (SECRET) (CONFIDENTIAL) and the COSMIC or NATO markings re- 
moved from any copies retained by the U, S. agencies." The letter or trans- 
mittal need only contain the statement that the subject material is authori- 
zed for release into the NATO systen, 


. 


ll, Transmission, 


a. Individuals desiring to forward classified NATO or COSMIC docwnents 
to other U. S, effices or commands will deliver the documents te their 
Control Points with appropriate notation on the route slips. The documents 
will then be delivered to the Navy Department COSMIC Sub-Registry. The Sub- 
Registry will forward them either te the Control Point or the Sub-Registry 
of the office or comand. 


b. The Navy Department COSMIC Sub-Registry will not handle any docu- 
ments other than those with COSMIC or NATO markings. It is only authorized 
te transmit these documents directly to the Centrol Points it services, the U.S. 
Central Registry, and other Sub-Registries within the United States system. 
United States documents will not be attached to or enclosed with documents 
which are so transmitted, 


4 Our rs. 
rs volved in the national or international transmission of 
classified inform?tion will, in addition to other appropriate directives, be 
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bound by these regulations when carrying COSMIC and/or classified NATO 
information, 


13. Communications, 


a. The OPNAV Commnication Officer (Op-302T) is an Alternate Control of- 
ficer (for electrically transmitted messages only) of the Navy Department 
Sub-Registry and is responsible for processing incoming COSIC and NaTO 
marked messages prior to internal distribution. The OPNAV Ceommnication 
Office will pass the required nmwaber of copies of incoming COSMIC marked 
messages directly to the Navy Department COSMIC Sub-Registry for dissemina- 
tion and control. Incoming NATO marked messages will be routed and delivered 
to the Control Point of the cognizant activities by the OPNAV Communications 
Office, Classified messages mist be handled only bz those persons having 
authorization for access to NATO classified information. 


b. In the event a COSMIC message is received by the OPNAV Communications 
Office after normal working hours it will be shown to the Navy Department 
Duty Captain in the CNO Flag Plot for appropriate action if necessary. If 
no action is necessary it will be returned to the OPNaV Comminication Office 
and delivered to the Sub-Registry on the next working day. Such messages 
must be handled only by those persons having authorization for access to 
COSMIC information. The Officer in Charge of the COSMIC Sub-Registry will 
be notified of the direct delivery of any COSMIC message at the start of the 
next working day. The destruction of any COSmIC message by personnel on duty 
in the Flag Plot is not authorized. Such messages if retained by the OFNaV 
Duty Captain will be returned to the OPNaV Commnication Office after normal 
working hours or direct to the Sub-Registry on the next working day. 


c. Outgoing U. S. classified messages for ultimate delivery to NaTC 
commands will be addressed to the appropriate U.S./NaTO liaison officer with 
the reouest thet it be passed to the appropriate NATO agency. The messag 
will include the statement: "This message is authorized for release intc 
NATO channels and authorization is granted to apply the COSMIC or NaTC 
marking." Under no circumstances will the message contain the statement: 
"This is a COSMIC (NATO) message". COSMIC or NATO markings will not be 
applied to any copics distributed to or retained by any U. S. agency. 


d. Classified messages will be delivered to the Director of Naval 
Intelligence for security review. DNI will forward the message through 
approved chinnels for ultimate transmission. 


e. The vrocedures described above will apply to outgoing unclissified 
messages except that they will not be delivered to the Director of Naval 
Intelligence for security clearance but will be delivered directly to th 
OPNAV Commnicaition Office for electrical transmission, 


14. Reproduction. 


a, COSMIC material will only be reproduced with the permission of th 








ns 
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Officer in Charge af the Sub-Registry if such authority has been delegated 
by the Chief, Central U. S,. COSMIC Registry. 


b. Classified NATO material may be reproduced by the cognizant ac- 
tivity upon approval of the Control Officer; however, the Navy Department 
Sub-Registry will be informed as to the number of copies reproduced and 
the copy numbers assigned, 


ce. The OPNAV Communication Office (Op-302T) will control the repr 
duction of all electrically transmitted messages which bear the NaTO marking. 


15. Destruction. 


a. Control Points will not destroy COSMIC documents (including mes- 
sages) but will return them to the Sub-Registry when they are no longer 
needed, 


b. Classified NATO documents (including messages) which have com- 
pleted their routing and for which a need no longer exists may be destroyed 
by the Control Point in accordance with existing policies for destruction 
of U. S. documents of ecuivalent classification. 


c. COSMIC and classified NATO documents will never be retired to a 
U. S. depository. 


1A, Disestablishment of Control Points, 


a, Justified requests for permission to disestablish COSMIC Control 
Points will be made in writing to the Officer in Charge of the Sub-Registry. 
Upon disestablishment, 211 COSMIC documents will be returned to the Sub- 
Registry, classified NATO marked documents will be returned or destroyed 
and all records of the Control Point will be permanently retained by the 
activity concerned or transferred to the Sub-Registry. 


b. Records of a COSMIC Control Point will not be retired to aU. S. 
depository. 





1. Whenever a COSMIC or a classified NATO document is believed lost 
or otherwise subjected to compromise an initial report of the fact will be 
submitted immediately by the Control Officer of the activity to the Officer 
in Charge of the Sub-Registry. 


Z od St ftgkLe 


E. T. SANDS 
Ry directier 
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DEPARTMENT OF THE NAVY, 
OFFICE OF THE CHIEF OF NAVAL OPERATIONS, 
Washington 25, D. C., October 29, 1956. 

OPNAYV 5510.52. 

Op-233. 

Ser. 3191P2s8. 

OPNAYV INSTRUCTION 5510.52. 

From: Chief of Naval Operations. 

To: Distribution List. 

Subj.: Procedure for handling U. S. classified material, which is not releasable to 
foreign nationals, intended for U. S. elements of international staffs. 

Ref.: (a) OPNAV INSTRUCTION 5510.10 (U. S. Navy Security Manual for 
Classified Matter). 

Encl.: (1) List of mail addresses to be used for U. 8S. classified materials, which 
is not releasable to foreign nationals, intended for U. S. elements of inter- 
national staffs. 


1. Purpose.—To provide a current address list and to set forth procedures to 
insure that classified material addressed to U. S. elements of international com- 
mands does not get into international channels. 

2. Cancellation—OPNAV INSTRUCTION 52110.3A is canceled. 

3. Procedure.—Classified material (not including messages) intended for U. S. 
elements of international staffs, which is in whole or in part not authorized for 
release to foreign nationals, will be addressed as indicated in enclosure (1). 
Because classified information is not releasable to foreign nationals without the 
specific approval of CNO (DNI), transmitting correspondence should contain 
appropriate release instructions when classified material authorized for release 
to foreign nationals is transmitted under this Instruction. Paragraph 0423 of 
reference (a) provides pertinent information regarding special marking, i. e., 
“Special Handling Required; Not Releasable to Foreign Nationals * * *.” In 
all cases the originator is responsible to insure that classified information which 
is not authorized for release to foreign nationals is not included in classified 
materal addressed to international agencies, or to international military com- 
manders. Inner envelopes must be marked prominently and substantially as 
required by paragraph 0423 of reference (a). If nonreleasable documents are 
addressed to international commands other than those listed in enclosure (1), 
they should be sent to the nearest known address indicated to receive classified 
material with the inner envelope addressed for further delivery to the U. S. Mem- 
ber or U. S. element in the international command. 

4. Action Required.—Commander in Chief, U. S. Pacific Fleet, Commander in 
Chief, U. S. Atlantic Fleet, and Commander in Chief, U. S. Naval Forces, Eastern 
Atlantic and Mediterranean, are requested to provide the Chief of Naval Opera- 
tions with information necessary to expand enclosure (1) when necessary and 
keep it up to date. 

G. L. RUSSELL, 
Deputy Chief of Naval Operations (Administration). 

Distribution : 

SNDLA (Navy Department). 

31 (Commanders in Chief). 

All Divisions of OPNAV. 
AUTHENTICATED : 

E. H. EARNHARDT, 

LCDR, USN. 


[Enclosure (1) ] 


List OF MAIL ADDRESSES TO BE USED FoR U. S. CLASSIFIED MATERIAL, WHICH IS 
Not RELEASABLE TO FOREIGN NATIONALS, INTENDED FOR U. S. ELEMENTS OF 
INTERNATIONAL STAFFS 


1. Supreme Headquarters Allied Powers in Europe (SNAFE) 
a. Mail Address 
U.S. National Military Representative 
Supreme Headquarters Allied Powers Europe 
APO 55, New York, N. Y. 
ATTN: US DOCO 
b. Courier Address 
U.S. National Military Representative 
Supreme Headquarters Allied Powers Europe 
Paris, France 
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Commander in Chief, Allied Forces Northern Europe (CINCNORTE) 
a. Mail Address 


None—send by courier mail using courier address below 
b. Courier Address 
Outer Envelope 
US Documents Officer 
Commander AIRNORTE 
Kolsaas, Sandvika, Norway 
ATTN: US ELEMENT 
Inner Envelope 
Commander in Chief Allied Forces 
Northern Europe 
Kolsaas, Sandvika, Norway 
ATTN: US ELEMENT 
Commander Allied Naval Forces Northern Europe (COMNAVNORTH) 
a. Mail Address 
None—send by courier mail using courier address below 
b. Courier Address 
Outer Envelope 
U. S. Documents Officer 
Commander AIRNORTH 
Kolsaas, Sandvika, Norway 
Inner Envelope 
Commander Allied Naval Forces 
Northern Europe 
Kolsaas, Sandvika, Norway 
ATTN: US ELEMENT 
4. Commander Allied Air Forces Northern Europe (COMAIRNORTH) 
a. Mail Address 
None—send by courier mail using courier address below 
b. Courier Address 
Outer Envelope 
U. S. Documents Officer 
Commander AIRNORTH 
Kolsaas, Sandvika, Norway 
Inner Envelope 
Commander AIRNORTH 
Kolsaas, Sandvika, Norway 
ATTN: US DOCO 
5. Commander Allied Land Forces Norway (COMLANDNORWAY ) 
a. Mail Address 
None—send by courier mail using courier address below 
b. Courier Address 
Outer Envelope 
U. S. Documents Officer 
Commander AIRNORTH 
Sandvika, Norway 
Inner Envelope 
Commander 
Allied Land Forces Norway 
Oslo, Norway 
ATTN: U. S. ELEMENT 
Commander Allied Land Forces Denmark (COMLANDENMARK) 
a. Mail Address 
None—send by courier mail using courier address below 
b. Courier Address 
Outer Envelope 
U. S. Documents Officer 
Commander, AIRNORTH 
Sandvika, Norway 
Inner Envelope 
Commander Allied Land Forces Denmark 
ATTN: U. S. ELEMENT 


3. 


6. 
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7. Commander in Chief, Allied Forces Central Europe (CINCENT ) 
a. Mail Address 
Commanding General 
8651 DU, Det 1 
APO 11, New York, N. Y 
ATTN: US DOCO 
b. Courier Address 
Commanding Genera) 
8651 DU, Det 1 
Fontainebleau, France 
ATTN: US DOCO 
8 Commander Allied Land Forces Central Europe (COMLANDCENT) 
a. Mail Address 
Commanding General 
8651 DU, Det 1 
APO 11, New York, N. Y. 
ATTN: US DOCO 
“PASS TO US ELEMENT ALFCE” 
b. Courier Address 
Commanding General 
8651 DU, Det 1. 
Fontainebleau, France 
ATTN : US DOCO, “PASS TO US ELEMENT ALFCE” 
9. Commander Allied Naval Forces Central Europe (COMNAVCENT) 
a. Mail Address 
Commanding General 
8651 DU Det 1 
APO 11, New York, N. Y. 
ATTN: US DOCO, “PASS TO US ELEMENT ANFCE” 
b. Courier Address 
Commanding General 
8651 DU, Det 1 
Fontainebleau, France 
ATTN : US DOCO, “PASS TO US ELEMENT ANFCE” 
10. Commander Allied Naval Forces Central Army Group Area and Bremer 
haven (COMNAVCAG) 
a. Mail Address 
Outer Envelope 
Commander U. 8S. Naval Forces Germany 
APO 403, New York, N. Y. 
Inner Envelope 
Deliver to : U. 8S. ELEMENT 
COMNAVCAG, Heidelberg, Germany 
b. Courier Address 
U. S. ELEMENT 
Commander Allied Naval Forces Central Army Group Area and 
Bremerhaven 
Heidelberg, Germany 
11. Commander Allied Air Forces Central Europe (COMAIRCENT ) 
a. Mail Address 
U. S. Liaison Officer 
Allied Air Forces Central Europe 
APO 11, New York, N. Y 
b. Courier Address 
U. 8S. Liaison Officer 
Allied Air Forces Central Europe 
Camp Guynemer 
Fontainebleau, France 
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12. Commander in Chief, Allied Forces Southern Europe (CINCSOUTH) 
a. Mail Address 
Commanding General 
Det 2, 8651 DU 
ATTN: US DOCO 
NAVY 510, FPO, New York, N. Y. 
b. Courier Address 
Commanding General 
Det 2, 8651 DU 
ATTN: US DOCO 
Naples, Italy 
13. Commander Allied Land Forces Southern Europe (COMLANDSOUTH) 
a. Mail Address 
U.S. Documents Officer 
U.S. Element, Allied Land Forces Southern Europe 
APO 19, New York, N. Y. 
b. Courier Address 
Commanding General 
Det 2, 8651 DU 
ATTN : US DOCO 
U.S. Element, Allied Land Forces Southern Europe 
Naples, Italy 
14. Commander Naval Striking and Support Forces Southern Europe (COM- 
STRIKFORSOUTH ) 
au. Mail Address 
Outer Envelope 
Commanding General 
Det 2, 8651 DU 
Navy 510, FPO, New York, N. Y. 
ATTN : US DOCO 
Inner Envelope 
“FOR US ELEMENT COMSTRIKFORSOUTH"” 
b. Courier Address 
Outer Envelope 
Commanding General 
Det 2, 8651, DU 
Naples, Italy 
ATTN: US DOCO 
Inner Envelope 
“FOR US ELEMENT COMSTRIKFORSOUTH” 
15. Commander Allied Forces Southern Europe (COMAIRSOUTH ) 
a. Mail Address 
U.S. Documents Officer 
Commander Allied Air Forces Southern Europe 
Navy 510, FPO, New York, N. Y. 
b. Courier Address 
U.S. Documents Officer 
Commander Allied Air Forces Southern Europe 
Naples, Italy 
16. Commander Allied Land Forces Southeastern Europe (COMLANDSOUTH- 
EAST) 
a. Mail Address 
Outer Envelope 
Headquarters, Joint Military Mission for Aid to Turkey 
APO 206—A, New York, N. Y. 
Inner Envelope 
Commander Allied Land Forces Southeastern Europe 
Izmir, Turkey (ATTN: US DOCO) 
b. Courier Address 
Outer Envelope 
Headquarters, Joint Military Mission for Aid to Turkey 
Ankara, Turkey 
Inner Envelope 
Commander Allied Land Forces Southeastern Europe 
Izmir, Turkey (ATTN: US DOCO) 
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17. Commander in Chief, Allied Forces Mediterranean (CINCAFMED) 
a. Mail Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Navy 510, FPO, New York, N. Y. 
Inner Envelope 
U.S. Element 
CINCAFMED, Malta 
b. Courier Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Naples, Italy 
ATTN : US ELEMENT CINCAFMED 
Inner Envelope 
U. 8S. ELEMENT CINCAFMED MALTA 
a. Mail address 
U. 8. Element DEPCINC FMED MAUT 
18. Deputy Commander in Chief, Allied Forces Mediterranean (DEPCINC 
FMED) 
a. Mail Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Navy 510, FPO, New York, N. Y. 
Inner Envelope 
U.S. ELEMENT DEPCINC FMED MALTA 
‘ourier Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Naples, Italy 
Attn: US ELEMENT DEPCINC FMED 
Inner Envelope 
U.S. ELEMENT DEPCINC FMED MALTA 
19. Commander Western Mediterranean Area (COMEDOC) 
a. Mail Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Navy 510, FPO, New York, N. Y. 
Inner Envelope 
For U.S. Element 
COMEDOC, Algiers, Algeria 
b. Courier Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Naples, Italy 
Inner Envelope 
For U. 8S. Element 
COMEDOC, Algiers, Algeria 
20. Commander Central Mediterranean Area (COMEDCENT) 
a. Mail Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Navy 510, FPO, New York, N. Y. 
Inner Envelope 
For U. S. Element 
COMEDCENT, Naples, Italy 
‘ourier Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Naples, Italy 
Inner Envelope 
For U. S. Element 
COMEDCENT, Naples Italy 


— 
= 


b. 


~ 
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21. Commander Northeast Mediterranean Area (COMEDNOREAST) 
a. Mail Address 
Outer Envelope 
Headquarters, Joint Military Mission for Aid to Turkey 
APO 206—A, New York, N. Y. 
Inner Envelope 
For U. 8S. Element 
COMEDNOREAST, Ankara, Turkey 
b. Courier Address 
Outer Envelope 
Headquarters, Joint Military Mission for Aid to Turkey 
Ankara, Turkey 
Inner Envelope 
For U.S. Element 
COMEDNOREAST, Ankara, Turkey 
22. Commander Eastern Mediterranean Area (COMEDEAST ) 
a. Mail Address 
Outer Envelope 
Headquarters, Joint U. 8S. Military Aid Group, Greece 
APO 206, New York, N. Y. 
Inner Envelope 
For U. 8. Element 
COMEDEAST, Athens, Greece 
b. Courier Address 
Outer Envelope 
Headquarters, Joint U. S. Military Aid Group, Greece 
Athens, Greece 
Inner Envelope 
For U.S. Element 
COMEDEAST, Athens Greece 
23. Commander Southeast Mediterranean Area (COMBDSOUTHEAST ) 
a. Mail Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Navy 510, FPO, New York, N. Y. 
Inner Envelope 
For U. S. Element 
COMEDSOUTHEAST, Malta 
b. Courier Address 
Outer Envelope 
COMSUBCOMNELM/CHSA 
Naples, Italy 
Inner Envelope 
For U. S. Element 
COMEDSOUTHEAST, Malta 
24. Commander Submarines Mediterranean (COMSUBMED) 
a. Mail Address 
Outer Envelope 
COMSU BCOMNELM/CHSA 
Navy 510, FPO, New York, N. Y. 
Inner Envelope 
For U. 8S. Element 
COMSUBMED, Malta 
b. Courier Address 
Outer Envelope 
COMSU BCOMNELM/CHSA 
Naples, Italy 
Inner Envelope 
For U. 8S. Blement 
COMSUBMED, Malta 
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25. Commander Submarines Northeast Mediterranean (COMSUBMED) (COM- 
SUBMBEDNOREAST ) 
a. Mail Address 
Outer Envelope 
Headquarters, Joint Military Mission for Aid to Turkey 
APO 206—-A, New York, N. Y. 
Inner Envelope 
For U. 8S. Element 
COMSUBMEDNOREAST, Ankara, Turkey 
b. Courier Address 
Outer Envelope 
Headquarters, Joint Military Mission for Aid to Turkey 
Ankara, Turkey 
Inner Envelope 
For U. S. Blement 
COMSUBMEDNORDBAST, Ankara, Turkey 
26. Supreme Allied Commander Atlantic (SACLANT) 
a. Mail Address 
United States Liaison Officer 
To Supreme Allied Commander Atlantic 
Norfolk 11, Virginia 
b. Courier Address 
United States Liaison Officer 
To Supreme Allied Commander Atlantic 
Norfolk 11, Virginia 
7. Commander in Chief Western Atlantic Area (CINCWESTLANT ) 
a. Mail Address 
U. S. Documents Officer 
Commander in Chief Western Atlantic Area 
U. 8S. Naval Base 
Norfolk 11, Virginia 
ATTN: US BLEMENT CINCWESTLANT 
b. Courier Address 
U. 8. Documents Officer 
Commander in Chief Western Atlantic Area 
U. S. Naval Base 
Norfolk 11, Virginia 
ATTN: US ELEMENT CINCWESTLANT 
28. Commander in Chief Bastern Atlantic Area (CINCEASTLANT) 
a. Mail Address 
Outer Envelope 
Commander in Chief U. S. Naval Forces Eastern Atlantic and 
Mediterranean, BOX 2, Navy 100, FPO, New York, N. Y 
Inner Envelope 
U. 8. Documents Officer 
Commander in Chief Eastern Atlantic Area 
b. Courier Address 
U.S. Documents Officer 
Commander in Chief Eastern Atlantic Area 
Eastbury Park, Northwood 
Middlesex, England 
ATTN : US ELEMENT CINSEASTLANT 
Air Commander in Chief Eastern Atlantic Area (CINCAIREASTLANT) 
a. Mail Address 
Outer Envelope 
Commander in Chief U. S. Naval Forces Eastern Atlantic and Medi 
terranean, BOX 2, Navy 100, FPO, New York, N. Y. 
Inner Envelope 
U.S. Documents Officer 
Air Commander in Chief Eastern Atlantic Area 
b. Courier Address 
U. S. Documents Officer 
Air Commander in Chief Eastern Atlantic Area 
R. A. F. Northwood, Middlesex 
England 


N 


+) 


~ 
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30. Commander Ocean Subarea (COMOCEANLANT ) 
a. Mail Address 
U. S. Documents Officer 
Commander Ocean Subarea 
U.S. Naval Base 
Norfolk 11, Virginia 
ATTN : US ELEMENT COMOCEANLANT 
b. Courier Address 
U. S. Documents Officer 
Commander Ocean Subarea 
U.S. Naval Base 
Norfolk 11, Virginia 
ATTN : US ELEMENT COMOCEANLANT 
31. Commander Submarine Force Eastern Atlantic (COMSUBEASTLANT) 
a. Mail Address 
Outer Envelope 
Commander in Chief, U. S. Naval Forces Eastern Atlantic and Medi- 
terranean, BOX 2, Navy 100, FPO, New York, N. Y. 
Inner Envelope 
U. 8S. Documents Officer 
Commander Submarine Force Eastern Atlantic 
b. Courier Address for Classified Material 
U.S. Documents Officer 
Commander Submarine Force Eastern Atlantic 
Fort Blockhouse, Gosport 
Hants, England 
32. Allied Commander in Chief Channel (CINCHAN ) 
a. Mail Address for Classified Material 
Outer Envelope 
Commander in Chief, U. S. Naval Forces Eastern Atlantic and Medi- 
terranean, BOX 2, Navy 100, FPO, New York, N. Y. 
Inner Envelope 
U.S. Documents Officer 
Allied Commander in Chief Channel 
b. Courier Address for Classified Material 
U.S. Documents Officer 
Allied Commander in Chief Channel 
Portsmouth, England 
33. Commander Gilbraltar Mediterranean (COMGIBMEID) 
a. Mail Address 
U. S. Naval Liaison Officer 
Box “F” Navy 214, FPO, New York, N. Y. 
b. Courier Address 
U.S. Naval Liaison Officer 
Commander Gibraltar Mediterranean 
Gibraltar 
34. Commander U.S. Atlantic Subarea (COMUSLANT) 
a. Mail Address 
U.S. Element 
Commander U. 8, Atlantic Subarea 
ATTN: US DOCO 
90 Church Street 
New York, N. Y. 
b. Courier Address 
U.S. Element 
Commander U. 8. Atlantic Subarea 
90 Church Street 
New York, N. Y. 
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35. Commander Striking Fleet Atlantic (COMSTRIKFLTLANT) 
a. Mail Address 
U.S. Element 
Commander Striking Fleet Atlantic 
ATTN: US DOCO 
U. 8. Naval Base, South Annex 
Norfolk 11, Virginia 
b. Courier Address 
U. S. Element 
Commander Striking Fleet Atlantic 
ATTN: US DOCO 
U. S. Naval Base, South Annex 
Norfolk 11, Virginia 
36. Standing Group North Atlantic Treaty Organization (SGN) 
a. Mail Address 
U. S. Representative 
Standing Group, NATO 
Washington 25, D. C. 
b. Courier Address 
U. 8. Representative 
Standing Group, NATO 
Washington 25, D. C. 
7. European Communications Security Agency (ECSA) 
a. Mail Address 
U. S. Member 
European Communications Security Agency 
HQ, US EUCOM 
APO 128, New York, N. Y. 
b. Courier Address 
U. 8S. Member 
European Communications Security Agency 
HQ, US EUCOM 
Paris, France 
38. European Long Lines Agency (ELLA) 
a. Mail Address 
U. 8. Member 
European Long Lines Agency 
HQ, US EUCOM 
APO 128, New York, N. Y. 
b. Courier Address 
U. S. Member 
European Long Lines Agency 
HQ, US EUCOM 
Paris, France 
39. European Military Communications Coordination Committee (EMCCC) 
a. Mail Address 
U. S. Member 
European Military Communications Coordination Committee 
HQ, US EBUCOM 
APO 128, New York, N. Y. 
b. Courier Address 
U. S. Member 
European Military Communications Coordination Committee 
HQ, US EUCOM 
Paris, France 
). European Naval Communications Agency (ENCA) 
a. Mail Address 
U. S. Member 
European Naval Communications Agency 
CINONELM STAFF, BOX 3 
Navy 100, FPO, New York, N. Y. 
b. Courier Address 
U. S. Member 
European Naval Communications Agency 
7 North Audley St. 
London W. 1. England 


Ww 


+ 
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41. European Radio Frequency Agency (ERFA) 
a. Mail Address 
U. S. Member 
European Radio Frequency Agency 
HQ, US EUCOM 
APO 128, New York, N. Y. 
b. Courier Address 
U. S. Member 
European Radio Frequency Agency 
HQ, US EUCOM 
Paris, France 
42. European Radio Frequency Agency (ERFA) 
a. Mail Address 
Assistant U. 8S. Member 
European Radio Frequency Agency 
Navy 100, FPO, New York, N. Y. 
b. Courier Address 
Assistant U. 8. Member 
European Radio Frequency Agency 
London, England 
43. Military Agency for Standardization (MAS) 
a. Mail Address 
U. S. Navy Member 
Military Agency for Standardization 
J.S. Naval Delegation 
Navy 100, FPO, New York, N. Y. 
b. Courier Address 
U.S. Navy Member 
Military Agency for Standardization 
c/o American Embassy 
London, England 


DEPARTMENT OF THE Navy, 
OFFICE OF THE CHIEF OF NAVAL OPERATIONS, 
Washington 25, D. C., July 30, 1956. 

OPNAV 5500.25. 

Op-283. 

Ser. 3141P28. 

OPNAV Instruction 5500.25. 

From : Chief of Naval Operations. 

To: Distribution List. 

Sub.: Review of classified information for the purpose of downgrading and/or 
declassifying with special emphasis on classified research and development 
technical information. 

Ref.: (0) OPNAYV Instruction 5510.1A United States Security Manual for Classi- 
fied Matter of 2 Oct. 1954. 

1. Purpose.—The purpose of this Instruction is to emphasize the need estab- 
lished in reference (a) for the continuous review of classified matter for the 
purpose of downgrading and declassifying. 

2. Background.—In the technical fields of research and development, special 
problems are inherent as equipment passes from the stages of initial concept, 
research and development, test, production, operation, and ultimately to obso- 
lescence and discard. Further, the lowest acceptable classification is required 
to insure the maximum flow of information to industry, to reduce delays, 
decrease handling expenses, and insure the maximum coordination of research 
and development technical efforts. The magnitude of the problem due to the 
number of different technical fields and amount of material is realized. How- 
ever, the importance of downgrading and declassifying material, especially tech- 
nical research and development material cannot be overemphasized in order 
to obtain the advantages of adequate classification procedures. 
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3. Action.—It is requested that addresses take action, as practicable, to insure 
that research and development information, as well as other classified material, 
under their cognizance receives the continuous review directed in Chapter 4 
of reference (a). 

MonrRoE B. DUFFILL 
(By direction). 
Authenticated : 
E. H. EARNHARDT, 
LODR, USN. 
Distribution : 
SNDLA (less Al). 
Copy to: 
SNDL Al. 
All Divisions of OPNAV. 


HEADQUARTERS U.S. MarINE Corps, WASHINGTON, 


ADMINISTRATIVE DIVISION, 
July 5, 1957. 
HQO 5511.4. 
AB-glt 
Headquarters Order 5511.4. 
Subj.: Program for possible declassifying or regarding classified material 
originated within Headquarters U. 8S. Marine Corps; establishment of. 
Ref.: (a) Para 0407 OPNAV INSTN 5510.1A (U. S. Navy Security Manual for 
Classified Matter). 

1. Purpose.—In accordance with reference (a), a program for possible de- 
classifying or regarding classified material, originated within Headquarters 
U. S. Marine Corps, will be initiated in the near future. This program is in- 
tended to reduce the amount of classified material held in this Headquarters ani 
to regrade classified material commensurate with the interest of national security 

2. Action.—Documents to be reviewed for possible declassifying or regrading 
will be transmitted from the classified files to cognizant sections in groups of ten 
or less under a cover letter. A new buck tag will be attached to each docu- 
ment and a rubber stamp indicating possible action to be taken will be stamped 
thereon. The officer determining the action to be taken will check the appro- 
priate space and sign. After review, the documents will be returned to the 
classified files as a complete package. Review of material which must be 
coordinated with other sections will be routed via the classified files, such rout- 
ing to be indicated on the buck tag with routing to insure return to cognizant 
reviewer. After material has been reviewed and returned to the classified files, 
the Officer in Charge, Secret and Confidential Files, will take necessary action 
to declassify or regrade classified material so designated for such action and 
will notify holders of that material. 

By direction of the Commandant. 

V. T. WILLS, 
Lieutenant Colonel, U. 8S. Marine Corps, 
issistant Director, Administrative Division. 


DEPARTMENT OF THE NAVY, 
OFFICE OF NAVAL RESEARCH, 
Washington, D. C., November 7, 1956. 
ONRINST 5511.4. 
ONR 810.RK 1d. 
ONR Instruction 5511.4. 
From: Chief of Naval Research. 
To: Assistant Chiefs and Division Directors, ONR Washington. 
Subj.: Review of classified information for the purpose of downgrading and/or 
declassifying. 
Ref.: (a) OPNAVINST 5510 1A of 2 October 1954 
(b) OPNAVINST 5500 25 of 30 Jul 1956. 
(c) ONRINST 5540 3 of 7 May 1954. 
(d) OPNAVINST 55408 of 3 May 1955 
(e) ONRINST 5511 3 of 17 Feb 1954. 
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1. Purpose.—The purpose of this instruction is to establish a program for the 
continuous review of classified matter in the Office of Naval Research, as pre- 
scribed by references (a) and (b). 

2. Background.—In the technical fields of research and development special 
problems are inherent as equipment passes from the stages of initial concept, 
research and development, test, production, operation, and ultimately to obso- 
lescence and discard. Further, the lowest acceptable classification is required 
to insure the maximum coordination of research and development technical 
efforts. The areas involved within ONR in the Navy-wide program for down- 
grading and eventual declassification of equipment, including comp. and technical 
data relating thereto center around the Security Requirements Check List (DD 
Form 254, and documents having long term reference value such as technical re- 
ports, progress reports, and bibliographies or compendia. 

3. Security Requirements Check List (DD Form 254).—This list is used by con- 
tracting activities of the Military Departments to indicate the security classifica- 
tion to be assigned to various elements of contracts and subcontracts. It is 
intended that use of this check list will eliminate the concept that a security 
classification assigned to a classified contract or task applies equally to all phases 
of such contract or task, and that this elimination will prevent the impairment of 
production schedules which might otherwise be caused by unnecessary clearance 
and safeguarding requirements. ONR personnel preparing the Security Re- 
quirements Check List will comply with references (c) and (d). 

4. Documents.—Included in this category are classified technical reports 
and research publications originated by contractors and those reports and studies 
originated within ONR. Contractors originating documents normally should 
have sufficient guidance from the Security Requirements Check List (DD Form 
254), but ONR has the authority and responsibility to review the classification 
when originally issued and periodically thereafter. The identification of those 
portions of reports which are of lower classification or unclassified that use 
overall classification of the document is encouraged. This may be done by 
adding the actual classification in parentheses to the paragraphed page of section 
reading “Authorization to change the security classification marking of classified 
matter shall apply only to that matter for which ONR has sole cognizance.” 

5. Action.— 

a. Document Classification Record Cards (NAVEXOS 4151): Classification 
record cards will be maintained by the Document Classification Control Center 
for ONR, or contractor-originated documents and reports. Divisions or Branches 
originating classified reports or documents, or receiving them from their con- 
tractors, will make up a Document Classification Record card, retain the yellow 
copy for their files, and forward the remaining three copies to the Document 
Classification Control Center, Security Branch, Code 810. For initial assign- 
ment of or downgrading from Secret the record card shall be initialed by a 
person listed in reference (e) as authorized to classify matter in the Secret 
eategory. For initial assignment of or downgrading from Confidential the record 
card shall be initialed by the Branch Head or higher authority. If, on the date 
review is required, the Document Classification Control Center has not received 
a downgrading or declassification notice, it will send the pink tracer copy of the 
Document Classification Record card to the cognizant Branch. That Branch 
is responsible for notifying the Document Classification Control Center and all 
holders of the document of any change in classification. 

b. Period Between Reviews: Branches administering contracts will provide 
every two years for a reclassification review of documents originated by their 
contractors or themselves. Documents already over two years old as of the date 
of this Instruction will be given a reclassification review at a priority to be 
determined by the Assistant Chief for Research (for the 400 group) and the 
Division Directors for the material under their cognizance. The Document 
Classification Record card will be used to notify the Document Classification 
Control Center of the reclassification review. 

e. Contract Classification Changes: When the classification of a contract 
changes, the Branch administering the contract will furnish the Contract 
Division with a new form DD 254. 
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6. Document Classification Record Cards (NAVEXOS 4151).—The Document 
Classification Record cards are being printed. Stock will be maintained in the 
Duplicating Unit, Code 730. 

A. B. METSGER, 
Deputy and Assistant Chief of Naval Research. 

Distribution list: 

ONR Internal List No. 3. 
Copy to: 

SNDL E4, E5, E16. 

Index: AO, ND (PubDiv. 0124 MN) (2 copies). 

ONR Code 730 (Forms). 

AO (Records Management-Forms). 


DEPARTMENT OF THE NAVY 
BUREAU OF AERONAUTICS, WASHINGTON 25, D. C. 


BUAER 5510.45. 
Aer—SC~+4. 
10 Oct. 1957. 
BUAER INstTRUCTION 5510.45. 
From : Chief, Bureau of Aeronautics. 
To: All Ships, Stations and Units concerned with BuAer Equipments and 

Projects. 

Subj.: Marking of downgraded and declassified documents: information con- 
cerned. 
Ref.: (a)OPNAVINST 5510.1A, U. S. Navy Security Manual for Classified 

Matter, Article 0420. 

1. Purpose.—This Instruction informs addressees of a deviation to para- 
graphs 1b (2) and 2 of reference (a). 

2. Information.—Paragraphs 1b (1), 1b (2) and 2 of reference (a), concern- 
ing the marking of downgraded or declassified documents, are quoted for 
information ; 

b. For documents to be downgraded or declassified : 

(1) Bound documents: In the case of bound documents to be down- 
graded, the classification marking appearing on the front and back cov- 
ers, the title page, and the first and last pages shall be lined through 
and the new classification marked or stamped (not typed) thereon. If 
a bound document is to be declassified, the classification marking 
appearing on the front and back covers, the title page, and the first and 
last page shall be lined through. 

(2) Unbound documents: In the case of unbound documents to be 
downgraded, the classification marking appearing on the front and 
back covers and on every page shall be lined through and the new 
classification marked or stamped (not typed) thereon. If an unbound 
document is to be declassified, the classification marking appearing on 
the front and back covers and on every page shall be lined through. 
first and back covers and on every page shall be lined through. 

2... . the authority for the declassification or reclassification action shall 
appear at least on the title page in the case of bound documents and on 
each page of unbound documents. . 

3. Deviation——The Chief of Naval Operations has granted the Chief of the 
Bureau of Aeronautics a deviation to the requirement of paragraph 1h (2) of 
reference (a) which permits documents bound by larger than average staples 
(larger than \%’’ x 44’’) to be marked for downgrading or declassification as 
“bound” documents, specified in paragraph lh (1) of reference (a). The au 
thority for the downgrading or declassification need appear only on the title page 
of such documents. 

K. ALFRED AHO 
(By direction. ) 
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DEPARTMENT OF THE NAVY BUMED 5511.1 
Bureau of Medicine and Surgery BUMED-\l and 215 
Washington 25, D. C. 17 March 1953 


BUMED INSTRUCTION 5511.1 


From: Deputy and Assistant Chief of Bureau 
To: All Internal BUYED Codes 


Subj: General security and security of classified matter 


Ref: (a) U.S. Navy Security Manual for Classified Matter 
(ob) BUMEDINST. 5511.2 
(c) BUMEDINST. 5210.1 


le Purpose. 


ae To outline responsibilities for security within the Bureau. 


be. To set forth the procedures and responsibilities for the 
security of classified matter excent Restricted Data which is covered 
in reference (b). 


2. Cancellation. Bureau Orders I-A and I=-B with Supolement No. 1 
thereto are superseded and cancelled. 


3. Security Manual. Reference (a) contains the regulations for hand- 
ling and scbegiarding classified matter. All personnel dealing with 
classified matter shall be familiar with the regulations contained 
therein. 


he Responsibilities. 


ae General. Every person emoloyed in the Bureau is responsible 
for the complete understanding and observance of security regulations. 
The measures set forth herein are intended to aid in protecting the 
violability of classified matter and other classified information. It 
is strongly emphasized that the internal security of the Bureau rests 
primarily upon each individual custodian or possessor of classified 
matter or information. 


be Classified Material Control Officer. The Classified Material 
Control Officer is the advisor and direct representative of the Chief 
of the Bureau in all matters pertaining to the security of classified 
matter. He is responsible for regulating and coordinating the security 
of all classified matter in the Bureau. He shall: 


(1) Assure that all versons who are to handle classified matter 
are appropriately investigated, instructed, and properly authorized 
prior to assignment. 


(2) Coordinate the classification and reclassification of 


23511 O—58—_—67 
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matte: under the cognizance of the Bureau and initiate recommendations 
as appropriate in cases of partial responsibility or other interests. 


(3) Initiate and maintain a program of declassification and 
downgrading of documents. 


(4) Maintain records of current classifications of matter. 
(5) Initiate action to correct erroneous classifications. 

Ce Top Secret Control Officer. The Top Secret Control Officer shall 
be responsible for the receipt, custody, accounting for, and distribution 
of Top Secret matter within the Bureau, and for its transmission outside 
of the Bureau. In carrying out these responsibilities, he shall: 

(1) Avoid unnecessary dissemination of information. 


(2) Release to a subordinate echelon only the absolute minimum 
of Top Secret information which is necessary for proper planning or action. 


(3) Transmit Top Secret information by direct personal contact 
when possible. 


(4) Assure that Top Secret matter shall be processed only by 
designated personnel. 


(5) Keep a list of personnel within the Bureau to whom Top 
Secret information has been divulged. 


(6) Maintain a continuous chain of signatures on all Top Secret 
matter to indicate to whom the matter has been disclosed. 


(7) Assure that Top Secret correspondence is covered by a con- 


tinuous receipt system when not in the immediate custody of the Top 
Secret Control Officer. 


d. Bureau Security Officer. The Bureau Security Officer is 
responsible for: 


(1) Initiating and maintaining security measures within the Bureau 
necessary to insure its internal security. 


(2) Working in close liaison with the Classified Material Control 
Officer in matters pertaining to the security of classified matter. 


(3) Destruction of classified matter. 


(4) Processing requests for and preparing recommendations, as 
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necessary, regarding the release of classified matter to foreign 
governments or foreign private interests. 


(5) Processing visit requests for representatives, foreign or 
domestic, to visit activities or projects under the management control 
of the Bureau. 


ee Svecial Assistants, Inspectors General, and Assistant Chiefs 
of Bureau. Special assistants, inspectors seneral and aselatant oflefe 
of Bureau shall assure themselves that all security regulations are 
enforced in the activities under their jurisdiction. For purposes of 
the security inspection at the close of regular working hours, these 
offices shall be assigned to the divisions to which each is adjacent. 


f. Division Directors. Division directors shall be responsible 
for the Security of their respective divisions. They shall have 
knowledge of, comply with, and enforce all security regulations. Each 
division director shall appoint a commissioned officer as the division 
security officer. At least 1 and not more than 3 alternate division 
security officers shall also be appointed, dependent upon the size of 
the division, to assist and act in the absence of the division security 
officer. Warrant officers, enlisted personnel or civilian employees 
may be appointed as alternates if commissioned officers are not avail- 
able. The Bureau Security Officer shall be informed in writing of 
these avpointments and all changes thereto. 


ge Division Security Officers. Division security officers shall 
be appointed in each division and shall be responsible for: 
(1) Enforcing existing orders and regulations relating to 
security, fire, and other emergencies, and initiating and maintaining 


such measures within the division as necessary to insure its internal 
security. 


(2) Custody of and compliance with reference (a), and the 
Bureau security regulations. 


(3) Indoctrination of all personnel authorized by the division 
director to handle classified matter. 


(4) Custody of all combinations and keys to the classified files 
of the division. 


(5) Daily inspection of the division at the close of regular 
working hours to insure compliance with regulations for the security 
of buildings. 


(6) Insuring that all classified matter is properly stowed at 
the close of working hours, and reporting to the Bureau Duty Officer that 
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the division is secured and/or furnish him with pertinent details. 
Personnel working in their respective offices during security hours 
(5:45 P.M. to 6:45 A.M. on regular work days) shall be reported and 
instructed to inform the Bureau Duty Officer of their departure. 


S. Definitions and Classifications. 


ae Security. Security is a protected condition of matter which 
prevents unauthorized personnel from obtaining information which is of 
direct or indirect military value. It is a condition which results 
fron the establishment and maintenance of protective measures which 
insure a state of inviolability from hostile acts or influences. 


be Classified Matter. Classified matter is information or material 
in any form or of any nature which, in the public interest, or in the 
interest of the service, requires special precautions for safeguarding 
to the extent required by its importance. Classified matter consists 
of Top Secret, Secret, Confidential, and Restricted categories. 


Ce Secumnty Information. Security information embraces all 
categories of classifications. It includes all official information 
which is to be safeguarded in the interest of national security and 
which is classified for such purpose by appropriate classifying 
authority. 


d. Top Secret. Information and material which the security aspect 
is paramount, and the unauthorized disclosure of would cause exception- 
ally grave damage to the nation, shall be classified Top Secret. 


e. Secret. Information and material which the unauthorized dis- 
closure of would endanger national security, cause serious injury to 
the interests or prestige of the Nation, or would be of great advantage 
to a foreign nation shall be classified Secret, 


f. Confidential. Information and material which the unauthorized 
disclosure of, while not endangering the national security, would be 
prejudical to the interests or prvstige of the nation, or would cause 
unwarranted injury to an individual, or be an advantage to a foreign 
nation shall be classified Confidential. 


ge Restricted. Information and material (other than Top Secret, 
Secret, or Confidential) which should not be published nor commmnicated 
to anyone except for official purposes shall be classified Restricted. 
The term "Restricted" as used herein is not to be confused with the 
term "Restricted Data" as defined in the Atomic Energy Act of 196 
(see reference b). 


6. Clearance of Persons for Access to Classified Matter. Personnel 
clearances for access to classified matter shall be issued pursuant 
to reference (y) 
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a. Requests for Clearances. Special assistants, inspectors 
general, assistant chiefs o » and division directors shall 
recommend and request clearances for military and civilian personnel 
under their jurisdiction, who are actually required to have access to 
classified matter in order to carry out their assigned duties. The 
highest category to which clearance is desired shall be indicated on 
each request. In making requests for clearances, discrimination and 
economy must be exercised in the setection of personnel to be cleared. 
Personnel whose access to classified matter is occasional and infrequent 
should not burden clearance facilities to the detriment of expeditious 
clearance of those whose duties require constant access. 


b. Selection of Personnel to Handle Classified Matter. Personnel 
who demonstrate instability and unreliability through neurosis, frequent 
cases of insobriety, or a general disregard of regulations shall not be 
given access to classified matter. Authorization to have access to 
classified matter shall be cancelled immediately in cases of personnel 
who develop such traits, or when there is reason to suspect that the 
individual is no longer reliable. 


c. Top Secret Clearance. Clearance for Top Secret is limited 
strictly "on a need to basis. Requests for Top Secret clearance 
must contain adequate justification to enable the Classified Material 
Control Officer to properly evaluate the necessity of granting clearance. 


d. Submission of Requests. Requests for clearances shall be 
submitted to the Classified Material Control Officer (Code };1). 
7. Safeguarding Classified Matter. 


ae General. Classified matter, other than Restricted, shall be 
assigned only to the custody of properly cleared Military and Civilian 
personnel of the Bureau whose official duties necessitate that they 
have access to such classified matter. 


b. Precautions Required of Individuals. One of the greatest 
dangers to security is the disclosure of information to unauthorized 
persons. It is imperative that all persons to whom classified matter 
is entrusted for any purpose and from any source, or who has knowledge 
of such matter shall protect it from compromise through unauthorized 
disclosure, capture, salvage, theft, inspection, or photography. Each 
person shall be responsible for any act or failvre on his part which 
may in any way contribute to the loss, compromise or unauthorized dis- 
closure of classified matter. The delegation of authority for personnel 
to have access to classified matter does not relieve the delegator of 
his responsibility of assuring that classified matter is properly 
safeguarded. 


Ce Indoctrination of Personnel. All personnel authorized to handle 


—— 
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classified matter shall be thoroughly familiar with all regulations and 
instructions pertaining to classified matter. 


8 shall observed. 


ee. Lie eee Accessibility to Those Who "Need to Know", Classified 
matter s or ged only to the extent required by 
the circumstances. Only the minimum number of specifically designated 
enlisted and civilian personnel shall be authorized to handle and process 
Secret and Confidential matter. This authority shall be in writing. 
Top Secret matter shall be processed only by personnel designated by 
the Top Secret Control Officer. No person is entitled to knowledge or 
possession of classified matter solely by virtue of his rank, office, 
or position. 


d. Proper Stowage. The stowage requirements, listed in paragraph 
be Sadly E 


f. Avoidance of Careless Talk. Public or private discussions of 
classified Information with, or in the presence or hearing of, any person 
not authorized to have such knowledge thereof is forbidden. This applies 
to discussion of office affairs with families or friends, careless talk 
in the office and over the telephone. 


ge Classified Matter From Other Moores Classified matter origi- 
nating in another Government agency s safeguarded in the same 


manner as the corresponding naval assigned classifications. 


h. Other Items Containing Classified Matter. All rules prescribed 
for safeguarding classified matter shall also apply to copies of office 
documents and any informal matter such as memorarida, rough drafts, short- 
hand notes, carbon copies, carbon paper, dictaphone cylinders, and other 


working items which contain classified information. 
8. Stowage of Classified Matter. Stowage of classified matter will 
be in accordance with requirements set forth in reference (a). 


a. "Red Seal". Receptacles. All safes and files containir:; class- 
ified matter other than restricted shall be marked with a “fed seal" 
in the upper left-hand corner. The "red seals" shall not be removed, 
nor shall "red seal" receptacles be relocated, without the specific 
approval of the Bureau Security Officer. "Red seal" receptacles shall 
be kept locked with the full combination or padlock unless under the 
direct supervision of a person who has been officially authorized access 
to all classified matter therein. If "red seal" receptacles are found 
unlocked and the room unattended by authorized personnel during regular 
working hours, the division director or the Bureau Security Officer 
shall be notified immediately, and the unlocked receptacle shall be 
guarded until the arrival of the officer notified. 
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be Combinations and keys. Only the minimum number of essential 
persons Shall have access to the combination of "red seal" receptacles. 


(1) Combination of Safes. The combination of each safe shall 
be changed at Least every 6 months and at such other times as necessary. 


(2) Record of Combinations of Safes. Combinations, properly 
identified by safe numbers and Location, together with the date the 
combination was changed, shall be sealed in an envelope and delivered 
to the Classified Material Control Officer for filing. The date of the 
latest combination change and the mumber of the safe shall be inscribed 
on the emvelope, and the envelope’ shall be handled as Secret information. 


Ce Close of regular wore Hours. At the close of regular working 
hours all classified matter s e stowed in appropriate receptacles 
as set forth in reference (a). All such receptacles shall be locked 
with the full combination and/or steel bar and padlocking system as 
appropriate. "Red seal" receptacles which are found unlocked and un- 
attended by authorized personnel after regular working hours shall be 
reported to the BUMED Duty Officer immediately. If, after investiga- 
tion, the Duty Officer feels that classified matter may have been com- 
promised, he may direct the custodian and the division security officer 
to return to the Bureau to make an inspection and submit a eritten 
report. 


d. Fire or Other Emergency. In the event of fire or other 
emergency, custodians of cfassttied matter shall stow such matter in 
the same manner as at the close of regular working hours. In addition, 
it shall be the personal responsibility of every officer, enlisted person, 
or civilian employee who has classified matter in his possession at the 
time of the fire or other emergency to see that the matter is properly 
stowed. 


9. Handling of Classified Matter Except Restricted. This matter shall 
be handled as follows: 


ae All incoming classified material except Restricted shall be 
delivered to Classified Files, Code 413, for recording. Classified mail 
addressed to individuals by name, requiring Bureau attention or action 
shall be sent by the addressee to the Classified Files by a person auth- 
orized to handle classified matter. 


b. Classified matter except Restricted shall be routed by the 
Classified Files who will in turn make delivery to appropriate divisions 
once daily by courier. 


ce A division control desk shall be established in each division 
to maintain internal control of all Secret and Confidential material. 
Division directors shall advise the Classified Files of the names of the 
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persons designated to receive and sign for such classified material 

at the control desks. All Secret and Confidential matter, except that 
delivered fox permanent custocy, must be returned to the Classified 
Files for routing to other appropriate divisions or filing as appli- 
cable. Secret and Confidential matter shall not be delivered by one 
division of the Bureau direct tc another without first clearing through 
the Classified Files. The last division signing for Secret and Confi- 
dential matter shall be responsible for the return of the material to 
the Classified Files. 


(1) Any mail which has heen misrouted shall be returned to the 
Classified Files for revision of the records and correct routing. 


(2) If additional routing is required or desired, a notation 
shall be made accordingly on the route slip and returned to the Classi- 


fied Files for routing. 


d. Information mail shall be returned to the Classified Files as 
soon as practicable. Outgoing, Secret and Confidential matter shall 
be given to the courier on his regular trip for further processing and 
transmission by the Classified Files as necessary. 


10. Preparation of Classified Correspondence. 


ae Top Secret. Information concerning the preparation and handling 
of Too Secret correspondence, or the preparation of copies or extracts 
of Top Secret documents, may be obtained from the Classified Files. 


be Secret and Confidential. 
(1) Serial Numbers. 


(a) General. Personnel authorized to prepare Secret and 
Confidential correspondence shall call the Classified Files for a serial 
number, stating whether correspondence is Secret or Confidential and 
giving the code number of the office originating the correspondence, 
(General correspondence file numbers shall not be used.) A different 
seriai number is required for each original letter or endorsement. 

This procedure applies to all codes except: 


(1) Code 33 has been assigned a block of serial numbers 
to be used on all correspondence except that relating to policy matters, 
In such cases a number shall be obtained from the Classified Files and 
a copy of the correspondence furnished to Code 13. 


(2) Code 71 and Code 742 have been assigned a block of 
serial numbers for atomic energy material. All other branches of Code 
74 shall obtain their serial numbers from the Classified Files. 
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(b) Examples of Serial Numbers. 


For Secret For Confidential 
BUMED=13-FHT BUMED=)13-FHT 
Serial-0025h, Serial-025), 

(Date ) (Date) 


(c) Intra-Bureau Matter. Intra-bureau matter does not 
require a serial number; however, 1f carbon copies are transmitted to 
other bureaus or agencies, even though the original remains in the 
Bureau, a serial number shall be assigned. 


(2) File copies. A yellow copy which becomes the official 
file copy of all Sitesing correspondence and a copy of intra-bureau 


memoranda shall be prepared for the Classified Files. A green copy 
shall not be prepared. 


(3) Disposition Upon Completion of Action. Upon completion 
of the action on secret or Gonfidential correspondence, including the 
replies thereto, it shall be given to the courier, or hand carried by 
an authorized person to the Classified Files. No such correspondence 
shall be placed in outgoing mail baskets or sent through the Bureau 
Mail Room. The Classified Files shall check the correspondence for 
assembly, correct number of information copies (with double envelopes 
for each), correct addresses, and enclosures. If correspondence is 
incorrect in this respect the material shall be returned to the 
originator for correction. 


(4) Information Copies. When Secret and Confidential matter 
of an informational nature has served its purpose, it shall be given 
to the courier who will take it to the next indicated code or the 
Classified Files for filing. 


(S) Preparation of Envelopes. 


(a) Use of Double Enveloves. Double envelopes of appro=- 
priate size are required Tor material going outside of the Bureau. 


(b) Inner Envelopes. The inner envelope shall be plain 
and must be stamped “SECRET”, "SECURITY INFORMATION" or "CONFIDENTIAL", 
"SECURITY INFORMATION" as appropriate. The mailing address shall also 
appear on the inner envelove if the document is going to an activity 
outside the naval service. 


(c) Franked Envelopes. Franked envelopes shall be used 
for the outer envelove, and no security-classification markings shall 
appear thereon. In all cases the outer envelope must be opaque. 
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(6) Extracts and Copies. When copies of the basic Secret and 
Confidential correspondence forwarded by endorsement are required for 
the division files, they shall be made by the division preparing the 
reply. One of the copies shall be attached to the yellow file copy 
for the Classified Files. Additional copies of and extracts from 
documents shall not be made except as follows: 


(a) Unless otherwise specifically prohibited, copies and 
extracts may be made from Secret, Confidential, and Restricted docu- 
ments, at the direction of the division director, if such action is in 
the best interests of the Bureau. 


(b) All additional copies shall be classified, accounted 
for, and safeguarded in the same manner as the original. 


(ec) Extracts shall be assigned a classification which is 
based on their own contents and not necessarily on that of the basic 
documents. Extracts shall be accounted for and safeguarded accordingly. 


ll. Marking Classified Matter. 


ae All classified matter shall be plainly and conspicuously marked 
TOP SECRET, SECRET, CONFIDENTIAL, or RESTRICTED, as appropriate, on 
the original and all copies. The markings shall be in capital letters, 
larger than the lettering of the text, and shall be red in color when 
practicable. 


(1) Registered publications shall be marked as directed in the 
Registered Publications Manual. 


(2) Classified books and pannhlets shall be marked near the top 
and bottom on all printed pages and on the inside and outside of the 
front and back covers. Markings shall be clear of the binding edges 
so as not to become covered when assembled. 


(3) Classified letters, office memoranda, and contracts, 
whether typed or hand written shall be marked on the original and all 
copies thereof. The appropriate classification shall appear near the 
top and bottom of each page. 


(4) Other classified matter such as maps, motion pictures, 
equipment etc., shall be marked as directed by Section 3, of refer- 
ence (a). 


(S) In addition to the category classifications markings 
referred to above, the word "SECURITY INFORMATION" must appear at least 
once on each written vage reproduced, or printed material or other 
items of matter so classified. 
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be Letters of Transmittal. Letters of transmittal shall contain 
downgrading instructions, when appropriate. 


(1) Letters of transmittal may be downgraded when their en- 
closures, which require higher classification, are removed. Letters 
of transmittal shall not be downgraded below the category necessary to 
protect the information contained therein. 


(2) Letters of transmittal may be simply stamped or marked and 
authenticated as follows: 


CLASSIFICATION 
Downgraded to---------<---=- --when enclosure is removed. 
Unclassified when enclosure (s)------------- --is (are) removed. 


Downgraded to ---------------when basic material is removed. 
Unclassified when basic material is removed. 


Co Marking for Automatic Downgrading. 


(1) To facilitate downgrading, the originator shall, whenever 
possible, indicate on the document or in the text thereof the date or 
event following which the document may be downgraded. Such authori- 
zation shall appear over an authenticating signature if not embodied 
in the text. The following example is for downgrading of a Top Secret 
document: 


Downgraded to Secret (date, or after specified event). 
Downgraded to Confidential (date, dr after specified event). 
Downgraded to Restricted (date, or after specified event). 
Downgraded to Unclassified (date, or after specified event). 
Authentication 
(2) This procedure does not apply to messages (see reference (a)). 
d. Marking for Changese When authorized by the originator or higher 
authority to cancel or change the classification of a document, the 
change shall be marked or stamped on the first page of the document, 
by all custodians in the following form: 


Classification cancelled or changed to » by 
authority of on (date) ° 
(Signature) Rank 


p or Station 


e. Reproduction or Extract Marking. When classified documents, 
except ordinary Letter correspondence, are prepared for dissemination 
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to activities within or outside the Naval Establishment, they shall be 
marked in accordance with the instructions in reference- (a). 


f. Espionage Act Marking. 


(1) ‘When classified matter is furnished authorized persons out- 
side the Department of Defense or Atomic Energy Commission, the following 
notation, in addition to the assigned classification marking shall be 
placed on the matter: 


"This material contains information affecting the national 
defense of the United States within the meaning of the Espionage Laws, 
Title 18, U. S. C. Sections 793 and 79), the transmission or revelation 
of which in any manner to an unauthorized person is prohibited by law." 


(2) When impracticable to place the above notation on a particu- 
lar item, it shall be placed on the correspondence notifying the recipi- 
ent of the classification assigned to the item. 


ge Classified Information Not Releasable to Foreign Nationals. 
Special fiandling Is required whenever the originator or recipient has 
determined that a particular nessage or document contains United States 
classified information which should be withheld from foreign nationals 
and that the anticipated transnission, distribution, or handling will 
be such that the document might be inadvertently disclosed to foreign 
nationals. All copies containing such information or communications 
must be prominently marked or stamped substantially as follows: 


"SPECIAL HANDLING REQUIRED = NOT RELEASEABLE TO FOREIGN NATIONALS. 


The information contained in the attached document will not be dis- 
closed to foreign nationals without exoress approval of the Chief of 
Naval Operations (Director of Naval Intelligence). Aporoval shall 

refer specifically to this document or to specific information contained. 


therein." 


(1) All inner envelopves containing such communications must be 
prominently marked or stamped substantially as follows: 


"SPECIAL HANDLING REQUIRED = NOT RELEASABLE TO FOREIGN NATIONALS." 


(2) The following information is "non-releaseable" to foreign 
nationals: 


(a) Restricted Data as defined by the Atomic Energy Act 
of 1946 (see reference (b)). 


(b) Classified United States Order of Battle information. 


(c) Classified information pertaining to United States re- 
seazch and development projects. 





ed 
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(d) Classified intelligence information, sources of intelli- 
gence methods of acquisition, and the degree of success attained. 


(e) Classified information pertaining to cryptography and 
cryptographic devices. 


(f) Classified information which is derogatory to the 
United States Government or any agency thereof, prejudicial to United 
States relations with a foreign government with which the United States 
maintains friendly relations, or derogatory to a United States citizen 
or commercial entity. If release of this information is to be permitted, 
the visit or training authorization will so state. 


12. Downgrading Classified Matter. Division directors and/or other 
appregelats aatecet ey Shall: 


ae Periodically review all classified matter under their cognizance 
and take necessary action to downgrade or declassify as conditions permit. 


b. Submit the documents to be downgraded or declassified and a 
list thereof to the Classified Material Control Officer (Code 1). The 
list shall contain the subject or title of each document, the originator, 
addressee (s), date, file and/or serial number, subject or title, dis- 
tribution and specific recomnendations as to downgrading or declassi- 
fication. 


13. Destruction and Disposition of Classified Matter. Records 
destruction and disposal schedules shall be adhered to in the interest 
of conserving storage space for classified matter. Detailed instruct- 
ions regarding the disposition and destruction of classified matter are 
contained in reference (c). 


ae All informal, working matter (including rough drafts, copies, 
shorthand notes, carbon sheets, plates, stencils, accounting machine 
cards, work sheets, etc.) containing Top Secret, Secret or Confidential 
matter shall be delivered immediately upon completion of assignments 
to the division security officer for safekeeping until arrangements for 
burning are completed. 


1h. Restrictions Regarding Removal and Release of Classified Matter. 


a. Removing Classified Matter. Glassified matter for which this 
Bureau is responsible shall not be removed from the limits of the Bureau 
except by written authority of the cognizant assistant chiefs of Bureau. 


be Release of Classified Matter. Any request for release of 
information to foreign governments or foreign private interests must 
be referred to the Bureau Security Officer for necessary action and 
securing approval therefor. 
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Ce Precautions. When necessary to remove classified matter from’ 
the Bureau, extreme caution shall be taken against subjecting such 
matter to compromise by reading or exposing it in public vehicles and 
public places and by otherwise failing to assure absolute physical 
security. Particular attention is directed to the added security 
hazard involved in carrying classified matter in baggage while traveling 


or staying in hotels 


| 
ode 
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DEPARTMENT OF THE NAVY BUMED 5511 
Bureau of Medicine and Surgery BUMED=41-mo 
Washington 25, D. C, 27 July 1953 


BUMED NOTIC: S211 


From: Deputy and Assistant Chief of Bureau 
To: All Internal BUMED Codes 


Subj: BUMED INSTRUCTION 5511.1 CH 1 
Encl: (1) Subject change 


l. Purpose. To provide new pages 9 and 10 for BUMED INSTRUCTION 
5511.1. The new page 9 contains a new subparagraph 10b(3)(b). 


2. Cancellation. This notice is cancelled when the enclosed pages 9 
and 10 have been substituted far the pages 9 and 10 dated 17 March 
1953. 








1068 INVESTIGATION OF NATIONAL DEFENSE 


(b) Examples of Serial Numbers. 


For Secret. For Confidential. 
BUMED~413-FHT BUMED-413-FHT 
Serial-00254 Serial-0254 
(Date) (Date ) 





(c) Intra-Bureay Matter. Intra-Bureau matter does not re- 
quire a serial number; however, if carbon copies are transmitted to 
other bureaus or agencies, even though the original remains in the Bu- 
reau, @ serial number shall be assigned, 


(2) Eile Copies. A yellow copy which becomes the official 
file copy of all outgoing correspondence and a copy of intra-Bureau 
memoranda shall be prepared for the Classified Files, A green copy 
shall not be prepared. 


(3) Digposition Upon Completion of Action. 


(a) Upon completion of the action on Secret or Confiden- 
tial correspondence, including the replies thereto, it shall be given 
to the courier, or hand carried by an authorized person to the Classi- 
fied Files, No such correspondence shall be placed in outgoing mail 
baskets or sent through the Bureau Mail Room, The Classified Files 
shall check the correspondence far assembly, correct number of infar- 
mation copies (with double envelopes for each), correct addresses, 
and enclosures, If correspondence is incorrect in this respect the 
material shall be returned to the originator for correction, 


(b) Divisions of the Bureau preparing classified matter 
and not physically located within the confines of the Bureau proper 
(e. g., Physical Qualifications and Medical Records Division) are au- 
thorized to transmit Confidential mtter of a routine nature in ac- 
cordance with subarticle 0706,2.a of reference (a), 


(4) Information Conies. When Secret and Confidential matter 
of an informational nature has served its purpose, it shall be given 
to the courier who will take it to the next indicated code or the 
Classified Files for filing, 


(5) Preperation of Envelores. 


(a) Use of Double Envelopes. Double envelopes of appro- 
priate size are required for material going outside of the Bureau, 


(b) Inner Envelopes. The inner envelope shall] be plain 
and must be stamped "SECRET," "SECURITY INFORMATION" or "CONFIDENTIAL," 
"SECURITY INFORMATION" as appropriate, The mailing address shall 
also appear on the inner envelope if the document is going to an ac- 
tivity outside the naval service, 
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(c) Branked Envelopes. Franked envelopes shall be used 
for the outer envelope, and no security-classification markings shall 
appear thereon, In all cases the outer envelope mst be opaque, 


(6) Extracts and Copies. When copies of the basic Secret and 
Confidential correspondence forwarded by endorsement are required for 
the division files, they shall be made by the division preparing the 
reply. One of the copies shall be attached to the yellow file copy 
for the Classified Files, Additional copies of and extracts from doc- 
uments shall not be made except as follows: 


(a) Unless otherwise specifically prohibited, copies and 
extracts may be made from Secret, Confidential, and Restricted docu- 
ments, at the direction of the division director, if such action is 
in the best interests of the Bureau, 


(b) All additional copies shall be classified, accounted 
for, and safeguarded in the same manner as the original, 


(c) Extracts shall be assigned a classification which is 
based on their own contents and not necessarily on that of the basic 
documents, Extracts shall be accounted for and safeguarded accordingly, 


li. Marking Classified Matter. 


a, All classified matter shall be plainly and conspicuously marked 
TOP SECRET, SECRET, CONFIDENTIAL, or RESTRICTED, as appropriate, on 
the original and all copies, The markings shall be in capital letters, 
larger than the lettering of the text, and shall be red in color when 
practicable, 


(1) Registered publications shall be marked as directed in the 
Registered Publications Manual, 


(2) Classified books and pamphlets shall be marked near the top 
and bottom on all printed pages and on the inside and outside of the 
front and back covers, Markings shall be clear of the binding edges 
so as not to become covered when assembled, 


(3) Classified letters, office memoranda, and contracts, 
whether typed or handwritten, shall be marked on the original and all 


copies thereof, The appropriate classification shall appear near the 
top and bottom of each page, 


(4) Other classified matter such as maps, motion pictures, 
equipment, etc,, shall be marked as directed by section 3 of reference (a), 


(5) In addition to the category classification markings re- 
ferred to above, the ward "SECURITY INFORMATION” mst appear at least 
once on each written page reproduced, or printed mterial or other 
items of matter so classified, 


23511 O—58——t8 
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DuPARTHENT CF THc NAVY BUMED 5511.1 SUP 3 
Bureau of Medicine and Surgery BUMID 1B 
Washington 25, D. C. 23 September 195) 


BUMED INSTRUCTION 5511.1 SUP 3 


From: Chief, Bureau of medicine and Surgery 
To: All Internal BUM-D Codes 


Subj: Classified information; control of 
Ref: (a) BUMEDINST 5511.1 
Encl: (1) OPNVNOTE 5510 of 30 August 195), 


1. Purpose. To incorporate instructions on control of classified 
information into the Bureau's directive system. 


2. Action. Enclosure (1) is forwarded for information and compliance. 


3. Safekeeping. Documents and material designated "Confidential-- 
Modified Gand! ine Authorized" will be handled and stored in the same 


manner as classified matter designated "Confidential". 


4. Transmission. Documents and material designated "Confidential-- 
Modified Handling Authorized" will be transmitted in the same manner as 


presently prescribed for Confidential matter, 
/ q Sd ( 
es AU No An 
' —/ f 


J | 
BW. HOGAY ~~ 
Deputy and Assistant 
Chief 
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Enclosure (1) 


DiveRTrhNT OF TH NAVY OPNAV 5510 
Office of the Chief of liaval Operations Op-921B 
Washington 25, lL. C. Ser 11969P92 


30 Ausust 195) 
OPNAV WOTICL 5510 


From: Chief of Naval Operations 
To: All Ships and Stations 


Subj: Transmission and safekeeping of defense information classified 


"Confidential--Modified Handling Authorized"; policy governing 


Ref: (a) OPNAVINST 05510.1 as amended by ALNAV 59-53 


1. Purpose 


a. To supplement and modify reference (a) and to prescribe regulations for 


the transmission and safekeeping of defense information classified Confidential 
disseminated in connection with certain conbat or combat-related operations. 


b. To identify the avove type of Confidential defense information by 
establishing the term "Confidential--Modified Handling Authorized," 


2. Background. A considera'jle volume of defense information classified 
confidential concerns military operations related to planning, operations, 
training, communications, and the logistical support thereof. This information 
is connected with combat or combat-related operations, and requires the means 
for transmission and sefekeeping competible with the necessary dissemination 
and use required for the proper and effective accomplishment of the mission of 
the Department of Defense. The procedures for transmission and safeleeping of . 
Confidential defense information as set forth in Lxecutive Order 10501 and 
implemented in reference (a) need modification to meet the above requirement. 


3. Supplemental Instructions. The provisions of reference (a) are hereby 
modified in accordance w ie following definitions and procedures: 


a. Definitions 


(1) Combat or Combat-Related Operations. Combat or combat-related 
operations, actual or simulated, relate to military planning, operations, 
training, communications, and the logistical support thereof. 
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(2) Safekeeping. Documents and material designated Confidential-- 
Modified Handling Authorized will ordinarily be stored in a container 
equipped with a reasonably secure locking device or in any other manner deter- 
mined by proper authority which will afford adequate protection. This does 
not preclude a more secure neans of storage if desired. 


(3) NATO and Other Foreign Uriginated Matter. Information received 
from or adopted for use by NATO or other friendly foreign nations and designated 
"Restricted" by them may be designated Confidential--Modified Handling Author- 
ized. 


lhe Effective Date. This Notice is effective imuediately. 


5. Cancellation. This Notice is canceled upon receipt of the forthcoming 
revision of reference (a). It is canceled for record purposes on 30 June 1955. 


D. B. DUNCAN 
Vice Chief of Naval Operations 
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DEPARTMENT OF THE NAVY BUMED 5511.1 SUP 4 
Bureau of Medicine and Surgery BUMED-413-tinf 
Washington 25, D. C. 7 August 1956 


BUMED INSTRUCTION 5511.1 SUP. 4. 


From: Deputy and Assistant Chief of Bureau 
To: All Internal BUMED Codes 


Subj: Red seal receptacles; combinations of 


Ref: (a) OPNAV INSTRUCTION 5510.1A Serial 13835P92 of 2 Oct 1954 
Subj: U. S. Navy Security Manual for Classified Matter 


1. Purpose. To promulgate instructions regarding the combinations of 
red seal receptacles. 


2. Responsibility. The division security officers shall: 

a. Change the combinations of red seal receptacles at least every 
12 months, and whenever (1) any person having a knowledse of a coibina- 
tion leaves the organizational unit, or (2) there is reason to believe 


a combination has been compromised. 


b. Submit a record of any changed combination to the Classified 
Material Control Officer (Code 413) in a sealed envelope (BUMED Form 


B. E. BRADLEY 
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DEPARTMENT OF THE NAVY, 
BUREAU OF ORDNANCE, 
Washington 25, D. C., December 30, 1953. 
NAVORD 5511.9. 
Ads. 


NAVORD Instruction 5511.9. 

From: Chief, Bureau of Ordnance. 

To: Distribution List. 

Subj. : Control of classified information. ; 

Ref.: (a) OPNAVINST 5510.1, U. S. Navy Security Manual for Classified 
Matter, 1951. 

1. Purpose.—This Instruction, implementing OPNAV Notice 5510 of 4 July 1953 
as amended by NAVOP 6 of 12 December 1953, establishes Bureau policies and pro- 
cedures relating to the control of classified information, particularly informa- 
tion in the Top Secret and Secret category. 

2. Cancellation —NAVORDINST 5510.3 of 31 July 1953 and SUP 1 thereto of 
25 September 1953 are hereby canceled and superseded. 

3. Backgkduronnmen44 

3. Background. The loss of control over classified information has, in recent 
cases, been so extensive as to prevent a determination of the degree of security 
being obtained or of the extent of possible compromise of classified plans, capa- 
bilities and intention. The conditions contributing most to the loss of control 
appear to be: 

a. Overclassification 

b. Too wide dissemination 

ec. Loss of accountability 
The first two conditions are primarily responsibilities of the originator or, more 
specifically in case of documents, of the signature authority. Accountability, also 
a responsibility of the issuing office, is equally shared by all holders of classified 
matter. 

4. Classification.— 

a. It is considered that a high proportion of documents in the Top Secret and 
Secret categories have been and are being overclassified. It is therefore di- 
rected that a strict interpretation of the definitions of these categories, as set 
forth in Chapter 3 of reference (a), be observed with a view to the greatest possi- 
ble reduction in number of such documents 

b. Division Directors will immediately review their administrative require- 
ments and on the basis of such review will limit to the absolute minimum the 
number of persons authorized to sign and approve security classification of the 
Secret categories. Authority to sign and approve security classification of Top 
Secret information is delegated in NAVORD Instruction 5511.2. 

ce. The security of information properly qualifying for the Top Secret category 
will henceforward take precedence over operational considerations, except as 
may be required during war, and always over administrative convenience. 

d. Responsible personnel at the time of approval or signature of any docu- 
ment, and at every opportunity thereafter, will carefully review its contents 
in the light of the category definition of the classification affixed and in all 
eases in which security considerations fail to support fully this classification, 
direct the assignment of a lower classification. Security classifications will take 
into account the ultimate required dissemination of the information involved. 
In those circumstances where the known necessary dissemination is so extensive 
that security protection is in fact impracticable or effective control must pass 
substantially from U. S. military authority or other responsible organization, 
security classifications will not be assigned or continued. 

e. Properly classified Top Secret information will, whenever possible, be severed 
from lower classified portions of a document and will be accorded separate dis- 
tribution on a considerably more selective and limited basis than the balance 
of the document. 

f. Whenever possible, documents that contain Secret information and informa- 
tion of lesser security categories will show the appropriate overall classification 
of each paragraph. 

5. Preparation and Reproductions.—At the time of issuance (signature) of 
any document which qualifies for assignment of the Top Secret and Secret cate- 
gory, the signature authority will be responsible: 

a. That all preliminary drafts and all material used in the preparation of 
the document including stenographic notes, carbon paper, and other reproduction 
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material which are not required for retention are destroyed in accordance with 
appropriate regulations. That typewriter ribbons are protected in accordance 
with the related classification. 

b. That all papers of a classified nature relating to the coordination of the 
document or other aspects of its preparation which require retention, includ- 
ing the names of all personnel having had access to Top Secret information con- 
tained in the document, are itemized, assembled into a single file, and retaineu 
in the originator’s file or forwarded to the Bureau file as appropriate. 

ec. That each copy of a Top Secret document contains, preferably in the last 
paragraph of correspondence or letters of promulgation, a notation substantially 
in one of the following forms: 

(1) Reproduction of this document in whole or in part is prohibited except with 
permission of the issuing office. 

(2) Reproduction of paragraph(s) —~-------~- of this document is prohibited 
except with permission of the issuing office. 

d. That each copy of a Top Secret document is consecutively numbered (e. zg., 
“Copy 2 of 8’) for accounting purposes. This information will be centered at 
the bottom of the first page of correspondence or in the upper right-hand corner 
of the cover of publications. 

6. Dissemination,— 

a. The dissemination of classified security information in the Bureau will be 
limited strictly to those persons whose official military or other governmental 
dutes require knowledge or possession thereof. Responsibility for determining 
whether a person’s official military or other governmental duties require that he 
posses or have access to any element or item of classified security information 
and whether he is authorized to receive it rests upon each individual who has 
possession, knowledge, or control of the information involved and not upon the 
prospective recipient. These principles are equally applicable if the prospective 
recipient is an organizational entity, including commands, other Federal agencies, 
or a foreign government. 

7. Accountability —All individuals having knowledge of Department of Defense 
information classified as Top Secret will be identifiable at all times. The Bureau 
will maintain records of disclosure on each Top Secret document which will 
include document title, signature, and date of all individuals including steno- 
graphic and clerical personnel who are afforded access to information contained 
in the document. Strict accountabiity will be maintained by a continuous 
receipt system. Procedures for accountability control of Top Secret and Secret 
information in the Bureau area: 

a. Bureau custodians are listed below : 
Top Secret—Security Branch (Ad8) 
Secret—Secret Records Control Unit (Adl-b) 
Restricted Data—Security Branch (Ad8) (See NAVORDINST 5510.1) 
CNO Registered Publication Material—Security Branch (Ad8) 

(1) All documents classified Top Secret and Secret, except material distributed 
by the CNO Registered Publication System, received in the Bureau from any 
source will be delivered immediately to the appropriate custodian for processing 
and routing. 

(2) The custodian will enter receipt of each document into the records and on 
Secret documents will affix a routing slip and on Top Secret documents will affix 
a combination routing slip and record of disclosure. The document will then be 
given the appropriate routing. 

(8) Division Directors will designate, in writing, a competent person and not 
more than two alternates to act as a Secret courier for the Division or Branch, 
depending upon the requirements. The designation will be addressed to the 
Secret Records Control Unit (Adl—b) via the Security Branch (Ad8) and will be 
immediately revoked when the person is reassigned or transferred. Adl-b will 
in no case release Secret documents to any person other than those designated. 
The couriers will, on call from the Secret Records Control Unit (Adl—b), pick up 
all Secret documents routed to representative Division or Branch. Division Direc- 
tors and Branch Heads receiving possession of Secret documents will require 
that an accurate record be kept of all documents received including identifying 
information, date received, and date returned to the Secret file. All Secret docu- 
ments received from the Secret Records Control Unit (Adl—b) will Ibe returned 
to the Secret Records Control Unit (Adl—b) for further routing and in no case 
passed directly from one Division or Branch to another. The Secret Records Con- 
trol Unit (Adl-b) will check each document for completeness each time it is 
returned to the file. 
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(4) The holder of classified documents is in all cases responsible for the dis- 
closure of the information contained therein and in the case of Top Secret docu- 
ments, for the completeness of the disclosure sheet. 

(5) Top Secret documents willl be delivered to the cognizant individual by 
the Bureau Top Secret custodian (Ad8). 

b. The originator of Top Secret documents in the Bureau will affix the dis- 
closure sheet and prior to releasing, will insure that the form is complete. When 
the document is released by the cognizant custodian, the disclosure sheet will 
be affixed to the official file copy and retained in the Bureau file. 

ec. The disclosure sheet will not be detached from Top Secret documents on 
which they are placed unless the document is transmitted to another activity. 
When such disclosure sheets are detached, they will be retained locally for a period 
of two years. 

d. The disclosure sheet does not supplant the requirement for executing a con- 
tinuous receipt system for Top Secret information as provided for in reference (a). 

e. In cases where disclosure of Top Secret information is made verbally or 
visually (films, charts, equipment, etc.) during conferences, presentations, etc., 
it is the responsibility of the initiating authority to prepare and retain a record 
identifying the material disclosed, classification, date and list of names of those 
having received the information. 

8. Transmittal of Top Secret Outside of the Department of Defense.— 

a. When requests are received by the Bureau from activities outside the De- 
partment of Defense (Federal or State agencies, legislative groups, foreign gov- 
ernments, organizational entities, or private individuals) for Top Secret in- 
formation, they shall be forwarded to the Security Branch (Ad8) for processing. 

b. The Security Branch (Ad8) will, in addition to previously established re- 
quirements for Top Secret, require that the requesting activity, as a condition of 
release of the information requested, maintain a record of all individuals who 
will be afforded access to the information requested. In cases where informa- 
tion is authorized for release, Ad8& will advise the cognizant Bureau originator 
regarding the distribution made of Bureau prepared Top Secret. In the case of 
distribution of Top Secret information not prepared in the Bureau, Ad8 may 
forward the request to the signature authority, or shall in appropriate cases 
make distribution and notify the signature authority that distribution has been 
made. 

9. Manual Changes.—This Instruction revises Bureau of Ordnance Organiza- 
tion and Procedure Manual, Part III, Chapter 1, Section 3, paragraph 1; and 
Chapter 5, Section 4. An appropriate notation to that effect should be made on 
pages 119 and 173-175. 

M. F.. SCHOEFFEL, 
F. S. WITHINGTON, 
Deputy and Assistant Chief. 


DEPARTMENT OF THE NAVY, 
OFFICE OF NAVAL RESEARCH, 
Washington 25, D. C., March 29, 1957. 
ONRINST 5511.6. 
ONR: 810: RK: ld. 
ONR Instruction 5511.6. 
From: Chief of Naval Research. 
To: Assistant Chiefs, Comptroller, Development Coordinator and Division 
Directors, ONR Washington. 
Subj.: Security Classification ; designation of personnel authorized to assign. 
Ref.: (a) OPNAVINST 5510.1A of 2 Oct 1954. 
(b) ONRINST 5511.4 of 7 Nov 1956. 


1. Purpose.——The purpose of this Instruction is to designate the personnel 
within ONR Washington who are authorized to classify material in the various 
security classification caiegories. 

2. Background.—The practice of overclassifying military information delays 
unnecessarily the action on important papers, overburdens storage facilities, 
and detracts from the importance of classification in the minds of all personnel. 
Overclassification undermines our security system as a whole and, unless 
effectively curbed, will jeopardize the protection required for important mili- 
tary secrets. Article 0401 of reference (a) makes the Chief of Naval Research 
responsible for the classification and reclassification of matter originated within 
the jurisdiction of the Office of Naval Research, and makes him responsible for 
close and continuous supervision of those personnel having classification respon- 
sibilities. 
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3. Classification Responsibility —The following ONR personnel are author- 
ized to classify information in the following security categories : 


a. Top Secret: 
Chief of Naval Research 
Deputy and Assistant Chief of Naval Research 
b. Secret: 
Chief of Naval Research (Code 100) 
Deputy and Assistant Chief of Naval Research (Code 101) 
Deputy and Chief Scientist (Code 102) 
Executive Director NRAC (Code 103) 
Special Assistant for Research and Development Liaison (Code 105) 
Counsel (Code 106) 
USN Training Device Center Liaison (Code 180) 
Director, Operations Research Division (Code 200) 
Deputy Director Operations Research Division (Code 201) 
Assistant Chief for Patents (Code 300) 
Civilian Patent Counsel (Code 301) 
Patent Administrator (Code 302) 
Director, Patent Legal Division (Code 310) 
Director, ONR Patents Division (Code 320) 
Assistant Chief for Research (Code 400) 
Science Director (Code 402) 
Executive Assistant to Science Director (Code 4028S) 
Special Assistant for Medical and Allied Sciences (Code 439) 
Director, Earth Sciences Division (Code 410) 
Director, Master Sciences Division (Code 419) 
Director, Physical Sciences Division (Code 420) 
Director, Mathematical Sciences Division (Code 430) 
Director, Biological Sciences Division (Code 440) 
Director, Psychological Science Division (Code 450) 
Director, Naval Science Division (Code 460) 
Technical Director, Naval Sciences Division (Code 469) 
Assistant Director (Operations Research) (Code 462) 
Comptroller (Code 500) 
Director, Contract Division (Code 600) 
Deputy Director, Contract Division (Code 601) 
Director, Civilian Personnel and Services Division (Code 700) 
Director, Military Services Division (Code 800) 
Head, Security Branch, Military Services Division (Code 810) 
Development Coordinator (Code 900) 
Deputy Development Coordinator (Code 901) 


ec. Confidential (Including Confidential Modified Handling Authorized) : 
Branch Heads or higher 


4. Declassification Responsibility —The personnel authorized by paragraph 3 
above to classify material are also authorized to declassify material. Reference 
(b) outlines the Office of Naval Research declassification program. 

A. B. METSGER, 
Deputy and Assistant Chief of Naval Research. 
Distribution : ONR Internal List No. 3. 


DEPARTMENT OF THE NAVY, 
OIR 5510.6. OFFICE OF INDUSTRIAL RELATIONS, 
OIR 121: ant. Washington 25, D. C., December 21, 1956. 


OIR INTERNAL INSTRUCTION 5510.6. 
From : Chief of Industrial Relations. 
To: Directors of divisions, and heads of branches, sections, and units or OIR. 
Subj.: Downgrading and/or declassifying material. 
Ref.: (a) OPNAVINST 5510.1A United States Navy Security Manual for Clas- 
sified Matter of 2 Oct 1954. 
1. Purpose.—This Instruction is to emphasize the need for a continuous re- 


view of OIR classified material for the purpose of downgrading and declassify- 
ing. 
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2. Background.—Security classifications are limited to material which di- 
rectly affects the interests of national defense. Section 2, Chapter 4, of ref- 
erence (a) specifies in detail the basis for downgrading or declassifying classi- 
fied material. 

3. Overclassification.—Overclassification of security material is a hindrance 
to effective security. The existence of improperly classified material depre- 
ciates properly classified material and overburdens existing stowage facilities. 

4. Authority to Downgrade or Declassify.—Orders to downgrade or declassif) 
material may come from the originator of material, or from higher authority 
In addition, each person who handles classified material should be constantly 
on the alert for new conditions which make an existing classification unnec- 
essary or unrealistic. 

5. Action.—A continuing review of classified material for possible downgrad- 
ing or declassifying is the responsibility of the originator of such material. 
To insure uniformity of action in downgrading classified material, the originator 
also has a responsibility to promptly notify others holding copies of the ma- 
terial. OIR Code 120 is responsible for the review of all classified matter to 
insure compliance with policies and directives within the Navy. 

E. H. SCHANTz, 
Deputy. 
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BUSANDA ORDER 10-6 12 December 195” 


Subj: Top Secret Material; procedure for handling 


Ref: (a) Registered Publication Manual (RP&4D) 
(b) U. S, Navy Security Manual for Classified Mitter, 
OpNav Instruction 5510.1A 
(c) BuSandA Order 10-8 


1. Purpose 


The purpose of this order is to establish proper procedure for handling Top 
Secret Material. 


2. Instructions superseded 
BuSandA Order 10-6 of 14 April 1955. 
3. General Scope 


The Top Secret Control Officer, Alternate Top Sec:.:t Control Officers, any 
individual retaining temporary custody, and any individual initiating Top Secret 
material are responsible for proper handling in accordance with references (a) 
and (b), implemented by this order. 


4. Authority to receive incoming and transmit outgoing material 


The incumbents of the following billets only are authorized to initially 
accept and receipt for incoming Top Secret material addressed to the bureau, 
during or after working hours, Only the following listed incumbents are author- 
ized to process Top Secret material for transmission to activities outside the 
bureau. 


a. Special Assistant to Director of Planning 
Top Secret Control Officer 


b. Director of Planning 
First Alternate Top Secret Control Officer 


c. Registered Publications Custodian 
Alternate Top Secret Control Officer 


5. Classification authority 


a. The Top Secret Control Officer, First Alternate Top Secret Control 
Officer, and Registered Publications Custodian only are authorized to classify 
documents, letters, instructions, or other material, initiated within BuSandA 
as Top Secret Department of Defense Information. 


b. The Top Secret Control Officer may delegate, as the necessity requires, 
to the individual originating matter which will be classified Top Secret the 
authority to classify such matter Top Secret. This does not, however, relieve 
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the originator nor the Top Secret Control Officer from responsibilities set 
forth in this order. 


c. The definition to be’used as a guide to determine the classification 
of Top Secret is as follows: 


"Except as may be expressly provided by statute, the use of the 
classification Top Secret shall be authorized, by appropriate author- 
ity, only for defense information or material which requires the 
highest degree of protection, The Top Secret classification shall be 
applied only to that information or material the defense aspect of 
which is paramount, and the unauthorized disclosure of which could 
result in exceptionally grave damage to the Nation such as leading to 
a definite break in diplomatic relations affecting the defense of the 
United States, an armed attack against the United States or its allies, 
a war, or the compromise of military or defense plans, or intelligence 
operations, or scientific or technological developments vital to the 
national defense." 


6. Preparation and reproduction 


Upon the completion or assignment of classification of any document whicn 
qualifies for assignment to the Top Secret category, the originator will 
assure: 


a. That all preliminary drafts, stenographic notes, carbon paper, and 
other working papers used during the preparation of the document, which are 
not required for retention, are destroyed in accordance with the regulations 
contained in Article 0623 of reference (b). 


b. That all papers of a classified nature relating to the coordination of 
a Top Secret document or other aspects of its preparation which require reten- 
tion, including the names of all personnel having access to the information 
contained in the document, are itemized, assembled into a single file, and 
forwarded for custody to the Top Secret Control Officer or Alternate Top Secret 
Control Officer so designated. 


c, That each copy of the document is serially numbered, the numbers 
beginning with the original and following through to, include the copies for- 
warded to the Top Secret Control Officer for permanent record. If 10 copies 
are made, beginning with the original, number as: 1 of 10, 2 of 10, 3 of 10, 
through the last copy. Serially numbering will assure strict accounting of 
all copies made. In addition each copy will contain, as applicable, one of 
the following notations: 


(1) Reproduction of this document in whole or in part is prohibited 
except with permission of the issuing office or higher authority. 


(2) Reproduction of paragraph(s) of this document is prohibited 
except with permission of the issuing office or higher authority. 
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(3) Reproduction of this document in whole or in part without permission 
of the issuing office or higher authority is prohibited, except for the purpose 
of incorporation into (Title of plan, study, or report), 


d. That originators maintain accountability for all copies of Top Secret 
material prepared by them; and that accountability is reduced only by signature 
of authorized recipient or by Certificate of Destruction (NAVSANDA N, S, A. 
Form 2273). 


e. That each originator upon preparation of a Top Secret document will 
attach a Record of Disclosure (OPNAV Form 5511-13) for the purpose of recording, 
by document title, name, and date, of all individuals, including stenographic 
and clerical personnel, who are afforded access to information contained in the 
document. Only upon dispatch or transfer of a Top Secret document from BuSandA 
will the Record of Disclosure (OPNAV Form 5511-13) be detached, at which time 
it will be filed by the Top Secret Control Officer for a period of one year, or 
such longer period as deemed necessary by appropriate authority. 


7, Uniform system for handling material 


To provide a uniform system for handling Top Secret material, the following 
instructions will be observed: 


a. Incoming material 


(1) During working hours, Top Secret material will be received by the 
Registered Publications Custodian. Upon receipt, the material will be recorded 
on the Secret Transfer Slip (NAVSANDA N. S, A. Form 2238), with the word TOP 
either stamped or typewritten to the left of the printed classification, and 
delivered in person to the Top Secret Control Officer for routing as determined 
appropriate. The routing will be indicated by name, and such routing to an 
individual will constitute the specific authorization necessary to receive Top 
Secret material. In no case will the individual who received the correspondence 
disclose the information contained therein to unauthorized persons. 


(2) Upon receipt of a Top Secret document in BuSandA, the Registered 
Publications Custodian will immediately attach a Record of Disclosure (OPNAV 
Form 5511-13) to the document. Thereafter any individual gaining knowledge 
of the information contained therein will affix to the form his or her signa- 
ture, office or division code, and date of access. In case of an illegible 
signature, the printed name is necessary. 


* (3) During security hours, the duty officer will contact one of the 
incumbents of the following billets to receipt for and place in proper stowage 
any Top Secret material coming into the bureau and contact will be in the 
following order: Registered Publications Custodian, Top Secret Control Officer, 
and last, First Alternate Top Secret Control Officer. 
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(4) Top Secret material received by the Top Secret Control Officer or 
First Alternate Top Secret Control Officer, during or after working hours, will 
be referred to the Registered Publications Custodian for recording and processing, 


b. Outgoing material 


After clearance by authorized personnel, Top Secret material will be 
delivered to the Registered Publications Custodian for processing and trans- 
mission to activities outside BuSandA. 


c. Transmittal of Tor Secret material outside the Department of Defense 


Any Top Secret document released by BuSandA, under the provisions of 
appropriate regulations, outside the Department of Defense to any Federal or 
State agency, legislative group, foreign government, organizational entity, or 
private individual will have imprinted thereon the following paragraph: 


"This Defense Information is released under the condition that a record 
ve kept by the recipient of all individuals who are afforded access to the infor- 
mation contained in the document and that this record be made available to the 
Department of Defense if requested." 


d. General 


(1) All individuals having knowledge of Department of Defense information 
classified as Top Secret will be identifiable at all times. Each BuSandA divi- 
sion or office originating or receiving information classified Top Secret will 
maintain a list of all persons within the division or office having access 
thereto, A list of personnel who have had access to any Top Secret document will 
not be forwarded to the office that originated that document except upon request. 


(2) The Director, Security Division, will maintain a current list of 
personnel authorized to handle Top Secret matter in the Bureau of Supplies and 
Accounts. Assistant chiefs and staff-directors may have subordinate personnel 
of their divisions placed on thie list on a "need to know" basis after the 
submission of a request for Top Secret clearance of the selected personnel. 
Such requests will be approved by the Security Officer only after appropriate 
review. 


(3) All Top Secret material, whether received by this bureau or in 
process of preparation, will be stowed in accordance with reference (c). 


. 
T. L. BECKNELL, JR 


Deputy and Assist Chief of Bureau 
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31 January 1958 
BUSANDA ORDER 10-7 


Subj: Secret, Confidential, Confidential—Modified Handling Authorized, 
and For Official Use Only; procedure for 


Ref: (a) OPNAVINST 5510.14 


Encl: (1) Schedule for the Semi-Annual Inventory of Secret Log Books and 
Secret material 
(2) Information protected in accordance with statutory requirements 
or in the public interest 


1. Purpose 


To establish procedure for handling, controlling, and securing classified 
matter, and for using the term "FOR OFFICIAL USE ONLY". 


2. Instructions superseded 
BuSandA Order 10-7 of 7 October 1957. 
3. Explanation of terms 


a. When used in this order, "classified material" includes material 
classified Secret, Confidential, or Confidential--Modified Handling Authorized. 


b. When used in this order, "the Unit" refers to the Classified Files 
Unit (Code Al21), Office Services Division. 


4. Authority to handle or transmit classified material 


a. When specifically authorized in writing by the Director of the 
Security Division, officers, civilians, and enlisted personnel may handle 
material classified Secret, Confidential, c> Confidential—-Modified 
Handling Authorized. 


b. When primary duties involve the transmission of classified matter, 
personnel (officers, civilians, or enlisted personnel) will be so designated 
in writing by the Director, Security Division. 


c. Classified material which is routed within BuSandA for any purpose 
will have attached thereto, covering the entire document, a Secret Cover 
Sheet (BUSANDA Form 2344) or a Confidential Cover Sheet (BUSANDA Form 2345), 
as appropriate. 


5. Classified Files Unit 


a. As required by the Director, Office Services Division, the Unit will 
make periodic checks in each office and division to assure that adequate 
custody and control of all classified matter is maintained. Deficiencies 
will be reported to the Deputy and Assistant Chief of BuSandA via the 
Security Officer and Director of Administrative Services. 
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b. To meet the normal requirements for classified mail transmission, 
personnel of the Unit will make scheduled trips to the various division 
and office control clerks. When more expeditious action is necessary, 
the action division or office will deliver the material to the Unit for 
further disposition. Personnel of the Unit are required to verify the 
authority and clearance of each person receiving classified mail. 


c. At any time during regular office hours, authorized personnel may 
obtain classified material from the Unit. Material will be registered 
immediately with the division or office control clerk. When material must 
be retained over 10 days, the Unit will be notified. 


6. Division or office control clerk 


a. Each division and staff office will designate a principal and 
alternate control clerk (each of whom have been cleared by the Director, 
Security Division), to act as control point and to be responsible for the 
receipt, dispatch, and maintenance of a record of all Secret, Confidential, 
and Confidential--Modified Handling Authorized material. Designations will 
be reported in writing to the Director, Office Services Division, via the 
Director, Security Division. Wherever practicable, the control clerk will 
be the only person authorized in the division or office to remove from, 
circulate within the office, and return to the file classified matter in 
the custody of the division or office. 


b. The control clerk will maintain log books in which will be recorded 
the receipt, transmission, and dispostion of classified matter. Particular 
attention will be given to recording and controlling copies or extracts of 
an original; and the total number of copies prepared and transmitted will 
be recorded and receipted for in the same manner as the original. Separate 
log books will be maintained; one for Secret and one for Confidential and 
Confidential--Modified Handling Authorized. Log of Classified Matter 
(Originated in JuSandA) (NAVSANDA N.S.A Form 2271) and Log of Classified 
Matter (Originated outside BuSandA) (BUSANDA Form 2272) will be used in 
loose leaf binders. These forms replace all other forms or methods used 
for classified log entries. 


7. Custody and record verification requirements 


Semi-annually as scheduled in enclosure (1) and prior to detachment of 
the control clerk, divisions and offices will verify Secret material log 
books against the actual Secret material in custody. The inventory will 
be conducted by the control clerk and an officer or key civilian appointed 
by the division or office director. The Security Division (Code G) will 
provide written notification at least one week before each scheduled 
inventory. A report of complete verification, with any exceptions noted, 
will be submitted to the Security Officer with a copy to the Director, 
Office Services Division. 
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8, Record of disclosure 


For the purpose of continuity in the event of loss or compromise, 
divisions and offices will maintain a record by name of each person to 
whom Secret information has been divulged while the matter is in their 
possession. The record will be separated from the document; for in the 
event of the loss of the document, the record, if attached, would serve 
no purpose. 


9. Loss or compromise 


Immediately upon the determination that classified material has been 


lost or compromised, the division director will submit a report thereof 
to the Security Officer, in accordance with reference (a), Article O80l. 


10. Retirement and downgrading 


To relieve the acute storage problem and expedite the handling of 
classified material, divisions and offices will initiate continuing 
programs to retire and downgrade classified matter, in accordance with 
reference (a), Articles 0408 and 0618, and BuSandé Order 3-17. 


11. Procedure for classified material received in BuSandA 


a. Except Bureau of Naval Personnel authorized Allowance/Complement, 
NAVPERS 576, classified Confidential--Modified Handling Authorized, all 
classified material received in BuSandA by courier, messenger, registered 
mail, regular mail in the case of Confidential--Modified Handling 
Authorized, or received by BuSandA personnel while attending conferences 
outside BuSandA will be delivered to the Unit for recording, assigning 
file symbols, routing, and distributing. When attachments, enclosures, 
or copies are removed during the routing of classified material, division 
and office control clerks will assure that the receipts clearly indicate 
material which has been removed from the document transmitted. 


b. Secret 


The Secret Transfer Slip (NAVSANDA N.S.A. Form 2238) will be 
used in controlling, routing, and transferring Secret material. When 
adequate space for subrouting is not available on the form, BuSandA 
Routing Slip (BuSandA Form 2030) marked Secret may be used concurrently. 
The receipts composing the lower part of NAVSANDA N.S.A. Form 2238 will 


be used in the transfer of this material between the Unit and division 
and office control clerks. 


23511 O—58——_69 
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ec. Confidential and Confidential--Modified Handling Authorized 


The Confidential Transfer Slip (NAVSANDA N.S.A. Form 2239) will be 
used in controlling, routing, and transferring Confidential and Confidential-- 
Modified Handling Authorized material. When adequate space for subrouting 
is not available on this form, the BuSandA Routing Slip (BuSandA Form 2030) 
marked Confidential or Confidential--Modified Handling Authorized as 
appropriate may be used concurrently. When NAVSANDA N.S.A. Form 2239 is 
used for Confidential--Modified Handling Authorized material, the phrase 
"Modified Handling Authorized" will be either stamped or ‘typewritten 
under the printed classification on the form. The receipts composing the 
lower part of NAVSANDA N.S.A. Form 2239 will be used when material is 
transferred between the Unit and division and office control clerks. 


ad. Inter-divisional transuwission 


(1) Transmission of classified material between divisions and 
offices will be handled in accordance with subparagraphs b and c. 
Ordinarily personnel of the Unit will transmit all classified matter 
from one division or office to another; assuring at all times central 
knowledge of the location of such matter. 


(2) When urgency or emergency requires classified material be 
transmitted direct without clearing the Unit, the releasing division or 
office control clerk will obtain a proper receipt and notify the Unit. 


e. When action is complete, basic incoming correspondence, attached 
when appropriate to the green file copy of outgoing correspondence, will 
be returned to the Unit. 


12. Procedure for classified material originated in BuSandA 
a. Authority to classify documents 


(1) The Chief, Bureau of Supplies and Accounts, Deputy and Assistant 
Chief of Bureau, assistant chiefs, staff assistants, staff directors, and 
division directors only are authorized to classify documents, letters, 
instructions, or other material, initiated within BuSandA. 


(2) The proper classification shall be assigned before preparing 
the matter in documentary form. Notes, discussions, and other preliminary 
actions will be safeguarded properly. 


(3) The definitions to be used as a guide to determine the 
classification category of Department of Defense information are stipulated 
in reference (a), Articles 0303 and 0304. 
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(a) Secret 


The use of the classification Secret shall be limited to 
defense information or material the unauthorized disclosure of which could 
result in serious damage to the Nation. 


(b) Confidential 


The use of the classification Confidential shall be limited 
to defense information or material the unauthorized disclosure of which 
could be prejudicial to the defense interests of the Nation. 


(c) Confidential—-Modified Handling Authorized 


When the security safeguards for stowage and transmission 
prescribed in reference (a), Articles 062, ©702, and 0711, afford adequate 
protection, the classification Confidential--Modified Handling Authorized 
may be used for defense information which pertains to combat or combat- 
related operations, actual or simulated. These terms, as used herein, 
relate to military planning, operations, training, communications, and the 
logistical support thereof. 


b. Marking 


(1) The original and all copies of classified material will be 
conspicuously marked as prescribed in reference (a), Chapter 4, Section 3. 


(2) Originators will assure appropriate classification and 
marking for: a 


(a) Letters of transmittal and endorsements which do not require 
the classification of an enclosure or basic correspondence, 


(b) Classified matter which is not releasable to foreign 
nationals, 


(c) Classified matter to be released to foreign governments, and 


(d) Classified matter disseminated outside the Executive 
Branch of the United States Government. 


ce. All classified material originating in BuSandA will be sent to 
the appropriate control clerk for recording and transmitting to the Unit. 
The green file copy of the outgoing letter will be attached to the basic 
incoming correspondence. The control clerk will maintain a record of the 
subject, date, file symbols, number of copies, and disposition. Except 
when urgency requires, transmitting BuSandA originated classified material 
will be effected through the personnel of the Unit. Material transmitted 
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to the Unit will be receipted for in the log book of the releasing 
division or office. 


dad. Upon receipt of BuSandA originated classified material, the Unit 
will assign a serial number. 


e. When urgency or emergency requires classified material be 
transmitted direct by divisions or offices to activities outside BuSandA, 
the releasing office or division control clerk will: 


(1) obtain a serial number by calling the Unit, 

(2) assure appropriate security is maintained in transmitting, 
(3) deliver the document into the hands of the recipient, 

(4) assure that receipt is obtained on the green file copy, 
(5) transmit the file copy to the Unit, 

(6) obtain proper receipt in the log book. 

f. In addition to normal copy requirements one green and two white 
copies will accompany the original to the Unit. One white copy, indicating 
the serial number assigned, will be returned to the control clerk in the 
originating division or office, the other white copy will be retained by 
the Unit for record purposes in lieu of an abstracted log entry. When the 
control clerk has obtained a serial number by calling the Unit, only one 
white copy and one green copy will be forwarded to the Unit. 

g- The control clerk will forwerd to the Unit or deposit in the division 
burn bag for appropriate disposition all classified material of no record value, 
i. @., defective copies, stenographic notes, rough notes, and carbon paper, 


h. Operators will assure that machine ribbons will not reveal 
classified information. 


13. Instructions for preparing Secret material 


Upon completing any document which qualifies for assignment to the 
Secret category, the originator will: 


@. assure all classified papers relating to the coordination of a Secret 
document or other aspects of preparation which require retention, including names 
of all personnel having access to the information contained in the document, are 
itemized, assembled into a single file, and forwarded to the Unit; 


b. maintain accountability for all copies of Secret documents; 








INVESTIGATION OF NATIONAL DEFENSE LOS89 


c. reduce copy accountability only by signature of an authorized 
recipient or by Certificate of Destruction (NAVSANDA N.S.A. Form 2273). 


14. “FOR OFFICIAL USE ONLY" 


a. Certain official information does not require protection in the 
interests of national defense but does require protection in accordance 
with statutory requirements or in the public interest. The term "FOR 
OFFICIAL USE ONLY" will be used on material dealing with categories of 
information as listed in enclosure (2). Such information must be held 
confidential for good cause found and is therefore, “FOR OFFICIAL USE ONLY", 
and must be safeguarded from release or disclosure to persons who do not 
have the “need to know" such information, 


b. Authority within BuSandA for release of "FOR OFFICIAL USE ONLY" 
information 


(1) Information on matters pertaining to policy may be released 
only by the Chief, Bureau of Supplies and Accounts. 


(2) Information on matters not pertaining to policy may be 
released by the following codes within the categories listed: 


(a) Code OB - Information as defined in enclosure (2), 
items 1, 2, and 4. 


(b) Code OR - Information as defined in enclosure (2), 
item 3. 


(c) Code OL - Information as defined in enclosure (2), 
items 5, 6, 8, 9, and 10. 


(d) Code OY - Information as defined in enclosure (2), 
item 7. 


c. Matter which is designated "FOR OFFICIAL USE ONLY" will have 
this term conspicuously stamped or printed in capital letters approxi- 
mately 3/16 of an inch high in either black or red ink near the top of 
the left margin of the first page or cover of the document if it is 
bound or stitched, and in a similar position on each page if the document 
consists of more than one sheet and is not bound or stitched. For 
charts or other display material the lettering will be correspondingly 
higher. 


d. When there is no longer need for such protection of a document, 
the term "FOR OFFICIAL USE ONLY" will be promptly removed, at which time 
addressees concerned will be so notified. Whenever possible the date of 
removal of the designation will be indicated on the document by marking under 


the term the phrase "may be released (Date or event) . 
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e. Documents marked with the designation "FOR OFFICIAL USE ONLY" 
do not require special storage, file facilities, or handling in 
transmission, except when necessary in specific cases as determined by 
competent authority. 


15. Authority to retain original correspondence in division and staff 
office files 


a. The Unit (Code Al21) is the depository within BuSandA for 
classified material. Original correspondence will not be retained in 
office files without the specific authority from the Director, Office 
Services Division (Code A). Unless authority to retain the material 
has been granted by the Director, Office Services Division, offices re- 
ceiving classified material will return mterial to the Unit within 30 
days after receipt, Division directors will be responsible for return of 
this meterial within the 30-day period unless its retention is requested. 


b. When authority has been granted to retain classified material 
in a specific office or division file, the records will be housed 
accordirg to Security Classification (that is, Secret material in a safe 
or combination file cabinet and Confidential and Confidential--Modified 
Handling Authorized in a bar lock filing cabinet). The material will be 
filed according to the Bureau of Supplies and Accounts Filing Manual 
(NAVSANDA Publication 245) and retired to the Naval Records Management 
Center, Alexandria, Virginia, in accordance with the BuSandA Records 
Retirement and Disposal Schedule. 


c. Each office or division will mark all file folders maintained 
with the appropriate category classification consistent with the highest 
classification of material contained in the file. 


DA 


T. L. BECKNELL, JR. 
Deputy and Assistant Chief of Bureau 
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SCHEDULE FOR THE SEMI-ANNUAL INVENTORY OF SECRET LOG BOOKS AGAINST 
THE ACTUAL SECRET MATERIAL IN CUSTODY 


MONTH ONAL COD 
JANUARY -- JULY... «+. + OB OJ oY S7 
0c A Yl 
oI E Y2 
ON G 
T 


FEBRUARY —— AUGUST eT + €6'e 00 OD OM OF 
0Q D2 M2 F3 


D3 M3 F4 
D4 M4 F6 


MARCH -- SEPTEMBER ....-. OL OH OR 


LA Hl R1 
Li H2 R2 
12 H3 

13 H4 

L5 


APRIL = OCTOBER eee ee os ox $5 S6 
MAY —— NOVEMBER . e Crh Be eye S8 SR S9 OP 


JUNE -- DECEMBER ...... Sl $10 SD SS 
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INFORMATION PROTECTED IN ACCORDANCE WITH STATUTORY 
REQUIREMENTS OR IN THE PUBLIC INTEREST 


1. Records and information which pertain to individuals such as personnel 
records, medical records, and investigative reports, and proceedings 
pertaining to the conduct of, or manner of performance of, duties by 
military personnel and civilian employees, the release of which might 
unjustly discredit or injure innocent persons or disclose personnel 
information received in confidence. 


2. Information as to the identity of confidential informants and 
information furnished by them in confidence. 


3. Information received in confidence from private individuals, firms, 
or organizations in connection with bids, proposals, trade secrets, 


inventions, and discoveries, and reports of a financial, technical, or 
scientific nature. 


4 
4. Information which is, or may reasonably be expected to be, connected 
with any pending or anticipated litigation before Federal and State 
courts or regulatory bodies. 


5. Advance information on proposed plans to procure, lease, or otherwise 
acquire or dispose of materials, real estate, facilities, or functions, 
which would provide undue or discriminatory advantage to private or 
personal interests. 


6. Preliminary documents relating to proposed plans or policy development 
when premature disclosure would adversely affect morale, efficiency, or 
discipline. 


7. Examination questions and answers to be used in training courses 
or in a determination of qualifications of candidates for employment, 
entrance to duty, and advancement or promotion. 


8. Conversations or communications between members of the Department 

of Defense, or between such members and representatives of other agencies 
of the Executive Branch, which are merely advisory or preliminary in 
nature and which do not represent any final official action and any 
documents or reproductions concerning such advice. 


9. Information received from other government agencies for official use of 
the Department of Defense, any further dissemination of which is controlled 
by the agency which provided the information. 


10. Information furnished in confidence by foreign nations to the United 
States, the dissemination of which is limited by the nation which provided 
such information. 





4 
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DEPARTMENT OF THE NAVY 
BUREAU OF SHIPS : 
WASHINGTON 88, D. C. pusithe’ S510: 


Ber 5252237 
1 November 1955 


BUSHIPS INSTRUCTION 5510114 


From: Chief, Bureau of Ships 

Tos Cummander, Charleston Naval Shipyard 
Commander, Mare Island Naval Shipyard 
Commander, Pearl Harbor Naval Shipyard 
Commander, Philadelphia Naval Shipyard 
Commander, Portsmouth Naval Shipyard 
Commander, Sen Francteco Naval Shipyard 
Supervisor of Shipbuilding, USN end Neval 
Inspector of Ordnance, Groton, Connecticut 
Supervisor of Shipbuilding, USN and Naval 
Inspector of Ordnance, Ingalls 
Corporation, Pascagowlla, Mississippi 
Commanding Officer and firector, Ue Se Navy 
Underwater Sound Laboratory, Fort Trumbull, 
New London, Connecticut, 


Subj? Seourity classification policy, submarines 


Reft fs OPNAY Insts $510.29 of 23 June 195 
b) OPNAV ltr Ser 306P31 of 22 Oct 19 
0) OPNAV Inste 05500.19A uf 16 Feb 1955 


Mnclt (1) Copy of OPNAV Notice 5510 of 16 Sep 1955, 
Change #1 to OPNAV Instruction 5510.29 
(2) OPNAV Inst 5510.29 of 23 June 1955 
3) OPNAV ltr Ser 306P31 of 22 Oct 195% 
le see To forward enclosure (1) which modifies the security require= 
ments referring to submarine depths stated in reference (a) and to amplify 
and clarify existing instructions, 


2e Osencellatione Bureau of Ships Instruction 5510.11 of 3 March 1955 is 
hereby cancelled. Rachoguree (1) and (2) thereto remain in effect as 
modified by enclosure (1), herewith, and should be attached to this inst- 
ractione 


3e' Discussions Reference (a) specified that reference to submarine 

d of more than 350 feet was classifieds Bureau of Ships Instruction 
5510911 further emphasized that information, which by a process of 
reasoning, might disclose test depths must be classified alsoe Several 
Shipyard Commanders pointed out the difficulties involved in complying 
with this requirement as regards several classes of submarines for which 
this information was long treated as unclassified. 
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he Classifications 

Re 8 to be noted that enclosure (1) downgrades to unclass- 
ified, on all boats whose test depth is 400 feet or less, all plans 
except those which include details of design, construction and operating 
characteristics of classified equipmente Concerning special instructions 
for guided missile submarines, reference (c) should be used for guidances 


be On submarines whose test depths are greater. than 00 feet, the 
following plans must be classified confidential: 


le Schedule of tests where test pressures relate to 
test depthe 

2e Gage lists of sea pressure systemse 

3e Contract plange 

le Plans showing antenna and periscope arrangement, in which 
radar and periscope operating depths are indicated, 


It is not necessary to classify such plans ast 


le Inner shell expansions 
2e Framing plans, 
Re Piping planse 

e Outer shell expansions 
Se Valve planse 
6—¢ Arrangement planse 
7e Tank capacity planse 
8. Bulkhead planse 


It is realised that knowledge of all hull scantlings could produce an 
estimate of collapse depthe However, estimating the test depth from 
this estimate of collapse depth would provide a figure whose accuracy 
would seldom be better than ¢ 50%_. Iikewise knowledge of the diameter 
and wall thickness of a sea system pipe could provide an estimate of the 
rupture pressure of the pipes However, estimating test depth from this 
information is a far less exact science than determining this from hull 
scantlings, Therefore plans in these categories need not be classified 
except where test depths or test pressures are specified on the plans, 


Ce Reference (a) states that a confidential classification is 
assigned to references to radar or periscope depthse This is not to be 
interpreted to require a confidential classification for plans showing radar 
mast lengths, arrangements in the submarine, length of mast hoists and 
arrangement, or periscope lengths and arrangement in shipe However, a plan 
such as “Radar and ECM Antenna arrangement" which shows Radar and Periscope 
operating depths must be classified confidential, If the arrangement, only, 
is shown and operating depths are Ueleted, this plan need not be classified, 
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de Reference (a) further requires that plans the 
configuration and dimensions of a radar reflector be classified, Since 
4t is possible. to delineate on working plans the swing circle and 
housing space of a radar reflector without showing actual configuration 
and dimensions of the reflector, these plans need not be classified if 
drawn accordinglye 


Se Oenerule The Buroau appreciates the difficulties involved in the 
han of claseified material in Shipyards and the difficulties 
involved in precise delineation between classified and unclassified 
matters, However, it is felt that application of the above guidelines 
will provide the required security end will serve as a basis for Shipyard 
security measures which are practical in applications 


7K 


P. Ke TAYLOR 
By Direction 


Id steibution I pb 
except Puget Sound, New York, Long Beachy 
Boston, Norfolk Naval Shipyards 
13 SUPSIITP GROTON and SUPSHTIP PASCAGOUIA ONLY 
7 


Prepared Uy Tite Pe Howe, Rort-6U4)63 
Typed by De Le Jones 1031855 
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BUSHIPSINST 5510.11A 
1 November 1955 


Enclosure (1) 


OPNAV 5510 
Op-311E 

Ser 263P31 
16 Sep 1955 


OPNAY NOTICE 5510 


From: Chief of Naval Operations 
To: Distribution List 


Subj: OPNAV INSTRUCTION 5510.29-CH-1 (Security classification policy - 
submarines ) 


1. Purpose. To promilgate Change No. 1 to OPNAV INSTRUCTION 5510.29. 


2. Background. OPNAV INSTRUCTION 5510.29 specifies that reference to 
submarine depths of more than 350 feet is classified while reference to 
depths of less than 350 feet is unclassified. With increased operating 
depths of modern submarines, it has been found desirable to relax security 
requirements referring to submarine depths. 


3- Action. Change paragraph 5.d. of OPNAV INSTRUCTION 5510.29 to read 
as follows: 


"DEPTH - Reference to depths of more than 400 feet is classified. 
Reference to depths of 400 feet or less is UNCLASSIFIED, except those 
which pertain to evasive tactics, operating depths while conducting sonar 
search or attacks, and rader or periscope depths." 


4. Cancellation. This Notice is cancelled when action in paragraph 3 
has been taken. 


J. C. ATKESON 
By direction 


Authenticated: 


/s/ Re. D. McWethy 
R. D. MCWETHY 
Commander, USN 

DISTRIBUTION: 

SNDL AS; A6; 21; 24B; ake 

Atomic Energy Commission 

Deference Department, Public Relations 

OPHAV: Op-05; 06, 007 (5); 33; 34; 36; 

37; 43; 92 
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BUSHIPSINST 5510.11A 
1 November 1955 


Enclosure (4) 


OPNAV 5510.29 
Op+311C 

Ser 288P31 

23 Jun 1954 


OPNAV_ INSTRUCTION 5510.29 


From; Chief of Naval Operations 
To3 Distribution List 


Subj: Security classification policy - submarines 


Ref: (a) OPNAVINST 05510.1 of 6 Feb 1951 
(>) OPNAVINST 5720.2 of 7 Sep 1951 
(c) OPNAVINST 5700.2 of 25 Jan 1952 


1. Purpose. Stimulated by the new and expanding field of undersea warfare, 
resulting from the introduction of atomic power, public attention has been 
focused on submarines and their exploits. In response to-this growing 
interest, the agents of the public media have stepped up their effort to 
satisfy the newspaper and magazine readers, radio listeners, and television 
viewers by creating more stories.. To provide a current guide for the 
assignment of security classifications to submarine matters and to assist 
officers concerned with the release of public information, this instruction 


is promulgated. 


2. Cancellation. CNO serial 563P31 of 27 October 1949 is hereby cancelled 
and superseded. 


3+ Scope. This -instruction embodies the details for security classification 
and release of public information for SUBMARINES and is to supplement the 
Security Manual for Classified Matter, reference (a). 


4, Discussion. As the Navy is a part of the public domain, the people of 
the United States are entitled to know how the funds appropriated by the 
Congress are being used to perpetuate the best possible submarine force. 
Newspapers, magazines, radio and television are agents for the dissemination 
of this information. Therefore, it is incumbent upon submarine unit 
commanders to release for publication all possible information consistent 
with national security. Similarly, classified material must be carefully 
safeguarded in order that it will be disseminated to only those who need 
to know. Millions of dollars and thousands of man hours have been spent 

on research projects since World War II. Many of these projects are just 
now reaching fruition. While new equipment and better performance capabil- 
ities are extremely newsworthy, the value of these advances is greatly 
diminished if the enemy is aware of their existence or the technical "know 
how" by which they were derived. 











1098 INVESTIGATION OF NATIONAL DEFENSE 


5- Classification. 


@. EQUIPMENT - The characteristics of equipment'in most cases is a 
direct measure of submarine capability; as a safeguard, therefore, security 
classification will be assigned as follows: 


(1) CLASSIFIED - Not releasable. 


(a) Research and Development - All reference to the existence 
of equipment in this status is classified. Likewise, operating character- 
istics, technical aspects of associated items, as well as resulting newly 
developed tactics fall in this category. 


(>) Installed equipment in general usage by the U. S. services - 
The classification for these items is assigned by the cognizant technical 
bureau. However, as a guide, the operating characteristics and details of 
design and construction are classified. 


(2) UNCLASSIFIED - Releasable. 


(a) Installed equipment in general usage by the U. S. services - 
The name of the equipment and manufacturer is releasable. 


(>) Installed equipment in general usage by civilian as well as 
U. S. services - All information except the tactical application is releas- 
able. 


(c) Obsolete equipment or that made available to our Allies by 
World War II lend lease - All general details except the exact operational 
and construction details may be released. 


bd. PHOTOGRAPHY - Chapter 11 of reference (a) provides the general policy 
gaverning releases of photographs. More specific information is as follows: 


(1) Photographs of completed submarines in the water may be released, 
provided: 


(a) External equipment such as radar, snorkels, periscopes, and 
sonar transducers are shown at a distance so as to reveal only the general 


appearance. 


(bo) Military applications of classified equipment are not 
disclosed. 
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(c) Classified technical details, operating frequencies, and 
performance characteristics are not shown. As an example, disclosure of 
the dimensions of a radar antenna generally reveals its operating frequency. 


(4) Neme plates, nomenclatures, and markings of classified 
equipment are covered or otherwise made unreadable. 


(e) Tactical procedures, organization and operating depths are 
not to be disclosed. 


(f) Views of uncampleted ships and views of underwater bodies 
of all ships shall be forwarded to the Chief of Naval Operations for 
release. 


ce OPERATIONS - Details concerning operations, tactics and doctrine, 
and state of training are considered CLASSIFIED. They may be referred to 
only in generalities. 


a. DEPTH - Reference to depths of more than 350 feet is CLASSIFIED. 
Reference to depths of less than 350 feet is UNCLASSIFIED, except those 
which pertain to evasive tactics, radar, and periscope depths, 


e. READINESS - Information on activation, deactivation, improvements, 
and deficiencies shall not be disclosed if it tends to reflect on the 
readiness of the submarine force. 


6. Visits by U. S. Media Representatives. Almost all writers and photog- 
raphers are men of the highest pers integrity. Usually such individuals 
would be allowed the discreet disclosure of such CLASSIFIED information as 
required for a well conducted trip to sea on a submarine during training 
exercises. However, this knowledge in the possession of men that live by 
public expression may -inadvertently be published. Therefore, writers, 
photographs, and other agents of the public media will not be allowed 
access to any CLASSIFIED material if this information is desired to assist 
them in the preparation of an UNCLASSIFIED article. Reference (vo) permits 
the passage of civilians in naval vessels. When press representatives are 
embarked for the purpose of gathering material for a story, the Commanding 
Officer will deny them access to CLASSIFIED information. 


7e Speculative Releases. Occasionally, the press will publish, without 
official sanction, stories which are “educated guesses" predicated on 
“circumstantial evidence". Many times these "guesses" are correct but 
should not be supported by official releases. Similarly, speculation, 

by authoritative military personnel on courses of future submarine warfare 
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or development, many times reveals actual: accomplishments and capabilities. 
Responsible military opinion must be considered classified and'not available 


for publication. Reference (c) regulates public discussion of military 
matters. 


8. Responsibility. As the press acts as the intermediary between the Navy 
and the public, it is the responsibility of submarine commanders to maintain 
emiceble relations.: to handle releases expeditiously, and to make available 


unclassified information. At the same time, classified information must be 
scrupulously safeguarded so that the national security will not be jeopardized. 


IRVING. T. DUKE 
By direction 


DISTRIBUTION: 
Atomic Energy Commission 
Defense Department, Public Relations 


OPNAV 05, 06, 007, 33, 34, 36, 37, 
43, 92 


Authenticated: 


/s/ Te Be Denegre 
T. B. DENEGRE, dre 
Commander, USN 








de 
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BUSHIPSINST 5510.11A 
1 November 1955 


Enclosure (8) 
Op-311/amm 
Ser 306P31 
22 Oct 1954 


From: Chief of Naval Operations 
To: Chief, Bureau of Ships 


Subj: Security classification of submarine equipment 


Ref: (a) BUSHIPS ltr ser 525-2051 of 20 Sep 1954 


(>) OPNAVINST 5510.29 of 23 Jun 1954 
(c) OPNAV NOTICE 5510 of 30 Aug 1954 


1. Reference (a) requests interpretation of sub-paragraphs 5a(1)(a) and 
5a(1)(b) of reference (b) in view of the edministrative burden which would 
result from an arbitrary application of the guidance set forth therein. 
The Chief of Naval Operations concurs that reference (b), having been 
issued primarily to afford guidance in public information matters, is 
susceptible to misinterpretation in internal administration. It was not 
intended to require a general upgrading of security classifications by 
cognizant technical bureaus. 


2. The Chief of Naval Operations desires to point out that, whereas 
information released on certain newly developed equipments may not reveal 
classified military characteristics, the equipments nevertheless warrant 
a degree of classification in their own right by virtue of the fact that 
the designs, techniques of manufacture, and the methods of operation have 
required time and hish order of scientific and technical skill in their 
development. These considerations apply, of course, to any military 
equipment. 


3. It is believed that the provisions of reference (c) give commanding 
officers adequate latitude in designating spaces for stowage of classified 
prints, manuals, and instruction books. 


4. The Chief of Naval Operations desires that the following interpretation 
of sub-paragraphs 5a(1)(a) and 5a(1)(b) be used as a guide in assigning 
security classification to submarine equipment: 


@. Research and Development - Any reference to the existence of equipment 
undergoing research and development is classified. After construction of a 
shipboard unit has begun, only those equipment operating characteristics 
which might reveal classified military characteristics of the submarine 
must be classified. For such equipment the cognizant bureau will assign 


235110 aS 70 
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Classification on a case basis to technical aspects of the equipment and 
associated items, details of design and construction, and operating and 
maintenance instructions. 


b. Installed equipment in general usage by the U. S. services and 


new equipments which are extensions of existing designs - The classification 
for these items is assigned by the cognizant bureau on a case basis. In 


general, such equipment features including details of design and construction 
and operating characteristics, as might reveal classified military charac~- 
teristics, are classified. The determination of whether failure to classify 
such information might reveal classified military characteristics of the 
submarine is the responsibility of the cognizant bureau. 


‘'s/ Irvine, T. Duke 


IRVING T. DUKE 


Py direction 


Copy to: 
BUAER 
BUORD 

AEC 
COMSUBLANT 
COMSUBPAC 
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DEPARTMENT OF THE NAVY 
BUREAU OF SHIPS 


WASHINGTON 25, D.C. IN REPLY REFER TO 
BUSHIPS 5720.6 
Ser 110-2307 


4 September 1956 





BUSHIPS INSTRUCTION 20.6 





From: Chief, Bureau of Ships 
To: Assistant Chiefs of Bureau, Director of Contracts and Comptroller 


Subj: Security Review and Clearance of Material for Open Publication 


1. Purpose. The purpose of this Instruction is to promulgate Bureau 
procedures for the security review and clearance of articles, advertise- 
ments, speeches, and other material for open publication, or for 
presentation to the public. 


2. Background. Code 110 is the responsible Bureau code for coordination 
of security review of subject material and is liaison with the Chief of 
Information, Navy Department and Security Review Branch, Office of Public 
Information, Department of Defense, for such matters. Material submitted 
for formal security clearance msut be coordinated with the Chief of 
Information and the Office of Public Information; the Security Review 
Branch, OPI, OSD, is the sole agency authorized to stamp an article as 
cleared by the Department of Defense. Owing to the steadily increasing 
workload devolving upon individuals charged with security review, and 

in order fully to satisfy the requirements of the Bureau, the Chief 

of Information and the Department of Defense, the procedures listed 

in paragraph 3 below have been made necessary. 


3. Action. 


A. All Bureau codes transmitting material for security review met 
indicate to Code 110 on the forwarding route slip the following information: 


1) Whether there are any security objections to all or any 
portion of the material (if to only a portion, specify what should be 
deleted) ; 


2) Whether there are any objections for policy reasons to all or 
any portion of the material, and if so, what policy is being violated 
(such as commercial confidence or an implication of Navy endorsement) ; 


3) What other Bureaus or agencies, if any, should review the 
material prior to its final clearance. 


B. Bureau codes may also indicate on the route slip any factual 
errors which they believe the author may wish to rectify. This is not, 
however, a necessary function of security review and should not be taken 
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as @ requirement. In addition, any semblance of censorship is forbidden 
and must be carefully avoided. n 


C. The Department of Defense has requested that material submitted 
for security review should be submitted in quadruplicate. Submission of 
material in duplicate or triplicate is likely to result in delay of final 
clearance. The Department of Defense will not give clearance with only 
one copy. 


4. Time Required for Security Review. Bureau Codes submitting material 
to Code 110 for security review should allow two weeks from the time the 
material is submitted until final notification of clearance is received 
from the Department of Defense. A longer period of time may be required 
in the following cases: 


a) Where downgrading action is necessary; 
b) Where a number of other agencies must also be consulted; 


c) Where particularly sensitive items such as nuclear power or 
new weapons are discussed; 


a) Where an exceptionally heavy workload in the Security Review 
Branch prevents immediate action; 


é) Where the material is excessively long, such as a book or 


thesis. 
B. E. MANSEAU 
Deputy and Assistant 
Copy to: 


All Bureau Codes 


Prepared by R. D. Paine, Ext. 66091 
Typed by D. DeLauder, 8/30/56 
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Item 7, BUAER 5510.45 dated October 10, 1957 
Sets up procedures for marking of regrade and classified documents. 


Item 8, BUMED 5511.1 


A general guidance for preparation and handling of classified information in 
the Bureau of Medicine. 


Item 9, NAVORD 5511.9 dated December 30, 1953 


Instruction sets up Bureau of Ordnance procedures for classification and dis- 
semination of information which falls in the responsibility of Bureau of Ord- 
nance. 


Item 10, HQO 5511.4 dated July 5, 1957 


Refers to Navy Manual for classified matter and indicates that a program for 
possible declassifying or regrading classified material originated within Head- 
quarters ; U. S. Marine Corps will be initiated in the near future. 


Item 11, ONRINST 5511.6 dated March 29, 1957 


Purpose of this instruction is to designate personnel, including officials who 
are authorized to classify material in the various security classification cate- 
gories, Office of Naval Research Information. 


Item 12, BUSANDA 10-6, 10-7 dated December 12, 1957 


These outline procedures for handling top secret, secret and confidential in- 
formation in the Bureau of Supplies and Accounts. 


Item 13, BUSHIPS 5510.11A dated November 1, 1955 
Outlines the security and classification policy concerning submarines. 


Item 14, BUSHIPS 5720.6 dated September 4, 1956 


Seeks to promulgate Bureau procedures for the security review and clearance 
of articles, advertisements, speeches, and other material for open publication 
or for presentation to the public. 


|For release in the afternoon papers of Friday, November 6, 1953—James C. Hagerty, Press 
Secretary to the President] 


THE WHITE HovusE 


The President today signed an Executive order, which will become effective 
on December 15, entitled “Safeguarding Official Information in the Interests of 
the Defense of the United States.” This order revokes Executive Order No. 
10290 of September 24, 1951. By severely limiting the authority to classify, by 
eliminating one of the old categories of classified material which is particularly 
subject to abuse (“Restricted”), and by providing for a continuing revinw of 
classified information for downgrading and declassification, the order will make 
it possible for our citizens to know more of what their Government is doing. By 
more clearly defining the official information which is subject to classification, 
and by making the requirements of the defense interests of the United States the 
test as to whether, and how, information may be classified under the order, the 
danger of misuse of the order to hamper freedom of information, so vital to pres- 
ervation of our form of government, is minimized. 

The order abolishes the authority of 28 agencies to place official information 
or material under defense classification, and limits such authority of 17 other 
agencies by restricting it to the heads of such agencies without power to 
delegate. 

The following Government agencies shall be usbject to the provision of the 
order eliminating classification authority : 

1. American Battle Monuments Commission 
. Arlington Memorial Amphitheater Commission 
. Commission of Fine Arts 
. Committee on Purchases of Blind-Made Products 
. Committee for Reciprocity Information 
. Commodity Exchange Commission 
. Export-Import Bank of Washington 

Federal Deposit Insurance Corporation 
. Federal Mediation and Conciliation Service 
. Federal Reserve System 
. Federal Trade Commission 


PADWUP wD 
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12. Housing and Home Finance Agency 
13. Indian Claims Commission 
14. Interstate Commerce Commission 
15. Missouri Basin Survey Commission 
16. National Capital Housing Authority 
17. National Capital Park and Planning Commission 
18. National Forest Reservation Commission 
19. National Labor Relations Board 
20. National Mediation Board 
21. Railroad Retirement Board 
22. Securities and Exchange Commission 
23. Selective Service System 
24. Smithsonian Institution 
25. United States Tariff Commission 
26. Veterans’ Administration 
27. Veterans’ Education Appeals Board 
28. War Claims Commission 
The following agencies shall be subject to the provision limiting classification 
authority to the head of an agency only: 
1. Civil Aeronautics Board 
Defense Transport Administration 
Department of Agriculture 
Department of Health, Education, and Welfare 
Department of Interior 
Department of Labor 
Federal Communications Commission 
Federal Power Commission 
National Science Foundation 
10. National Security Training Commission 
11. Panama Canal Company 
12. Post Office Department 
13. Reconstruction Finance Corporation 
14. Renegotiation Board 
15. Small Business Administration 
16. Subversive Activities Control Board 
17. Tennessee Valley Authority 
A comparison of the order with an earlier proposed draft published on June 
17, 1953, will disclose a number of revisions. These have been adopted at: the 
suggestion of various departments and agencies in the executive branch, repre- 
sentatives of the press, and private individuals and organizations. Throughout 
the lengthy consideration of this order it has been the purpose to attain in it 
the proper balance between the need to protect information important to the 
defense of the United States and the need for citizens of this democracy to know 
what their Government is doing. The issuance of this order will revise in a 
manner more in keeping with the American tradition of freedom of information 
in existing requirements for the safeguarding of defense information. 


. 
Ww 


9 DON DO Wt 


DEPARTMENT OF THE NAVY, 
OFFICE OF THE CHIEF OF NAVAL OPERATIONS, 
Washington 25, D. C., March 7, 1958. 


In reply refer to Op-921B/mo_ Ser 583P92. 

Memorandum for Subcommittee 6, House Armed Services Committee investiga- 
tion into phase II of defense-posture hearings (attention: Mr. John Lever). 

Subj.: Classification and dissemination of information in the Navy Department. 


Encl.: (1) Department of the Navy security instructions. 
(2) Navy Department supplementary security instructions. 


1. The Chief of Naval Operations has been informed that subcommittee 6 of 
the House Armed Services Committee Investigation into Phase II of Defense- 
Posture Hearings desires the complete Navy Department organization structure 
showing lines of authority having to do with classification and dissemination of 
information. In addition the subcommittee desires copies of all directives, 
regulations, and instructions setting forth policy guidance on this subject. In 
response to this, the basic organizational structure is outlined in paragraph 2 
hereunder and the policy guidance material as described and enumerated in 
paragraphs 3 and 4, is submitted as enclosures (1) and (2), respectively. 
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2. In the Navy Department, the organization structure and lines of authority 
for the classification of information are described in Chapter 1 “Introduction” 
and Chapter 4, subsection 0401 of Section 1 of enclosure (1—a) and are depicted 
graphically on attachment (1) hereto. The organization structure for dissemi- 
nation of classified information is also shown on attachment (1). The authority 
for original dissemination of information in the Navy Department resides in 
only those officials designated to have authority to sign documents under the 
title of the offices they occupy. These offices are indicated by blue underscoring 
on attachment (1). As a matter of operational and administrative necessity, 
however, a limited number of subordinate officials are designated to exercise 
signature authority “By direction” of the aforementioned officials. Subsequent 
dissemination of classified documents and copies of documents is made by offi- 
cial custodians on the basis that the intended recipient has an official need to 
know and a right (by a finding of trustworthiness) to know the information 
involved. 

8. Basic policy for classification of information and its dissemination is pro- 
mulgated to the entire Naval Establishment by means of the Department of 
the Navy Security Manual for Classified Information (OPNAV Instruction 
5510.1B). 

(1) This manual is amplified and supplemented by additional instructions 
pertaining to specific procedures and fields of interest, as found desirable. A 
copy of the manual and copies of pertinent amplifying instructions are provided 
as enclosure (1) which includes: 

a. OPNAV Instruction 5510.1B. This is the Navy Security Manual which 
promulgates Navy security policy for the entire Naval Establishment. 

b. OPNAV Instruction 5510.17A. This instruction promulgates joint 
regulations and DOD Directive 5160.4, applicable to security procedures of 
Armed Services Technical Information Agency. 

ce. OPNAV Instruction 5510.27D. Handling of classified NATO and 
COSMIC information. 

d. OPNAV Instruction 5510.52. Procedures for handling U. 8S. classified 
material not releasable to foreign nationals. 

e. OPNAV Instruction 5500.25. This instruction emphasizes the require- 
ment for continuing review of classified information for the purpose of 
downgrading or declassification. 

4. The foregoing Instructions in turn, are further amplified and supplemented 
Navywide, by each independent office, activity and command issuing imple- 
menting instructions and guides tailored to suit each particular area of 
responsibility and specific interest as found needed. Copies of pertinent in- 
structions issued by the major activities in the departmental area are provided 
as enclosure (2) which includes: 

a. OPNAV Instruction 5510.49. This is a supplementary guide for han- 
dling and control of classified information for the Office of the Chief of 
Naval Operations, the U. S. Marine Corps, and the naval activities in the 
departmental area. 

b-1. Supplementary instructions issued by the U. S. Marine Corps for 
security of classified material within Headquarters, U. 8. Marine Corps. 

b-2. U. S. Marine Corps Headquarters Order 5511.4. Provides for a 
new program for review of classified information for downgrading and 
declassification. 

c-1. Bureau of Aeronautics classification guide. This document contains 
guidance for classification and subsequent phased downgrading and declassi- 
fication of information for which BuAer is responsible. 

ec-2. BUAER Instruction 5510.45 provides a special procedure for BuAer 
for marking of regraded and declassified documents. 

d. BUDOCKS Instruction 5510.1B. Outlines procedures for the handling, 
control and dissemination of information in Bureau of Yards and Docks 
activities. 

e-1. BUMED Instruction 5511.1. A general guidance for preparation and 
handling of classified information in the Bureau of Medicine. 

e-2. BUMED Instruction 5216.10. A general guidance for preparation 
and handling of Bureau of Medicine correspondence, both classified and un- 
classified. 

f. NAVORD Instruction 5511.9. Sets forth Bureau of Ordnance proce- 
dures for classification and dissemination of information which is the 
responsibility of BuOrd. 
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g-1. ONR Instruction 5511.4. Establishes a program in the Office of 
Naval Research for the continuous review of classified information for the 
purpose of downgrading or declassifying. 

g-2. ONR Instruction 5511.6. Designates officials authorized to classify 
Office of Naval Research information. 

h. OIR Internal Instruction 5510.6. Directs review of classified infor- 
mation in the Office of Industrial Relations for downgrading and declassi- 
fication. 

i-1. BUPERS Instruction 5510.5B (internal) emphasizes implementation 
of the Department of the Navy Security Manual. 

i-2. BUPERS Instruction 1533.48. This instruction requires that all 
Naval colleges, schools and training facilities insure adequate training pro- 
grams in proper classification of information and avoidance of overclassi- 
fication. 

j. BUSANDA Orders 10-6 and 10-7. Outlines procedures for handling 
Top Secret, Secret and Confidential information in the Bureau of Supplies 
and Accounts. 

k-1. BUSHIPS Instruction 5510.2. This instruction is the BuShips Secu- 
rity Manual and implements the Department of the Navy Security Manual 
within the Bureau of Ships. 

k-2. BUSHIPS Instruction 5510.11A. Outlines the security and classifi- 
eation of policy concerning submarines. 

k-3. BUSHIPS Instruction 5720.6. Outlines Bureau of Ships procedures 
for review of classified material for open publication. 


5. A number of additional security instructions have been issued by naval 
activities are classified. They are not listed in this report because they pertain 
to or contain information classified under original classification authority of 
such agencies as the Atomic Energy Commission or the U. S. Communication 
Security Board. 


T. W. JOYCE, 
CDR, USN. 
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DEPARTMENT OF THE NAVY 
BUREAU OF NAVAL PERSONNEL 


WASHINGTON 25.D.C BUPERS 5510.5B 


N REPLY REFER 


Pers-1133/kpa 
28 February 1955 





BUPERS INSTRUCTION 5510.5B (DEPARTMENTAL) 








From: Chief of Naval Personnel 
Tos BuPers Distribution Lists 1 and 2 


Subj: Control of Classified Matter 


Ref: (a) OPNAV INSTRUCTION 5510.1A (U.S. Navy Security Manual 
for Classified Matter) 


1. Purpose. To direct attention to the new edition of the U. S. 
Navy Security Manual for Classified Matter and to direct compliance 
with all its provisions. This instruction also establishes proce- 
dures for control of classified matter. 


2. Cancellation. This instruction cancels and supersedes BUPERS 
INSTRUCTION SSIO.5A (UEPARTMENTAL) dated 2 February 195. 


ion. In accordance with Article 0501 of reference 
Communication Officer is hereby designated the Classi- 
fied Materia! Control Officer for the Bureau of Naval Personnel. 





ae The Classified Material Control Officer will assist the 
the control of classified matter with 








Chief of Naval Personnel in t 
the following exceptions: (1) The BuPers Security Screening Board 
ivilian) will review and evaluate, in the light of the interests 
ational security, investigative reports on civilian employecs 


of the Bureau and candidates for employment by the Bureau. (2) 
Issuance of clearances to handle classified matter will remain in 





office of the Chief of Naval Personnel. (3) Press releases 
pr sed by the Office of Technical Information will be reviewed 
leti f classified matter by the cognizant Division Direc- 
tor. 


be Lach Assistant Chief, Division Director and Office Head 
will appoint one person to assist on watters pertaining to the 
control of classified matter. An Assistant Chief may select one 
; ivision or office appointees to perform the required func- 
his office. The Administrative Aide (Pers 00) will 
designate one person to serve the office of the Chief of Naval 
Personnel and Deputy Chief of Naval Personnel. 








. Lassification Authority. 


epoca renner men naan aneeeanaliiee 


a. Top Secret. The Chief and Deputy Chief of Naval Fersonne 


arc the only persons authorized to classify matter initiated 
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within BuPers as Top Secret, The Assistant Chief for Personnel Con- 
trol or the Assistant Chief for Plans may act for them in this respect 
in their absence, In assigning Top Secret classification, a strict 
interpretation of its definition as defined in Article 0302 of refer- 
ence (a) will be followed, 


b. Secret 


(1) Assistant Chiefs and Division Directors are the only 
versons authorized to classify’ matter initiated within BuPers as 
Secret. Actine Division Directors may exercise this authority in 
the absence of the Director, 


(2) Where the same officer occupies both the Assistant 
Chief and Division Director billets, Assistant Division Directors are 
authorized to apply this classification, Assistant Chiefs at their 
discretion may desi'nate alternates to act in the absence of authore 
ized personnel so that. within any Pers-letter area (Pers A, Pers C, 
Pers 9, etc.) there will always be at least two persons present auth- 
orized to apply this classification. In assigning Secret classifica- 
tion, strict interpretation of the definition as set forth in Art. 
0303 of reference (a) will be adhered to. 

c. Confidential, Each Division Director will designate the 
necessary qualified personnel to classify matter as Confidential. 
Personn21 assicninz Confidential or Confidential Modified Handling 
classifications will be governed by Art, 030); of reference (a). 






Overclassification of material depre- 
the importance of classified matter, Therefore, dowmerading 
and declassification will be accomplished whenever possible. Lach 
‘vision Director wil]. insure that all classified matter under his 
purview is periodically revieved for this purpose, Article 0))08 of 
reference (a) sets forth the procedures, OFiY Form 5511-11 (Notice 
of Chanze in Classification) will be executed an! a copy forwarded to 
the Classified Material Control Officer, 


6. Preparation ani Reproduction of Ton Secret Matter, ,At the time 
a ? " ; ae : . 
of the fs nanee (sienabure) o any document which qualifies-for assiyn- 


ment to the Top Secret catecory, the si nature authority is responsible 
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for insuring that the requirements of Article Ol) of reference (a) 
are complied with. 


ae Originators of documents classified Top Secret will itemize 
ani assemble into a single file all papers relating to the coordin- 
ation of the document or other aspects of its preparation which require 
retention, A Record of Disclosure (OPNAY Form 5511-13) will be attached. 
This will contain the names of all personnel including stenographic 
and clerical perso»nel, having hd access to the information in the 
document. The completed file will be turned over to the Top Secret 
Control Officer, 


b. It is essential that each copy of a Top Secret document be 
numbered serially for accountinz purposes as in the following example: 
Couy 1 of 20, Copy 2 of 20, etc. 


c. Lach docvment must contain a notation indicating the author- 
ization required t to reproduce al? or any part of that document. 


s 


her of the following forms is suzpested: 


(1) "Reproduction of this documen!, in whole or in part is pro= 


hibited 7 t with permission of the jissuins office or hisher author- 
$t ' 
\ ) : ® , : 

(2) "Reproduction o paragraph (s )---of this document is pro- 
hibited except with permission of the issning office or higher anthor- 
4+ " 
ity. 

Te covntal lity 


a. Ton Secret. The control of all Top Secret matter will be 
naintai nex , op Secret Control Officer, Unon receipt of a 
Top Secret document in Bufers, the Top Secret Control Cfficer will 
immediately attach a Top Secret Routines and Record of Disclosure Form 
to the incoming document. Ther-after, any individual gaining }.now- 
Jedge of the contents of the information contained therein will affix 
to ic’ form his or her name, the office ‘or individual Pe's number and 
date of ACCASS se 





b, “Seerat. “ach Division Director will insure that a contin-e 
vows Chain of receipts is maintained for all Secret matter assivned 
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to his Division from the time of its receipt until its return to the 
Secret and Confidential Mail Room or Communication Office, 


Co Confidential. Each Division Director will insure that Confi- 
dential matter received from the Secret and Confidential Mail Room 
is recorded in a log to insure proper accountability. 


8. Stowage. A numerical evaluation system for classified matter in 
stowaze has been established by Article 0602 of reference (a). Each 
Division Director will insure that stowage of classified matter meets 
these requirements, The BvPers Security Officer (Pers 113) is avail- 
able for guidance and assistance in this matter, Each container will 
contain the name or names and telephone numers to be notified in the 
event a container holdins classified matter is found unlocked in the 
absence of assigned personnel, Safe combinations will be changed in 
accordance with Article 0605 of reference (a). Combinations to the 
safes will be kept on file in the Secret ani Confidential Mail Roon,. 
The combination will be placed in a plain envelope end enclosed in an 
outer envelope beariny the following information: 


Pers Number 

Division and Section Room Number 

Name of Safe - Type = Number 

Names of Persons having knowledge of combination 
Date combination changed 


9. Disposal. Only such classified matter will be retained as is 
necessary for ‘current operations, Non-current material which has been 
received from the Secret and Confidential Mail Room should be re~ 

turned there for disposal, All other non-current classified matter will 
be retired to a laval Records Manazement Center or destroyed in accor- 
dance with the BuPers Records Disposal Schedule of 10 December 195). 
Nach classified document sent to storage must be stamped or have affixet 
to it. the following: "This is to certify that this matcrial has been 
revicwed and cannot be downzraded or declassified" (Signature). 


10, Summary. The importance of the security'of classified matter 

cannot, he over emphasized, The ideal to be sought is the indoctrin- 
ation of all personnel to the point that they automatically exercise 
proper discretion in the discharze of their duties and do not think 
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of security of information as something separate and apart from other 
things, In this way, security of classified matter becomes a natural 
element of every task and not an additionally imposed burden, 


[illo 
M. E. ARNOLD 
Deputy Chief of Naval Personnel 








Stns RS. 
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DEPARTMENT VF THE NAVY OPNAV 5510 
Vffice of the Chief of Naval Operations Op-921B 
Washington 25, D. C. Ser 17335P92 
4 Jun 1956 


OPNAV_NUTICE 55)]0, 


From: Chief of Naval Operations 
Ta: Distribution List 


Subj: OPNAV Instruction 5510,17A.-CHel (Security-Armed 
Services Technical Infermatisn Agency) 


1. Purpose. Te advise of changes ta CPNAV Inetruetion 
5510,17A, 


2. Action. 
a. Add the following to paragraph 4d of enclosure (1): 


“, except as provided in paragraph 6d", 
b, Add te enclosure (1) as paragraph 6d the fallewing: 


"d. Subject te the instructians listed below, 
ASTIA will distribute lists of titles of unclassified reperts 
in its pessession to fereign gavernments of the Narth Atlantic 
Treaty Organization (NATO) upon their request. Als, subject 
te the same instructions, ASTIA will furnish such foreign 
governments with any document included on the lists if they 
request it. 


(1) The lists of reperts must not include any dacu- 
ment which (a) was furnished ts the United States by a foreign 
government, (b) contains proprietary information, or (c) con- 
tains limitations 9n dissemination that were imposed by the 
originating department, 


(2) Before a fnreign gevernment is given any report, 
such gavernment must have declared that the infermatinn it 
will receive will be used only to promote the progress of re= 
search and development in suppert sf NATO defense objectives, 
Responsibility for ebtaining such assurances rests with the 
Chief ef Staff, USAF. 
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OPNAVNOTE 5510 
6=4,—56 


(3) The Chief of Staff, USAF (Director of Intelligence), 
in cnerdination with the Assistant Chief of Staff, Intelligence 
(Department of the Army), and the Director 9f Naval Intelligence, 
will notify ASTIA of the person who is authsrized to request 
lists of titles or to request individual decuments far his govern- 
ment. 


(4) Reports will not be anneunced to foreign governments 
by ASTIA until at least 60 days after ASTIA has announced them to 
United States activities, (Neate: During the 60-day peried, the 
eeeete departments will have an opportunity te screen the ree 
ports.)" 


3. Cancellation. This Netice is cancelled when the above changes 


have been effected, 
Cu 


Deputy Chief of Naval Operations 
(Administration) 


Distributiaen: 

A (Navy Department) 

Bl (SECDEF) 

B2 (Special Beards Staffs and Committees) 

B3 (Colleges) 

BS (U.S, Caast Guard) 

C3 (At Joint Military Activities) 

E (Act, under the MGT Control of the SecNav including Off 
of Nav Mat, Off of Nav Resch, Off of the Comptroller, 
and Off of the General Counsel) 

(Act. under MGT Cantrel of CNO) 

(Act. under MGT Contrel of BuAer) 

(Act. under MGT Cantrel of BuMed and Surgery) 

(Act. under MGT Cantrel of BuPers) 

(Act, under MGT Cantrel of BuOrd) 

(Act, under MGT Control of BuShips) 

(Act, under MGT Control of BuSanda) 

(Act, under MGT Cantrel of BuDack) 

(Act, under Jaint MGT Centrel of BuAer & BuSanda) 


 wZzErAGtroO 





Seas Tae 
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APPENDIX D 


3 January 1956 


AFR 205-1 
29 


SECTION II—CLASSIFYING, DOWNGRADING, AND DECLASSIFYING 


The preceding section contains general rules 
and guidance for handling and safeguarding 
classified information. Some of those rules dis- 
tinguish between various categories of classified 
information. This section establishes require- 
ments for the use of the classification categories, 
designates authorities who may classify infor- 
mation or change the classification, and provides 
specific guidance to insure proper classification 
procedures. 


29. Need for Classification: 

a. Requirements of National Defense. The 
interests of national defense require that the 
United States preserve its ability to protect 
itself against all hostile or destructive action, 
covert or overt, including espionage as well as 
military action. It is thus essential that certain 
official information which affects the national 
defense be protected uniformly against un- 
authorized disclosure 


b. Examination of Information. Military 
information is of varying degrees of value to 
foreign governments and enemy forces; there- 
fore, it must be examined and evaluated by each 
individual who initiates, develops, or originally 
produces it. If its unauthorized disclosure 
could be prejudicial to the defense interests of 
the Nation, the information will be classified 
according to the degree of protection necessary 
for its safeguarding. Furthermore, since the 
value of military information is subject to 
change, it must be reexamined from time to 
time to determine whether it requires classifica- 
tion or whether its assigned classification should 
be changed or canceled. 

c. Classification Categories. Official infor- 
mation which requires protection in the interests 
of national defense will be limited to three cate- 
gories of classification: “‘TOP SECRET,” 
“SECRET,” or “CONFIDENTIAL.” No 
other designation will be used to classify such 
information, including military information 
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%31. Classification Requirements Concern- 
ing Special Subjects. Classification guides con- 
cerning specific information must be issued when- 
ever such action is necessary to assure uni- 
formity in application of the general policy in 
paragraphs 30 and 34. Chiefs of major Head- 
quarters USAF offices and commanders of major 
air commands will issue or direct the issuance 
of necessary guides concerning information 
within their respective spheres of responsibility. 
Such guides may be included in directives which 
establish programs or operations under the juris- 
diction of the issuing authority, or they may be 
issued as separate directives. For the purpose of 
this paragraph, a classification guide is an in- 
struction which shows, as appropriate: 

a. The classification assigned by the classi- 
fying authority to specific types or items of in- 
formation peculiar to a given area of planning, 
research, technical development, or operations; 

b. The time or conditions when classified 
information may be downgraded and declassi- 
fied ; and 

c. Information which will not be assigned 
a classification. 


32. Authority to Classify: 


xa. TOP SECRET. Original classification 
authority for assignment of information initially 
to the TOP SECRET category must be limited 
to officials who have broad responsibility for 
directing or supervising the development or 
origination of the types of information described 
in paragraph 30a, and such authority may not be 
delegated except as stated in this subparagraph 
Accordingly, only the following officials are 
authorized to assign an original classification of 
TOP SECRET to information: the Secretary, 
Under Secretary, and each Assistant Secretary 
of the Air Force; the Chief of Staff and Vice 
Chief of Staff, USAF; each Deputy Chief of Staff, 
The Inspector General, Comptroller of the Air 
Force, Assistant Chief of Staff for Air Defense 
Systems, Assistant Chief of Staff for Guided 
Missiles, and the Assistant Chief of Staff, Intelli- 
gence, Headquarters USAF; and commanders of 
major air commands. 
tb. SECRET. Except as provided below 
original classification authority for assignment 
of SECRET to information may not be dele- 
gated, and shall be limited to the following 
officials: 
(1) Persons listed in a above 
(2) Directors or chiefs of offices in the 
Office of the Secretary of the Air 
Force. 
(3) Chiefs of Headquarters USAF staff 
offices on the directorate and higher 
levels who are not listed in a above 
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(4) Chiefs of directorates and higher 
level staff offices in the headquarters 
of each major air command, except 
for offices excluded by specific action 
of the commander. 

(5) Commanders of major subordinate 
elements designated in writing by 
commanders of major air commands 
as having functional requirements 
which clearly demonstrate a real 
necessity for them to exercise dele- 
gated authority to assign an original 
classification of SECRET to infor- 
mation. 

(6) Commanders of separate operating 
agencies, chiefs of air missions, and 
air attaches. 

xc. CONFIDENTIAL. Original classifica- 
tion authority for assignment of CONFIDEN- 
TIAL to information is hereby delegated to com- 
manders of Air Force units, as defined in AFR 
20-27, and to other persons listed in or desig- 
nated according to a and b above. This authorit 
to classify information as CONFIDENTIAL 
“Modified 
appropriate 


includes authority to apply the term 
Handling Authorized” whenever 
(paragraph 30c(3)). 

wed. Selection of Persons to Exercise Origi- 
nal Classification Authority. Although original 
classification authority may not be delegated 
further, each person listed in a, b, and ec above 
may designate in writing selected officers or 
civilian officials within his office or command 
to exercise his classification authority as a means 
of assuring security and expediting the conduct 
of essential operations. Only individuals whose 
functional requirements clearly demonstrate a 
real necessity for them to exercise such authority 
for TOP SECRET and SECRET may be desig- 
nated. The designation of persons to exercise 
classification authority for CONFIDENTIAL 
will be limited as is consistent with the orderly 
and expeditious transaction of official business. 
Designations that are no longer necessary will 
be canceled. (See e below and paragraph 38d (2) 
regarding the preparation and marking of docu- 
ments containing information previously classi- 
fied TOP SECRET, SECRET, or CONFIDEN- 
TIAL, including documents prepared in response 
to incoming communications.) 

e. Placement of Classification Markings, 
An individual need not have authority to classify 
information in order to mark newly prepared 
material in which information known to be classi- 
fied TOP SECRET, SECRET, or CONFIDEN- 


TIAL has been copied, reproduced, or tran- 
scribed. All persons who copy, type, trans- 


scribe, photograph, or otherwise reproduce classi- 
fied information must mark the resulting product 
with the proper classification marking and no- 
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tations as soon as the information is recorded 
(except for waste material handled according to 
paragraph 22). 

i. Safeguarding of Information by Persons 
Not Authorized to Classify. If a person develops 
or initiates information which he believes re- 
quires a classification that he is not authorized 
to assign, he will refer it to proper authority for 
evaluation and decision. Tentative classification 
should be assigned to insure proper safeguarding. 


33. Responsibility for Classifying: 

a. General. The assignment of information 
to a defense classification is a responsibility 
of command. This includes assignment of 
classified information to a higher or lower classi- 
fication and the cancellation of classification. 
Commanders who originate or have primary 
interest in information are responsible for de- 
termining whether it requires protection and 
which classification it should be assigned to 
(subject to this and other instructions issued by 
the Secretary of the Air Force or the Chief of 
Staff, USAF, concerning specific information). 

b. Within a Headquarters. 

(1) In a headquarters, unless otherwise 
directed by the commander, the head 
of the office which has the primary 
interest in any information will de- 
termine the classification required. 
He will also coordinate with inter- 
ested offices as necessary. 

(2) Also, the chief of each major staff 
office (directorate and higher level) 
will designate, in writing, an official 
as a point of contact for all classi- 
fication and declassification matters 
requiring action by his office. 

c. Recommendations for Upgrading. If a 
person receives information which he believes 
should have a higher classification, he will safe- 
guard it as he deems necessary and promptly sub- 
mit his reasons for such belief through praper 
channels to the appropriate classifying authority, 
unless he is authorized to upgrade the information 
on his own initiative. Similar action will be taken 
if the recipient of unclassified material believes 
that it should be classified. When information is 
upgraded, the upgrading authority will immedi- 
ately notify all holders of the material (according 
to paragraph 41f). If information is upgraded to 
TOP SECRET, the officer responsible for the 
material will immediately insure that all copies 
are recorded on proper TOP SECRET registers 
and are properly marked to limit reproduction. 

d. Requests for Assignment of Classification. 
When a person or agency outside the Air Force 
not authorized to classify originates informa- 
tion believed to require classification, that per- 
son or agency must transmit it to the office 
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which has classification authority and a direct 
official interest in the information with a request 
that it be classified. Authorized persons in these 
offices will assign the required classification if 
necessary. 


34. Guidance for Evaluating and Classi- 
fying: 

a. Application of Policy. «Every person 
who originates official information, or who ini- 
tiates or approves ees other 
official papers, will familiarize hinfself with the 
principles and rules for evaluating, classifying, 
and marking defense information. Judicious 
application of policy and procedures to insure 
proper classification of information, including 
that of joint or interdepartmental interest, is 
of vital importance in relation to all other secu- 
rity control functions. Each person must remem- 
ber that overclassification aggravates problems 
inherent in the administration of security policy, 
while underclassification could result in less 
security than is required. 

b. Factors Requiring Consideration. An 
individual can properly perform the classifica- 
tion function only by considering paragraphs 
29, 30 and 37, and by exercising sound judgment 
in determining whether the information requires 
safeguarding in the interests of national defense. 
It is also essential that the classifying officer do 
these things: 

(1) Consider national policy involved 
(if applicable) as well as military in- 
terests. 

(2) Apply his knowledge of the over-all 
plan, project, or operation which 
might be involved. 

(3) Consider whether or not foreign 
governments or enemy forces have 
knowledge of the information or 
possess substantially the same infor- 
mation. (If practicable, request the 
appropriate intelligence office to fur- 
nish assistance concerning this ques- 
tion.) 

(4) Consider the immediate and future 
effect of a particular classification 
that might be assigned. 

(5) Determine whether unavoidable oper- 
ational requirements for use of the 
information will prevent holding it 
under tight security control. (Con- 
sider, among other factors, where 
the information will be used, and 
how many units and individuals 
might require knowledge of it.) 

(6) Coordinate with other offices whose 
ae or projects might be affected 

y assigning the information to a 
particular classification or by dis- 
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seminating it without security pro- 
tection. 


35. Use of Lowest Consistent Classifica- 
tion: 


a. General Rule. Official information will 
be assigned the lowest classification consistent 
with its proper protection. Strict adherence to 
this rule is essential to: 

(1) Avoid depreciating the importance of 
correctly classified information, 

(2) Preserve the integrity of the classifi- 
cation categories, 

(3) Avoid unnecessary expense and delay 
in transmitting and handling mate- 
rial, 

(4) Avoid imposing an unnecessary bur- 
den or operational limitation on com- 
mands, staff offices, and individuals 
who must handle and protect infor- 
mation according to its assigned clas- 
sification. 

b. Requirements for Use of Information. 
Frequently unavoidable operational or adminis- 
trative requirements call for the use of classified 
information. When these requirements could not 
be met if the information is assigned to a particu- 
lar classification, normally a lower classification 


will be assigned. 


36. Challenging and Correcting Assigned 
Classifications: 


a. Action by Recipients. If an individual 
receives classified matter and believes that se- 
curity considerations fail to support fully the 
assigned classification he will submit his reasons 
through channels to the appropriate classifying 
authority (unless he is authorized to make the 
change on his own initiative). (These security 
considerations include the nature of the infor- 
mation, category definition, and rules for classi- 
fying information.) However, the information 
will be safeguarded as required for its assigned 
classification until it is downgraded. These rules 
also apply to information originated by agencies 
other than the Air Force, including joint and in- 
terdepartmental activities. 

b. Action by Signature and Approving Au- 
thority. At the time the responsible authority 
signs or approves any document bearing a classi- 
fication, he will determine whether the affixed 
classification is proper. If security considera- 
tions fail to fully support it, he will either direct 
the assignment of a lower classification or rec- 
ommend that the originator do it. 

c. Documents Originated by Subordinate 
Activity. When an official has action responsi- 
bility on a classified document received from a 
subordinate activity, he will take action to down- 
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grade or declassify the document (or require the 
originating authority to do it) if security con< 
siderations do not support fully the assigned 
classification. (See paragraph 41 concerning de- 
classification of messages.) 


37. Rules for Classifying Material: 


a. According to Content. Each document 
or item will be classified according to its own 
content. This rule applies in all cases, includ- 
ing extracts from classified documents and in- 
dividual indorsements appended to military let- 
ters, except as provided in b and g (1) below. 


b. Letters of Transmittal and Indorsements. 
A letter, an indorsement, or other correspondence 
which transmits classified information will al- 
ways bear a classification at least as high as 
that of the highest classified attachment or pre- 
ceding element (inclosure, basic letter, or in- 
dorsement). This procedure is prescribed so 
that persons who receive or handle a group of 
two or more documents will know immediately 
the classification of the highest classified docu- 
ment involved. If the transmittal letter or in- 
dorsement does not contain classified informa- 
tion, or if the information in it is classified lower 
than that in a preceding element or inclosure, the 
originator will include a notation for automatic 
downgrading. 

xc. Assigned Subject or Title. The subject 

or title of a classified document will be preceded 
or followed with the subject’s classification in 
parentheses; or, if the subject does not require 
classification, the designation ‘‘Unclassified” will 
be used. The parenthetical abbreviations (U), 
(C-MHA), (C), (S), and (TS) may be used, 
respectively, for Unclassified, CONFIDENTIAL 
—Modified Handling Authorized, CONFIDEN- 
TIAL, SECRET, and TOP SECRET. A no- 
tation need not be made, however, on letters, in- 
dorsements, and memoranda of transmittal if a 
statement is included indicating that the docu- 
ment does not contain classified information. The 
designation “Unclassified” will not be used with 
a subject or title that is quoted in an unclassified 
document. 
(NOTE: Although an abbreviation for TOP 
SECRET is authorized above, normally a sub- 
ject or title would not qualify for that classifi- 
cation. In this connection, originators of docu- 
ments should use unclassified subjects or titles 
whenever possible to preclude having to classify 
references to the documents.) 

d. References to Classified Documents. Ref- 
erences to classified material which do not re- 
veal classified defense information will not be 
classified. A document need not be classified 
if it contains a reference to classified documents 
by file number, date, and subject (provided that 
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the subject used does not contain classified in- 
formation). If the subject contains classified in- 
formation, a short title will be used. (For 
additional instructions regarding certain mes- 
sages see g below.) 

¥e. Single Classification. A document, prod- 

uct, or substance will bear an over-all classifica- 
tion at least as high as that of its highest classi- 
fied component. However, individual pages, basic 
letters, indorsements, paragraphs, sections, or 
components may bear different classifications or 
not be classified. 
(NOTE: See Section III for instructions on 
marking classified documents and other material, 
and paragraph 38 for instructions on indicating 
the classification of paragraphs.) 

f. Group of Documents. The classification 
of a file or group of physically connected docu- 
ments will be at least as high as that of the 
highest classified document in it. (See para- 
graph 46 regarding marking.) Classified docu- 
ments separated from the file or group will be 
handled according to their individual classifi- 
cation. 
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g. Messages and References to Classified 
Messages: 

(1) A message referring to the subject 
matter and the internal reference 
number, cite number, or date-time 
group of a classified message marked 
“PARAPHRASE REQUIRED” or 
“THIS IS A PARAPHRASE” will be 
assigned a minimum classification of 
CONFIDENTIAL. 

% (2) A message referring to the subject 
matter, internal reference number, 
and/or date-time group of a classified 
message marked “PARAPHRASE 
NOT REQUIRED” will mot be 
classified if the text of the newly 
prepared message does not disclose 
classified information. However, if 
the message also contains the mark- 
ing “NO UNCLASSIFIED REF- 
ERENCE IF THE DATE-TIME 
GROUP IS QUOTED,” such message 
will be assigned a minimum classifi- 


cation of CONFIDENTIAL. 
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h. Providing for Automatic Downgrading. 
When the classifying official knows that a docu- 
ment or other item will not require its classifi- 
cation after a specific event occurs or a specific 
date passes, he will include (or direct the in- 
clusion of) a notation on it or in its text provid- 
ing for automatic downgrading or declassifica- 
tion. This requirement also applies to persons 
who originate transmittal letters and indorse- 
ments. (Procedures prescribed in paragraph 
41 apply to downgrading and declassifying 
messages.) EXAMPLES: 

(1) “This letter (indorsement, mem- 
orandum) does not contain classified 
information.” (For inclusion, when 
appropriate, only in the tezt of 
transmittal letters, et cetera.) 

(2) ‘When Incl 1 is withdrawn or not 
attached, the classification of CON- 
FIDENTIAL on this (letter) (cor- 
respondence) (indorsement) will be 
canceled.” 

(3) “When Incls 2 and 3 are withdrawn 
or not attached, the classification 
of SECRET on this correspondence 
will be changed to CONFIDEN- 
TIAL.” 

(4) “On the date of departure of the 
above-named unit from its present 
station for its new station, the 
classification of information regard- 
ing the new location of the unit will 
be canceled.”’ 

i. Compilations of Defense Information. A 
document which is a compilation of defense 
information will be classified according to this 
section, even though individual items in the 
document bear a lower classification than that 
which may be warranted by the aggregate. 


38. Reason for Assigned Classification: 

a. General. If an individual knows why 
information has the assigned classification, the 
knowledge will guide him in handling it and in 
giving it future consideration concerning down- 

ing and declassification. Also, a statement 
in documents which explains the. reason for 
their classification is of value to signature or 
other approval authorities in reviewing the 
security aspects of the material. 

b. TOP SECRET Documents. Originating 
authorities will include a statement or notation 
in each document classified TOP SECRET 
showing the reason for the assigned classifica- 
tion, or providing for ‘automatic downgrading 
or declassification if the document is a trans- 
mittal letter or indorsement. Whenever pos- 
sible, all paragraphs that require a document 
to be classified OP SECRET will be specifi- 
cally identified. Also, the classification of other 
paragraphs will be indicated if practicable. 
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e. SECRET and CONFIDENTIAL Docu- 
ments. Whenever practicable, originating au- 
thorities will include a statement or notation in 
SECRET and CONFIDENTIAL documents 
(other than letters or indorsements of trans- 
mittal) showing the reason for the assigned 
classification. Also, the classification of indi- 
vidual paragraphs will be indicated whenever 

ssible. A commander may require that all 

ECRET or CONFIDENTIAL documents 
originated in his headquarters include a state- 
ment of the reason for the classification, or, as a 
minimum, that the record copy of all such docu- 
ments include the statement. 

d. Examples of Statements of Reason: 

(1) Original Classification. ‘“‘The SE- 
CRET classification is required on 
this document (plan, et cetera) for 
the protection of information that 
reveals plans for the assignment of 
additional Air Force tactical units to 
certain oversea areas within the 
next two years, including identity, 
composition, strength, and proposed 
location of units.” 

(2) Previous Casagiestion. Example of 
a statement of the reason for claszi- 

fying a newly prepared document 
that contains information classified 
by an authority other than the orig- 
inator of the new document: “This 
letter (me , et cetera) is classi- 
fied TOP SECRET to conform with 
the classification assigned by (cite 
the a. ) es information » 
paragraph 3 ertaining to this 
project) (reproduced heresn).” 
39. Authority for Downgrading and De- 
classification: 

a. General. The authority making the 
original classification, the authority that has 
succeeded or assumed the functions of the 
original authority, or higher authority within 
the same chain of command may downgrade or 
cancel the classification of a document or article 
of materiel. The authority to downgrade or 
declassify a particular document or item will not 
be delegated below the headquarters that assigned 
the classification. However, holders of classified 
documents will change or cancel classification 
markings to accord with instructions contained 
therein or to comply with notices issued by the 
downgrading or declassifying authority. 

b. Additional Authority of Chief of Staff, 
USAF. The Chief of Staff, USAF, is the 
“higher authority” within the meaning of a 
above with respect to information which was 
classified under the following conditions: 

(1) In a theater of operation on or before 
2 September 1945, and is of primary 








— 
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interest to the Department of the 
Air Force. 

(2) In an oversea command or head- 
quarters subsequent to 2 September 
1945, provided that the information 
concerns only Army Air Forces or 
U. S. Air Force units, or technical 
reports on Army Air Forces or U. S. 
Air Force equipment. 

(3) By the Commanding General, Army 
kir Forces, or by his authority, or 
by an authority subordinate to him. 

c. Designation of Persons. Commanders 
will authorize in writing, by name or position, 
such officials in their headquarters or unit as 
they deem necessary to declassify or downgrade 
information originally classified within, or of 
primary interest to, their respective headquar- 
ters or units. 

d. Extracts from Documents. Downgrad- 
ing or declassifying extracts from or paraphrases 
of classified documents requires the consent of 
the appropriate classifying authority, unless 
the activity making such extracts or paraphrases 
knows positively either that they warrant a 
lower classification or that they are not classified. 


40. Continuous Review for Downgrading 
and Declassifying.—Every commander (or per- 
son exercising similar authority) will keep under 
constant review any classified information in 
his custody or of primary interest to him. He 
will initiate action toward downgrading or 
declassifying it as soon as conditions warrant. 
Also, he will designate persons to review con- 
tinuously classified material orginated within 
his headquarters for the purpose of declassifying 
or downgrading it whenever national defense 
considerations permit. In addition, he will 
require these persons to take action on requests 
for such review. 


41. Procedures for Downgrading, De- 
classifying, and Announcing Action Taken: 
a. Documents. If a person downgrades or 
declassifies a document and the record copy is 
not available for marking, he will promptly 
record the action in a memorandum for the 
record, or announce it in suitable correspend- 
ence. The memorandum or correspondence 
will include the details specified below regarding 
record a Bp! (except the name of the person 
making the change). The correspondence may 
also serve as the notice of action taken that is 
required by f below. (See also paragraph 50 for 
markings on downgraded documents and copies 
thereof.) Ifa person downgrades or declassifies 
a document when the record copy is available, 
he will promptly write or stamp on at least the 
first page of it the following: 


“Classification canceled (changed to________- ), 
NG I inn le tinsel Athi a. > inne 
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making the change, including his signature) (date) 


b. Materiel. Persons authorized to change 
or cancel the classification of materiel may do 
so by letter of instruction to all offices or per- 
sonnel concerned. (However, certain materiel 
and related technical information specified in 
AFR 205-49 may not be declassified without 
approval of the Chief of Staff, USAF.) 

c. Coordination. Documents affecting only 
the headquarters or office of origin, or which 
contain information of primary interest to 
only one headquarters or office, will be down- 
graded or declassified by that headquarters or 
office without reference to other authority. Ifa 
document contains information which is of 
substantial interest to two or more headquarters 
or offices, the one desiring to downgrade or 
declassify it will consult the others and attempt 
to reach an agreement. The authority having 
primary interest in the document as a whole, 
so far as the Air Force is concerned, will coor- 
dinate with all other interested agencies within 
or outside the Air Force and will downgrade or 
declassify the document as agreed upon. 

d. Disagreements. When two or more 
offices or headquarters cannot agree on down- 
grading or declassifying a document, the matter 
will be referred for decision through military 
channels to the lowest superior common to 
them. 

e. Cryptographed Messages: 

(1) Downgrading. Messages marked 
Paraphrase not Required or Para- 
phrase Required may be downgraded 
to CONFIDENTIAL, without 
paraphrasing, when the subject mat- 
ter permits. 

(2) Declassification—Paraphrase Not Re- 

uired. Messages so marked may 
pe declassified when the subject 
matter permits, provided that all 
references by date-time group to 
other messages are physically re- 
moved. However, if the declassify- 
ing official knows positively that the 
other messages referred to were not 
enciphered in a system requiring 
that they be paraphrased, no ex- 
cision from the message being de- 
classified is necessary. (Note: The 
date-time group and reference num- 
bers identifying the messages being 
declassified need not be removed.) 
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(3) Declassification—Paraphrase Re- 

ired. Messages so marked may 

c declassified after: paraphrasing, 

when the subject matter permits 

provided the date-time group, all 

internal references by date-time 

group and/or internal reference num- 

ers are physically removed. The 

date alone may be retained for 
identification purposes. 


xf. Notice of Change or Cancellation of 
Classification: 

(1) The authority that changes or can- 

cels the classification of a document 
or other item will notify all ad- 
dressees to whom the material was 
originally transmitted. The notice 
will include the details specified in 
a above for marking record copies 
(except the name of the person that 
took the action). If the document 
or other item is widely held in the 
Air Force or other departments, the 
authority making the change will 
forward a request to the Air Adju- 
tant General, Headquarters USAF, 
through military channels, for noti- 
fication in an appropriate publica- 
tion. 
When on office downgrades or de- 
classifies a nonregistered classified 
document bearing a restriction on 
reproduction, the notification or 
announcement of downgrading or 
declassification will also indicate 
whether this restriction is modified, 
removed, or remains in force. 

*e. Declassification for Public Release. Classi- 
fied information approved for declassification 
and public release must be declassified before it 
is released. Persons who cancel or approve the 
cancellation of a classification on iedorshation 
and simultaneously approve its release to the 
public will notify all concerned as soon as—~ 
practical. Such a notice will prevent confusion 
as to whether a compromise occurred. 


(2) 


42. Downgrading and Declassifying Ma- 
terial Transferred to the Air Force: 


a. Material Officially Transferred. In some 
cases, material may be transferred from another 
Government agency to the Air Force for its use 
and as part of its official files or property (as 
distinguished from transfers merely for purposes 
of storage). In such a@ case, the Aw Force 
activity having primary interest in the material 
will become the classifying authority. 


b. Material Not Officially Transferred. An 
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Air Force activity having primary interest in 
any classified material in its possession which 
has become five years old may downgrade or 
declassify it if— 

(1) It appears that such material origi- 
nated in an agency which has since 
become defunct and whose files and 
other property have not been offi- 
cially transferred to another depart- 
ment or agency, or 
It appears impossible for the Air 
Force to identify the originating 
agency, and 
A review of the material indicates 
that it should be downgraded or 
declassified. 

However, if it appears probable that another 
agency may have a substantial interest in the 
classification of any particular information, the 
Air Force activity will not downgrade or de- 
classify it, except with that agency’s consent, 
until 30 days after it has notified the agency of 
its intended action. During this thirty-day 
eriod the other agency may express its ob- 
jections to declassifying or downgrading the 
material, but the Air Force activity has the 
authority to make the ultimate decision. 


(2) 


(3) 


43. Information Originated by a Foreign 
Government: 


a. Classifying. Defense information of a 
classified nature eathed to the United States 
by a foreign government or an international 
organization will be assigned a classification 
which will assure a degree of protection equiva- 
lent to or greater than that required by the 
ariginator. This rule applies only to informa- 
tior’ originated, produced, and controlled by a 

-foreign gavernment or international organiza- 
tion anttransmitted or disclosed to an activity 
of the United States by an official representative 
of that government or organization. Other 
information from such a source will not be as- 
signed a defense classification unless proper 
authority determines that a classification is 
required under the provisions of paragraph 29. 

b. Marking Foreign ‘Restricted’ Matter. 
“Restricted”? material received from a foreign 
gorsanemn or international organization will 
»e classified CONFIDENTIAL and designated 
Modified Handling Authorized. When neces- 
sary, U. S. recipients may mark the material 
to show both classifications: ‘““U. S. CONFI- 
DENTIAL—Modified Handling Authorized/ 
U. K. Restricted” (or NATO Restricted, et 
cetera). A document prepared by an Air 
Force activity which contains such “restricted”’ 
material but which does not include U. S. classi- 

Jjied information will always be marked with the 
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double classification marking. The originator 
of the document will include a statement or 
notation substantially as follows: 


EXPLANATION OF DEFENSE CLASSIFI- 
CATION MARKING 


This document does not contain any 
United States classified information. The 
marking “U. S. CONFIDENTIAL—Modi- 
fied Handling Authorized” is assigned solely 


assure security protection for (United 
Kingdom, NATO, et cetera) information 
(herein) (in paragraph 3, et cetera) that was 
classified “restricted” by that (Government) 
(organization) and furnished to the United 
States. 

c. Changes in Classification. Defense in- 
formation furnished to the United States which 
bears a classification assigned by a friendly 
foreign government or international body may 
be downgraded or declassified with the consent 
of such government or body. 
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SECTION XII—CLASSIFICATION OF AERIAL PHOTOGRAPHY AND RADAR SCOPE 
PHOTOGRAPHS 


Section II makes the assignment of informa- 
tion to a defense classification a responsibility of 
command. However, no commander, acting 
alone, can effectively control classified informa- 
tion which might be revealed in aerial photog- 
raphy. This section establishes a system for 
designating areas, the photography of which 
might reveal classified information, and notify- 
ing concerned personnel of such areas. It 
requires the assignment of a tentative classifica- 
tion to such photography until it can be re- 
viewed by the appropriate classifying authority. 
For the pases of applying policy on classifi- 
cation, aerial photography is divided into three 
distinct groups: Photography of the United 
States, its Territories and possessions; photog- 
raphy of leased bases, United States-controlled 
bases, and occupied territory; and photography 
of other foreign areas. 

Also, this section reflects the value of radar 
scope photographs to an enemy for bombing and 
navigational purposes. It provides for classifi- 
cation of such photographs not only on a basis 
of their origin or the equipment used to make 
them, but also on the theory of the potential 
target value of military installations, industrial 
areas, population centers, et cetera. 


128. Application of Instructions: 


a. Aerial Photography. Paragraphs 129, 
130, and 132, apply to all of aerial photo- 
graphs (still or motion picture), prints aod nega- 
tives, and any type of reproduction made from 
them except aerial photography considered to be 
“intelligence information.” Photography that 
is classified according to section II to protect an 
intelligence collection capability (technical or 
operational), or to protect the fact that the 
United States possesses it, is “intelligence 
information.” 

b. Radar Scope Photographs. Paragraphs 
133, 134, and 135 apply to all forms of still and 
motion picture radar scope photographs, prints, 
and negatives. Included are radar scope photo- 
graphs of simulated areas. However, this sec- 
tion does not apply to radar scope photographs 
that constitute “intelligence information” (un- 
less the radar or photographic equipment used 
to make it is classified). 


129. Policy Regarding Aerial Photography: 


Aerial eens will be classified according 
to section If if it reveals activities requiring 


security protection or if it reveals classified 
features of any object. Protection is sought 
primarily for installations or activities located in 
areas rather than for areas themselves. (Sepa- 
rate regulations concerning the release of un- 
classified aerial photography will afford it a cer- 
tain degree of protection. In this connection, 
the export of aerial photography except by the 
Departments of State and 2 Sa including 
subordinate headquarters, is prohibited.) 

a. Security Review Areas. According to De- 
partment of Defense policy, each military de- 
partment will specify those areas for which they 
will require security review of all aerial photog- 
raphy. Such photography will receive an 
initial classification; however, it will be subject 
to security review and determination of final 
classification, if classifying is necessary. 

b. Consolidated Map and List. Under in- 
structions issued by the Secretary of Defense, 
the Air Force will maintain a consolidated map 
and list showing the security review areas of the 
Department of Defense and classified areas of 
other United States governmental agencies. 
Both items will be for the information and 
guidance of those departments and agencies. 

c. Protection of Areas Available Under Law, 
Executwe Orders, and Directives. In addition 
to the security sought by the classification of 
aerial photography, extra protection of critical 
areas and installations is provided by the ex- 
istence of Legislative Acts, Executive Orders, 
or Department of Defense directives prohibiting 
photography of designated areas. Those poli- 
cies are not affected by this section. 


130. Responsibility for Specifying and 
Listing Areas and Classifying Aerial Photo- 
graphs: 


a. Headquarters USAF. The Director of 
intelligence, Sondenenent USAF, will maintain 
the required consolidated map and list of 
security review areas and classified areas, and 
will disseminate copies of the list to designated 
units within the Department of Defense. 

b. Major Air Commands. 

(1) Commanders of major air commands 
will determine and specify those 
areas within their command requir- 
ing security review of aerial pho- 
tography. They will forward in- 
formation pertinent to such areas 
to the Director of Intelligence, Head- 
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quarters USAF, as prescribed in 
aragraph 131. 

(2) Gomthoddoes of major air commands 
are responsible for accomplishing 
the classification measures pre- 
scribed here. However, they may 
delegate their authority to classify 
aerial photography. Coordination 
of classification measures will be 
effected as necessary with other 
interested services or governmental 
agencies. 

(3) If a commander of a major air com- 
mand has subordinate units with an 
aerial photographic capability, he 
must make sure that they comply 
with the policies and procedures 
established here (preferably by issu- 
ing command procedures). He must 
prescribe specific controls to avoid 
erroneous classifying (overclassifica- 
tion, unnecessary classification, fail- 
ure to classify when essential). 

c. Separate Air Force Activities. Com- 
manders of Air Force units or activities not 
assigned to a major air command have the same 
responsibilities as established here for com- 
manders of major air commands. 


131. Establishment of Security Review 
Areas: 


a. Criteria for Establishment. Command- 
ers of major air commands will not establish 
security review areas except where absolutely 
necessary. They will be guided by the follow- 
ing: 

” (1) They will list only those areas over 
which they have command jurisdic- 
tion; 

(2) They will include only those areas of 
which aerial photography is likely 
to reveal classified information; 

(3) They will not include an area if the 
classified features can be reasonably 
protected otherwise. Commanders 
will provide maximum concealment 
from acrial observation and pho- 
tography of those features warrant- 
ing security protection. 

b. Submission of Information. When the 
commander establishes a security review area, 
he will forward the following information to the 
Director of Intelligence, Headquarters USAF, 
Washington 25, D. C, 

(1) A large scale map outlining the 
exact minimum area of which all 
aerial photography requires security 
review. He will also include a de- 
scription of the perimeter or bound- 
ary by multiple coordinates, ex- 
pressed in latitude and longitude. 


(Single pinpoint coordinates will 
not be acceptable unless used to 
designate the center of a circle of 
stated radius.) 

(2) A statement of the nature of the 
classified feature or activity neces- 
sitating the review; 

(3) The initial classification to be marked 
on the aerial photography of the 
area; 

(4) The effective date of classification 
(the date the features or activities 
requiring final classification will 
first appear in aerial photography 
of the area); 

(5) The command or office to ‘which 
aerial photography of the area is to 
be submitted for security review. 

c. Changes in Status of Security Review 
Areas. Notification will be submitted to the 
Director of Intelligence, Headquarters USAF, 
when a change is made in the size, form, or 
security status of a security review area. 


132. Classifying, Downgrading, and De- 
classifying Aerial Photography: 


a. Aerial Photography of the United States, 
Its Territories a ‘ossessions. The com- 
mander accomplishing or having custody of 
aerial photography will follow ‘ins rules re- 
garding classification: 

(1) If the area photographed is in a 
security review area, and the pho- 
tography was produced on or after 
the effective date of classification, 
the commander as an interim meas- 
ure will assign the classification 
designated for the area unless he 
has security review jurisdiction. 
If he has, he will either leave the 
paetegneene unclassified or assign 
it a final classification, Copenee 
upon the information revealed. I 
he does not have jurisdiction over 
the area, he will promptly submit 
the photography (with interim clas- 
sification) for security review to the 
command or activity that has such 
jurisdiction. 

(2) Aerial photography of areas not 
listed will be classified only if it 
reveals classified activities or classi- 
fied features of any object. 

(3) Aerial photographs made within a 
security review area, but classified 
prior to the area’s effective date of 
classification, may be declassified 
by their holders. This subparagraph 
will be cited as the authority. 
However, existing classified aerial 
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hotography of areas not listed may 
be declassified only according to 
rocedures in section IT. 

b. Aerval Photography of Leased Bases, 
United States- Controlled Bas ‘ases, and Occupied 
Territory. This ends will be classified 
as provided in aa Also, it will be classified 
if a governmental ment under which it was 
procured requires that it be given security pro- 
tection. 

ce. Aerial Photography of Other Foreign 
Areas. If aerial photography of other —— 
areas is “intelligence information,” it will be 
classified accordingly. Otherwise it will be given 
a classification only if a governmental agreement 
under which it was procured requires it. 


133. Classification of Radar Scope Photo- 
graphs: 


a. Overall. A radar scope photograph will 
have an overall classification as high as the 
most highly classified of the following: 

(1) Equipment—the radar or photo- 
graphic equipment used to make it. 

(2) Origin—the project in connection 
with which it was made if the photo- 
graph is specifically identified with 
the project. 

(3) Subject—the details on the face of 
the photograph that are identifiable 
without reference to any other 
document. Example: A radar scope 
photograph identifying the location 
or nature of an installation when 
either is classified. (The map and 
list showing security review areas 
will be checked to determine specific 
classification requirements.) 

b. Minimum Original Classification. Ra- 
dar scope photographs not classified under a 
above will be classified initially CONFIDEN- 
TIAL and designated “Modified Handling 
Authorized” (MHA), except the following: 

(1) Photographs of Certain Designated 
Training Areas. Upon the recom- 
mendation of a major air command, 
the Director of Intelligence, Head- 
quarters USAF, may designate spe- 
cific training areas, radar scope pho- 
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tographs of which will be unclassi- 
fied (except on the basis of classified 
uipment). 
Photogra hs Without Identifiable De- 
Pho phs which do not 
aad an identifiable part of the 
earth’s surface and those which are 
not identifiable either alone or in 
sequence will not be classified (ex- 
cept on the basis of equipment). 
These include photographs that 
reveal only items such as water areas 
and positionally unstable ice forma- 
tions, and those that have been 
altered to remove identifiable in- 
formation. 


(2) P 


134. Marking Radar Sco ome Photographs 
Radar scope photographs will bear the fo ow- 
ing classification legend on each print: 


Classification 


Qverelngics seule litiecustind 
Equipment 
Chee ess. cu dgnesedess sub. Jd 
Subject 


If the above classification legend is on the back 
of the print, also include the overall classifica- 
tion on the front of each. Radar scope motion 
ictures and film strips will bear the above 
feat on the leader and trailer of each roll or 
strip. Should classification vary with certain 
exposed frames, this will be identified, e. g., 
osures 1-5 and 12-19 SECRET.” (See 

AFR 95-7 for instructions on titling film.) 


135. Downgrading and Declassifying Ra- 
dar Scope Photographs: A radar scope photo- 
graph classified on a beste of equipment, origin, 
or subject will be downgraded from the highest 
classification it bears to the next lower classifi- 
cation required for it when the necessity for 
the higher one no longer exists. At no time, 
however, will radar scope photographs be de- 
classified except as authorized in paragraph 
133b. The Photographic Records and Services 
Division, Office of Research and Liaison, Aero- 
nautical Chart and Information Center, Wash- 
ington 25, D. C., will be informed promptly 
of downgrading or declassification action. 
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witheut approval of the originator or 

igher authority in the same chain of command, 

providing the originator requires such approval. 
(See also d above 

g. Commercial Facilities. Classified matter 
other than TOP SECRET may be printed, de- 
veloped, or otfierwise pi or reproduced 
in properly cleared commercial facilities if ade- 

uate Govegnment facilities are not available 
Guabiess y paragraph 113 concerning con- 
tractors). 

h. Procedures. The preparation and repro- 
duction of classified matter will be performed 
under ¢gareful control and strict supervision at 
all tintes. The number of persons who work on 
classified material will be kept to a minimum. 
The person responsible for directing or super- 
vising the work will insure that all persons con- 
cerijed are informed as to their responsibility for 
saféguarding the information involved. (This 
responsibility includes the proper handling of 
copies of the material produced, manuscripts, 
ngtes, type, carbon, plates, stencils, exposed 

m (developed or undeveloped), and waste in- 
dent to the preparation or reproduction.) 





8. Dissemination—General Provisions: 


a. Basic Principle. Only persons who are 
known to be trustworthy and whose official 
duties require knowledge or possession of classified 
defense information in the interest of promoting 
national defense will be permitted to have ac- 
cess to it. (It is emphasized that no person is 
entitled to knowledge of or access to classified 
defense information solely by virtue of his office 
or position.) 

b. Determination of Requirement for Access. 
Responsibility for determining whether a pere 
son’s official duties require that he possess or 
have access to any classified information and 
whether he is authorized to receive it rests upon 
the individual who has possession, knowledge, or 
command control of the information involved 
and not upon the prospective recipient. How- 
ever, the individual who has this possession, 
knowledge, or command control will not dis- 
close or permit access to the information unless 
he is authorized to do so by this regulation. 
(These principles apply equally if the pro- 
spective recipient is an organizational entity.) 

c. Determination Y Trustworthiness of 
Persons. A person may be deemed trustworthy 
if he has been granted personnel security 
clearance for access to the category of informa- 
tion involved. Valid personnel security clear- 
ances are those granted according to AFR 
205-6; those granted by another agency of the 
Federal Government deemed acceptable under 
the provisions of AFR 205-6; and those granted 
in connection with contract work according to 
AFR 205-9 and AFR 205-4. Also, a previous 





INVESTIGATION OF NATIONAL DEFENSE 


clearance or investigation may be considered 
in determining an individual’s trustworthiness. 
In addition, persons may be deemed trust- 
worthy if the officer or official authorized to 
release or disclose classified information to 
them personally certifies that they are (except 
when prior investigative action and/or clear- 
ance is specifically required by regulation or 
instructions of higher authority). (Note: See 
paragraphs 102b and 112c, respectively, regard- 
ing personnel security clearances granted by 
AEC and GAO. See paragraph 115 for policy 
regarding foreign nationals. ) 

Discussion and Access. Classified infor- 
mation will not be discussed in the presence or 
hearing of unauthorized persons. 

e. Physical Security Factor. Possession or 
use of classified defense information or material 
will be limited to locations where prescribed 
facilities for secure storage or protection of it 
are available. 

f. Information of an Agency Other Than 
Department of Defense. Classified information 
originating in an agency outside the Depart- 
ment of Defense will not be disseminated outside 
the Department of Defense without the consent 
of the originating agency, except as otherwise 
provided by section 102 of the National Security 
Act of July 26, 1947, c. 343, 61 Stat. 498, as 
amended, 50 U. S. C. sec. 403. (Information 
originated by a contractor to a department or 
agency is considered as originated by that depart- 
ment or agency.) 

g. Automatic Distribution and Dissemina- 
tion. Regulations and other directives which 
authorize automatic distribution of documents 
or dissemination of information will not apply 
to classified information unless the proposed 
dissemination is necessary and is authorized 
by this regulation. Normally, automatic distri- 
bution of classified information outside the 
Department of Defense will not be authorized. 

h. Special Subjects and Other Specific 
Limitations. Additional limitations and rules 
are prescribed as indicated below: 

(1) Dissemination to activities and indi- 

viduals outside the Department of 
Defense, including contractors— 
section X. 

(2) Foreign Nationals (see attachment 1 
for definition)—Paragraph 115. 
Except as may be otherwise limited 
in separate directives, including 
AFR’s 205-6 and 205-9 regarding 
personnel security clearances, an 
immigrant alien may be permitted 
to receive, or have access to, classi- 
fied information in accordance with 
the provisions of this regulation on 
the same basis as citizens of the 
United States. 
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(3) TOP SECRET information—section 
IV (measures required to limit 
dissemination to the absolute min- 
imum). 

(4) Registered cryptomaterial—section 
VIII (cryptographic clearance re- 
quired prior to granting access). 

(5) Atomic Energy Restricted Data— 
section IX (disclosure outside De- 
partment of Defense or to foreign 
nationals not authorized without 
approval of Atomic Energy Com- 
missvon, except to certain contrac- 
tors and certain foreign govern- 


ments). 
(6) Classified code words—section XI. 


9. Dissemination of Classified Information 
to Department of Defense and Interdepart- 
mental Activities: 


a. Authority. Subject to paragraph 8, the 
originating headquarters or unit, or higher 
authority in the same chain of command, may 
disseminate classified information to other 
agencies, activities, or personnel in the Depart- 
ment of Defense by the same channels estab- 
lished for military correspondence. Under the 
same conditions, dissemination to offciall 
constituted interdepartmental committees wit 
Air Force membership is also authorized. (See 
section concerning release of classified 
information outside the Department of Defense 
or to foreign nationals.) 

Requests. An individual will not make 
a request for classified material unless he has 
a clear, official requirement for knowledge or 

ion of such material. No request will 
c honored by any commander or other person, 
regardless of the grade or position of the re- 
quester, unless the validity of the request has 
been fully established on the basis of policy 
prescribed here. 

c. Restriction Against Release for Personal 
Use. Do not release classified information to 
anyone for private use (personal, commercial, 
or as background information). In this con- 
nection, military personnel on active duty, 
military personnel in retired status, members of 
the Reserve Forces, and civilian personnel who 
request classified information for such use will 
be considered as “private individuals’; and 
their requests will not be approved, even though 
they may have been partly or solely respensithe 
for production of the information. 

d. Limitation on Disclosure to Reserve 
Forces Personnel. Certain members of the 
Air Force Reserve and the Air National Guard 
of the United States not on extended active duty, 
including persons undergoi inactive duty 
training, may have access to classified informa- 
tion under the conditions specified below. 
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(Note: AFR 50-12, among other matters, 
restricts the routing of training material to per- 
sons in foreign countries.. That AFR and por- 
tions of this regulation concerning « 

removal, return, and transmission of classi, 
material also constitute restrictions on distri- 
bution of classified matter to Reserve Forces 
personnel, especially those not on active duty.) 


(1) TOP SECRET information will not 
be used in Reserve Forces trainin 
programs. However, an individual 
on a short or special tour of active 
duty may be permitted access to 
such information if it is essential 
for the poner of his officially 
assigned duties. 

(2) Individuals participating in active 
or inactive duty training, as defined 
in AFR 45-5, may be permitted 
access to specific information classi- 
fied SECRET or CONFIDENTIAL 
only if they need it to perform their 
officially assigned duties. 

e. Distribution to Armed Services Technical 
Information Agency. See instructions in AFR 
205-43. 


10. Command Control of Classified Infor- 
mation. Each commander will maintain con- 
trol over the initiation of classified material 
and dissemination of classified defense infor- 
mation. He will prescribe the dissemination 
to be made of classified information originated 
and received within his headquarters or unit, 
subject to restrictions from higher authority. 
As a further limit on dissemination, if the 
ona of a classified document deems 
additional restrictions necessary, he will include 
appropriate instructions on it or in its text. 


ll. Authority of Staff Personnel for Dis- 
semination of Classified Information: 

a. Applicability of Instructions. This para- 
graph defines the authority of chiefs of staff 
offices and other individuals within a headquar- 
ters to make or permit the dissemination of 
classified information to other activities or 
individuals on behalf of their commanders. In 
addition, a commander may prescribe additional 
limitations on the authority of subordinates to 
make or permit the dissemination of classified 
information. 

b. Scope of Authority. This authority ex- 
tends to all proposals for disseminating classified 
information (including relating to the 
distribution of documents, discussions of or 
access to information, and to visits). The fol- 
lowing are specific restrictions on the authority 
of staff personnel: 

(1) Unless a commander has authority 
to disseminate a specific piece of 
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information, his staff officers under 
no circumstances will disseminate it. 

(2) In the case of a specific item or 
document, staff personnel will com- 
ply with limitations prescribed by 
a higher authority or an authority 
in a different chain of staff organiza- 
tion. 

(3) Limits on the authority of a chief of 
office to transact business with ac- 
tivities outside his office also limit 
his authority to distribute classified 
material. 

c. Information Originated in a Headquarters: 

(1) Office of Origin. The chief of an 
office which originates classified ma- 
terial will determine its dissemina- 
tion within the Department of De- 
fense, and to official committees and 
similar bodies with Air Force mem- 
bership. 

(2) Office of Receipt. The chief of an 
office receiving classified matter 
originated by another office of his 
headquarters or unit will determine 
who in his office should have access 
to it. 

d. Information Furnished to a Headquarters: 

(1) Routing. Classified material fur- 
nished a headquarters will initially 
be routed only to the office(s) that 
must take action on it on the basis 
of assigned functions. Chiefs of 
offices having the primary interest in 
such classified matter will determine 
any necessary additional distribu- 
tion in the headquarters. , 

(2) Dissemination Within Office of Re- 
ceipt. The chief of an office which 
receives classified matter furnished 
by another headquarters or unit will 
determine who in his office should 
have access to it. 

(3) Dissemination Outside the Headquar- 
ters. One headquarters or unit may 
receive classified matter from 
another and must decide whether 
or not to distribute it to other De- 
partment of Defense activities. In 
such a case, the chief of the office 
having primary interest in the matter 
will aces determination for his 
headquarters or unit. 

e. Authority of Other Persons. One indi- 
vidual may disclose classified information to 
others in the Department of Defense or inter- 
departmental committees with Air Force 
membership if necessary and if specific ap- 
proval by other authority is not required, pro- 
vided such disclosure is made according to this 
regulation. 
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12. Identification and Personnel Security 
Clearance. Before an individual discusses or 
permits access to classified information, he must 
make sure that the intended recipients are 
indisputably identified and determined trust- 
worthy (by personal recognition, identifying 
documents, or verification of identity by tele- 
phone, telegraph, radio, or mail communica- 
tion). If prior personnel security clearance is 
prescribed as a prerequisite for access to a 
specific item of information, the intended recip- 
ient’s clearance will be verified. 


13. Advising of Need for Protection. 
When classified information is discussed with 
persons who are subject to military law or are 
employed in the Executive Branch of the Fed- 
eral Government they will be informed of its 
classification. When classified information is 
discussed with persons other than those subject 
to military law or employed in the Executive 
Branch, they will be informed that it affects the 
national defense of the United States within the 
meaning of the Espionage Laws and that its 
revelation to an unauthorized person is pro- 
hibited by law. 


14. Telephone Conversations: 


a. Restriction. Classified information will 
not be discussed or revealed over the telephone. 
However, it is permissible to refer to classified 
material, provided that such references do not 
reveal the classified portions. For example, 
reference may be made to the file number, date, 
and subject (provided that the subject itself is 
not classified). Each individual must make 
sure that questions or their answers do not 
reveal classified information. 

b. Approved Circuits. For instructions re- 
garding the transmission of SECRET and 
CONFIDENTIAL information over approved 
circuits, see paragraph 69b(7) and c(9). 

15. Commercial and Service Publications: 

a. Individual Activities. Military or civil- 
ian personnel will not include classified infor- 
mation in any personal or commercial article, 
thesis, book, or other product written for pub- 
lication or distribution. 

b. Service Publications. Commanders are 
responsible for making sure that service maga- 
zines, journals, and newspapers published under 
their supervision do not contain classified 
information. 

c. Compilations of Information. A com- 
ers of individually unclassified items may 

e published in commercial or service publica- 
tions only after coordination with the office(s) 
having primary interest in the material to 
insure that such compilation does not require 
classification. 
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16. Additional Precautions Necessary to 
Limit Dissemination: 

a. Conferences. Individuals who make ar- 
rangements for, or attend, ——e at which 
classified information is or will be revealed 
will comply with this regulation to prevent the 
unauthorized dissemination of classified infor- 
mation. (Persons who disclose, or permit access 
to, information classified TOP SECRET will 
insure that a list is maintained of all individuals 
to whom the information was disclosed. This 
list will be filed as provided in paragraph 52f.) 

b. Care of Documents in Use. Classified 
documents in actual use will be kept under the 
constant surveillance of the person responsible 
for them. They will be covered, turned face 
down, placed in storage, or otherwise protected 
when visitors are present. 

c. Cover Sheets for Documents. Classified 
documents originated or received in a head- 

uarters should have a cover sheet attached to 
while they are in actual pse. AF Form 
94 Will be used for this purpose (except for 
large charts, maps, and similar oversize docu- 
mdnts). When documents are transmitted in 
ntajner, AF Form 694 will be detached. 
~Personal Correspondence. Classified in- 
tgon will not be included in personal cor- 
nce or messages. 
. Addressing Official Mail. If official cor- 
, spondence contains classified information and 
is intehded for delivery to an individual in 
r headquarters or office, address it to the 
commander or head of office, marked for the 
attention of the individual. 

f. Press Releases Based on Coded Messages. 
The clear text of a previously cryptographed 
message will never be released verbatim to the 

ublic unless it is marked “PARAPHRASE 
{OT REQUIRED” and has been declassified. 

g. Legal Instruments. During wartime, if 
an individual overseas executes or acknowledges 
a legal instrument, he must not indicate the 
place of execution or acknowledgment unless 
proper authority determines that the informa- 
tion would be of no value to the enemy if it 
should reach him. 

h. Rescission. Classified documents which 
have been rescinded or superseded will be pro- 
tected according to their category until de- 
stroyed, 


17. Storage of Classified Material: 

a. General. Classified material not in ac- 
tual use by or under direct observation of an 
authorized person located in the same room or 
enclosure will be stored or guarded as follows. 

b. TOP SECRET Material. TOP SEe 
CRET material will be protected in storage by 
the most secure facilities possible, or kept under 
protection of an armed guard, 
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(1) Normally, such material will be 
stored in a safe, steel file cabinet, or 
other safe-type steel file container 
having a three-position, dial-type 
combination lock, and being of such 
weight, size, construction, or in- 
aa as to minimize the pos- 
sibility of surreptitious entry, phys- 
ical theft, damage by fire, or 
tampering. 

(2) In lieu of such a container, the ma- 
terial may be stored in a secure 
vault-type room or vault which af- 
fords comparable or better protec- 
tion and is approved for such use 
by the commander of the installa- 
tion. 

c. SECRET and CONFIDENTIAL Ma- 
terial. In addition to the means above, SE- 
CRET and CONFIDENTIAL material (except 
registered cryptographic material) may also be 
stored in steel file cabinets equipped with a 
steel lockbar and an approved three-position 
combination dial-type padlock. Unless the 
combination is changeable, the manufacturer’s 
identification numbers will be obliterated. 
Material designated CON FIDEN TIAL—Mod- 
ified Handling Authorized may be stored in a 
container equipped with a reasonably secure 
locking device or in any other storage facility 
of comparable security approved by the com- 
mander of the installation where stored. 

d. Registered Cryptographic Material. Cer- 
tain registered cryptographic material (defined 
in paragraph 91) must be kept under armed 
guard as prescribed in separate directives. All 
other registered cryptographic material will be 
stored in the same manner as prescribed for 
TOP SECRET material. If at all practical, 
classified keying materials will not be stored in 
the same safe as the instructions, classified 
cipher machines, or devices to which they apply. 
(This restriction does not apply to a vault used 
exclusively for the storage of registered crypto- 
material.) 

e. Restriction Against Use of Files. No 
individual will store or file classified material 
in any location for his personal use or personal 
convenience, or for the personal use or con- 
venience of another. Any classified material 
not required for official use by the chief of an 
office and for retention within his immediate 
area will be forwarded to the appropriate file 
facility; or it will be destroyed or otherwise 
disposed of according to AFM 181-5. 

f. Combat or Combat-Related Operations. 
In combat or combat-related operations, actual 
or simulated, the commander of the unit con- 
cerned will insure that all classified documents 
are given the maximum security possible under 
the circumstances. Classified documents will 
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SECTION IV—CONTROL, HANDLING, AND TRANSMISSION OF TOP SECRET MATTER 


Other sections of this regulation include in- 
structions under various subject headings that 
apply to all three defense categories. This sec- 
tion contains detailed instructions on certain 
specific procedures required for _controllin 
handling, and transmitting TOP SECRET 
information only. 


51. Requirements for Controlling: 


a. General. This r tion prescribes par- 
ticularly severe accountability and control pro- 
cedures to limit effectively the dissemination of 
TOP SECRET information and material. The 
specific rules regarding dissemination, handling, 
and transmitting information in the TO 
SECRET category are based 0 this fact: 


The defense (security) aspect P SECRET 
information 1s paramount and takes precedence 
over operati considerations and administra- 


tive convenience. 


b. Individuals. EACH individual who 
knows or possesses TOP SECRET information 
or material will make sure that he and other 
individuals within his area of responsibility 
conform with all provisions of this regulation 
concerning the dissemination and safeguarding 
of TOP SECRET information. 

c. Signature and Approval Authorities. At 
the time of signing or otherwise approving any 
document bearing a TOP SECR classifica- 
tion, the responsible officer or civilian official 


(1) Direct the assignment of a lower 
classification if security considera- 
tions do not support fully the clas- 
sification of TOP SECRET. 

(2) Insure that TOP SECRET infor- 
mation, wherever severable from 
lower classified portions, is given 
separate dissemination or distribu- 
tion on a more selective and limited 
basis than the balance of the docu- 
ment. 

(3) Insure compliance with paragraphs 
52 and 53 if the document qualifies 
for assignment to the TOP SE- 
CRET category. 


62¢’ Dissemination and Distribution: 


a. Special Measures. Each headquarters 
use special measures to limit to the mini- 
mum the dissemination of TOP SECRET in- 
forpmtion. No dissemination or disclosure of 
IP SECRET information will be made or 


authorized by any person without determining 
beforehand that it is absolutely necessary for 
the recipient to know or possess the informa- 
tion. The number of persons who work on 
TOP SECRET material will be kept to a 
minimum, and these persons will be warned 
individually against disclosing such informa- 
tion to others whose official duties do not 
clearly require knowledge of it. 

. Separation of Material. Only that por- 
tion of TOP SECRET matter necessary for 
penning or other appropriate action by any 

eadquarters or individual will be released to 
such activity or individual. Items of infor- 
mation extracted from a TOP SECRET docu- 
ment for further dissemination will be care- 
fully reviewed to determine whether they may 
be assigned a lower classification. 

c. Direct Contact. TOP SECRET infor- 
mation will be disseminated by direct contact 
whenever practicable without transmission of 
documents. 

d. When Reproduction or Distribution is 
not Authorized. If a commander receives a 
TOP SECRET document and determines that 
information based on it must be transmitted to 
subordinates, but reproduction and additional 
distribution of the document is not authorized, 
he will issue separate instructions without di- 
rect quotation from the original document. 
Numbers contained in the document may be 
quoted if exact information as to quantities 
must be disseminated. 

e. Distribution Records and Receipts. These 
records will include the copy number of each 
document transmitted or transferred to recip- 
ients. 

f. Record of Persons Having Access. All 
persons who have knowledge of TOP SECRET 
information must be identifiable at all times. 
An office that originates or receives a TOP 
SECRET document will initiate and maintain 
a list of every person—by name, date, and docu- 
ment title—who is afforded access to informa- 
tion contained in it. AF Form 144, “Top 
Secret Access Record,’ will be used for this 
purpose. If the document is transferred from 
the office, the list will be filed within the office 
(or centrally within the headquarters) for at 
least one year for future reference. 


53. Preparation and Reproduction: 


a. General. TOP SECRET information 
will not be prepared initially in documentary 
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form, copied, or otherwise reproduced unless 
absolutely ee for planning or operational 
purposes. The authority who originates a docu- 
ment containing TOP SECRET information 
will determine the number of copies required 
initially. Also, he will determine whether re- 
cipients may reproduce or copy such documents 
in whole or in part (except reproductions made 
by higher authority). hese rules, and those 
prescribed below, apply to all forms of docu- 
ments and to all methods of copying or repro- 
duction. However, they do not apply to letters 
of transmittal and similar documents which do 
not contain TOP SECRET information. 

b. Identifying and Numbering Copies. Each 
copy of a document which contains TOP 
SECRE T information will be marked to identify 
the office of origin. Also, it will be numbered 
in series for accounting purposes. Copies of 
documents prepared initially and those subse- 
quently reproduced by or for the originatin 
office will be numbered in the same numeric 
series, beginning with number “1.” Copies of 
documents reproduced by or for other than the 
originating office will be marked according to 
g ow to show that they are reproduced 
copies; they will be numbered in a single con- 
secutive series beginning with number 1. These 
rules apply to correspondence as well as to all 
other types of documents. 

¢. Notation Restricting Reproduction. A no- 
tation or statement substantially in one of the 
following forms, as appropriate, will be included 
on or within each copy. of a document which 
contains TOP SECR information (messages 
prepared for electrical transmission need not 
include a statement within the tezt): 

(1) Reproduction of this document in 
whole or in part is prohibited except 
with the permission of the office of 


origin. 

(2) Reproduction of paragraph(s) ---- 
EN Cte ca of this document is pro- 
hibited except with the permission 
of the office of origin. 

(3) Reproduction of this message in 
whole or in yes is prohibited with- 
out approval of (insert 
designated officer; normally the 
head of the action office). (For 
incoming messages.) 

d. Limitation on Correspondence and Mes- 
sages: 

. (1) Normally not more than two carbon 
copies will be made of correspond- 
ence which contains information 
classified TOP SECRET. One 
courtes copy will accompany the 
original and one record copy will 
be retained for file. 
spondence 


If the corre- 
is intended to pass 
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through more than one office or 
headquarters, additional courtes 
copies as necessary will be prepared, 
numbered, and forwarded with the 
original. 

(2) No more than three clear-text copies 
should be made within a headquar- 
ters of incoming TOP SECRET 
messages. (An incoming message 
received in encrypted form becomes 
a document prepared by the recipi- 
ent headquarters upon production by 
such headquarters of a literal plain- 
text copy of the message.) The 
commander of each headquarters 
will determine the number of copies 
of outgoing m that must be 
made to satisfy internal require- 
ments of his headquarters. 

e. pmpemnen of Related Papers. When a 
TOP SECRET document is issued, the signa- 
ture authority will make sure that all classified 
papers relating to coordination or other aspects 
of the document's preparation and requiring 
retention will be itemized by the office of origin, 
assembled into a single file, and forwarded to the 
official office of record for custody. Also, al 
preliminary drafts, stenographic notes, and 
other working papers not required for record 
purposes will be destroyed according to para- 
graph 22. 

f. Effect of Restriction on Re uction. 
Neither nonregistered TOP SECRET docu- 
ments nor portions of them will be copied, 
photographed, or otherwise reproduced without 
the consent of the originator or higher authority 
in the same chain of command. A commander 
will designate in writing the officers within his 
headquarters who may exercise his authority for 
reproducing nonregistered TOP SECRET mate- 
rial originated by a subordinate authority. 

g. Marking Reproductions. If an office other 
than the originating office reproduces a TOP 
SECRET document, or a portion of one that 
contains TOP SECRET information, it will 
mark each reproduced copy to show the repro- 
ducing office and the authority for reproduction. 
(Such copies must also include all markings that 
appear on the original.) Each copy will show 
the copy number assigned by the reproducing 
office and the one assigned by the office of origin. 
Examples follow: 

(1) “Reproduced by Directorate of Oper- 
ations, Hq USAF, by Authority of 
the Chief of Staff, USAF. Repro- 
GRRE THE DD irene peatinin~ so --<-- 
’ eer Reproduced Copies.” 

(2) “Reproduced by (office), Hq Eighth 
Air Force, by authority of Com- 
mander, Strategic Air Command. 
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AFR 205-1F 
99-102 


*SECTION IX—ATOMIC ENERGY RESTRICTED DATA 


This section establishes certain special re- 
quirements for marking, disseminating, and trans- 
mitting Atomic Energy Restricted Data. It also 
contains procedures for requesting Restricted 
Data documents originated by the Atomic Energy 
Commission and requesting access to Restricted 
Data in possession of any Federal agency other 
than the Department of Defense. 


99. General Provisions. Atomic Energy Re- 
stricted Data (defined in attachment 1), includ- 
ing documents and other material, will be 
handled and safeguarded according to rules 
prescribed in other sections for its assigned de- 
fense classification and certain additional rules 
in this section. EACH PERSON CONCERNED 
WITH A PROBLEM REGARDING THE 
HANDLING OF RESTRICTED DATA 
WHICH INVOLVES QUESTIONS ON SUCH 
MATTERS AS REPRODUCTION, DISSEM- 
INATION, STORAGE, ETC., MUST FAMIL- 
IARIZE HIMSELF WITH THE APPLI- 
CABLE PROVISIONS OF OTHER SECTIONS 
AS WELL AS THE ADDITIONAL INSTRUC- 
TIONS IN THIS SECTION. 


100. Designation, Classifying, and Down- 
grading of Restricted Data. “The Atomic 
Energy Commission—Department of Defense 
Classification Guide” governs the designation 
of information which falls within the definition 
of Restricted Data and provides guidance in 
determining the applicable defense classifications. 
The document is distributed only to activities 
concerned. Additional copies may be obtained 
upon request through channels to the Assistant 
for Atomic Energy, Headquarters USAF. 


101. Markings and Notations Required: 

a. Material Containing Restricted Data: 

: (1) In addition to other required classi- 
fication markings and notations, all 
documents or other material contain- 
ing Restricted Data and all inner 
covers in which Restricted Data is 
transmitted will be conspicuously 
marked at least once, with capital 
letters not less than one-quarter inch 
in height, as follows: 

RESTRICTED DATA 
ATOMIC ENERGY ACT 1954 


(2) When material is extracted from a 
document, or pages, sections, ch&pters, 
or other parts are so separated, each 
extract or part will be marked as 


prescribed above if it contains Re- 
stricted Data. 

b. Classified Information Removed from 
Restricted Data Category. Pursuant to the 
Atomic Energy Act of 1954, the AEC is author- 
ized to remove information from the Restricted 
Data category. Information so removed from 
the Restricted Data category but which continues 
to bear a defense classification will be conspicu- 
ously marked at least once as follows: 


FORMERLY RESTRICTED DATA 
(Handle as Restricted Data in Foreign 
Dissemination, Section 144b, Atomic 
Energy Act of 1954) 


(NOTE: The above marking is necessary to assist 
in assuring that classified former Restricted Data 
is not disclosed to any foreign nation or regional 
defense organization except as provided in the 
Atomic Energy Act of 1954.) 

c. Messages. The words “Restricted Data— 
Atomie Energy Act 1954” or “Formerly Re- 
stricted Data—Atomic Energy Act 1954,” which- 
ever is appropriate, will be included in the body 
of classified messages transmitted by electrical 
means. Unclassified electrically transmitted 
messages which collectively would reveal or 
imply classified information pertaining to the 
atomic weapons program, including storage and 
movement of materiel or movement of atomic 
weapons personnel identified by specialty name 
or code, will include at the beginning of the text 
the symbol “EFTO” (Encrypt for Transmission 
Only) in accordance with AFR 205-53. 

d. Transmittal Letters and Files. Letters 
of transmittal, files of papers, and other docu- 
ments which do not contain Restricted Data or 
classified former Restricted Data, but which 
have such data inclosed or attached, will bear 
the Restricted Data or Formerly Restricted Data 
stamp, whichever is appropriate, on the top page 
or cover with a notation underneath substantially 
as follows: “Attached (at) (as) (Tab) (Inclosure) 
(Item) .” Letters of transmittal must also 
include a statement substantially as follows: 
“This letter does not contain (Restricted Data) 
(classified. former Restricted Data).” 





102. Dissemination. As stated in paragraph 
99, the following rules are additional to those 
contained im other seetions regarding dissemina- 
tion of classified information: 

a. Within Department of Defense and to 
Contractags Restricted Data may be disclosed 
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only to Department of Defense personnel and 
to contractors of the Department of Defense and 
their employees who have been granted a per- 
sonnel security clearance equivalent to the se- 
curity classification of the information involved. 
See AFRs 205-6 or 205-9 concerning clearance 
of these persons. For additional] limitations re- 
garding critical category atomic weapons data, 
see AFL 205-27, a copy of which has been 
furnished Department of the Air Force offices 
concerned and commanders of major air com- 
mands. 


(NOTE: Foreign nationals (see attachment 
1 for definition) will not be permitted to have 
access to Restricted Data or classified former 
Restricted Data regardless of grade, position, 
employment, or nationality, except for certain 
releases that are made in strict compliance with 
the Atomic Energy Act of 1954 after specific 
approval of the Chief of Staff, USAF (Assistant 
Chief of Staff, Intelligence).) 

b. To Other Individuals. Except as pro- 
vided above, the disclosure or release of Re- 
stricted Data to any individual may be made 
only if the individual possesses a current AEC 
clearance equivalent to the security classifica- 
tion of the information involved, and the dis- 
semination has been approved according to Sec- 
tion X. 

(NOTE: AEC “L” and ‘Q” clearances are 
equivalent to Department of Defense person- 
nel security clearances for access to CONFI- 
DENTIAL and SECRET information respec- 
tively; a “Q” clearance with a notation showing 
specific AEC authorization for access to TOP 
SECRET is the equivalent of a Department of 
Defense clearance for access to TOP SECRET.) 

c. Oral Discussions. When an individual 
discloses Restricted Data or classified former 
Restricted Data to other persons during discus- 
sions, he will inform them of the designation of 
such information, 


103. Transmission of Critical Category 


Atomic Weapons Information: 


a. Blank spaces and keys will be used in 
preparing communications containing critical 
category information as defined in AFL 205-27. 
The originator of such a document must insure 
that the key and the other portion are trans- 
mitted by separate couriers. 

b. An inner cover containing any document 
that reveals critical category information will be 
marked “TO BE OPENED ONLY BY ——— 
—___. or his designated representative.” 
The name of a person who has been approved 
for access to the information will be included 
in the marking. 


c. Critical category information may be 
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transmitted only by one of the following means 
(never by electrical means) : 

(1) Persons approved for access to such 
information. 

(2) A courier transfer officer of the Armed 
Forces Courier Service. 

(3) Accompanied State Department dip- 
lomatic pouch, which will be used 
cncbuabvedy for transmission through 
or within any foreign country where 
the material would otherwise be sub- 
ject to customs or other inspection 
or examination. 


104. Transmission of Materiel: 


a. General. The commander who initiates 
the movement of Restricted Data materiel will 
determine the degree of protection required and 
the method of transmitting, transporting, or 
shipping it by following the applicable provisions 
of sections IV and V and the guidance set forth 
below. (Additional guidance regarding security 
during movement is published in AFM 205-6.) 

b. Special Requirements. The commander 
will provide for such protection as may be neces- 
sary to guard items of high strategic or com- 
mercial value to minimize health hazards, or to 
insure against damage, delay, or misrouting in 
transit. 

c. Materiel of High Value. A commissioned 
officer and, if necessary, protective guards will 
accompany the shipment or transportation of 
materiel of high strategic or commercial value. 
Only a commissioned or warrant officer will hand- 
carry individual items of such materiel. 

d. Continuous Protection. Protective meas- 
ures at least as strict as those prescribed by the 
commander initiating the movement of Restricted 
Data materiel will be maintained while it is in 
transit. If the initiating commander does not 
control military transportation which will carry 
the materiel, he will make necessary arrange- 
ments with the appropriate commander to insure 
that transportation and appropriate facilities will 
be available for the materiel as well as for per- 
sonnel required to accompany it. 


105. Requests for AEC Reports and Other 
AEC Documents: 


a. Arrangements with AEC. Restricted Data 
documents originated by the AEC or its contrac- 
tors are released to the Air Force according to 
special arrangements approved for a defined field 
of information or a specific project. The com- 
mander or other official who has been assigned 
Air Force responsibility for such an approved 
program or project which requires the use of 
AEC Restricted Data documents should make 
arrangements with that agency to obtain the 
documents. Also, such commander or other 
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3 January 1956 


AFR 205-1 
109-111 


SECTION X—DISCLOSURE OF CLASSIFIED INFORMATION TO AGENCIES AND 
PERSONS OUTSIDE THE DEPARTMENT OF DEFENSE AND TO FOREIGN NATIONALS 


Section I delegates authority to all echelons 
of command for disseminating classified infor- 
mation to activities of the Department of 
Defense and to certain interdepartmental com- 
mittees. Such broad delegation of authority 
is consistent with operational requirements, 
security procedures, and individual responsi- 
bilities that are peculiar to military organiza- 
tions. However, a proposal to disseminate 
classified information outside the Department 
of Defense must be given particularly careful 
consideration. Competent authority must de- 
termine whether such dissemination actually 
is necessary and whether the information can 
be properly safeguarded if it is released. This 
section establishes the requirements which must 
be met before classified information may be 
disseminated outside the Department of De- 


fense and designates the persons authorized 
to approve such dissemination. 
109. Policy Concerning Dissemination 


Outside the Department of Defense: 

a. General Limitations. Classified infor- 
mation will not be released or disclosed to 
private individuals, organizations, corporations, 
or State or Federal agencies, unless they must 
have it to perform an official governmental 
function in the interest of promoting national 
defense. Further, no release or disclosure of 
classified information will be made to persons 
or agencies outside the Department of Defense 
except with specific approval of the officials 
designated in the remaini pee of this 
section. In addition, all o general rules in 
paragraph 8 and the following ones apply. 


[Note: The declassification process is the ave- 
nue through which information may be dis- 
seminated to private citizens or activities (for 
any purpose other than stated above) rather 
than expansion of permissible access to classi- 
fied matter.] 

b. Assuring Security. Classified informa- 
tion will not be released or disclosed outside 
the Executive branch of the Government until 
the recipient assures the Air Force that the 
meee, os will meee as 
salely as this tion requires. agencies 
of the Executive branch on required to comply 
with Executive Order 10501 in safeguarding 
classified defense information.) 

c. Limitation of Scope. Release only the 
individual items of classified information or 


portions of classified documents necessary to 
accomplish the purpose for which release is 
made. 

d. Proprietary Interests. Information will 
not be released ‘it any commitment made by 
the Air Force in obtaining it would be violated. 
Individual or corporate rights in the informa- 
tion, whether patented or not, will be respected. 
Privately owned information will not be released 
without the consent of the owner. 

e. Receipts. A receipt will be cbtained 
when documents classified TOP SECRET or 
SECRET are released to persons, activities, 
or agencies outside the Department of Defense. 
Also, a receipt may be obtained for CONFI- 
DENTIAL documents if the releasing authority 
deems it necessary. 

f. Special Requirements for TOP SECRET. 
When P SECRET information is released 
to any person, activity, or agency outside the 
Department of Defense, the recipient will be 
advised that, as a condition of release, all 

rsons who have access to the material must 
identifiable at all times. Also, the indi- 
vidual or activity will be advised that repro- 
duction of the material may be made only as 
indicated in the instructions on it. 

g. Notification of Release of TOP SECRET. 
The authority that releases TOP SECRET 
matter to any person, activity, or agency out- 
side the Department of Defense will promptly 
notify the office of origin. 


110. Congress and Its Members. All re- 
quests by the Congress or its committees or 
members for classified information will be re- 
ferred to the Director, Office of Legislative 
Liaison, Office of the Secretary of the Air 
Force. (See paragraph 111 and AFR 11-7.) 


111. Committees of the Government: 


a. Requests for Testimony. When a person 
under the jurisdiction of the Air Force appears 
before a committee of the Congress or an 
Executive commission, board, or similar grou 
in either executive or public session, he will 
not divulge classified information unless he has 
been authorized by the Secretary of the Air 
Force to do so. it he is called upon to give 
testimony which includes classified information 
that he has not been authorized to disclose, he 
will respectively inform the group of this fact 
and offer to obtain the authority. (Note: The 
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Secretary of the Air Force may authorize cer- 
tain officers or other persons to disclose classified 
information without his prior approval. Any 
person, when called upon to testify, will im- 
mediately request authority from the Secret 

of the Air Force to divulge information whic 
he anticipates will be desired.) 

b. Protection Against Compromise. When 
a person has been authorized by the 
Secretary of the Air Force to give classified 
information in his testimony, he will request 
that the testimony be given in executive session 
only and not appear in the record of hearings, 
the Congressional Record, or other document 
open to public inspection. 

c. Other Requests. Except for testimony, 
requests by congressional committees and Exec- 
utive commissions, boards, or groups for classi- 
fied information will be referred to the Secretar 
of the Air Force or the Chief of Staff, USAF, 
according to paragraph 110 or 114. 


112. General Accounting Office Repre- 
sentatives. This paragraph prescribes pro- 
cedures for authorizing representatives of the 
General Accounting Office (GAO) to have access 
to classified information during official visits. 
(Requests for or proposals to release classified 
documents to such representatives or any classi- 
fied information to other personnel of GAO will 
be acted upon under b below and paragraph 
114.) 

a. Definition of Commander. For the pur- 
pose of this paragraph, a commander is an 
officer in command of an Air Force installa- 
tion, activity, facility, or location. The term 
also includes an officer-in-charge who, by as- 
signment responsibility, exercises command 
jurisdiction over the administration and opera- 
tion of an Air Force activity, such as an Air 
Force plant representative or administrative 
contracting officer. Chiefs of staff offices in 
a headquarters or unit are not included in the 
term “commander.” 

b. Authorizing Access. Normally, GAO 

ersonnel will not require access to classified 
information during audits, surveys, examina- 
tions, and investigations conducted pursuant 
to statutory authority. (See attachment 2 to 
this regulation for information concernin 
statutory authority and responsibility of GAO. 
However, if the commander concerned deter- 
mines that such is essential to fulfill statutory 
requirements of GAO and that the personnel 
have been properly cleared, he may grant the 
access. However, he must not release docu- 
ments or disclose the following categories and 
types of information without specific approval of 

Secretary of the Air Force or other authority, 
as designated: 


(1) TOP SECRET information and 
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other sensitive areas of classified 
information such as plans or policies 
which are the basis for determining 
requirements concerning the number 
and disposition of units, armaments 
of units, numbers of personnel, etc. 

(2) Atomic Ene Restricted Data. 

(3) ite otiear a i ited b 
nformation origina an agen 
other than the Air abes ox tol one 
tractors, unless prior authorization 
for disclosure has been granted by 
the agency concerned. 

(4) Unclassified and classified reports 
rendered by The Inspector General, 
USAF, inspectors general, or their 
assistants. (This is privileged in- 
formation. It will not be released 
or disclosed without the personal 
approval of the Secretary of the 
Air Force.) 

(5) Unclassified or classified reports of 
investigation conducted by the Office 
of Special Investigations (unless the 
release or disclosure is approved by 
the Director of Special Romsethews 
tions, Headquarters USAF), 

c. Certificate of Clearance. One of the 
officials listed in attachment 2 will certify to 
the degree of personnel security clearance 

ted to GAO representatives and the basis 
or such clearance. He will make this certifica- 
tion to the commander of the Air Force installa- 
tion or — when a GAO representative is 
assigned on official business for a specific period 
of time. Also, he will furnish a copy of the 
certification to the Deputy Chief of Staff, 
Comptroller, Headquarters USAF. 

. Identification of Representatives, The 
Air Force will accept for identification purposes 
the official credential cards which are issued by 
GAO to its representatives. 


113. Contractors and Prospective Contrac- 
tors: 

a. Responsibility for Dissemination. The 
commander, major air command, who has 
jurisdiction over a contractor, or who will 
procure materiel, supplies, or services from @ 
—— contractor, is responsible for re- 
easing or disclosing classified information to 
them if they must have it. However, he may 
release or disclose only the classified information 
required by such contractors or prospective con- 
tractors in performing specific contracts or 
preparing specific bids or quotations. Such a 
commander may authorize a subordinate com- 
mander to release or disclose classified informa- 
tion to a contractor or prospective contractor, 
if such subordinate is authorized to procure 
materiel, supplies, or services. The authoriza- 
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tion will only be given in writing. Also, it 
must be specific as to the conditions under 
which the subordinate may make disclosures 
or releases, 

b. Requirements for Assuring Security. Be- 
fore a commander can release or disclose classi- 
fied information to a contractor or prospective 
contractor, the following is required: A security 
agreement, signed by the individual or by a 
responsible officer on behalf of the firm or 
corporation concerned; a facility security clear- 
ance, properly granted; and a security survey 
of the facility, as appropriate. (See AFR’s 
205-4 and 205-9 for detailed instructions re- 
garding these matters and other aspects of 
safeguarding classified information in connec- 
tion with contract work.) 


c. Limitations on Other Authorities. Nor- 
mally, authorities in Headquarters USAF will 
not release or disclose any classified information 
to contractors or prospective contractors or 
their representatives. However, subject to b 
above and paragraph 114d, such authorities 
may disclose classified information if it has 
been previously released or distributed to the 
major air command concerned and the informa- 
tion is directly related to individual contractual 
requirements (or if a project office for controlling 
work to be performed under a specific contract 
is officially established in Headquarters USAF 
rather than in a major air command). No 
other authorities may release or disclose classi- 
fied information to contractors or their repre- 
sentatives without approval of the commander 
of the major air command concerned (or his 
designated representative). 


114. To Other Civilian Activities. Gener- 
ally, all requests for classified information 
from persons or agencies outside the Depart- 
ment of Defense, and all proposals originating 
in the Air Force to release classified information 
to such persons or agencies will be forwarded 
for necessary action to the Chief of Staff, USAF. 
Exceptions to this rule are set forth in the four 
preceding paragraphs and in the following parts 
of this one. 

a. Activities Involving Industrial Mobiliza- 
tion. Frequently the Air Force obtains infor- 
mation and records from civilian firms and 
industries regarding the mobilization of mate- 
riel and industrial organizations in case of war. 
If any civilian activity applies for such informa- 
tion or records, the application will be referred 
for necessary action to the Under Secretary of 
the Air Force. If any person is served with any 
process or subpoena, demanding him to produce 
such records, he will immediately report it to 
the United States Attorney for the district in 
which the subpoena is served; at the same time 
he will report it directly to the Under Secretary 
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of the Air Force. Pending instructions from 
the Under Secretary of the Air Force, he wiil 
not furnish the requested information. 


b. Litigation. Requests or subpoenas for 
the appearance of witnesses before civil tri- 
bunals or for classified information or material 
to be used in connection with litigation will be 
processed according to AFR 110-5. 

c. Highly Sensitive Information. Occa- 
sionally agencies or activities outside the 
Department of Defense may request highly 
sensitive defense information other than that 
being made available to them for their use in 
the usual conduct of Government business. 
No authority in the Air Force may approve 
such a request before referring it to the Chief of 
Staff, USAF, or the Secretary of the Air Force. 
Highly sensitive information within the 
meaning of this subparagraph is that which 
pertains to such things as: U. S. military 
capabilities, state of military preparedness, 
strategic and tactical plans, location of mobili- 
zation stocks of materiel, extremely critical 
munitions of war, and locations and vulner- 
ability of target areas within the U.S. (especially 
such details as industrial complexes and com- 
munications system layouts), 

d. Authority of Chiefs of Major Staff Offices, 
Headquarters USAF. Within the limits of this 
section, chiefs of Headquarters USAF offices on 
the directorate and higher levels having primary 
interest in CONFIDENTIAL and SECRET 
Air Force information, may release it or approve 
its release to persons and agencies outside the 
Department of Defense. Also, each Deputy 
Chief of Staff, The Inspector General, the 
Assistant Chief of Staff for Guided Missiles, 
and the Assistant Chief of Staff, Installations, 
may release or approve the release of TOP 
SECRET Air Force information under the same 
conditions. In addition, so far as Air Force 
authority applies, the Director of Intelligence, 
Headquarters USAF, may release any classified 
intelligence information to agencies of the 
Executive branch of the Federal Government, 
contractors, or private individuals who partici- 
pate legitimately in national intelligence activi- 
ties. The following rules apply in case of any 
of the requests for releases mentioned above: 

(1) Requests for and proposals to release 
classified information that require 
action by the Chief of Staff, USAF, 
will be forwarded through channels 
to the chief of the Headquarters 
USAF staff office having primary 
interest in the information involved. 
(See AFR 10-3 regarding addressing 
of communication.) 

(2) If the proposed release does not meet 
all policy requirements, the responsi- 
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ble chief of office will disapprove 
and so notify the requester or 


pro 2 ° 

(3) lf the proposed release does meet all 
policy requirements, it may be 
approved the responsible chief 
= office designated above A. 
record of releases or disclosures 
made and approved will be main- 
tained. (TOP SECRET informa- 
tion of primary interest to chiefs of 
Air Staff offices higher than direc- 
torate level not designated above 
may be released only upon approval 
by the Chief of Staff, USAF.) 

(4) If approval is granted to a subordi- 
nate staff or command activity, or 
if such subordinate activity is 
directed to effect a release or dis- 
closure, the head of the releasing or 
disclosing activity will be furnished 
necessary instructions to insure com- 
pliance with requirements of 
yaragraph 109, 

e. Authority of Commanders, Major Air 
Commands. Paragraphs 112 and 113 authorize 
commanders of major air commands to release 
certain classified information to representatives 
of the General Accounting Office and to con- 
tractors and prospective contractors. Within 
the limits of this section, such commanders may 
also release or authorize the release of CON- 
FIDENTIAL or SECRET ee to other 
wee or agencies outside the Department of 

efense, provided that: 

(1) The information originated in (and 
is of primary interest to) the major 
air command. 

(2) The release is necessary to accom- 
plish the mission of the major air 
command. 

(3) The following categories and types 
of information are not released: War 
plans, proposed policies under con- 
sideration by the Air Force, intelli- 
gence, Atomic Energy Restricted 
Data, and cryptographic informa- 
tion. 

(4) Documents originated by higher 
authority are not released without 
approval of the higher authority. 


115. Foreign Nationals. Classified defense 
information will not be furnished or disclosed 
to any foreign national except as provided 
below. 

a. Foreign Governments and Their Official 
Representatives. 

(1) Policy. The Director of Intelligence, 

Headquarters USAF, is responsible 

for developing and implementing 


Air Force policy relating to dis- 
closure of classified defense informa- 
tion to foreign governments. (This 
policy is contained in Air Force 
registered document AF~DCMI and 
furnished to commands and offices 
concerned. ) 


(2) Requests. If foreign governments or 


their official representatives (includ- 
ing international organizations) re- 
quest classified information (or ac- 
cess to such information), the re- 
quest will be sent through channels 
to the Chief of Staff, USAF (ATTN: 
Director of Intelligence). The same 
applies to proposals originating with- 
in the Air Force to disclose such 
information to them. (Exceptions 
are as authorized in separate written 
instructions to interested commands 


and offices according to AF-DCMI.) 


(3) Attachment and Official Visits. Only 


the Chief of Staff, USAF (Director 
of Intelligence), is authorized to 
commit Air Force installations and 
activities to receive foreign nationals 
as Official visitors or as observers or 
students. In making such com- 
mitments, the Chief of Staff will 
issue the necessary written orders 
or other instructions to the com- 
mander or chief of office concerned, 
attaching the foreign nationals to 
specific courses or units, or author- 
izing the official visits. Persons thus 
attached to one installation may 
visit another one whenever neces- 
sary for training or to perform an 
assigned duty, but they must have 
the prior approval of the commander 
of the installation to be visited. 


(4) Disclosure of Information by Com- 


manders and Chiefs of Offices. Or- 
ders or written instructions which 
attach foreign nationals to installa- 
tions or permit them to visit these 
installations will also include neces- 
sary authority to disclose military 
information. These instructions will 
specifically identify the classifica- 
tion category and subject matter of 
any classified information that may 
be disclosed. Commanders and 
chiefs of offices must restrict access 
to military information by foreign 
nationals to that specifically au- 
thorized. (See AFR 205-23 con- 
cerning foreign national exchange 
officers serving with the USAF.) 


(5) Additional Provisions. In addition 


to the instructions above, command- 
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ers will comply with paragraphs 8 
and 109 (c through g) if classified 
information is <I (Also, a 
receipt is required for any CONFI- 
DENTIAL material that may be 
released.) 

b. Employees Residing Outside the United 
States. According to AFR 205-10, foreign na- 
tional employees residing outside the United 
States may perform only limited duties involv- 
ing access to classified information. (That reg- 
ulation also puts limits on the assignment of 
certain other duties.) However, it permits spec- 
ified commanders and Headquarters USAF ac- 
tivities to grant a certificate of limited access 
authorization, within certain restrictions con- 
cerning subject matter, for such an employee to 
have access to CONFIDENTIAL information, 
if United States citizens are not available (or 
cannot be made available within a reasonable 
time) to perform the duties involved. Access 
to secret information is also authorized, but 
only in exceptional cases and when the need is 
clearly established. However, access to TOP 
SECRET information, Atomic Energy Re- 
stricted Data, classified cryptographic systems 
or equipment, classified information not releas- 
able to the government of the individual, and 
certain other classified information listed in 
AFR 205-10 will not be permitted. 

c. Contractors and Prospective Contractors. 
AFR 205-9 governs disclosure of classified in- 
formation to foreign-owned, controlled, or in- 
fluenced facilities located in the continental 
United States; it also governs the award of 
contracts involving such disclosure. Except as 
that regulation and AF-DCMI (referred to 
above) provide, only the Secretary of the Air 
Force may authorize such disclosures. 

d. Other Foreign Nationals. Normally, 
commanders will deny all requests from foreign 
nationals for classified information (other than 
foreign nationals referred to above). However, 
in exceptional cases, these requests may be for- 
warded to the Chief of Staff, USAF, when it 
appears that the release or disclosure of classi- 
fied information is essential to promote national 
defense. Recommendations for approval of 
such requests must include complete informa- 
tion showing why approval is necessary. so 
such recommendations must describe in detail 
the degree of security protection that will be 
accorded the classified information involved. 
Within Headquarters USAF, these requests 
(whether they come from foreign nationals or 
subordinate commanders) will be referred to the 
chief of the major staff office having primary 
interest in the information concerned. That 


AFR 205-1E 
115-116 


officer will either far the request or forward it 
to the Chief of Staff, USAF, with his recom- 
mendations, 


116. Special Procedures for Safeguarding 
From Foreign Nationals: 


a. General Requirement. The commander 
of a headquarters or unit to which foreign na- 
tionals are attached or assigned must provide 
especially for the segregation of work, protec- 
tion of classified material, and supervision and 
control of the foreign nationals to make sure 
that they do not have unauthorized access to 
classified information. 

%b. Special Handling Notices. If the sender 
or recipient of a classified document determines 
that its anticipated handling or distribution 
will make it liable to inadvertent disclosure to 


Joreign nationals at @ given location(s), he will 


attach @ separate special handling notice to it. 
In this connection, the originator of a document 
may include the notice thereon or in the text 
if he knows that the information is not releasable 
to any foreign government, but the separate in- 
formal special handling notice is still required 
if inadvertent unauthorized disclosure is antici- 
pated. The notice should read: 


SPECIAL HANDLING REQUIRED 
NOT RELEASABLE TO FOREIGN 
NATIONALS 
The information contained in this 
document will not be disclosed to for- 
eign nationals or their representatives. 


c. Messages. Insert the abbreviation 
“NOFORN” in the text of classified messages 
if necessary to warn addressees that the informa- 
tion contained in the message requires the spe- 
cial handling referred to above. 

d. Providing for Limited Release. The 
above notations are all inclusive, i. e., no foreign 
national serving at a headquarters or unit may 
have access to the information. When the re- 
lease of classified information to certain foreign 
nationals is authorized (paragraph 115), docu- 
ments containing such information should have 
appropriate authenticated instructions attached 
to them (preferably in letters of transmittal). 
However, the instructions may be included in 
the text of messages and other documents 
whenever appropriate. 

e. Sending Information to U. S. Personnel 
at Allied Headquarters. All classified documents 
and messages addressed to a United States au- 
thority stationed at an allied headquarters or 
similar office under international control will 
bear the appropriate special handling notice 
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referred to in b and c above; or they will include 
or have attached to them instructions providing 
for release as authorized by paragraph 115. 

f. Information Not Bearing Handling No- 
tice. Even though material does not bear speci 
handling instructions, it must not be released 
or disclosed to any foreign national without 
proper specific authorization. (Special handling 
instructions only indicate that the document 
involved has been reviewed and disclosure to 
foreign nationals is not authorized or is author- 
ized only as provided in them.) 

117. Sale of Materiel and International 
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‘Traffic in Arms. The domestic sale, the di- 
vulging of information concerning negotiations 
for foreign sale, the release for foreign sale, or 
the foreign manufacture of items of Air Force 
Army, and Navy materiel are not permit 
unless the Departments of the Air Force (Dep- 
i f Chief of Staff, Materiel, Headquarters 
USAF), Army, and Navy have stated that 
information which requires safeguarding in the 
interests of the defense of the United States 
would not be compromised thereby. In this 
connection, however, the Department of State 
administers international traffic in arms. 
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AFR 205-1F 


AUTHORITY AND RESPONSIBILITY OF THE GENERAL ACCOUNTING OFFICE 


(This attachment is for use in connection with paragraph 112, AFR 205-1.) 


Authonty: Authority to carry out the respon- 
sibilitics of the General Accounting Office (GAO) 
is covered by statutory provisions such as: Sec- 
tion 312:a) and 313, Budget and Accounting Act 
of 1921, Section 206, Legislative Reorganization 
Act of 1946; Section 206(c), Federal Property 
and Administrative Services Act of 1949; Sec- 
tion III(d) and 117(a), Budget and Accounting 
Procedures Act of 1950. The GAO performs in- 
dependent audits of Government accounts and 
reports to the Congress in special and annual re- 
ports its findings regarding financial conditions 
in the Government. The GAO is responsible for: 

a. Performing an independent audit of the 
financial transactions of the Federal Govern- 
ment including all types of property accounts and 
transactions required by the act of 1949 referred 
to above 


b. Preseribing principles, standards, and re- 
lated requirements for accounting to be observed 
by the executive agencies, and cooperating with 
the agencies in carrying out their primary re- 
sponsibilitics for the development of their ac- 
counting systems, including property accounting 

ce. The performance of investigations relat 
ing to the receipt, disbursement, and applica- 
tion of public funds. 

d. Reporting the results of its activitics to 
the Congress including recommendations to fur- 
ther the effectiveness of governmental financial 
operations. 

e. Other related functions, including non- 
appropriated fund activities which are carried 
on as a direct or quasi-official responsibility of 
the Department concerned. 


WGAO OFFICIALS AUTHORIZED TO CERTIFY PERSONNEL SECURITY CLEARANCES 


Accounting and Auditing Organizations 

] Directors 

Deputy Directors 

Associate Directors 

Assistant Directors 

Regional Managers 
Boston, Mass. 
New York, N. Y. 
Philadelphia, Pa. 
Norfolk, Va 
Atlanta, Ga. 
Detroit, Mich. 
Cleveland, Ohio 
Chicago, Ill 
St. Louis, Mo. 
New Orleans, La. 
St. Paul, Minn. 
Kansas City, Mo. 
Dallas, Texas 
Denver, Colo. 
Seattle. Wash. 
Portland, Ore. 

San Francisco, Calif. 
Los Angeles, Calif. 
Director, Claims Division 
Director, European Branch 
Director, Far East Branch 


Director, Division of Personnel (or the Acting Director in the absence of the Director) 


Director, Transportation Division 


NOTE: The office formerly known as the Dayton (Ohio) Regional Office ia now a field element 
of the Defense Accounting and Auditing Division. The former Regional Manager now has the title of 
Assistant Director (of the Defense Accounting and Auditing Division) 
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